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Abstract

Radio Frequency Identification (RFID) has revolutionized the asset tracking
industry, with applications ranging from automated checkout to monitoring
the medication intakes of elderlies. Its wide acceptance and applicability has
spurred researchers to create novel RFID applications. One promising devel-
opment is equipping nodes in a Wireless Sensor Network (WSN) with a RFID
reader to create a distributed, self-configuring, ad hoc wireless network for track-

ing objects with an RFID tag.

A key problem in RFID-enhanced WSNs is the limited battery life of sensor
nodes, which imposes a severe energy constraint on communication protocols.
To put this into perspective, this thesis shows that the energy consumed by an
RFID reader to read a single 96-bit tag is higher than a sensor node transmitting
and receiving 96-bits of data. Moreover, in practice, an RFID reader has to read
multiple tags in its interrogation zone, all of which may reply simultaneously. As
a result, the RFID reader experiences collisions and unnecessary energy wastage
that ultimately shortens a WSN’s lifetime. For these reasons, it is imperative
that a comprehensive study on the energy efficiency of existing RFID tag reading

or anti-collision protocols be conducted in order to determine their suitability

for use in RFID-enhanced WSNs.

This thesis, therefore, investigates the energy efficiency of Aloha based RFID
anti-collision protocols. These protocols have low memory and bandwidth re-

quirements, adaptive to changing tag population, and a small number of reader

iii
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to tag commands; thereby, making them easy to implement on sensor nodes.
Using analytical and simulation studies, this thesis shows that collisions and
idle listening to be the key causes of energy consumption. Idle listening con-
sumes a significant amount of energy, especially when the number of tags is low,
but as the number of tags increases, collisions become the main cause of energy

expenditure.

Another major finding is that existing anti-collision protocols are unable to
monitor tags in an energy efficient manner. Specifically, in order to monitor tags,
these protocols must undergo the collision resolution process repeatedly. This
problem is particularly acute when tag population changes frequently. Hence,
there is a clear need for energy efficient protocols that can determine new and
old tags quickly. To this end, this thesis is the first to propose ResMon, an anti-
collision protocol that is designed to be energy efficient during identification and
monitoring. Extensive simulation studies show ResMon’s energy consumption
to be significantly lower than state of the art framed Aloha variants; thus,

making it ideal for use in RFID-enhanced WSNs.
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Chapter

Introduction

1.1 RFID

In recent years, RFID has gained enormous publicity, especially after its adop-
tion by Wal-Mart, Tesco, and the US Department of Defense (DoD) [22] [23]
[24]. These organizations maintain that RFID technologies reduce logistical
overheads, costs, and product losses. According to IdTech [25], the value of the
entire RFID market could rise to 24.5 billion in 2015. Moreover, In-Stat [26]
predicts that by 2010, more than 33 billion tags will be produced globally, which
is 25 times the number of tags produced in the year 2005.

RFID is an object identification technology that is far more advanced than con-
ventional barcodes. Conceptually, RFID relies on magnetic or electromagnetic
field for identifying objects and do not require reader and tags to be in the
line of sight. In contrast, barcodes are read optically, and do require line of
sight. Another distinctive advantage of RFID is its ability to identify multiple
tags. Also, RFID tags are available in a variety of form factors, shapes, and
sizes. Moreover, data stored in an RFID tag can be altered by an RFID reader,
whereas barcodes do not change once printed. These distinctive RFID features
along with falling system implementation costs have sped up the adoption of
RFID in various industries [27] [28]. Currently, RFID applications include theft

prevention of automobiles and merchandises, automatic toll collection, supply
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chain, and elder healthcare to name a few [29] [30] [27].

A typical RFID system consists of an RFID reader, one or more RFID tags and
a Personal Computer (PC) for data processing; as shown in Figure 1.1. The
RFID reader is a powerful device with ample memory and computational power.
It has four main functions: energize tags, carrier signal generation, broadcast
messages or commands, and decode a modulated signal. To read tags, the
reader energizes them by emitting a time-varying magnetic or electromagnetic
field, which also contains a carrier signal to be used by tags to transmit their
identifier (ID) back to the reader. In other words, the carrier signal not only
energizes tags, but also receives data from tag. The reader then demodulates
the received signal to retrieve a tag’s ID. A reader can also be fitted with an
additional interface to transmit its stored data to a computer or programmable
logic controller [31]. Lastly, a reader uses an anti-collision algorithm to arbitrate
tag replies.

Reader Interrogation Zone

Reader

Tag Response

i
i
4
Ay 4
~ #
~ -
~ . -

Reader Antenna -

Figure 1.1 Reader and tags interactions.

Tags are the basic building block of an RFID system. A tag consists of a small
electronic chip that contains a radio receiver, a modulator for sending responses
back to the reader, and control logic. RFID tags that do not contain a silicon
chip are called chip-less tags, and they promise huge cost savings since they can

be printed directly on products [32].

There are three types of tags: passive, active and semi-passive [27] [28]. Passive

tags have limited computational capacity, no ability to sense the channel, detect
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collisions, and communicate with each other. Semi-passive tags behave in a
similar manner to passive tags, but have the advantage of an on-board power
source that can be used to energize their microchip. In terms of cost, active

tags are the most expensive, followed by passive and semi passive tags.

1.2 Wireless Sensor Networks

The development of low cost, multifunctional sensor nodes have become popu-
lar, spurred by the advances in wireless communications, micro-electro-mechanical
systems (MEMS) technologies and electronics over the last few years. These
sensors are small in size and are able to sense, process data, and communi-
cate with each other, typically over a radio frequency (RF) channel [33]. More
importantly, they can be used to create wireless sensor networks that have appli-
cations in habitat monitoring, asset management, intelligent homes, and health

care [33] [34].

Figure 1.2 shows a typical wireless sensor network (WSN) comprising of ran-
domly deployed sensor nodes, a sink node and a processing unit. The place-
ment of these sensors need not be engineered or predetermined, thus allowing
deployment in hard to reach terrains [34]. Moreover, sensor nodes are mostly
unattended after deployment, permitting neither upgrade of energy sources or
troubleshooting. Consequently, nodes are abandoned after they exhaust their
power sources [34]. When deployed, sensor nodes self-organize to create a net-
work without relying on any existing infrastructures. Once sensor nodes are
inter-connected, the application on each node is activated. Following that,
whenever an event is detected, such as a temperature change, one or more
sensor nodes transmit the event to the closest sink node, which then trans-
mits it to a processing unit. Conversely, the processing unit can also send
queries/commands to register its interest in an event or to collect data stored

at sensor nodes [35].

A sensor node consists of a battery, a radio transceiver, microcontroller unit

(MCU), memory and transducers or sensors [l] [34]. Table 1.1 summarizes
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Sensor node

Event detected Sink node

Processing

Region being monitored

Figure 1.2 Wireless sensor network.

the specification of various commercial sensor nodes. BTnode [G], IRIS [&],
TELOSB [10], Tmote Sky [2], MICA2 [3], and MICAz [5] use 2AA batteries.
On the other hand, Imote2 [9] and MICA2DOT [4] rely on a 3 AAA and 3V
coin battery respectively. These sensor nodes either use a Chipcon CC2420 [36]
or a Chipcon CC 1000 [37] radio . The key difference is that, CC2420 offers
a data rate of 250 kbps and operates at 2400 MHz. The CC 1000 radio, on
the other hand, has a data rate of 76.8 kbps and operates in the 300-1000
MHz frequency range. A majority of these sensor nodes use Atmel’s Atmega
128L microcontroller. Lastly, sensor nodes are equipped with magnetic, seismic,
magnetic, thermal, visual, infrared, acoustic, or radar sensors or transducers.
Hence, they can be used to monitor a wide variety of ambient conditions such
as, temperature, humidity, soil makeup, and pressure. Moreover, they can be
used for continuous sensing, event detection and identification, location sensing,

and control of actuators.

A recent development in the area of WSNs is the coupling of a RFID reader
to a wireless sensor node to create RFID enhanced WSNs. For example, us-
ing SkyeTek’s RFID reader [38] with Crossbow’s MICA2Dot sensor Motes [4].
The resulting network has many applications that is a marked departure from

current RFID systems, and also those in WSNs that have thus far limited to
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using conventional sensing elements mentioned previously. Figure 1.3 shows
an example RFID-enhanced WSN that can be deployed either indoors or out-
doors. In the former, applications can range from crowd control, book tracking
in libraries, smart homes, and smart offices. For example, in a smart home,
items have an RFID tag that can be tracked using randomly deployed sensor
nodes, thereby allowing users to manage their assets efficiently [39] [40] [41].
On the other hand, outdoor applications include disaster or habitat monitor-
ing [42] [43] [44]. For example, in habitat monitoring, RFID-enhanced sensor

nodes can be deployed on a farm to monitor tagged animals.

RFID-ehhanced sensor node

RFID tag identified Sink node

Processing
unit

Region being monitored

Figure 1.3 RFID-enhanced wireless sensor network.

A number of organizations and researchers have also started investigating RFID-
enhanced WSNs. In [30], Ho et al. outline a project to build an in-home elder
healthcare system that monitors patients’ medication. In a similar work, Intel
[45] has developed a system called “Caregiver’s Assistant” to detect an elder’s
activities without requiring direct observation. This is achieved by fastening
RFID tags on household objects, and tracking when these objects are touched
by an elder. In [46], NASA/JPL outlines a project called Sensor Webs. The
goal is to develop a web of sensors for monitoring environment changes such
as humidity, and take actions when events happen. Finally, BP Oil [17] is
using RFID for location tracking and to sense a machine’s working condition

by monitoring its vibrations.
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1.3 Motivation

A key problem in WSNs is the limited battery life of sensor nodes. This is in
addition to their low memory and computational capabilities. Therefore, inte-
grating an RFID reader to sensor nodes presents an additional load, which in
turn exacerbates these sensor nodes’ energy expenditure. To gain insight into
this energy expenditure, the following analysis investigates the energy consump-

tion of an RFID reader.

Table 1.2 summarizes the current and power consumptions of commercial RFID
readers. Note, the power consumptions evaluation to follow assumes the reader
has a 3V supply. From the table, a RFID reader can operate in three modes, i)
scan, ii) idle, and iii) sleep. Out of the RFID readers listed in Table 1.2, only
SkyeTek’s M1-Mini [48] and M1 [49] RFID readers are designed to mate with
the MICA2DOT |4] sensor node. We see that the M1-Mini and M1 readers
consume 180 and 330 milli-watts respectively during scanning. In idle mode,
they consume 30 and 45 milli-watts, whilst in sleep mode they consume 150 and
180 micro-watts respectively. Thus, the scanning process consumes the most

power. This is true for all RFID readers in Table 1.2.

Now consider the energy consumed by an RFID reader to read one tag. The en-
ergy consumed is proportional to a reader’s scanning duration, and is dependent

on the time it takes a tag to transmit its ID. In other words,

D

- data_rate

(1.1)

where 1D is the identification code in bits and data_rate is the tag’s data rate
in bits per second. Taking the SkyeModule M1-Mini [48] as an example, which
is capable of transmitting at 26 kbps and 106 kbps, the scanning duration to

read one tag is 3.6 and 0.9 milli-seconds respectively.
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Then using 7', the total energy consumed by a reader is,

E=PxD (1.2)

where P = VI (Watts) is the power consumed by the reader during scanning,
V' (Volts) is the supply, I (Amperes) is the current consumed during scanning,

and D (seconds) is the scanning duration. Note, D = T for a single tag.

Applying Eq. 1.2, the energy consumed by the SkyeModule M1-Mini to receive
96 bits of ID is around 648 micro joules at 26 kbps, and 162 micro joules at 106
kbps. Similarly, for the SkyeModule M1, the energy consumed when scanning
a single tag is around 1188 micro-joules at 26 kbps and 297 micro-joules at 106
kbps.

Now, let us consider the amount of energy consumed by a sensor node to trans-
mit /receive data. Table 1.3 presents the power consumption of existing sensor
nodes. In order to compare the energy consumed by a sensor node and an RFID
reader, the following analysis considers the energy consumed by a MICA2DOT
mote when transmitting and receiving 96 bits of data in a noise free channel.
The power consumed by a MICA2DOT in reception and transmission is 27 and
52 milli-watts respectively. Its transceiver is capable of transmitting at 38.4
kbps. Therefore, using Eq. 1.1 and 1.2, the energy consumed to receive 96 bits
of data is 67.5 micro-joules, and to transmit the same amount of data takes
130 micro-joules. On the other hand, the SkyeTek RFID readers’ energy con-
sumption range from 162 to 1188 micro-joules when scanning for a single 96-bits
tag. Therefore, the energy expended by an RFID reader in scan mode is higher
compared to the MICADOT during transmission and reception.

The analysis above shows that reading just one tag consumes a significant
amount of energy. In practice, there are multiple tags in a reader’s interro-
gation zone and tag responding simultaneously cause collisions at the reader.
To mitigate these collisions, a reader must use a tag reading or an anti-collision

protocol. Moreover, in RFID-enhanced WSNs, coordinating the transmissions
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of multiple sensor nodes further adds to energy expenditure.

1.4 Research Statement

This thesis, therefore, aims to analyze the energy efficiency of RFID tag reading
protocols. Specifically, it studies protocols that minimize tag collisions [27]. As
shown in Figure 1.4, a collision results when more than one tag responds to
the reader at the same time, thereby causing extended identification delays.
Moreover, it causes energy and bandwidth wastage.

Reader's interrogation Zome__——
~

Sa

Tag

Tag J
~
RFID
- Reader /= Tog

/! N

Tag ’ Tag

Tag

Figure 1.4 Tag collision problem.

1.5 Contributions

This thesis contributes to the state-of-art as follows:

1. A survey of RFID tag reading protocols. There has been no works that pro-
vide a comprehensive survey of RFID tag reading techniques. Although

brief surveys are presented in [59] and [12], none of them provide an
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in-depth discussions of works published after the year 2004. The method-
ology used in this thesis is based on firstly identifying the pros and cons of
each protocol and then presenting in-depth comparisons among different
protocol classes. Lastly, due to the growing interests in ad-hoc deploy-
ments of RFID systems [30] [45] [46] [47], this thesis identifies promising

tag reading methods that are suitable for energy constrained systems.

2. A quantitative model to evaluate the energy consumption of Pure and
Slotted Aloha tag reading protocols. To date, no work has quantified the
energy consumption of Aloha based tag reading protocols. This thesis
presents an analytical model to quantify the energy consumption of twelve
Aloha variants in three phases: namely 1) success, ii) collision, and iii) idle
listening. The key finding is that Pure Aloha with fast mode consumes the
lowest energy and is most suitable for tag identification in RFID-enhanced
WSNs. However, no variants promise energy efficient monitoring of iden-
tified tags. In other words, the reader is required to re-read all tags every
time to sense their presence; a process that consumes a significant amount

of energy.

3. A quantitative model to analyze the accuracy of tag estimation functions.
Dynamic framed slotted Aloha (DFSA) protocols rely on a tag estimation
function to set their frame size. To date, very little works have conducted
a comprehensive study on the accuracy of current tag estimation func-
tions. Moreover, existing works have not compared these functions using
a consistent set of metrics. To this end, this thesis studies tag estimation
functions via an error evaluation model that uses descriptive statistics.
The model relies on making an iterative estimate of a given set of tags to
evaluate a function’s mean error, variability, skew and Kurtosis. Lastly,
using Monte Carlo simulations, the most energy efficient tag estimation

function is identified.

4. A framework to quantify energy consumption of framed slotted Aloha (FSA)
variants. No work has conducted an in-depth investigation on the energy

efficiency of FSA protocols. To this end, Chapter 5 analyzes the energy
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consumption of twelve FSA variants. The main findings are that FSA
variants that adjust their frame size in accordance with tag population,
and also those that incorporate the muting and early-end features have
the lowest energy consumption. However, none of them promise energy

efficient monitoring in RFID-enhanced WSNs.

5. ResMon. Based on the findings in Chapters 2 to 5, Chapter 6 proposes
ResMon, an energy efficient protocol that allows for both reading and
monitoring of tags. ResMon uses three different frames: 1) reservation,
2) body, and 3) monitor. Reservation and body frames are used for tag
identification, and the monitor frame is used to track changes in tag pop-
ulation over time. Results show that, in terms of energy consumption,
ResMon achieves 11% and 90% improvements over current framed Aloha

variants during identification and monitoring respectively.

1.5.1 Publications

The results from the aforementioned chapters have been published in:

1. D. K. Klair, K-W Chin and R. Raad. An Investigation into the Energy
Efficiency of Pure and Slotted Aloha Based RFID Anti-Collision Proto-
cols. In IEEE International Symposium on a World of Wireless, Mobile
and Multimedia Networks (IEEE WoWMoM’07), June 18-21, Helsinki,
Finland, 2007.

2. D. K. Klair, K-W Chin and R. Raad. On the Suitability of Framed Aloha
Based RFID Anti-Collision Protocols for RFID-Enhanced WSNs. In The
16th IEELE International Conference on Computer Communications and
Networks (IEEE ICCCN’2007), August 13-16, Honolulu, Hawaii, USA,
2007.

3. D. K. Klair, K-W Chin and R. Raad. On the Accuracy of RFID tag
Estimation Functions. In The 7th IEEE International Symposium on
Communications and Information Technologies (IEEE ISCIT’07), Oct 16-
18, Sydney, Australia, 2007.
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4. D. K. Klair, K-W Chin, R. Raad and Darryn Lowe. A Spatially Aware
RFID-Enhanced Wireless Sensor Network. The Sixth Annual IEEE In-

ternational Conference on Pervasive Computing and Communications,

(IEEE PerCom: Google Ph.D. Forum), March 1721, 2008, Hong Kong.

5. D. K. Klair and K-W Chin. A Novel Anti-Collision Protocol for Energy
Efficient Identification and Monitoring in RFID-Enhanced WSNs. The
17th IEEE International Conference on Computer Communications and
Networks (IEEE ICCCN’2008), August 3-7, St Thomas, US Virgin Is-
lands, USA, 2008. [Best Paper Candidate|

6. A. R. Rivera, D.K. Klair and K-W Chin. A Simulation Study on the
Energy Efficiency of Pure and Slotted Aloha based Tag Reading Protocols.
The 6th IEEE Consumer Communications and Networking Conference

(IEEE CCNC’09), Las Vegas, CA, USA, Jan 10-15, 2009.

7. D. K. Klair, K-W Chin and R. Raad. On the Energy Consumption of Pure
and Slotted Aloha Anti-Collision Protocols in RFID-Enhanced Wireless

Sensor Nodes. Elsevier Computer Communications, 32(5), pg 961-973,
March, 2009.

8. D. K. Klair, K-W Chin and R. Raad. A Survey and Tutorial of RFID
Anti-Collision Protocols. IEEE Communications Surveys and Tutorials

Magazine, 2009. To Appear

1.6 Thesis structure

The remainder of the thesis is organized as follows:

1. Chapter 2. This chapter presents RFID multiple access protocols. Specif-

ically, this chapter surveys RFID anti-collision protocols.

2. Chapter 3. This chapter presents an analysis of the energy consumption
of twelve framed Aloha protocols. In addition, it highlights a key short-

coming that makes them unsuitable for use in RFID-enhanced WSNs.
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3. Chapter 4. This chapter analyzes the accuracy of five tag estimation func-
tions. The objective is to find the most suitable tag estimation function

for use in RFID-enhanced WSNs.

4. Chapter 5.  In this chapter, a quantitative comparison of the energy
consumption of twelve FSA variants is presented. Moreover, it details

their key advantages and shortcomings.

5. Chapter 6. Based on the findings of Chapters 3, 4, and 5, this chapter
presents a novel anti-collision protocol that is capable of energy efficient

identification and monitoring in RFID-enhanced WSNs.

6. Chapter 7. This chapter concludes the thesis, and provides a summary of

research outcomes and future research directions.



Chapter

RFID Anti-Collision Protocols

Collision due to simultaneous tag responses is one of the key issues in RFID
systems. It results in wastage of bandwidth, energy, and increases identification
delays. To minimize collisions, RFID readers must use an anti-collision protocol.
To this end, this chapter reviews state-of-the-art tag reading or anti-collision
protocols, and provides a detailed comparison of the different approaches used

to minimize collisions, and hence help reduce identification delays.

The remainder of this chapter is organized as follows. Section 2.2 and 2.3 present
a comprehensive survey and comparison of Aloha and tree based protocols re-
spectively. Next, Section 2.4 surveys five hybrid tag reading protocols. This is
followed by a review of current RFID standards in Section 2.5. Lastly, Section

2.6 concludes the paper.

2.1  Anti-Collision Protocols for Tag Collision
Problem

Figure 2.1 classifies various anti-collision protocols in existent [27] [59]. Broadly,
they can be categorized into, space division multiple access (SDMA), frequency
division multiple access (FDMA), code division multiple access (CDMA), and
time division multiple access (TDMA).

16
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| Multiple Access / Anti-Collision Protocols |

—

Tag Driven Reader Driven
{Asynchronous) {Synchronous)
Pure Alcha and Slotted Aloha and Framed Slotted
its variants its variants Aloha (FSA) Tree Protocols
Basic FSA and Dynamic FSA
its variants and its variants

Query tree (QT) Tree splitting (TS) Binary Search {BS) Bitwise arbitration (BTA)
based protocols based protocols based protocols algorithm

Figure 2.1 Classification of tag reading or anti-collision protocols.

Briefly, SDMA protocols [27] [60] spatially separate the channel using directional
antennas or multiple readers to identify tags. They, however, are expensive and
require intricate antenna designs. On the other hand, FDMA [27] protocols
involve tags transmitting in one of several predefined frequency channels; thus,
requiring a complex receiver at the reader. Lastly, CDMA [27] [60] based sys-
tems involve multiplying tag ID with a pseudo-random sequence (PN) before
transmission. Unfortunately, CDMA based systems are expensive and power

hungry.

TDMA protocols constitute the largest group of anti-collision protocols [27], and
hence is the focus of this thesis. These protocols can be classified as Reader
Driven, and Tag Driven. The former and latter are also called Reader-talk-
first (RTF) and Tag-talk-first (T'TF) respectively. Most applications use RTF
protocols, which can be further classified into Aloha and tree based proto-
cols/algorithms. Note, there is also a hybrid class, which combines Aloha and

tree protocols. The basic idea behind RTF is that tags remain quiet until specif-
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ically addressed or commanded by a reader. On the other hand, T'TF protocols
function asynchronously. This means a TTF tag announces itself to the reader
by transmitting its ID in the presence of a reader. Tags driven procedures are

slow compared to RTF protocols [61].

2.2 Aloha Based Protocols

First a review of Aloha based tag reading protocols is presented before discussing

tree protocols in Section 2.3. The following are Aloha variants in existent:

1. Pure Aloha (PA).
2. Slotted Aloha (SA).
3. Framed Slotted Aloha (FSA).

(a) Basic framed slotted Aloha (BFSA).
(b) Dynamic framed slotted Aloha (DFSA).

(¢) Enhanced Dynamic framed slotted Aloha (EDFSA).

2.2.1 Pure Aloha (PA)

In PA based RFID systems, a tag responds with its ID randomly after being

energized by a reader. It then waits for the reader to reply with, i) a positive

acknowledgement (ACK), indicating its ID has been received correctly, or ii) a

negative acknowledgement (NACK), meaning a collision has occurred. If two
>

or more tags transmit, a complete or partial collision occurs [12], which tags

then resolve by backing off randomly before retransmitting their ID.
Pure Aloha based systems have several variants [62] [12] [63]:
1. PA with Muting. When muting is used, the number of tags in a reader’s

interrogation zone is reduced after each successful tag response, meaning

the offered load to the reader is reduced after a tag is identified. Figure
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2.2 shows the behavior of PA with muting. Initially, tags 1 and 3’s trans-
mission collides, causing them to wait a random amount of time before
retransmitting again. After identification, the reader silences read tags

using the "mute” command.

Tag 1 D E‘\L D Tag Transmission
Tag 2 —D

Collision

Tag 3
Reader

Shared s\\\\\\\\\\

Medium

Figure 2.2 Pure Aloha with muting.

2. PA with Slow Down. Instead of being muted, a tag can be instructed
using a “slow down” command to reduce its rate of transmission, hence
decreasing the probability of collision. Figure 2.3 shows how the reader
slows tag 1 down after identification, resulting in tag 1 adapting its random

back-off counter to reduce its transmission rate.

3. PA with Fast Mode. A “silence” command is sent by the reader once it has
detected the start of a tag transmission. This command has the effect of
stopping other tags from transmitting. Tags are allowed to transmit again
after the reader has sent an ACK command or until their waiting timer
expires. Figure 2.4 shows PA with fast mode. Once the reader detects a
transmission from tag 2, tag 1 and tag 3 are silenced and reactivated only

after tag 2 has finished transmitting.

4. Other Variants. Lastly, we can create two more variants, namely PA
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Figure 2.3 Pure Aloha with slow down.

with fast mode and muting, and PA with fast mode and slow down by
combining the respective features. These variants are shown in Figures
2.5 and 2.6 respectively. In Figure 2.5, tags 1 and 3 are silenced when tag
2 starts transmitting. After tag 2 is identified, it is muted. Similarly, in
Figure 2.6, after tag 2 is identified using fast mode, it is slowed down to

allow other tags to transmit.

2.2.2 Slotted Aloha (SA)

In Slotted Aloha (SA) based RFID systems, tags transmit their ID in syn-
chronous time slots. If there is a collision, tags retransmit after a random
delay. The collision occurs at slots boundary only, hence there are no partial

collisions [G4].
Slotted Aloha also has numerous variants [62] [12] [63]:

1. SA with Muting/Slow Down. The principle operation is similar to PA

with muting/slow down, but operates in a slotted manner.

2. SA with Farly End. If no transmission is detected at the beginning of
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Tag 1

Tag Transmission

.

Transmission
begins
Tag 2

Tag 3 ﬂ

Reader b T Silence Command

Collision

Time —>»

),
_

_

Shared
Medium

Figure 2.4 Pure Aloha with fast mode.

a slot, the reader closes the slot early. Two commands are used: start-
of-frame (SOF) and end-of-frame (EOF). The former is used to start a
reading cycle, and the later is used by the reader to close an idle slot early.

Figure 2.7 depicts how early end is used to terminate idle slots.

3. SA with Farly End and Muting. When tags have been identified, the
reader sends a muting command, thereby reducing the number of respond-
ing tags. When no replies are detected after a small period of time, the

reader closes the slot early using the EOF command.

4. SA with Slow Down and Early End: This combines slow down with the

early end feature.

In summary, there are four key features being used to increase the performance
of Pure and Slotted Aloha based tag reading protocols: i) muting, ii) slow down,

iii) early-end, and iv) fast mode. To recap, fast mode is only used in conjunction
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D Silence D Mute
Tag 1 —)\

Transmission Tag Transmission
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Tag 2
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Tag 3 f
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Medium

Figure 2.5 Pure Aloha with fast mode and muting,

with Pure Aloha variants to reduce their vulnerability period. Early end is used
by slotted Aloha variants to reduce idle listening where idle slots are terminated
early. Lastly, muting and slow down have the effect of reducing the offered load

to the reader.
2.2.3 Framed Slotted Aloha (FSA)

In PA and SA based systems, a tag with a high response rate will frequently col-
lide with potentially valid responses from other tags. Therefore, FSA protocols
mandates that each tag responds only once per frame. The following sections

describe various FSA variants.

2.2.3.1 Basic Frame Slotted Aloha (BFSA)

BFSA has four variants. They are, 1) BFSA-Non Muting, 2) BFSA-Muting, 3)
BFSA-Non-muting-early-end, and 4) BFSA-Muting-early end. Note, the term
“basic” refers to the frame size being fixed throughout the reading process. In
BFSA-Non muting, a tag is required to transmit its ID in each read round.

In non-muting variants, the reading delay is dependent on the confidence level
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Figure 2.6 Pure Aloha with fast mode and slow down.

a ,where a=0.99 indicates 99% of the tags have been read successfully. The
number of read cycles R needed to read a tag set with « confidence level is

given by [65],

log (1 — a)
e i o

where N is the frame size, n is the number of tags, and the probability of having
a successful transmission is p; = (1 — %)n_l. To obtain an integral value, and

avoid conservative delay values, Equ. 2.1 uses the ceil function.

For BFSA-Muting, the number of tags reduces after each read round, since tags
are silenced after identification. When a read round is collision free, the reader

concludes that all tags have been identified successfully.

BFSA-Non-muting-early-end and BFSA-Muting-early-end variants incorporate
the early-end feature. Specifically, the reader transmits a close slot command

when no response is received in a particular slot.
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Tag 2

Figure 2.7 Slotted Aloha with early end.

BFSA non-muting suffers from an exponential increase in identification delay
when the number of tags is very high compared to the frame size [66]. To
address this problem, Hwang et al. [67] present a BFSA variant that limits
the number of responding tags. At initialization, the reader requests tags to
compare a part of their ID with the bit string it is transmitting. and those
with smaller bit values respond. A key observation is that when the number
of tags is much smaller than the frame size, restricting tag responses increases
identification delays. Therefore, the authors define a threshold based on the

ratio of collision slots and the frame size to decide if restricting tag responses is

necessary.

A new approach, called detection and jump, is presented by Wang et al. [68],
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where the reader first transmits a detection frame with 4-bit sized slots. Tags
then respond with a 4-bit random sequence in the detection frame. Tags that
respond successfully in the detection frame transmit their complete ID in the
jump frame. The number of slots in the jump frame is equal to the number of

slots with a single reply in the detection frame.

2.2.3.2 Dynamic Frame Slotted Aloha (DFSA)

FSA protocols with variable frame sizes are called dynamic framed slotted Aloha
(DFSA) [27]. Similar to BFSA, DFSA operates in multiple rounds, and it can
also incorporate the early-end feature. The key difference, however, is that in
each read round, the reader uses a tag estimation function to vary its frame

size [66).

A tag estimation function calculates the number of tags based on feedback
from a reader’s frame, in particular the number of slots filled with zero (cg),
one (c1) and multiple tag responses (¢x). This information is then used by the
function to obtain a tag estimate, and hence the optimal frame size N for a
given round. Here, the optimal frame size is one which promises the maximum
system efficiency and minimum identification delay. Theoretically, the optimal

frame size is equal to the number of tags [G].

Following sections review various tag estimation functions, each of which defines

a new DFSA variant.

Vogt [69] [70]. The author presents two tag estimation functions, denoted
as Vogt-1 and Vogt-I1. Vogt-I is based on the principle that during collisions, at
least two tags are involved, hence the tag estimate is ¢;+2¢;,. On the other hand,
Vogt-II is based on Chebyshevs inequality and aims to minimize the distance

€vq between an actual read result vector < ¢g,¢1, ¢, > and the theoretically
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computed result < a)”",a™", a)" > obtained by evaluating Equ. 2.2.

CLN’t G
0 0
(N ) =min|| ol | - (2.2)
Eud ,C0,C1,Ck) = mtm aq Cc1 .
Nt
a,’ Ck

In Equ. 2.2, the elements of the vector < af)v o af/ o aiv’t > correspond to the ex-

pected number of empty slots, slots filled with one tag, and slots with collisions,
respectively. With a frame size of N, and the number of tags ¢, the expected

number of slots filled with r responding tags is given by,

alt = N x (i) (i{) <1 — %)H (2.3)

Vogt also proposed a set of frame sizes promising lower identification delays for
a given tag range. They are shown in Table 2.1. For example, a frame size of

sixteen is considered optimal when there are one to nine tags.

Table 2.1 Optimal frame sizes for a given tag range.

Please see print copy for Table 2.1

Zhen et al. [65]. This function is based on computing the a posteriori ex-
pected value of collided slots. According to Zhen et al., this value is 2.39,
corresponding to an average of 2.39 collisions per-slot. Thus, the number of
estimated tags is ¢; + 2.39¢;. In addition, Zhen et al. proposed to overestimate
the tag set, since doing so lowers identification delays. Based on their experi-
mentations, they proposed 1.4 X (¢; 4+ 2.39¢;) as a tag estimate. On the other
hand, for muting environments, they proposed 0.65 x (¢; + 2.39¢).
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Cha et al. [66]. The authors present two tag estimation functions for muting
based RFID environments. Cha-1 estimates tags by computing the ratio of the

number of slots with collisions and the frame size, and is given by,

1\" n
Cratz'o— 11— (1 - ﬁ) <1+ N — 1) (24)

where n is the tags to be estimated. C,,4, is computed after a read round as

Cratio = 3. In Cha-ll, a tag estimate is simply 2.39¢y, .

Khandelwal et al. [71]. The authors propose to estimate the number of

tags using,

_ log (%)
n = m (2.5)

Here, N is the current frame size. Note, Exqu 2.5 cannot be applied when ¢y = 0.
When this happens, the tag estimate is n = ¢; + 2¢;. Lastly, Khandelwal et al.
propose that the frame size should be 1.943 x n times the estimated number of

tags.

Floerkemeier [72] [73]. Two functions are proposed by authors. Namely
Floerkemeier-I and Floerkemeier-1I. These functions estimate tags based on
Bayesian broadcast strategies. In Floerkemeier-1, a reader not only consid-
ers read results in the current read round, but also records those in the last
frame to determine the frame size of the next read round. On the other hand,
Floerkemeier-1T updates the frame size as the frame progresses, i.e., slot-by-slot
according to read results in the last and current slot. It restarts the current

frame if it is non-optimal.

Kodialam et al. [74]. The authors proposed an estimation function that

computes the expected number of idle and single response slots by inserting



RFID Anti-Collision Protocols 28

r=0and r =1 in Equ. 2.3. The resulting equations are then used to derive

two estimators, called zero estimator (ZE) and collision estimator (CE),

7E = ¢ (no/N) — 20

]\(; (2.6)

CE=1- (1 + %) e~ (n/N) — %’“ (2.7)
In Equ. 2.6 and 2.7, ng is the tag estimate obtained from ZE, and n; is the tag
estimate computed from CE, respectively. The values of ¢y, and ¢, are obtained
by observing the number of idle slots and slots with single response. They are
then used to solve ZE for ng and CE for ny. If ng < ny, then the tag estimate is
ng, otherwise it is ng. The authors assume that the estimation phase is separate

and precedes the identification phase. In addition, slots in the estimation phase

are only 10-bits long.

Chen et al. [75]. Two estimation functions are introduced by Chen et al.,
called Chen-I and Chen-II. In the former, the authors compute the probability

of exactly k tags in m slots as [76],

min(N,([n/k])) N
j (N —5)""
72;1 . (7 = m)H (N = )t (n — jk)! (K1) (28)

Using Equ. 2.8, the authors calculate the probability of exactly m slots with
zero tag responses, i.e., k = 0. The actual value of m is ¢y, which is obtained
from the reader’s feedback. Equ. 2.8 is then solved for the value of n, which is

the tag estimate.

On the other hand, Chen-II computes the expected number of slots filled with

zero and a single tag using Equ. 2.3. The results, denoted as ' and S, are then
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fed into the following equation,

n = (N—E—l)% (2.9)

where N is the frame size. Equ. 2.9 is then solved for the tag estimate n.

Q protocol [16]. The proposed tag estimation function requires the reader
to increment and decrement the frame size with a constant. A reader initially
broadcasts a query command that contains a slot counter () and a frame of size
29, () is an integer between zero and eight. Tags choose a slot randomly from 0
to 29 — 1. The reader then increments or decrements () by a constant ¢, where
0.1 < ¢ < 0.5, for each collision or idle slot respectively. Slots with a single
response do not change (). The resulting value of () is then used to determine

the frame size of the next round [6&] [72] [73].

Comparisons and Discussions. In general, two methodologies are used
for tag estimations. The first is based on computing a tag estimate using a
fixed multiplier. This is called static estimation. The functions Cha-I, Zhen, Q-
protocol and Vogt-1I belong to this methodology. On the other hand, functions
which derive tag estimates using probabilistic or statistical methods are called
dynamic estimation. Chen-I, Chen-11I, Cha-II, Vogt-1I, Khandelwal, Kodialam,

Floerkemeierl, Floerkemeierll are examples of this methodology.

In static estimation methods, tag estimate error increases when the number
of tags exceeds the frame size [69]. On the other hand, dynamic estimation
schemes promise low errors even when the number of tags is higher than the

frame size.

Estimation functions can also be classified according to their consideration for
the muting feature. Among those studied, Cha-I, Cha-II, Chen-I, Chen-II,

Floerkemeier-1, and Floerkemeier-11 consider muting while the rest do not.

The computational requirements of tag estimation functions vary for each method-
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ology. Static estimation techniques are simpler to implement and have low com-
putational requirements. The computation only involves simple additions and
multiplications. On the other hand, dynamic estimation techniques have higher
computational requirements since they need to evaluate theoretical values and

compare them to read values.

Vogt-I, Cha-II, Q-Protocol, and Zhen estimate tags using simple calculations
involving additions and multiplications. Relatively higher computations are
required for Chen-1I, Khandelwal, Kodialam, Floerkemeier- I, and Floerkemeier-
IT because these functions involve the calculation of factorials and fractions.
Lastly, Vogt- 11, Cha-I and Chen-I have the highest computational requirements

since they involve recursions.

2.2.3.3 Enhanced Dynamic Framed Slotted Aloha (EDFSA)

A limitation of DFSA variants is that the frame size is bounded to a maximum
value of 256 [69] or 512 [17]. If the number of tags exceeds this value, achieving
an optimal frame size becomes an issue. To this end, Lee et al. [77] propose
enhanced-DFSA or EDFSA, where tags are divided into M groups if the tag
population is larger than the maximum frame size available. Table 2.2 shows

the value of M for a given tag range.

Table 2.2
EDFSA frame sizes. n denotes the number of tags, N is the frame size, and M is the
number of tag groups.

Please see print copy for Table 2.2

In Table 2.2, Lee et al. also propose frame sizes for varying tag ranges to achieve
maximum system efficiency. The value of M is one when the number of tags

is lower than 354. However, when the number of tags increases, the modulo
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operation comes into effect, which divides responding tags into M groups. The

reader then read tags on a group-by-group basis.

Lastly, similar to BFSA and DFSA, EDFSA can also incorporate the early end

and muting feature [78].
2.2.4 Discussions

Table 2.3 summarizes key observations pertaining to Aloha based protocols.
The performance of Aloha based protocols increases as we move from PA to
DFSA variants. However, this performance improvement is at the expense of

increased system cost and complexity.

The most suitable protocol depends largely upon the application in question.
If low cost and complexity is desired, then PA variants are suitable. On the
other hand, DFSA variants are ideal if high speed, accuracy, and efficiency are of
concern. Overall, DFSA variants are the most popular due to their adaptability

to varying loads and high system efficiency.

2.3 Tree Based Protocols

Tree based protocols were originally developed for multiple access arbitration
in wireless systems [80]. These protocols are able to single out and read every
tag, provided each tag has a unique ID. All tree based protocols require tags
to have muting capability, as tags are silenced after identification. Tree based

algorithms can be classified into the following categories:

1. Tree splitting (TS).
2. Query tree (QT).
3. Binary search (BS).

4. Bitwise arbitration (BTA).



32

Protocols

18101

RFID Anti-Coll

peo] pamsgo 01 pazifeuLioN (g)

SIUOWUOIIAUD Surniu-uou ut serysuap el ySiy 10] ySAQ weys w1eq surioned vsiqd ()

-owre] Ternoryred e ul uorsstusuer) disys ued Sej e ‘[r/] e 1o weretpod] Uy ()

SO 1589 1500 WPISAG
1SO]N 1589 Ayixeidurod [020301g
150N 589 1s00 8ej,
N ALL ALL /A1
‘g8eq
pue I9pesI 91 UsemIaq
‘SO UOIYRZIUOIYOUAS seInbel
"19AT9081 poyedn)siydos UOIYRZIUOIYOUAS N ‘osTy Af[eniueuodxe ‘Afreniusuiodxe sesealIoul
seainbaa pue ‘sesuodssa aanbax os[e Aay) pue S9SBAIOUT SUOISI[[0D JO SUOTSI[[OO JO Ioquunu
ou 10 019z ‘e[8uls ‘osn Ul ozTs ourely JoquINU 817 ‘PasesIoul a1} ‘peseetoul st
Y4 $10[S SULIO)TUOTA] o1 mouy 0 peau sTe], ST Peo] PaIsjo oyl J] peol paIeyo a1 II soSejueapesi(]

[52] %92y %8 9¢ [22] %¥'81 (8) mdySnoayy,
“UOTJeU}S9 Se) 10 UOIIRIYIULSPI 10f s(J] opnesd 1I10ys "$)INDIID UOTY-
9)eIoUed 0] POU OS[R SJURIIBA Paskq VS I Ul s8e) aulog -RZIUOIYOUAS puR ‘Iotul)
JINDIIO UOIPRZIUOIYDUAS PUR ‘I01RISUST IoquuNU WOPURY] ‘109eI9USS IoqUINU WOPULY RElig sjuewaainbaa ey,

‘(z) uoryerndod Sey oy
SUIPIODOE SALIRA BZIS
owrRI] O} PUR ‘olrely
Jod souo syrwsuely 9ey

(1) swreyy paxy e ul
90T0 1S0UT JB JWSURI)
01 poyrwutad st ey y

'$10[S JO IDQUINU WOpURI ©
1o1Je spuodser ey &
‘UOTSI[OD @ ST 810Y1 ]
"$10[S PRZIUOIOUAS

ur (JJ I8y} JrwsueI) ssey,

“AR[op WwoOpURI € I99JR
NusueIlLl [[im 3e) v
‘UOTSI[OD @ JO JUSAS oY1 U]

“lopeal 9() O} suul} wopues v

Ie9Je (J] SU sywsuel) ey y

a2dnjesj (0003101

(vsaa) eyorv
P23970[§ paure] dlwueui (]

(vsdd) eqyorvy
Po330[§ powredy oiseq

(VS) eyolv pe1jols

(vd) eyo[y eang

uoLIPA))

‘s7000901d eYO[Y pourel pue

RYOTY PO1I0[S ‘“eyoly Jo uosiredwiod y €7 9[qeL




RFID Anti-Collision Protocols 33

2.3.1 Tree Splitting

TS protocols operate by splitting responding tags into multiple subsets using
a random number generator. The following sections present two algorithms in

this category.

2.3.1.1 Basic Tree Splitting (BTS)

Hush et al. [31] present BTS, an algorithm that performs collision resolution by
splitting collided tags into b disjoint subsets. These subsets become increasingly
smaller until they contain one tag. Identification is achieved in a sequence of
timeslots. Fach tag has a random binary number generator b. In addition, each
tag maintains a counter to record its position in the resulting tree. Tags with
a counter value of zero are considered to be in the transmit state, otherwise
tags are in the wait or sleep state. After each timeslot, the reader informs
tags whether the last timeslot resulted in a collision, single, or no response. If
there was a collision, each tag in the transmit state generates a random binary
number and adds the number to its current counter value. On the other hand,
tags in the wait state increment their counter by one. In the case of idle or
single response, tags in the wait state decrement their counter by one. After

identification, tags enter the sleep state.

As an example, let’s say there are four tags: A=010, B=011, C=100, and
D=110. Figure 2.8 depicts the identification process, and Table 2.4 shows each
tag’s counter value at a given timeslot. In timeslot 1, each tag’s counter is
initialized to zero, meaning all tags are allowed to transmit, thus causing a
collision. The reader then informs tags of the collision and tags in the transmit
state split into two subsets by generating a random binary number. Tags A, B,
and D have selected binary zero and therefore are allowed to transmit again,
which unfortunately causes a collision in timeslot 2. At timeslot 3, only tag A
has a counter value of zero, whilst the rest of the tags are in the wait state.
Since tag A is the only one in the transmit state, it is identified successfully.
The reader informs tags in the wait state of the single response, causing them

to decrement their counter by one. In timeslot 4, tags B and D have a counter
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value of zero, meaning their transmission causes another collision. Tags B and D
then update their counter, but experience a collision in timeslot 5. They are not
identified until timeslots 6 and 7 respectively. Finally, after an idle timeslot, tag
C is identified in timeslot 9. Overall, the reader uses nine timeslots to identify

all four tags.

Timeslots 1
Collision (A, B, C, D)

Timeslots 2
Collision (A, B, D)

Timeslots 9

©

=1 b=0

Timeslots 3

(A)

Timeslots 4
Collision (B, D)

Timeslots 5
Collision (B, D)

Timeslots 6

(D)

Timeslots 7

®)

O Collision

-

-
N , No Response

~

C D 1deniified

Figure 2.8 Basic Tree splitting (BTS) algorithm.
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Table 2.4 Tag’s counter in the BTS algorithm.

Time slots Feedback Tag Counter
Tag A Tag B Tag C Tag D
1 Collision 0 (Transmit) | O (Transmit) 0 (Transmit) 0 {Transmit)
2 Collision 0 (Transmit) | O (Transmit) 1 (Wait) 0 {Transmit)
3 Identified 0 (Transmit) 1 (Wait) 2 (Wait)* 1 (Wait)
4 Collision — 0 (Transmit) 1 (Wait)** 0 (Transmit)
5 Collision — 0 (Transmit) 2 (Wait) 0 (Transmit)
6 Identified — 1 (Wait) 3 (Wait) 0 (Transmit)
7 Identified — 0 (Transmit) 2 (Wait)
8 Idle — — 1 (Wait)
9 Identified — — 0 (Transmit)*** —
*Tags in the wait state increment their counter by one because of collision.
+% Tags in the wait state decrement their counter by one because of identified tag.
* % * Tags in the wait state decrement their counter by one because of idle response.

2.3.1.2 Adaptive Binary Splitting (ABS)

Myung et al. [82] [83] propose Adaptive Binary Splitting (ABS), an advancement
to Hush et al. [§1]’s BTS algorithm. ABS achieves fast identification by reducing
not only collisions but also unnecessary idle slots. Similar to the BTS algorithm,
tags can either be in the transmit or wait state. However, unlike BT'S, tags have
two counters, progressed slot counter (PSC) and Allocated-slot counter (ASC).
The PSC of each tag is incremented by one whenever the reader successfully
identifies a tag, and ASC specifies a tag’s transmitting timeslot. A tag is allowed
to transmit when its ASC and PSC are equal. Moreover, identified tags have a
smaller ASC compared to their PSC. As in BTS, the reader informs tags of the
read result of the last timeslot. If there was a collision, tags in the transmit state
or collided tags select a random binary number and add it to their current ASC.
For no response or idle slots, tags in the wait state decrement their ASC by one.

Lastly, if there was only a single response, tags in the wait state increment their
PSC by one.

The operation of ABS can be illustrated using the tags set presented earlier.
Note, ABS and TS shares the same tree. Table 2.5 shows the counter value of
each tag at a given tree node. Initially, the ASC and PSC value of each tag
is initialized to zero. This results in a collision at timeslot 1. The tags then
generate a binary random number and add the result to their ASC. In timeslot

2, tags A, B and D have equal ASC and PSC value, which causes them to
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enter the transmit state. As a result, their transmission collides. In timeslot
3, only tag A has equal ASC and PSC value, hence it is identified successfully.
The reader then informs tags in the wait state of the successful identification
in timeslot 3. Upon receiving the feedback, tags increment their PSC by one.
In timeslot 4, tags B and D have equal ASC and PSC value, meaning they are
allowed to transmit. Unfortunately, their transmission results in a collision. In
timeslot 5, both tags B and D have a random number outcome of zero, which
leaves their ASC and PSC unchanged, thus causing a collision in timeslot 5.
However, in timeslot 6, only tag D has equal ASC and PSC value, which allows
it to be identified successfully. Finally, tags B and C are read in timeslots 7 and

9 respectively.

Table 2.5 Adaptive Binary Splitting (ABS) - TSC, PSC and ACS values.

Time slot | Feedback | PSC ASC TSC
Tag A Tag B Tag C Tag D
1 Collision 0 0 (Transmit) | O (Transmit) 0 {Transmit) 0 (Transmit) 0
2 Collision 0 0 (Transmit) | O (Transmit) 1 (Wait) 0 (Transmit) 1
3 Identified 0 0 {Transmit) 1 (Wait) 2 (Wait)* 1 (Wait) 2
4 Collision 1 — 1 (Transmit) 2 (Wait)** 1 (Transmit) 3
5 Collision 1 — 1 (Transmit) 3 (Wait)* 1 (Transmit) 3
6 Identified 1 — 2 (Wait) 4 (Wait)* 1 (Transmit) 4
7 Identified 2 — 2(Transmit)** 4 (Wait)** — 5
8 Tdic 3 - - 1 (Wait) - 1
9 Identified 3 — — 3 (Transmit)*** — 3

+ Tags in the wait state increment their ASC by one because of collision.
xx ASC remains unchanged and PSC is incremented by one.
* % x Tags in the wait state decrement their ASC by one because of no response.

Once all tags are identified, the reader ends the reading process using a ter-
minating slot counter (T'SC). The value of TSC is updated after each timeslot
as follows: 1) if there was a collision, the reader increments TSC by one, 2)
for an idle slot, the reader reduces TSC by one, and 3) for a slot with single
response, TSC is left unchanged. As soon as PSC becomes greater than TSC,
the reader terminates the reading process. In Table 2.5, after timeslot 9, the
PSC is incremented to four, which is greater than TSC, hence terminating the

read process in timeslot 9.

After all tags are identified, the reader and tags preserve their TSC and ASC
value. From Table 2.5, the ASC value of tag A is zero, tag B is two, tag C is
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three, tag D is one and the reader’s TSC is three. Using these TSC and ASC
values, re-identification of tags can be carried out in four consecutive timeslots.
This is achieved as follows. The reader first initializes PSC to zero. In the
first timeslot, since the ASC for tag A is also zero, tag A enters the transmit
state and is identified in the first timeslot. The PSC is then incremented by one,
which equals tag D’s ASC. As a result, tag D is identified in the second timeslot.

Similarly, tags B and C are identified in timeslots three and four respectively.

If a new tag E is added to the tag set, it is allowed to choose an ASC value
ranging from zero to TSC. If tag F selects an ASC value of two, then there
will be a collision in timeslot 3. This is because both tag E and B have the
same ASC value. These two tags then split into two subsets by generating a
unique random binary number and are identified in either timeslots four or five
depending upon their binary outcome. On the other hand, if a tag departs from
the reader’s interrogation zone, tags in the wait state decrement their ASC and

TSC by one to eliminate idle slots.

Chen et al. [84] present a variant of the ABS algorithm called enhanced binary
splitting (EBS). EBS uses Manchester coding to identify the location of collided
bits. If a collided bit is detected, the reader stops tags from transmitting their
remaining ID bits. Each tag maintains a pointer that stores the location of
the first collided bit. If the pointer has a value k, it means the k" bit suffered
a collision. In other words, all bits prior to the k%" bits have been received
correctly. Thus, in future read requests, tags only need to transmit those bits
from their ID that occur after the kth bit. These bits are then identified using
ABS.

2.3.2 Query Tree Algorithms

In TS variants, tags require a random number generator and a counter to track
their tree position, thus making them costly and computationally complex.
Query tree algorithms overcome these problems by storing tree construction
information at the reader, and tags only need to have a prefix matching circuitry.

Numerous variants of query tree algorithms exist. They are discussed in the
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following sections.

2.3.2.1 Query Tree

Law et al. [85] propose query tree (QT). Each tag has a prefix matching circuitry.
The reader transmits a query ¢, and tags with a matching prefix reply to the
reader. Collision occurs when multiple tags have the same prefix. In this case,
the reader forms a new query by appending g with a binary 0 or 1. The reader

then repeats the reading processing using the augmented query.

Figure 2.9 shows the QT protocol being used to read the tags set presented
earlier. Table 2.6 shows the content of the reader’s stack, which stores pending
queries. The reader starts with a null string. Since this causes a collision, the
reader pushes queries 0 and 1 onto the stack, i.e., ¢ =0 and ¢ = 1. In round 2,
the reader pops and transmits query 0. In our example, tags 010 and 011 have
prefix 0, which causes them to transmit and collide. The reader then pushes
queries 01 and 00 onto the stack. In round 3, the reader pops and transmits
query 00. This query solicits no reply since there are no tags with the prefix 00.
In round 4, the reader experiences a collision, since tags 010 and 011 responded
to the query 01. As a result, queries 010 and 011 are pushed onto the stack.
The reader then transmits query 010 in round 4, which matches tag 010. In
round 5, query 011 identifies tag 011. Similarly, tags 100 and 111 are identified
after the reader sent queries 10 and 11 in round 8 and 9 respectively. Overall,

the reader uses nine rounds to read four tags.

Table 2.6 Reader’s stack corresponding to Figure 11.

Round | Query q | Response | Reader’s Stack
1 Empty Collision (0, 1)
2 0 Collision (00, 01, 1)
3 00 Idle (01,1)
1 01 Collision (010, 011, 1)
5 010 Tdentified {011,1)
6 011 Identified (1)
7 1 Collision (10,11)
8 10 Identified (11)
9 11 Identified Empty

Law et al. [85] also propose numerous extensions to the QT protocol. They are
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Round 1
Collision (010, 011, 100, 110)

Round 7
Collision (100, 110)

Round 9
(110)

Round 2
Collision (010, 011)

q=00

/" Round 3"
\

) Collision (010, 011)

Round § Round 6
(010) (011)

© Collision

_—— -

~

~
N , No Response

~

© Identified

Figure 2.9 The QT Algorithm.

summarized below [55]:

Shortcutting: This extension reduces QT’s identification delay by removing
redundant queries. It works as follows. The reader transmits a query ¢, and
if there was a collision, the reader appends ¢ with 0 and 1, and pushes g0 and
gl onto the stack. The reader first transmits the query ¢0. If there was no
response, the reader infers that at least two tags have the prefix ¢q1. Thus, if
the reader transmits ¢1, a collision will occur. Therefore, the reader removes the
query ¢l from the stack and pushes ¢10 and ¢11 onto the stack instead. Figure
2.10 shows the shortcutting procedure using the example shown in Figure 2.9.
In round 2, a collision occurs for query 0. In round 3, the reader transmits

query 00 but received no response. The reader then skips the transmission of
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query 01, and pushes queries 010 and 011 onto the stack. Tags 010 and 011
are then identified in round 4 and 5 respectively. Notice that in Figure 2.9

there is a collision in round 4, which does not exist when using the shortcutting

Round 1
Callicinn (010 011 0nn o 11m
Col 1,100, 110)

1151V {V 1V, Vild, &

extension.

Round 6
Collision (100, 110)

Round 8
(110)

o © Collision

Round 2
Collision (010, 011)

~
X , No Response

~

C D Ldenified

Figure 2.10 QT with Shortcutting.

Aggressive enhancement. In this extension, queries are appended with multiple
bits, instead of a single bit. For example, if query ¢ causes a collision, the reader
proceeds with queries ¢q00, ¢01, ¢10 and ¢11 directly. This approach requires
more queries compared to the original QT protocol, and is suitable for high tags

density RFID environments.

Categorization. In this QT enhancement, the reader has prior knowledge of tag

IDs, thereby allowing the reader to group tags according to predefined prefixes.

QT-sl (Query-tree short-long) protocol. Here, the reader separates tag responses
into short and long queries. Short queries solicit 1-bit response from tags, while

long queries cause tags to send all bits of their ID. Long queries are sent when



RFID Anti-Collision Protocols 41

the reader knows there is only going to be one matching tag.

QT-im (Query-tree incremental-matching) protocol. QT-im reduces the number
of query bits transmitted by requiring tags to remember the last query sent by
the reader. For example, if the query transmitted by the reader in the last read
round is ¢, then in the next read round, instead of sending query ¢0 or g1, the

reader transmits 0 or 1.

Lastly, Choi et al. [36] propose a scanning based pre-processing (SBPP) tech-
nique that uses Manchester coding to locate collided bits in tag responses. The
reader notifies tags the whereabouts of these collided bits, and uses a QT algo-

rithm to identify them.

2.3.2.2 Adaptive QT (AQT)

In [87] [88], Myung et al. propose a protocol, called the adaptive query tree
(AQT), that requires the reader to maintain a queue Q, which operates similarly
to the stack in the QT algorithm. In addition, the reader is required to maintain

a candidate queue (CQ) for storing queries sent in past identification rounds.

Using AQT, the earlier tags set can be identified as follows. Initially, with no
past information, the tree construction of AQT is is similar to the QT protocol;
see Figure 2.9. Once the tree is formed, leaf nodes 00, 010, 011, 10 and 11 are
stored in CQ. The leaf nodes comprise of no response queries and those with a
single tag response. To re-identify the same set of tags again, the reader uses

the queries stored in CQ; i.e., 010, 011, 10 and 11.

To identify new tags, the reader relies on CQ. Consider two new tags, 111 and
000. The reader begins with query 00, which matches tag 000. Tags 010, 011,
and 100 are identified using queries 010, 011 and 10 from the CQ respectively.
Query 11 results in a collision between tags 110 and 111. Thus, the reader
pushes queries 110 and 111 onto the stack. These two queries are then used to
identify tags 110 and 111. Figure 2.11 shows the updated tree with tags 000
and 111. Lastly, CQ is updated to store the new leaf nodes.
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On the other hand, if a tag, say 111, departs, there will be no response for the
query 111. This means for query 11, only tag 110 replies. The reader then
replaces queries 111 and 110 with the query 11. The resulting tree only have a

single response node for query 11, as shown in Figure 2.12.

Round 1
Collision (010, 011, 100, 110)

Round 7
Collision (100, 110)

Round 2
Collision (010, 011)

Round 9
Collision {100, 110)

Round 4
Collision (010, 011)

qi(y
Round 10
Round 5 Round 6 (Z;TO) | R(zlll;l;i) 11
(010) 011)

© Collision

/ No Response

© Identified

Round 3

o/

g=110 q=111

Figure 2.11 AQT- new tags 111 and 000.

2.3.2.3 Improved QT

Zhou et al. [89] improve the QT algorithm, referred to as IQT, by reducing
the number of bits transmitted from tags to the reader when a collision occurs.
The key feature of IQT is that the reader monitors tag responses in a bit by bit
manner. If a collision occurs at a particular bit, the reader signals tags to stop

transmitting.
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Round 1
Collision (010, 011, 100, 110)

Round 7
Collision (100, 110)

Round 2
Collision (010, 011)

q=00

Round 3
(000)

Round 4
Collision (010, 011)

© Collision

-~ ~
N , No Response

~

© Identified

Figure 2.12 AQT-departed tag 111.

2.3.2.4 QT Based Reservation (QTR)

Choi et al. [90] propose a QTR algorithm. The key difference to QT protocol is
that tags use a 16-bit random number (RN16) during the identification process.
After the RN16 is identified, the reader requests tags to respond with their

complete ID.

2.3.2.5 Randomized Hashing Query Tree (RH-QT)

Bonuccelli et al. [91] introduce a randomized hashing based QT approach. Each
tag generates a random number from a predefined hash function using parame-

ters sent by the reader. The reader has prior knowledge of all possible random
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numbers that can be generated from the hash function. The reader then uses
these numbers to query tags. A tag replies if it finds that the number sent by
the reader matches its own number. If multiple tags have the same random
number, collisions occur. Hence, these tags will have to select a new random

number, and the reader then repeats the process to identify the collided tags.

2.3.2.6 Intelligent Query Tree (IQT)

IQT [92] exploits tags’ prefix patterns, e.g., common vendor or product ID. This
means a reader using IQT will first identify common prefix bits, and skips these

bits in subsequent read rounds.
2.3.3 Binary Search (BS)

BS protocols [27] involve the reader transmitting a serial number to tags, which
they then compare against their ID. Those tags with 1D equal to or lower than
the serial number respond. The reader then monitors tags reply bit by bit
using Manchester coding, and once a collision occurs the reader splits tags into

subsets based on collided bits.

Restart
ID<=101

ID<=111 ID<=111
Round 7
Tag (100)

Round 4
Collision (011, 100, 110)

Round 1
Collision (010, 011, 100, 110)

Reply {XXX} Reply {XXX} Restart
D<=011 D<=011 ID<=111
Round 8
Round 2 Round 5 Tag (110)
Collision (010, 011) Tag (011)

Reply {01X}
ID<=010

Round 3
Tag (010)

Restart
ID<=111

Round 6
Collision (100, 110)
Reply {1X0}

© Collision
O Identified

Figure 2.13 The BS Protocol.
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Figure 2.13 depicts a reader using BS to read the tags set presented earlier.
Initially, the reader starts reading with the maximum possible tag ID value,
i.e., 111. Tags with an ID value less than 111 respond, resulting in the reply
XXX. This indicates all three bits have experienced a collision. The reader then
transmits another query by replacing the most significant collided bit with 0,
and sets the other bits to 1, i.e., the new query becomes 011. This subsequent
query solicits the response 01X. The reader then sends the query 011. Only
tag 010 have ID lower than 011 and therefore it is identified successfully. After
that, the reader restarts the reading with query 111.

Yu et al. [93] present a variant of BS called enhanced-BS (EBSA). The key
difference to BS is that EBSA does not restart the reading process after a
tag is identified. Moreover, during initialization, the reader transmits a ’1’
instead of sending a serial number consisting of all ones. Liu et al. [94] improved

EBSA further by identifying two tags simultaneously when there is only a single

collided bit.

Another enhancement to the BS protocol is called the dynamic BS algorithm
(DBSA) [27]. In DIDS, the reader and tags do not use the entire length of serial
number and tags ID during the identification process. For example, if a reader
receives the response 01X, tags only need to transmit the remaining part of
their ID since the reader has identified the prefix 01. The enhancement halves

the amount of data sent by the reader to tags.

2.3.4 Bitwise Arbitration (BTA) Algorithms

Researchers have proposed various BTA algorithms. Unlike TS, QT, and IDS
protocols, BTA algorithms operate by requesting tags to respond bit by bit
from the most significant bit (MSB) to the least significant bit (LSB) of their
ID. The key feature of BTA algorithms is that bit replies are synchronized,
meaning multiple tags responses of the same bit value result in no collision. A
collision is observed only if two tags respond with different bit values. Moreover,

the reader has to specify the bit position it wants to read.
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2.3.4.1 ID-Binary Tree Stack

The ID binary tree stack (ID BTS) [95] works by constructing a binary tree that
has a height k, corresponding to the maximum tag 1D with length k. Every
branch corresponds to the bit of the tag ID. For any node z in the ID-binary
tree, the left and right branch is labeled with binary zero and one respectively.
A path from the root to an internal node represents a tag prefix, and a path

from the root to a leaf node leaf node defines a unique tag ID.

The reader uses a stack to store tags’ position on the tree, while a tag has a
counter to record the depth of the reader’s stack. Based on this counter value,
a tag determines whether it is in the transmit or wait state. In other words, a
counter value of zero moves a tag into the transmit state. Otherwise, the tag

enters the wait state. Once a tag is identified, it enters the sleep state.

Table 2.7 Reader stack and tags counter.

Round | Response Tag Counter Reader’s Stack
Tag A Tag B Tag C Tag D
1 X 0 (Transmit) | O (Transmit) | O (Transmit) | 0 (Transmit) Empty
2 1 0 (Transmit) | O (Transmit) 1 (Wait) 1 (Wait) (1)
3 X 0 (Identified) | O (Identified) 1 (Wait) 1 (Wait) (1)
4 X — — 0 (Transmit) | O (Transmit) Empty
5 0 — — 0 (Transmit) 1(Wait) (11)
6 0 — — 0 (Identified) 1(Wait) (11)
7 1 — — — 0 (Transmit) Empty
8 0 — — — 0 (Identified) Empty

Figure 2.14 shows the construction of an ID binary tree for the example tags
set A=010, B=011, C=100, and D=110. Table 10 shows the reader stack and
tags counter. In round 1, the reader commands tags to respond with their
first or MSB, which results in a collision. The reader then transmits a control
bit to silence tags that responded with a binary one. After that, the reader
pushes a binary one into the stack, and silenced tags increment their counter
by one to record their stack position. The reader then proceeds to read tags
that responded with a binary zero in round 2. The reader requests the second

MSB from tags A and B, which is received correctly as both tags transmitted

a bit value of one. In round 3, tags respond with their third ID bit, causing a
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Round 1
Bit collision (A, B, C, D)
Round 4
Bit collision (C, D)
%

Round 8
D (110)

Collision

Round 5

Round 6
C (100)

>
>

Identified

Figure 2.14 1ID-BTS.

collision. Since the tag ID in this example is three bits in length, a collision in
the third bit indicates two responding tags have a third bit value of zero and
one. The reader thus appends zero and one to the first two received bits, thereby
identifying tags A and B successfully. After that, the reader pops binary one
from the stack, which is the first bit of the silenced tags or in other words, the
tree position of the silenced tags C and D. Also, tags C and D decrement their
counter by one. In round 4, the reader requests the second bit from tags C and
D, which ends in a collision. Similarly, the reader pushes binary one onto the
stack. In round 5 and 6, the second and third ID bits of tag C are identified
respectively. Finally, tag D is identified in round 8.
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2.3.4.2 Bit-by-bit (BBT)

Jacomet et al. [96] present a BBT arbitration method where a separate channel
is used for binary zero and one. When requested, each tag transmits the speci-
fied bit in one of these channels. If the reader receives a different response from
both channels, it sends a control bit silencing the subset of tags that replied
with 0 (or 1). On the other hand, if the reader receives a response in only one of
the two channels, a bit is identified successfully. Similar to ID-BTS, the reader

has a stack and each tag has a counter to store its tree position.

2.3.4.3 Modified bit by bit binary tree (MBBT)

Choi et al. [86] propose the MBBT algorithm, which operates in a similar way
to the BBT algorithm. The key difference is that MBBT does not use multiple

timeslots to receive binary Os and 1s.

2.3.4.4 Enhanced bit by bit binary tree (EBBT)

Choi et al. [8G] also proposed the EBBT algorithm. In EBBT, a reader first
requests tags to respond with their complete 1D. The assumption here is that
tags responses are synchronized. From these responses, the reader identifies
collided and collision-free ID bits. For example, let’s say there are three tags
010, 100, and 110. Initially, the reader requests tags to respond with their
entire ID, which resulted in the response XX0, indicating the first two bits have
experienced a collision. The reader then uses MBBT to identify the collided
bits.

2.3.4.5 Bit query (BQ)

Kim et al. [97] [98] propose a bit query (BQ) algorithm. A reader transmits a
bit query ¢ to tags. Tags with their prefix matching the query q respond with
the bit that is adjacent to the requested prefix. Other tags inactive themselves.
If the reader receives a tag’s bit response successfully, that bit is sent as the

next query. However, if there is a collision, the reader uses bit zero as the next

query.
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Let’s demonstrate the operation of BQ using the tags set earlier. Similar to
the QT protocol, the reader maintains a stack and each tag has a counter.
Figure 2.15 demonstrates the identification process for BQ. Initially, the reader
transmits a bit query ¢ = 0, and stores ¢ = 1. This query solicits a 1 response
from tags 010 and 011, which is the bit consecutive to the requested prefix.
Since there is no collision, the reader uses ¢ = 1 as next query in round 2. This
results in a collision due to differing bit responses received by the reader. The
reader then uses ¢ = 0 as the next query, and stores ¢ = 1. In round 3, tag 010
is the only tag with its last bit matching the requested bit, and therefore it is
identified. The reader then retrieves query ¢ = 1 in round 4, which identifies
the last bit of tag 011. After round 4, the reader transmits ¢ = 1 and tags 100
and 110 respond with 0 and 1, thereby resulting in a collision. Similarly, due
to collision, the reader transmits ¢ = 0 in round 5 and stores ¢ = 1. Tag 100
is identified in round 6. After that, the reader transmits the last prefix query
g = 1, which identifies the last bit of tag 110 in round 7.

Tags (010, 011, 100, 110)

=0 q=1

Round 5
Tags (100, 110)
Bit Response (0, 1)

Round 1
Tags (010, 011)
Bit Response (1,1)

Round 2

Round 6

Round 7
Tags (010, 011) Tags (100) Tags (110)
Bit Response (0, 1) Bit Response (0) Bit Response (0)
Round 3 Round 4
Tags (010) Tags (011)
Bit Response (0) Bit Response (1) © Collisi
ollision
\’\ h \/ No Response

C D 1denifid

Figure 2.15 Bit Query (BQ).



RFID Anti-Collision Protocols 50

2.3.5 Discussions

Table 2.8 compares tree protocols. Those using BTA require tags to respond
bit by bit, hence are the most complex in terms of reader and tag hardware
requirements when compared to QT, TS and BS protocols. Among all tree

protocols, QT protocols promise the simplest tag design.

Tree algorithms provide a deterministic approach to identify tags. On the other
hand, Aloha based approaches are probabilistic in nature, simple, and promise
dynamic adaptability to varying loads; unlike tree protocols which must restart
their reading process if a new tag enters a reader’s interrogation zone while
tags are being read. For these reasons, this thesis will focus solely on Aloha
based protocols. Table 2.9 shows a comparison between Aloha and tree based

algorithms.

2.4 Hybrid protocols

Hybrid protocols are a new branch of tag reading protocols that combine the
advantages of tree and Aloha protocols. A number of protocols have been

proposed under this category.
2.4.1 Tree Slotted Aloha (TSA)

TSA [101], an enhanced FSA protocol, uses a tree structure during the identifi-
cation process. The root node of the tree denotes a frame to be transmitted in
the first read round. Each tag remembers the slot number used to transmit. At
the end of a read round, if there were collisions, the reader starts a new reading
cycle for each collided slot. This corresponds to adding new nodes to the tree.
Fach tag has a counter to remember its position in the tree. Each time a colli-
sion occurs, a new node is inserted onto the tree, and another reading cycle is

initiated. The whole process is repeated until a cycle is collision free.
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2.4.2 Hybrid Query Tree (HQT) Protocol

Ryu et al. [102] combine the QT protocol with a slotted random back-off mech-
anism. The identification proceeds as follows. A reader transmits a two bits
query to tags, and tags with a matching prefix respond after a back-off delay.
The duration of the back-off timer is determined as follows. Let’s say there are
three tags 0100, 0101, and 0110. If the reader sends query 01, then the two bits
following the prefix queried for each tag are 00, 01, and 10. These tags then
set their backoft timer as zero, one and two slots respectively. Ryu et al. also
proposed an enhanced HQT protocol, which uses the slotted back-off with the
AQT protocol [87] [38].

2.4.2.1 HQT variants

Shin et al. [103] propose two algorithms that use a combination of QT and
Framed Aloha protocols: Framed Query Tree Algorithm and Query Tree ALOHA
Algorithm. In the former, the readers transmit a frame to tags, and tags choose
a slot randomly. Within each slot, QT is used to identify tags. On the other
hand, in the later algorithm, the reader transmits a prefix and frame size, and
tags with a matching prefix choose a slot randomly in the frame. In other words,

tags with a matching prefix are identified using framed Aloha protocol.
2.4.3 Hybrid Randomized Protocol

Namboodiri et al. [104] introduce three anti-collision protocols that combine the
QT protocol with DFSA. The first of these, called multi-slotted (MS) scheme,
relies on using multiple-slots per query to reduce the chances of collisions. The
second, called Multi-Slotted with Selective Sleep (MSS), uses the muting fea-
ture to silence identified tags. The third scheme, called the Multi-Slotted with
Assigned Slots (MAS) scheme, assigns tags a specific slot in a query frame. All

three protocols are capable of adjusting their frame size after each query.
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2.4.4 Hash-tree Protocol

Zhang et al. [105] present an advanced FSA algorithm which uses a hash function

for slot selection in a reader’s frame. The function is given in Fqu. 2.10.

Hash(ID) = Q%N (2.10)

u

Where 1D is the identification code of the tag, w is a positive integer provided by
the reader, and N is the frame size. The reader starts reading with a frame size
L. The maximum possible frame size is Lmax. The reader then estimates the
number of tags as 2.39¢,, where ¢ is number of collided slots. If the number of
estimated tags is less than the current frame size, the collided tags are identified
in sub-frames using an approach similar to MS algorithm. Otherwise, the reader

expands the current frame size to 2.39 times the original frame size
2.4.5 Discussions

From the aforementioned works, it is clear that most hybrid protocols combine
the QT protocol with a Aloha variant. This is because QT helps a reader
separates tags into smaller groups, thereby reducing contention. Fach group

can then be read using a tree or an Aloha variant.

The results in [104] show that hybrid randomized protocols consume lower en-
ergy than the QT protocol. Specifically, MSS saves more energy than MS.
Overall, MAS achieves the highest energy savings since it experiences less colli-
sions. On the other hand, HQT [102] and its variants [103] outperform the QT
protocol in terms of identification delays. Similarly, the number of collisions
is lower in HQT and its variants compared to the QT protocol. In [101], the
authors show that TSA achieves a higher system efficiency compared to DFSA,
EDFSA, QT, and QT with an aggressive enhancement when the number of tags
is more than 60. On the other hand, when the number of tags is lower than 50,

QT with the aggressive enhancement has the highest system efficiency.
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2.5 RFID Anti-Collision Standards

Two bodies are responsible for RFID air interface standards: EPCglobal [1§]
and international organization for standardization (ISO) [14]. EPCglobal devel-
ops industry-driven standards for international supply chain networks. ISO, on
the other hand, specifies air interface specifications for tracking cattle, payment

systems, contact less smart cards, and vicinity cards.

Table 2.10 summarizes ISO standards. ISO 18000-3 “MODE 1”7 has two exten-
sions. The first uses Pure Aloha, and the other relies on DFSA. ISO 18000-3
“MODE 27, on the other hand, uses a combination of frequency and time di-
vision multiple access. ISO 14443-3 Type-A and Type B use Dynamic BS
algorithm and DFSA protocol respectively. ISO-18000-6A uses Framed slotted
Aloha with muting and early-end, whereas ISO-18000-6B uses ID-BTS.

Table 2.11 presents the standards proposed by EPCglobal. Class 0 and 1, which
are developed for UHF RFID systems, use a variant of ID-BTS. Specifically,
Class 0 relies on ID-BTS, whereas Class 1 uses an advanced ID-BTS, where a
tag transmits eight consecutive bits to the reader, which are then identified by
the reader sequentially. The class 1 HF standard, on the other hand, uses BFSA
with early-end. In addition, the protocol uses partial IDs during contention.

The second generation of Class 1 uses the Q protocol [16].

Lastly, Table 2.12 shows propriety RFID specifications from Philips. I-Code and
U- Code are developed for HF and UHF RFID systems respectively. I-Code uses
DFSA for collision resolution and U- Code relies on the Q protocol [16]. Philips
also proposed another HF standard, called Mifare, that uses the Dynamic BS

algorithm.

From Table 2.10, 2.11 and 2.12, we can see that most HF RFID standards use
an Aloha variant, whereas RFID standards for UHF use both Aloha and tree
protocols. In general, standards with a low bandwidth air interface rely on
Aloha. variant. Otherwise, systems have the flexibility to choose either tree or

Aloha, variants.
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Table 2.12 Proprietary Protocols [19] [20] [21].

| Standard | Frequency | Protocol Used |
Philips I Code HF Dynamic Framed Slotted Aloha.
Philips U Code | UHF Q Protocol.
Philips Mifare HF Dynaic BS Algorithm (DBSA).

2.6 Summary

This chapter has presented a comprehensive survey and classification of anti-

collision protocols. In general, two methods are used to identify tags: tree and

Aloha. Tree protocols promise deterministic identifications but are complex,

incur significant memory overheads, and require complex hardware [27] [95] [S1].

This is in contrast to Aloha protocols, which have simpler reader designs, lower

protocol complexity and bandwidth requirements, smaller number of reader to

tag commands, and are able to dynamically adapt to varying number of tags.

In addition, the use of muting in Aloha based protocols promises 100% read

rate. All these properties argue in favor of Aloha based protocols being used in

RFID-enhanced WSNs. Thus, Chapter 3 and 5 will focus solely on the energy

efficiency of Aloha based anti-collision protocols.



Chapter

Pure and Slotted Aloha Based RFID
Anti-Collision Protocols

This chapter aims to identify the most energy efficient variant amongst twelve
Pure and Slotted Aloha based RFID anti-collision protocols. This is achieved
using an analytical methodology that evaluates the energy consumed in the fol-
lowing phases: i) success, ii) collision, and iii) idle listening. First, the delay
in each phase is computed and then it is used to formulate the energy con-
sumption, battery lifetime, and battery wastage of all variants. Results show
that Pure Aloha with fast mode consumes the lowest energy and is suitable for
tag identification. However, no protocol promises energy efficient monitoring
of identified tags. In other words, to monitor tags, the reader is required to

re-read all tags; a process that consumes a significant amount of energy.

The rest of the chapter is organized as follows. Section 3.1 presents the system
model and assumptions. This is then followed by the research methodology
used to evaluate Aloha variants in Section 3.2. Delay equations for each of the
aforementioned phases are derived in Section 3.3, which are then used in Section
3.4 to analyze each protocol’s energy efficiency. Next, Section 3.5 presents

related work and finally, Section 3.6 concludes the chapter.
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3.1 System and Analytical Model

The system consists of an RFID reader and n tags in its interrogation zone.
The reader model is based on the design features of SkyeTek’s M1-Mini RFID
reader [4%]. This device is chosen because it is specifically designed for sensor
networks and has very low energy consumption during scanning compared to

other RFID readers.

The reader operates from a Lithium rechargeable battery (B) which has 0.48
Kilo-joules of energy. The tag’s data rate is 26 kbps (ISO 15693). The power

consumed during scanning (1) is 180 milli-watts.

The communications from a tag to the reader is modeled as a Poisson process
[64]. Each tag responds on average A times per second. The model requires
independence among tag transmissions, which is supported by the lack of tag-to-
tag communication capabilities. An RFID reader is assumed to transmit energy
until all tags are read. Note, although tags are energized at the same time, our
analysis quantifies the energy consumption after the reading process has started,
and hence tag responses are independent of the reader. This means, the number
of tags that replies in a time interval depends only on their transmission time

and are independent of any transmissions that occur in other time intervals.

In a Poisson process, the mean arrival time between tag responses is i [64],
where A is the average duty cycle of tags. To understand the impact of A, the
analysis to follow studies two A values: 20 and 50. These choices are represen-
tative values that are sufficiently far apart. Other values exhibit similar trends
and do not affect our comparisons between tag reading protocols. Therefore,

results for other values of A are omitted.

The analysis assumes the delay associated with energizing tags, and propagation
and processing delays are negligible. Further, it assumes a noise free channel,
i.e., packet losses are due to collisions only. The reader detects collisions when
the cyclic redundancy check (CRC) fails, and it transmits an ACK only when

an ID is received correctly. Finally, tag ID is 112 bits in size, which includes
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16-bit s of CRC.

A tag waits t4cx seconds for an ACK after transmitting its ID. Thus, the
delay incurred by a tag to transmit its ID and receive an acknowledgment is
T =Tip + tack. From [62], the size of tack is six bits, hence tscx = 0.23ms

when transmitted at 26 kbps.

Tags are assumed to be passive, with no power source, static, and are used
in read-only mode. Further, tags’ antenna is never at 90 degrees with respect
to the reader. Otherwise, tags become unreadable, and hence they do not
contribute to the offered load. In other words, a reader is unaware of tags that

are displaced by 90 degrees since they are not energized to participate in any

communications [27] [106].

Retransmission delays are bounded to K random slots. According to [64] and
[107], K = 5 is an optimum value for analysis. Increasing K after protocols

have reached maximum throughput results in higher transmission delays [10§].

For Pure Aloha with fast mode, a reader sends a quiet command to silence tags
temporarily. The quiet command is sent asynchronously, in a separate channel,
as soon as an ID transmission is detected [62]. The duration and length of
the quiet command, fgue:, is 0.19ms and 5-bits respectively. A tag’s ID is
validated by verifying its preamble, which consists of a predefined sequence of
bits followed by synchronization bits. As per [62], on average, the reader sends

a quiet command after a duration Ty = T;p/4.

For Pure and Slotted Aloha with slow down mode, X denotes a tag’s new re-
sponse duty cycle after identification, where X' = A/r. Here, r is the magnitude
by which a tag’s duty cycle is reduced and it is assumed to have the value three

iLe.,r =3 [62].

For protocols involving the early-end feature, an idle slot is only active for ¢

time. According to [17], ¢ can be approximated as ji’—(’):’, which includes the time

required to sense for responses, and transmit SOF and EOF commands.
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3.2 Research Methodology

In order to determine the scanning duration or average delay incurred by a
reader to read a tag, we first compute the delay incurred in the following phases,
i) success, when tags are read successfully, ii) collision, due to simultaneous tags
responses, and iii) idle listening, where the reader receives no responses. The
delay in each phase is then multiplied by the scanning power to derive the energy

consumption, and the battery lifetime of an RFID-enhanced sensor node.

Let us now calculate a nodes battery lifetime i.e., the average number of tags a
given battery can read in its life. This is determined by dividing the available

battery energy with the average energy consumed to read a tag,
N, = —= (3.1)

where B (Joules) is the capacity of a given battery, I/ = %D (Joules) is the
average energy consumed to read a tag, ¢ (Watts) is the power used during
scanning, and D (seconds) is the average delay to read a tag from n tags.
Another important evaluation is the amount of energy wasted while reading n
tags. We first compute number of tags a battery can read and then use the result
to derive the battery wastage during tag reading. Under ideal conditions, i.e.,
instantaneous tag response and no collisions, a battery can read Njg., number

of tags in its lifetime. Consequently,

B
Nideat = ——— (3.2)

Esingle_tag
where Egingie tag = YW1 (Joules) is the energy consumed to read a tag. Subtract-
ing Eq. 3.1 from 3.2 gives us the total number of transmissions which resulted

in collisions and idle listening, so called “wasted” transmission opportunities,

Nwaste = Nldeal - Np (33)

Inserting Eq. 3.1 and 3.2 into 3.3, simplifying, and multiplying both sides by
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T, we get,

T
Esingle_tagNwaste =B <1 - 5) (34)

The LHS of Eq. 3.4 gives us the average battery energy wasted Byqse (Joules)

during tag identification. Eq. 3.4 can be rewritten to obtain,

T
Bwaste =B (1 - 5) (35)

Section 3.3 derives D for 1) Pure and Slotted Aloha with and without muting,
2) Pure and Slotted Aloha with slow down mode, 3) Pure Aloha with fast mode;
with and without muting, 4) Slotted Aloha with early-end; with and without
muting, and 5) Slotted Aloha with early-end; with and without slow down.

Once D is calculated, the energy consumption is obtained by multiplying it with
a reader’s power consumption. Next, Eq. 3.1 and 3.5 are used to compute a
reader’s battery lifetime and wastage respectively. After that, a comparison of
all protocols is conducted according to the following metrics, (i) average energy
consumption in each phase of the reading process, (ii) the total energy used to
read a set of tags, (iii) estimated battery lifetime, and (iv) the average energy

wastage.

3.3 Delay Equations

The average delay incurred by a reader to read a tag consists of two components:

1. Arrival delay. When reading starts, each tag transmits after a random
delay. Since each tag’s transmission is Poisson distributed, there is a a
mean delay of 1/ between consecutive transmissions. This is referred to
as the arrival delay [64]. If there are n tags, then on average each tag
takes n—l/\ time to transmit its ID for the first time. Thus, for each tag,
before it enters into contention, a reader experiences an average arrival

delay of %, denoted by D 4w Note, as muting, slow down, and fast
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mode features are only activated after contention starts, the arrival delay
is the same for all protocols, except for those using the early-end feature,

where idle slots are closed early.

2. Contention delay. This is the average contention delay incurred by a tag

before it is successfully identified.

3.3.1 Pure Aloha and Slotted Aloha

The following section first presents the average delay to read a tag successfully
from n tags. Then Section 3.3.1.2 and 3.3.1.3 derive a reader’s idle listening

and collision delay.

3.3.1.1 Average delay to read a tag successfully

In [64], the authors presented a Pure and Slotted Aloha model to evaluate the
average delay taken by a node to transmit a packet successfully given n com-
peting users. In RFID systems, tags and the reader are analogous to competing
nodes and destination node respectively. Therefore, as per [64], the average

delay to transmit a tag ID successfully to a reader is,
Dsuccess =T (1 + (eIG - 1) Oé) (36>

where & = 2 for Pure Aloha, and z = 1 for Slotted Aloha, GG is the offered load,
T is the message transmission time, and K is the number of retransmission
intervals of duration 7" and a = (££!). For Pure/Slotted Aloha, G = G4 =
nAT [64]. Thus, the average delay to successfully transmit a tag ID is,

DSuccess_Tag = {DSuccess}G:GA (37>

Equ 3.7 is derived as follows. For Aloha based protocols, during collisions, tags
retransmit after a random time. In [64] and [108]’s analysis, the retransmission
time is divided into K slots of duration 7', which is assumed to be uniformly
distributed. Each tag retransmits at random during one of the next K random

slots with probability 1/K. This means tags will retransmit within a period of



Pure and Slotted Aloha Based RFID Anti-Collision Protocols 65

K x T after experiencing a collision. On average, a tag will retransmit after a

duration of ((K +1)/2)T = « slots.

The number of collisions before a tag successfully response is ¢*“4 — 1, where
¢*C4 denotes the average transmission attempts made before a successful iden-
tification. Since each collision is followed by a retransmission, the average delay
before a successful tag response is calculated as (e““4 —1)a;, followed by a single
successful transmission of duration 7T'. In total, the average delay a tag takes to

transmit its ID successfully to the reader is (¢*%4 — 1)aT + T = Dguceess Tag-

With the contention and arrival delay in hand, the average delay a reader takes

to read a tag successfully is,

DSuccess_PS = DSuccess_Tag + DArrival (38>

= T[1+ (% — 1) o] + (3.9)

3.3.1.2 Average delay in idle listening

The idle listening delay is the sum of two values: D 4,riva, and the average idle

delay experienced by the reader during contention Djge reader-

To derive Digie_peader, the following methodology is used. For Pure and Slotted
Aloha, if the offered load is G 4, the mean number of successful transmissions
out of G4 is G4 %4, which corresponds to the throughput of Pure and Slotted
Aloha [64]. G 4 in terms of slots is computed as Ggjois = Ga/T. Therefore, if the
offered load is Ggjops = G 4/T, the reader observes Gyorse Cstots collision-free
slots. Thus, there are Nyge rqq slots for which a tag is waiting to transmit, a

—xNypgie

reader is idle only for Nyge rqg€ -Tag glots. The following paragraphs show

how to compute Nrgie g a0d Digie_reader-

In Eq. 3.9, the term €*“4 denotes the average number of attempts made before

a tag is identified. The corresponding average delay for these attempts is,

DAttempts_Tag = TGIGA (310)
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The average delay incurred by a tag while waiting to transmit is determined by
subtracting Eiq. 3.10 from Eq. 3.7. In other words, Dgyccess Ps — D attempts Tag-
In terms of slots, we have,

DSuccess Tag — DAttempts Tag
- - 3.11
- (3.11)

= (e*94 — 1) (3.12)

NIdle.Tag =

where § = % Eq. 3.12 can also be interpreted as the number of slots where

a reader observes no response, so called idle slots. Therefore, we have,

—zN e l'a
Didte_reader = T'Nigie mage " 1#e-T29 (3.13)

Finally, the average delay due to idle listening is,

Dldle_PS = DIdle-Reader + DArrival (314>
1

=T [ zGa _ 1 —ac(ezGA—l)/B] -
(e )Be +—

Note, the same methodology is used to derive the idle listening delay of all

(3.15)

protocols of interest.

3.3.1.3 Average delay in collisions

The average delay experienced by a reader due to collisions is,

DCollisions_PS = DSuccess_PS - Dldle_PS =T (316>

For each of the subsequent protocols, the average delay due to collisions is

evaluated using Eq. 3.16, hence are omitted from discussion.
3.3.2 Pure and Slotted Aloha with Muting

When muting is used, the number of tags in a reader’s interrogation zone be-
comes smaller after each successive identification, and in turn reduces the offered
load. If 7 out of n is the number of tags which are identified and then muted

by the reader, then the offered load due to the remaining tags is given by,

Ga(n—i) = (n— AT (3.17)
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As the number of muted tags increases from ¢ = 0, 1,2, 3, ..., n, the offered load

reduces to G4(n),Ga(n —1),Ga(n —2),Gs(n — 3), ..., G4(0).

Therefore, the average offered load to the reader for Pure/Slotted Aloha with

muting, Gp, is given by,

Gy = T =)

(3.18)

mn

Inserting G g from Eq. 3.18 into Eq. 3.9, the average delay to read a tag using

Pure/Slotted Aloha with muting is,

DSuccess_PS_]V[ute = {DSuccess_PS}GA:GB (319)

3.3.3 Pure and Slotted Aloha with Slow Down

When slow down is used, the duty cycle or mean transmission by a tag is reduced
to A < A. Since A is directly proportional to the offered load, slowed down tags
contribute with a lower load compared to the remaining tags. Thus, in order to
formulate the average delay of a tag with slow down mode, we need to calculate
the offered load experienced by a reader with varying duty cycles. If there are

7 identified or slowed down tags, then the offered load due to these tags is,

G, =jNT (3.20)

The remaining (n — j) tags will have an offered load equal to,
Gy = (n— j)AT (3.21)
The combined offered load to the reader is then G, = G1+Go. In other words,
Gro = jNT + (n— j)AT (3.22)

=TGN+ (n—j)A) (3.23)

With each identified tag, the offered load reduces. This is represented in Eq.
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3.25.

. Z;ig_l GTot

- ' n

T (= DA+ V)
T

Ge (3.24)

=T (3.25)

In Eq. 3.25, X = X indicates there is no change in a tag’s duty cycle after
identification. In that case, Eq. 3.25 reduces to G = nAT, which is the same
as (G4 for Pure and Slotted Aloha without slow down. On the other hand, if

j=n—1

AN =0 then Eq. 3.25 reduces to Go = /\TW, which has the same form
as G for Pure and Slotted Aloha with muting; as in Eq. 3.18 with j = i.
Therefore, conventional Pure and Slotted Aloha is a special form of Pure and
Slotted Aloha with slow down when tags’ duty cycle is unchanged. Similarly,

muting is a special form of slow down where tags’ duty cycle is zero.

Lastly, to simplify Eq. 3.25, A’ can be made an integral fraction of A, X' = A/r,
thereby reducing a tag’s duty cycle by a factor of r. In this case, Eq. 3.25
becomes,

Y > & il Gt ()
n

(3.26)

By inserting G4 = G¢ in Eq. 3.9, we can evaluate the average delay to read a
tag successfully using Pure Aloha with slow down mode. Similarly, Pure Aloha
and Slotted Aloha with the slow down and muting features can be analyzed

using the methodology presented in Section 3.3.2.

Note that an iterative approach is used to compute the offered load in order to
maintain independence among tag transmissions. This is because in practice
tags rely on ACK sent by the reader to slow down, and thereby nullify the

independence assumption required by the Poisson model.
3.3.4 Pure Aloha (Fast Mode)

When fast mode is used, the reader inhibits other tags from transmitting by
sending a quiet command in a separate channel after receiving a tag’s preamble

successfully. Specifically, the reader spends Ty time determining whether the
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preamble is valid before transmitting a quiet command to other tags to stop

them from transmitting.

In order to receive a tag ID successfully, a reader must not experience any
collisions for a duration of Ty when receiving. Thus, the probability that no tag

transmits in T} is',

OefGD
P[0, Ty] = —[GD]O! (3.27)

= ©p (3.28)

Tag responses during Ty constitute the offered load to the reader. Therefore,

the average offered load to the reader for Pure Aloha with fast mode is,

Gp = nATy (3.29)

In order to determine the average delay incurred to read a tag, we also need to

determine the average retransmissions made by a tag before it is identified.

Using Fq. 3.28, the throughput of Pure Aloha with slow down is calculated as,

S = GpP, (3.30)
= Gpe ©P (3.31)

The mean attempts taken by a tag to transmit its ID successfully is Gp/S or

e From this, the average delay due to unsuccessful attempts is,

DAttempts_Failed =T (GGD - 1) a (332)

! Assuming a Poissonian probability distribution.
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D attempts_Failea cOrresponds to the number of attempts made before a tag man-
ages to transmit its preamble successfully. The delay experienced by a reader

to receive preamble correctly is therefore,

DPreamble = Tf =+ DAttempts_Failed (333>
=T +T (%7 = 1) a (3.34)

After receiving a tag’s preamble, the reader silences the remaining tags and
proceeds to receive the rest of the tag’s ID. The average delay to read a complete

tag ID successfully is therefore,

DSuccess_fast = DPreambe + (T — Tf) + tquz‘et (335>
=T [1+ (97 = 1) a] + lquiet (3.36)

Finally, adding the mean arrival delay experienced by the reader in Fq. 3.36,
we have the average delay to receive a tag ID successfully for Pure Aloha with

fast mode,

1
— + tquiet (3.37)

— Gp
DSuccess_fast =T [1 + (6 D 1) O[} + Y

Idle listening delay can be obtained using a similar methodology to Pure/Slotted

Aloha in Section 3.3.1 and the final expression is,

1
Dldle_fast =T [(GGD - 1>ﬁ€_<eGD_1>B] + —)\ (338)
n
Finally, the delay due to collisions is computed as
DCollisions_PS = DSuccess_fast — Dldle_fast — (T + tquiet) (339>

Pure Aloha with fast mode can also include muting. In that case, the method-

ology presented in Section 3.3.2 is used to analyze its performance.
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3.3.5 Slotted Aloha Variants with Early End

The key consideration when the early-end feature is used is the reduction in
the average delay to read a tag due to the early closure of idle slots. Let ¢t < T
be the duration after which a reader closes a slot if no responses are detected.
Then, the average delay to read a tag in Slotted Aloha variants with early-end
is,

Dsyccess.z = { Dsuccess.ps o=y — (T' = U){ Nrate_ps }c=cy (3.40)
where Dgyccess_ps 1S given by Eq. 3.9, Nyge. ps is equal to Eq. 3.15 divided by
T, and Gy = G4 for Slotted Aloha with early-end, G g for Slotted Aloha with

muting and early-end, and G¢ for Slotted Aloha with slow down and early-end.
3.3.6 Putting It All Together

Let us now use the delay equations of Pure and Slotted Aloha without muting to
quantify energy consumption, battery lifetme and battery wastage. To evaluate
the energy consumption, D is multplied with readers power consumption. After

that, Eq. 3.1 and 3.6 is used to derive battery lifetime and wastage respectively.

For Pure and Slotted Aloha, Dgyccess_ps is the average energy consumed to read
one tag successfully, Deonisons.ps 18 the average delay due to collisions, and

Digie_ps is the average idle listening delay. The energy consumption of each

phase is,
ESuccess = ZZ} X DSuccess_PS (341>
ECollisions = ZZ} X DCollisions_PS (342)
Ergie = ¥ X Digie_ps (3.43)

Adding Eq. 3.42 and 3.43, the average energy wasted due to collisions and idle
listening is,

EWaste = ¢ X (DCollisions_PS + Dldle_PS) (344)

To evaluate a reader’s battery lifetime, Dgyecess ps is inserted into Eq. 3.1 and

3.6 to obtain,

B

Do s (3.45)

NLifetime_Pure_Aloha =
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T
BWaste_Pure_Aloha =B <1 - —> (346)

DSuccess_PS

For each protocol of interest, the above procedure is repeated to obtain their

respective energy consumption equations. The resulting equations are presented

in Table 3.1.

Table 3.1

Energy consumption of Pure/Slotted Aloha. Egyccess -

Average energy consumed to

read one tag successfully, Ecyisions - Average energy consumed in collision resolu-
tion before a tag is read, Frg. - Average energy consumed in idle listening before a
successful tag is read, Npgttery rife - The number of tags a battery can read, By qste
- Battery wastage due to anti-collision. z = 1 for Slotted Aloha and z = 2 for Pure
Aloha, Ecopision = Esuccess — Erare — YT, oo = %75 = %

i) Pure/Slotted Aloha Non-Muting, G = G4
Protocols | ii) Pure/Slotted Aloha Muting ,G = Gp
iii) Pure/Slotted Aloha Slow-Down, G = G¢
Esuccess P |T {1 + (EzG - 1) Qf} + nflx]
Ergie Y |T { (e*¢ —1) ﬂe‘z(em('_lm} + ﬁ]
Protocols | i) Pure Aloha-Fast mode, G = Gp
ii) Pure Aloha with Fast Mode and Muting, G = Gg
iii) Pure Aloha with Fast Mode and Slow down, G = Gp
Esuccess ¥ |T {1 + (EG — 1) a}+ % + tquz'et]
Erate Y |T { (e€ —1) ﬁe*(e('*l)ﬁ} + ﬁ]
i) Slotted Aloha with Early End, G =G4
Protocols | ii) Slotted Aloha with Early End and Muting, G = Gp
iii) Slotted Aloha with Early End and Slow Down, G = G¢
a
ESuccess dj [T{l + (EG - 1) a+ ﬁ} - (Tﬁ t) {(EG - 1) ﬁei(e -1 + ﬁ}]
Erge t [(ec -1) Be=(e“=DB 4 ﬁ]
Note: Dividing the above equations by ¥ give us the average delay in different anti-collision phases,
which can then be used to evaluate battery lifetime Npgttery_rife and wastage Bwaste

3.4 Results

In the following sections, equations from 3.1 are used to compare, i) the average

energy consumed to read one tag successfully, ii) the average energy wasted in

collisions, iii) the average energy spent in idle listening, iv) battery efficiency,

i.e., the number of tags a battery is able to read, and v) battery wastage.
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3.4.1 Average Energy Consumed to Read One Tag

This section compares and contrasts the energy consumption of Pure and Slot-

ted Aloha variants.

Figure 3.1 compares Pure Aloha variants. The energy consumption of conven-
tional Pure Aloha is the highest because collisions consume the most energy

due to its well known vulnerability period of 27" [27].

Pure with slow down has a lower energy consumption than conventional Pure
Aloha. The reason being slow down reduces the offered load to the reader,

thereby reducing collisions.

Pure Aloha with muting further reduces the energy consumption of conventional
Pure Aloha as muting silences a tag after identification, thereby removing the
tag from contributing to the offered load of the system. As a result, muting
variants have a lower energy wastage from collisions compared to slow down

variants. Further, saturation is largely reduced.

Finally, Pure Aloha variants which employ fast mode achieve the highest energy
savings compared to other protocols. This is due to the low energy wastage from
collisions since a reader’s vulnerability period is reduced to 7T, which increases

system throughput (see Figure 3.6) and lowers energy consumption.

Figure 3.2 plots the results for Slotted Aloha variants. Slotted Aloha reduces
the vulnerability period to T [27]. Similar to Pure Aloha, conventional Slotted
Aloha shows an exponential rise in energy consumption with increasing number

of tags.

Slotted Aloha variants with early-end have significantly lower energy consump-
tion compared to other variants, notably when the number of tags is low. This is
because less energy are consumed by idle listening; see Section 3.4.3 for details.
However, with increasing number of tags, the energy consumption of Slotted
Aloha variants with early end gradually approaches variants without early-end

support. This is because the probability of idle slots reduces with increasing
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Figure 3.1 Average energy consumed to read one tag successfully for Pure Aloha
variants, A = 20, K = 5, PA = Pure Aloha,

tags, and hence diminishes the advantages provided by the early-end feature.

Let us now compare and contrast Pure and Slotted Aloha variants. The energy
consumption of both Pure and Slotted Aloha variants, as depicted in Figure
3.1 and 3.2, is high when the number of tags is low, but reduces to a given
point with increasing number of tags. After that, the energy consumed starts

increasing as the number of tags grows.

The above behavior can be explained by comparing the contention delay shown
in Figure 3.4 with the arrival delay in Figure 3.3. The contention delay rises
with increasing number of tags. On the other hand, arrival delay reduces with
increasing number of tags. However, when the number of tags is low, the reader
incurs a significantly higher arrival delay. Therefore, for low tag numbers, arrival
delay constitutes a significant portion of the average delay incurred by a reader.

On the other hand, when the number of tags is high, contention delay dominates.
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Figure 3.2 Average energy consumed to read one tag successfully for Slotted Aloha
Variants, A = 20, K = 5, SA = Slotted Aloha.

Figures 3.5(a) and 3.5(b) compare Pure and Slotted Aloha protocols with A
values of 20 and 50. From the figures, Pure Aloha consumes the most energy
because of its vulnerability period. On the other hand, fast mode variants of
Pure Aloha conserve a significant amount of energy because of its low vulnera-
bility period. Specifically, Pure Aloha with fast mode and muting has the lowest

energy consumption as it further mitigates collisions using muting.

Lastly, Figure 3.6 compares the throughput characteristics of Pure and Slotted
Aloha variants. It can be observed that the system throughput for Pure Aloha
in fast mode is as high as Slotted Aloha variants. In addition, it can be observed
that Pure Aloha protocols using the fast mode feature approach the maximum
throughput when there is a large number of tags. Therefore, when protocols
are operating at their maximum system efficiency, fast mode variants of Pure
Aloha operate below their maximum system throughput. This means, given

the same number of tags, Pure Aloha variants using fast mode experience more
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Figure 3.3 Average Arrival Delay

free channel times compared to other protocols, hence tags’ responses are less

likely to collide.

3.4.2 Average Energy Wasted in Collisions to Read One
Tag

Figure 3.7(a) and 3.7(b) plot the average energy wasted due to collisions before
a tag is read successfully. As can be seen, reducing A significantly lowers energy
consumption, especially when the number of tags is high. This is because, a
lower value of A\ reduces the offered load to the reader. However, when the
number of tags is low, a higher energy consumption is observed for low A values

because of higher arrival delays.

Conventional Pure Aloha consumes the highest energy in collisions because of
its high vulnerability period. However, Pure Aloha with fast mode and muting
has the lowest energy wastage. This is because muting and fast mode both

reduce collisions and therefore minimize energy consumption.
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For Slotted Aloha variants, it can be observed that early end has no effect on
energy wastage from collisions. This is because early ending slots does not
reduce collisions. On the other hand, the muting and slow down features do
reduce collisions, hence tag reading protocols employing both features achieve

better energy efficiency.

Overall, conventional Pure Aloha and Slotted Aloha have the highest energy

wastage from collisions, but those with fast mode have the best energy efficiency.
3.4.3 Average Energy Consumed due to Idle Listening

Figures 3.8(a) and 3.8(b) show the average energy consumed from idle listening.

The early end feature reduces energy consumption in idle listening significantly

due to the early closure of idle slots.

Among Pure Aloha variants, conventional Pure Aloha consumes the lowest en-
ergy in idle listening. This is because there are the lowest number of idle slots
due to a significant load offered by competing tags. On the other hand, Pure
Aloha with fast mode consumes the highest energy. It is because, using fast
mode, the reader inhibits competing tags to stop transmitting once a successful
transmission is detected. This results in significant reduction in vulnerability
period as compared to Pure Aloha. Due to this, the offered load to the reader
is significant reduced resulting in a larger delay due to idle listening during the

collision resolution process.

Similar to fast mode, muting and slow down variants demonstrate an increase
in the energy consumption in idle listening. This is because both these features
lead to reduction in offered load to the reader, resulting in lowering collisions

and increasing the idle time between successive receptions by the reader.

In summary, muting, slow down, and fast mode increase energy wastage from
idle listening, with fast mode resulting in the highest wastage. This is because
the said features reduce the offered load and increase the probability of having
idle slots. Hence, the reader is able to save a significant amount of energy due

to less collisions albeit with a comparatively small energy wastage from idle
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listening.
3.4.4 Battery Lifetime

Figures 3.9(a) and 3.9(b) show the battery lifetime of each protocol. Recall that
the lifetime of a battery is the number of tags it can read when the same set of
tags is read repeatedly. Among Pure Aloha variants, those with fast mode have
the highest lifetime. On the other hand, conventional Pure Aloha has the worst
battery life. The main reason for the performance discrepancy is that the use
of fast mode reduces collisions significantly, thereby increasing the “goodput”

of the system.

Among Slotted Aloha variants, those with muting and early end have the highest

battery lifetime and conventional Slotted Aloha has the lowest lifetime.

Overall, Pure Aloha variants with the fast mode feature have long battery
lifetime, in particular the variant incorporating both fast mode and muting.
On the other hand, conventional Pure and Slotted Aloha have the least battery

lifetime.
3.4.5 Battery Wastage

Figure 3.10(a) and 3.10(b) plot the energy wasted to read a tag successfully.
Among Pure Aloha variants, those with fast mode and muting have the lowest
battery wastage. For Slotted Aloha variants without early-end, Slotted Aloha
with muting has the lowest energy wastage, and conventional Slotted Aloha has
the highest wastage from idle listening. When early-end is used, the battery
wastage for early-end variants of Slotted Aloha, Slotted Aloha with slow down,
and Slotted Aloha with muting start to converge to variants without early-end.
Among all Slotted Aloha variants, those incorporating muting and early-end

have the lowest battery wastage.

Overall, muting, slow down, early-end and fast mode reduce battery wastage,
with early-end having the highest impact when the number of tags is low. How-

ever, as the number of tags increases, those with fast mode have the lowest
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wastage.

3.5 Related Works

To date, only EM Microelectronic [62] has analyzed and compared the reading
delay of six Pure Aloha variants. This chapter extends upon theirs in the
following manner. First, it provide a detailed comparison that includes Slotted
Aloha variants. Second, the chapter analyze the energy consumption in every
contention phase. Lastly, it provide a theoretical analysis of both Pure and

Slotted Aloha based tag reading variants.

Apart from [62], none have considered Pure and Slotted Aloha based tag reading
protocols, especially the variants analyzed in this paper. Namboodiri et al.
[109] compared the energy efficiency of tree based protocols with their proposed
framed Aloha based protocol. Similarly, Fernandes [110] compared the energy
efficiency of tree search algorithms with Framed Aloha variants that use muting
and varying frame sizes. The authors of [111] and [97] studied the energy

consumed during collision resolution.

Many works, e.g., [112] [L13] [114] [L15] [27] [64] [L16], have analyzed the perfor-
mance of Pure and Slotted Aloha protocols in conventional wireless networks.
These works however are not focused on energy efficiency. Moreover, they only
investigate the delay incurred by competing nodes rather than the delay in-
curred by the destination/reader to receive/read responses. Lastly, these works

do not consider the variants studied in this chapter.

3.6 Conclusions

This chapter analyzes the energy energy consumption of twelve Aloha variants
and determines their suitability for use in RFID-enhanced WSNs. Based on
the results, Pure Aloha with fast mode and muting consumes the lowest energy

to identify a given number of tags. However, all the protocols studied are
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incapable of efficient monitoring, thereby making them unsuitable for use in
RFID-enhanced WSNs. Lastly, the analytical model presented in this chapter
has been verified by Rivera et al. [117].



Chapter

Tag Estimation Functions

The Dynamic Framed Slotted Aloha protocols to be presented in Chapter 5
rely on a tag estimation function for the best frame size to use for a given tag
set. An inaccurate estimate results in a non-optimal frame size that causes high
identification delays and energy consumption. This is particularly serious when
DFSA based tag reading protocols are used in a RFID-enhanced WSN, where
nodes are battery constrained. Therefore, there needs to be a study on the

accuracy of tag estimation functions.

To date, very little works have conducted a comprehensive study on the accuracy
of current tag estimation functions. Vogt [69] [70] proposes two tag estimation
functions and analyzes their accuracy using weighted error and variance. On the
other hand, Kodialam [74] et al. analyze the accuracy of their tag estimation
functions using only the variance of tag estimates. Both works are limited
to their respective tag estimation functions. Floerkemeier [72] [73] compares
his tag estimation function using two approaches. In the first approach, he
compares his tag estimation functions with the Slot-count (Q) algorithm [16]
and Schoute’s algorithm [79] by evaluating the difference between simulated and
theoretical estimate. In the second approach, he compares one of Vogt’s [6Y]
function to Schoute’s [79] tag estimation functions with his Bayesian approach
using a test-bed comprising of a field programmable RFID reader and 64 HF

Philips I Code RFID tags [73|. Floerkemeier, however, did not evaluate the

38
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functions proposed by Zhen et al. [65], and Cha et al. [118] [66]. Zhen et al. [63],
Cha et al. [118] [66] and Khandelwal et al. [71] analyze the identification delays

of their proposed estimation functions instead of accuracy.

As we can see, amongst the aforementioned tag estimation functions, it is un-
clear which is the best or most accurate. Moreover, the aforementioned works
have not used a consistent set of metrics in their studies. Given these limitations
and the impact of tag estimation functions on the performance of DFSA, it is
critical that a comprehensive study is carried out to identify the best function

to use.

To this end, this chapter presents qualitative and quantitative analysis of five tag
estimation functions using Monte Carlo simulations. A given tag set is estimated
iteratively to determine a function’s error distribution, which can then be used
to evaluate the estimate’s mean error, variability, skew and Kurtosis of the error
distribution. Lastly, a comparison is carried out to identify the most efficient

tag estimation function that is suitable for RFID-enhanced WSNs is presented.

The chapter is organized as follows. Section 4.1 describes importance of tag
estimation functions in DFSA protocols. Following that, Section 4.2 presents a
qualitative analysis of tag estimation functions is presented. Next, Section 4.3
and 4.4 present the system model and research methodology used to evaluate
tag estimation functions respectively. Section 4.5 presents results and Section

4.6 concludes the chapter.

4.1 Motivation

In Frame Slotted ALOHA (FSA) based protocols, a tag selects a slot randomly,
and waits for a random time period before transmitting. Unlike conventional
Pure and Slotted Aloha, a tag is only permitted to transmit its ID at most once

per frame. FSA protocols have a fixed or varying frame size. The former is

referred as basic FSA (BFSA) and the later as dynamic (DFSA) respectively.

FSA based protocols are often measured according to their system efficiency:
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defined as the ratio of the number of slots filled with one tag with respect to
the current frame size. The system efficiency, af/ " of BFSA protocols is given

as [77] [79],

n 1\ !

Nn

SN 41
% N( N) (4.1)

where n and N denote the number of tags and frame size respectively. The
optimal throughput for BFSA can be evaluated from Equ. 4.1 and is equal to

el for N =n [73].

Figure 4.1 plots Equ. 4.1 with varying number of tags and frame sizes; N=64,
128, 256 and 512. From Figure 4.1, it is clear that system efficiency starts to
fall as the number of tags increases beyond the number of slots within a frame,
i.e., N > n, and drops nearly to zero as the number of tags becomes very large.
The system efficiency is at its highest when the number of tags is equal to the
number of slots in a frame [77]. Therefore, if the frame size can be adjusted
depending upon tag population, a reader will operate at the highest system

efficiency.

DFSA protocols have the ability to adjust their frame size according to tag
estimates calculated by a tag estimation function. In order to achieve minimal
delay and high system efficiency, DFSA protocols must adjust their frame size to
match the number of tags [79] [66]. Thus, DFSA protocols’ performance largely
depend upon the tag estimation function used. Therefore, it is important that

to conduct a comprehensive study on the accuracy of tag estimation functions.

4.2 Tag Estimation Functions

A tag estimation function calculate the number of tags based on feedback ob-
tained in reader’s frame when a reader transmits a frame of size N to tags.
Here, the feedback refers to slots with no response (cg), one tag reply (¢1), and

multiple tag replies (c;). Based on this feedback, researchers have developed
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several estimation functions.
4.2.1 Vogt Functions
Vogt [69] [70] present two tag estimation functions; referred to as DFSAV-T and

DFSAV-IIL In both functions, Vogt assume tags reply in each read round and

omitted the muting feature, where tags are stopped from replying after they

are identified.

DFSAV-I is given by Equ. 4.2, and estimated tags are denoted as e. The

principle behind Equ. 4.2 is that during collisions, there will be at least two tags

involved, which defines the lower bound of a tag estimate. The main downside

of DFSAV-1 is that it becomes erroneous as the number of tags increases. This

is because the term 2¢; in Equ. 4.2 assumes two tags are involved in a collision.

However, when the number of tags increases, more than two tags may collide
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within a single slot.

6lb(N7 Cp, C1, Ck) =C + QCk (42)

DFSAV-II takes a different approach and is based on Chebyshev’s inequality.
The algorithm determines the distance between an actual read result vector
< ¢g,¢1, ¢, > and the theoretical expected result vector < ag™,al" ah™ > of
a reading cycle, see Equ 4.3. The value of ¢ for which the ¢,, becomes minimum

is the estimated tags.

cvd (N, co, €1, C) = mtin aiv’t — | (4.3)
Nt
a Cl

In Equ. 4.3, the elements of the vector < af)v o aiv o ag’t > correspond to the ex-

pected number of empty slots, slots filled with one tag, and slots with collisions,
respectively. With a frame size of N, and the number of tags ¢, the expected

number of slots filled with r responding tags is given by,

alt = N x (ﬁ) Gf) (1 — %)H (4.4)

From Equ. 4.4, each element of the vector < aév o af/ o aiv’t > is calculated as

follows [70]:
1 4
adt = N x (1 - N) (4.5)
1 t—1
't =1t x (1 - N) (4.6)

aiv’t =N — aév’t — a{v’t (4.7)
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According to [G9], DFSAV-II is more applicable to scenarios where tag densities

are high. However, DFSAV-II is computationally more complex than DFSAV-I.
4.2.2 Cha et al. Functions

Cha et al. [118] [66] present two tag estimation functions; referred to as DFSAC-

1 and DFSAC-II.

DFSAC-I computes a tag estimate from the collision rate that is derived us-
ing the "maximum throughput condition”. The collision rate and maximum

throughput condition are defined as follows.

According to Cha et al., the throughput S of FSA is defined as,

Psucc
Psucc + Pcoll + [)idle
where Pcoll =1- [)idle - Psucc and [)z‘dle = (1 _p>n and Psucc = np(l _p>(n - 1)

S = (4.8)

respectively; p = % is is the probability that one tag transmits at a particular

slot in a frame. The maximum throughput happens when,

s

praall (4.9)

Solving Equ. 4.9 gives,

p=— (4.10)

Using Equ. 4.10, the collision rate is calculated as [66],

Pcoll
Crate = lim ————
n—oo 1 — Psucc

(4.11)

Inserting Py, Psuee and Equ. 4.10 into Equ. 4.11, we get Crqe = 0.4180, which

Cha et al. refer to as the “maximum throughput condition”. Using C4., the
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number of colliding tags in a slot is then calculated as,

1
Ctags = ﬁ = 23992 (412)

From Equ. 4.12, if the number of colliding slots is ¢, the number of tags is

estimated as 2.3992¢;

DFSAC-II, however, takes a different approach. It estimates a tag set based on
a collision ratio. Cha et al. define collision ratio to be the ratio of the number

of slots with collisions to the frame size, and is computed as [66],

1\" n
Cratio =1- <1 — N) <1 + N — 1) (413)

where n is the estimated number of tags, and is computed after a read round

from the number of colliding slots as,

Ck

Cratio — N (414)

Using Equ. 4.14, Cha et al. solves for n iteratively by equating Equ. 4.13 to
Equ. 4.14.

DFSAC-II is computationally more complex than DFSAC-I. Note, both these

functions are developed for scenarios where tags are muted once identified.
4.2.3 Zhen et al. Functions

Zhen et al [65]’s function, referred to as DFSAC, works as follows. For an
observed slot, the a posterior: probability distribution of k tags choosing a slot

is,

peli) = ‘ (4.15)

N
From Equ. 4.15, the a posteriori expected value of a garbled slot is, A}im Z kpg(z') =

k=2
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2.39 = K. This indicates, that on average 2.39 tags respond in a collided slot.
Thus, according to Zhen et al. [65], the estimated tags will be ¢; + 2.39¢.

The estimation function is devised for passive tag environments and muting of

tags is not taken into consideration.

4.3 System Model

The system consists of an RFID reader and n tags in its interrogation zone.
Tags are assumed to be passive and used in read-only mode. Further, tags are

static and can be read regardless of their orientation®.

A reader starts collision resolution with an arbitrary frame size N and observes
tag responses in each slot. These responses are refereed as slots with no response

(o), slots with one tag reply (¢;), and slots with multiple tag replies (cg).

4.4 Research Methodology

Descriptive statistics are used to quantify the error distribution of tag estimation
functions. For each corresponding error distribution, its mean error, standard

deviation, variance, skewness and Kurtosis is evaluated [119].
The error in the u'* read round can be evaluated as,
e(u) = n{u) —n' (4.16)

where e(u) is the error estimated in the u** read round, n(u) is the number of
tags estimated using a tag estimation function in «!® the read round, and n’ is
the actual number of tags in a reader’s interrogation zone, respectively. If e(u)
is negative, it indicates the estimated number of tags is less than the actual tag

count, and vice versa.

IThe placement of tags with respect to the polarization of the reader’s field can have a
negative affect on the communication distance of RFID tags, in particular, reduced operating
range and in the case of the tag being displaced by 90 degrees, a tag becomes unreadable.
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In Equ. 4.16, e(u) and n(u) are random variables and n' is a constant. e(u) and
n(u) are evaluated at each read cycle and e(u) is dependent upon the estimated

number of tags n(u) in a particular read round.

R read cycles are performed on a tag set with n’ tags and then calculate the

mean of the distribution e(u) as,

(o) = 5 D felw) (417

_ % S (o) — ') (4.18)

where p(n') denotes the mean of the error computed in R read rounds.

The mean percentage of error of each tag estimate is evaluated as,

p-per(n’) = %Z GS) x 100 (4.19)

u=1

In order to evaluate the variability or spread of the distribution e(u), its stan-

dard deviation is evaluated as,

u=1
=A== 4.2
N R—1 (420)

Squaring Equ. 4.20 gives us the variance o(n’).

The skewness, i.e., lack of symmetry of e(u), can be evaluated as

(4.21)
where m(n’) is the median of e(u).
Finally, the flatness or peakness of a distribution is measured, i.e., Kurtosis of

e(u) , as,

kurt = *=L (4.22)
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If the distribution is relatively flat compared to the normal or bell-shaped dis-

tribution, e(u) is platykurtic. Otherwise, it is called leptokurtic.

N=32;
t=100;
R=10000;

forn=1:tdo

foru=1:Rdo
¢ = perform_read_cycle(N,c);
n(u)=estimate_tags(N,c);
e(u)=n(u)-n’;

end

u(n'y = mean (e(u),R);

p_per(n') = percent_error(e(u),n’);

s(n') = standard_deviation(e(u),R);

o(n') = (s(n'))%

sk(n') = skewness (e(u));

kurt(n') = kurtosis (e(u));

end

Algorithm 1: Procedure for evaluating tag estimation functions.

Algorithm 1 shows the pseudo-code of our implementation. The function

per form_read_cycle(N,n) returns the vector < ¢g,cq,c, > after being given
the following parameters; frame size and actual number of tags in the current
read cycle. The result is then used by estimate_tags(N, c), which returns the
estimated tags obtained by the tag estimation function being investigated. The

rest of the pseudo-code implement equations 4.16, 4.18, 4.20, 4.21, and 4.22.

4.5 Results

This section starts by presenting results from a statistical analysis of each tag
estimation function using a frame size N = 32, and a low tag density, i.e.,
n’ = 32 and a high tag density i.e., n’ = 100. After that, results on the number
of read cycles or frequency versus estimate error are presented. Lastly, the tag
estimation functions are compared according to their mean error, variance, skew

and Kurtosis.



Tag Estimation Functions 98

4.5.1 Statistical Analysis

4.5.1.1 DFSAV-I

Figures 4.2(a) and 4.2(b) plot the error distribution of Vogt [69] [70]’s first
function, i.e., DFSAV-I. In Figure 4.2(b), where n’ matches the frame size, the
mean error is lower compared to Figure 4.2(a); n’ = 100. This means DFSAV-
I performs better when n’ is comparable to N. In both figures, the mean
error is negative, indicating that the number of tags estimated is less than the
actual number of tags. The variability of the error distribution reduces as the
number of tags becomes comparable to the frame size. This indicates that
tag estimates are becoming more stable when n' is comparable to the frame
size used. Lastly, the error distribution in Figure 4.2(a) and 4.2(b) is skewed

positively and negatively. Both distributions are leptokurtic.

4.5.1.2 DFSAZ

Figures 4.3(a) and 4.3(b) plot the error distribution for Zhen et al. [G5] ’s func-
tions, i.e., DFSAZ. In Figure 4.3(a), the percentage of error is —32.65% which is
very high compared to Figure 4.3(b), where the percent error is only 0.8884%.
Therefore, DFSAZ is more accurate when the number of tags matches the frame
size used. However, when the number of tags exceeds the frame size, the com-
puted estimate is highly erroneous. From Figure 4.3(a), the mean error is
negative, indicating that most tag estimates are less than the actual number of
tags in a reader’s interrogation zone. On the other hand, from Figure 4.3(b),
the mean error is 0.2853, indicating that most tag estimates are higher than
the actual tag count. The variability of the error distribution in Figure 4.3(b)
is less than Figure 4.3(a), indicating stable estimates for n’ = 32. The error

distribution in both figures is positively skewed and is leptokurtic.

4.5.1.3 DFSAC-I

Figures 4.4(a) and 4.4(b) plot the error distributions for Cha et.al [66]’s function,
i.e., DFSAC-I. For both figures, the mean error percentage is approximately

37%. In other words, for DFSAC-I, the error percentage does not vary much



Tag Estimation Functions

3500

3000

2500

N

[}

<

(=1
T

Frequency
3
S

1000

500

0
-52 -50 -44 -42 -40 -38 -36

-48 -46
Error (No. of Tags)

(a) N=32,n' =100

3000

2500

Frequency
g 3
(=1 (=)

e

Q

[=]

(=)
T

500

Figure 4.2 DFSAV-I error analysis.



Tag Estimation Functions 100

2500

2000

e

o4

[}

(=)
T

1000

Frequency

500

-37 -3 - -31 29 -27 -25

-39 33
Error (No. of Tags)

(a) N=32,n' =100

2500

2000

e

o4

[}

(=)
T

Frequency
3
g

500

-2

-4 0
Error (No. of Tags)

2 4 6

(b) N =32, n/ = 32

Figure 4.3 DFSAZ error analysis.



Tag Estimation Functions 101

with the number of tags, even when the number of tags is comparable to the
frame size, the error estimate remains large. For both figures, the mean estimate
is negative, indicating that the tag estimate is less than the actual number of
tags. The variability of the error distribution however, is lower in Figure 4.4(b)
compared to Figure 4.4(a), indicating that smaller frame sizes have stable error
estimates. Both curves are positively skewed, where skewness for Figure 4.4(b)

is higher than Figure 4.4(a). Both distributions are leptokurtic.

4.5.1.4 DFSAC-II

Figures 4.5(a) and 4.5(a) plot the error distribution for DFSAC-II. The error
percentage for Figure 4.5(a) and 4.5(b) is 1.0827% and —1.4341% respectively.
Clearly for DFSAC-II the mean error percentage is higher when the number
of tags is comparable to the frame size. However, when the number of tags is
larger than the frame size, the average error percentage is very low. On the
other hand, the variability in the distribution when tags are comparable to the
frame size is less than the scenario where tags are significantly larger than the
frame size used, meaning the estimate is stable if the n’ is comparable to N.

Both figures are positively skewed and are leptokurtic.

4.5.1.5 DFSAV-II

Figures 4.6(a) and 4.6(b) depict the error distributions for DFSAV-II, another
of Vogt [69)’s function. The mean percentage error for Figure 4.6(a) is 1.7% and
for Figure 4.6(b) is —0.2131%. This indicates that the number of estimated tags
has a higher accuracy for both cases. It can be noted that when the number
of tags is comparable to the frame size, the mean error is negative, indicating
that the number of estimated tags is lower than the actual number of tags.
However, when the number of tags is higher than the frame size, as in Figure
4.6(a), the mean error is positive, indicating that most estimates are higher
than the actual tag count. The main distinction is evident from variability in
the error distribution. The variance for Figure 4.6(a) is as high as 213, but for
Figure 4.6(b), its only 4.8. This indicates that the error estimates for Figure

4.6(a) are very unstable. Figure 4.6(a) is positively skewed and Figure 4.6(b)
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is negatively skewed. Both curves are leptokurtic.

4.5.1.6 Summary

Table 4.1 gives a summary of the aforementioned statistical analysis. From
Table 4.1, when n’ = 32, DFSAZ has the lowest percentage of error. On the
other hand, when n’ = 100, DFSAC-II has the lowest percent error. DFSAV-I
has the lowest variance for n’ = 100 as well as n’ = 32. However, DFSAC-1I and
DFSAV-II have very high variability in their error distribution. The Kurtosis
for DFSAV-II is significantly higher than other functions for n” = 100. DFSAV-I
is the only entry in Table 4.1 which is negatively skewed for n’ = 32. All others

are positively skewed and leptokurtic.
4.5.2 Comparisons

In this subsection, a detailed comparison analysis of tag estimation functions

based on mean error, variability, skew and Kurtosis is presented.

4.5.2.1 Mean error

Figure 4.7 depicts the mean error in tag estimates. It can be seen that DFSAC-I
has the highest mean error in estimates until the number of tags is less than 68.
After that, DFSAV-I becomes erroneous. DFSAC-II and DFSAV-II have the
lowest mean error for a wide range of tag set. DFSAC-II, however, has a lower
accuracy than DFSAV-I when the number of tags is lower than 20. It is because,
DFSAC-II considers collision slots only when estimating tags. When the number
of tags is less than the frame size used, there are fewer collisions because there
are more slots with a single reply. Thereby, the mean error for DFSAC-II is
higher when the number of tags is lower than the frame size used. DFSAZ
has a lower mean error than DFSAC-I and DFSAV, and similar error values
to DFSAC-II and DFSAV-II for n’ < 40, and becomes more erroneous when
n’ > 40. It can be observed that DFSAC-II outperforms DFSAV-II in accuracy
when the numbers of tags starts to increase beyond the frame size. Overall,

DFSAC-I, DFSAZ, DFSAV-I have better performance when the number of tags
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is similar to the frame size used. DFSAC-I has the lowest accuracy compared

to others.

Mean Error in Estimated Tags

=251 | b DESAV-I i
—&— DFSAV-II
-30F | —s DFSAZ .
DFSAC-I
=35 | —%— DFSAC-II 5
—40 y :
0 20 40 60 80 100

Number of Tags

Figure 4.7 Mean error versus number of tags.

4.5.2.2 Variability

Figure 4.8 compares the variability of each function’s error distribution. DFSAV-
I has the most stable error estimates, followed by DFSAZ and DFSAC-1. DFSAV-
IT and DFSAC-II have higher variability in error distributions and therefore the
error estimates are unstable. The variability of DFSAC-II is very unstable for
tags ranging from 0 to 25. DFSAC-II has lower variability than DFSAV-II for
n' > 35.

4.5.2.3 Skew

Figure 4.9 depicts the skew observed in the error distribution of each tag es-
timation function. The skew of the distribution does not show a generalized
pattern since it spans positive and negative values, and varies with changing

tag numbers.
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Figure 4.8 Variability versus number of tags.

4.5.2.4 Kurtosis

Figure 4.10 plots the Kurtosis for all tag estimation functions. All estima-
tion functions are leptokurtic. The Kurtosis values for DFSAC-II vary widely
compared to other estimation functions. When there are less than 10 tags, its
Kurtosis is very high. This is because when the number of tags is very low; the
function can estimate the tags accurately; yielding a small standard deviation
value. As Kurtosis is inversely proportional to standard deviation, it reaches a

very high value when the number of tags is low.

4.6 Conclusion

From the comparison analysis in Section 4.5.2, it can be observed that among
dynamic estimation techniques, DFSAV-II has the best performance; both for

low and high n’ values. However, this is achieved at a higher computational
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expense. DFSAC-II, although developed for muting based environments, has a
higher accuracy than DFSAV-II, especially when the number of tags is higher
than the frame size used. DFSAC-II is also suitable for use in non-muting tag
environments, provided n’ is not smaller than N, to preserve accuracy. Simi-
larly, DFSAV-II is suitable for muting based environments, where during frame
adjustments, identified tags can be omitted. DFSAC-I is the least accurate
amongst all the tag estimation functions. It under estimates the tag set as it
does not consider slots with single tag response. Therefore, it is unsuitable for

non-muting environments.
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Chapter

Framed Slotted Aloha Based RFID
Anti-Collision Protocols

This chapter studies the energy consumption of frame slotted Aloha (FSA)
based anti-collision protocols. Specifically, twelve FSA variants are investigated
using a detailed qualitative and quantitative methodology to evaluate their

energy efficiency with varying tag population.

The chapter is organized as follows. Section 5.1 provides a background on
FSA variants. Then sections 5.2 and 5.3 outline research methodology and
system model respectively. Next, results are presented in Section 5.4 followed

by conclusions in Section 5.5.

5.1 FSA

FSA protocols group slots into a frame, where a frame’s size may be fixed or
variable depending on implementation [120]. A FSA with a fixed frame size is
referred to as basic framed slotted Aloha (BFSA) and one that uses variable
frame sizes is called dynamic framed slotted Aloha (DFSA) [12] [27]. BFSA and
DFSA can be further classified according to whether they support muting and
early end. Note, when the early end feature is used, a reader closes an idle or

no response slot early. On the other hand, muting enables the reader to silence

111
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tags that have been read successfully.

' Read Round '

Frame Size

' Resetand
| Galiberation

——  Sequence of slots

Slots

Figure 5.1 Round structure for FSA variants. .S; indicates the slot number.

Figure 5.1 depicts the timing scenario for both muting and non-muting RFID
systems [17] [71]. The reader-to-tag communication is controlled by commands
from the reader. Initially, tags are assumed to be inactive or un-powered. Tags
are activated when they receive a reset and calibration command from the
reader. Once tags are activated, the reader transmits a read command, speci-
fying the frame size in the current read round. Tags respond by selecting a slot
randomly and transmit their ID along with a 16 bit CRC. Note, Null signals
the completion of a command and the end of a slot, thereby serving as a syn-
chronization mechanism that allows tags to determine slots boundary. After

transmission, tags wait for an ACK) from the reader.

The ACK command is a string of bits, the length of which correspond to the
frame size. Specifically, the position of each bit corresponds to a slot position,
where a one indicates a successful reception and a zero indicates a failed re-
ception or no response in the corresponding slot. In muting based systems,
a positive acknowledgement mutes tags. However, in non-muting based algo-
rithms, ACK is optional. For FSA systems which support early end, the reader
closes an idle slot early when no responses are detected after a duration of 10

data bits [71].
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5.1.1 Frame Adjustment

As discussed in Chapter 4, DFSA and its variants have the ability to adjust
their frame size according to the number of tags in a reader’s interrogation
zone. The reader starts collision resolution with a predefined frame size. If
a large number of responses are detected, the reader adjusts its frame size to
accommodate the additional tag responses. This means the reader is required
to continually adjust its frame size until it achieves an optimal frame size for a

given tag population.

To achieve an optimal frame size the reader uses a tag estimation function.
Based on the results in Chapter 4, the analysis to follow uses DFSAV-II for non-
muting and DFSAC-II for muting based framed Aloha variants. In addition,
Vogt proposed a set of frame sizes for a given tag range. According to Table
5.1, if the number of estimated tags in a reader’s interrogation is in the one to

nine range, the frame size should be 16 in order to achieve low reading delays.

Table 5.1 Optimal frame sizes for a given tag range.

FrameSize(N) | Low(n) | High(n)
1 — —
4 _ _
8 - -
16 1 9
32 10 27
64 17 56
128 51 129
256 112 0o

A limitation of all DFSA variants is that the frame size is only limited to a
maximum value of 256 [70]. If the number of tags exceed this value, a reader
is unable to achieve an optimal frame size. Lee et al. [77] address this issue by
proposing an enhanced version of DFSA called enhanced-DFSA or EDFSA. In
EDFSA, if the estimated number of tags is larger than the frame size, EDFSA
divides the tags into M groups. Table 5.2 shows the value of M for a given
tag range [77]. In Table 5.2, n denotes the number of tags, N is the frame size
and M is the modulus operator. Lee et al. [77] also proposed frame sizes for

varying tag ranges to achieve maximum system efficiency. The value of M is
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one when the number of tags is lower than 355. However, when the number of
tags increases, the modulo operation divides the responding tags into M groups.
The reader then reads tags on a group-by-group basis. To reduce identification

delay, EDFSA can be incorporated with the early end and muting features.

Table 5.2 N and M values for EDFSA

Number of tags (n) | Frame Size (N) | M
1-11 8 1

12 —-19 16 1

20— 40 32 1

41 — 81 64 1

82— 176 128 1

177 — 354 256 1

355 — 707 256 2

708 — 1416 256 4
1417 — 2831 256 8

From the discussion above, it is clear there are a number of FSA variants.
This chapter studies all these variants, compares their energy efficiency, and

determines their suitability for use in RFID-enhanced WSNs.

5.2 Research Methodology

In order to evaluate the energy consumption of FSA protocols, we first need to
evaluate the delay incurred in different phases of the tag reading process. These
phases are, 1) success, ii) collision, and iii) idle listening. Note, idle listening
corresponds to the scenario where the reader did not receive any responses
from tags. Once we have the delay in each phase, it is used derive the energy
consumption of tag reading protocols. With the average energy consumption

in hand, we can then study its effect on a sensor node’s battery lifetime.

The energy consumed by a reader is determined by the duration for which it
is scanning a given set of tags. If D is the total delay to read n tags then the

energy consumed by a reader during scanning is,

E=PxD (5.1)
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where E (Joules) is the energy consumed by a reader when scanning n tags,
P = VI (Watts) is the power consumed by the reader during scanning, V
(Volts) is the supply, I (Amperes) is the current consumed during scanning and

D (seconds) is the scanning duration.

Equ. 5.1 can be used to calculate a sensor node’s battery lifetime, which is
determined by the number of tags a battery can read in its lifetime. For a given

protocol, the number of tags that can be read in its lifetime is,

B
Ngiven_protocol =nX E (52)

where B is the energy stored in a battery.

The battery energy wasted due to idle listening and collisions, Byus.e (Joules),

during tag identification is,

nxT
Bwaste =B (1 - D ) (53)

In Equ. 5.3, T is the slot duration and it is defined as,

_ ID(bits)
 data_rate(bps))

(5.4)

where I D(bits) is a tag’s identity, and data_rate(bps) is the tags’ data rate in

bits per second.

The aforementioned equations, Equ. 5.1, 5.2 and 5.3, play a critical role in
determining the performance of a tag reading protocol. Notice that the common
parameter is D or delay. In the following sections, various methodologies to
evaluate D for each FSA variant are presented. After deriving D, the following
performance metrics , i) total energy consumed in the tag reading process, ii)

battery lifetime, and iii) energy wastage are obtained.
5.2.1 BFSA

The delays incurred by BFSA variants are evaluated as follows.
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5.2.1.1 BFSA-Non Muting

First the cycles needed to read a given set of tags with a confidence level of «
are evaluated. The number of read cycles is then used to determine the total
delay to read a given set of tags. From the read cycles, the number of slots with
idle responses and collisions are extracted, which are then used to determine

the idle and collision delay respectively.

The read cycles required is evaluated as follows. With a frame size of N and
the number of tags n, the probability of r tags responding in a slot in the ¢

read round is given by [65],

IO

From Equ. 5.5, the probability of having an idle transmission py(7), a successful
transmission p;(4), and collisions p,(i) in the i** read round can be evaluated

as,

p(i) = % X (1 - %)M (5.7)

pi(i) =1 — po(i) — p1(2) (5.8)

Using Equ. 5.7 the expected number of successful transmissions in the i** read
round is calculated as Np;(i) [65]. From [65], the probability of having an

unread tag after R read rounds is,

Priss (i) = ﬁ (1 — Npl(i)) =1-a (5.9)

. n
i=1

In Equ. 5.9, a determines the confidence level of the tag reading process. Since
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p1(2) is the same for all read rounds in BFSA, Equ. 5.9 becomes,

(1-%)1%:1—@ (5.10)

Solving Equ. 5.10 for R, we find that the read cycles required to read a set of

tags with « confidence level must be at least,

log (1 — a)

In Equ. 5.11, to obtain an integral value and to avoid conservative delay values,

the ceil function is used.

Using R, the theoretical delay in each phase of the tag reading is evaluated as

follows. For a slot of duration T', the delay to read a set of tag successfully is,

Dgyce.srsa = NRT (5.12)

In order to find the idle delay, the expected number of idle slots during each
read cycle is determined. This can be obtained from Equ. 5.6 as Npg for a

frame size of V. Thus, the delay due to idle slots with « confidence level is,

Digie Brsa = NpoRT (5.13)

Lastly, the delay incurred due to collisions during the reading process is given

by,

Deoyrsa = NRT(1 — po — 1) (5.14)

Note, the delays as computed by Equ. 5.12, Equ. 5.13, Equ. 5.14 assume the

number of tags is known.

5.2.1.2 BFSA-Muting

Muting reduces the number of responses after each identification round. Hence,

the number of tags in the (i + 1) read round is either equal to or fewer than
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those in the i read round. The number of tags in the (i+1)" round is evaluated

as [65],

n(i+1) = n(i) — p1 (i) x N(i) (5.15)

In Equ. 5.15, p1(4) x N (i) is the number of tags identified in a read round and

is denoted as ¢;. Therefore,

n(i+1)=n(i) — (5.16)

Based on Equ. 5.16, Algorithm 2 is used to evaluate the following metrics to
read n tags: a) total delay, b) delay due to collisions, and ¢) delay due to idle

listening.

BEGIN ;
Initialize unread tags = actual number of tags;
while True do
Perform a read cycle for unread tags;
Store the number identified tags ;
Store the number slots filled with collisions ;
Store the number of slots filled with idle responses ;
Store current frame size;
if (No Collisions) then

|  Break;
else

| Unread Tags = actual - identified tags;
end

end

Total delay = T x Y stored frames;

Collision Delay = T x 3 stored collision slots;
Idle Delay =T x Y stored idle slots;

END;

Algorithm 2: Pseudo-code to determine the delay in each phase of the
collision resolution process for BESA-Muting.

Algorithm 2 works as follows. A reader performs a read round and stores the
frame size, number of identified tags, idle slots, and collided slots. If there are

no collisions, the reader calculates the respective delays; see lines 15 to 17.

5.2.1.3 BFSA-Non muting-early end

Recall that the early-end feature closes an idle slot early to reduce the total

time required to read a given set of tags. However, notice that the read cycles
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needed to read a set of tags remain the same. This is because read cycles are

independent of slot duration, see Equ. 5.11.

Let ¢ < T be the duration after which a reader closes a slot if no responses are
detected. Let’s say there are Nyge eqriy 1O response slots, meaning tags will not
transmit for a time period of (1" — t) Nygje earty- Therefore, the average delay to

read a tag in BFSA with the early end feature is calculated as,

DSuccess_early = DSucc_BFSA — (T — t)Nldle_early (517)

The expected number of idle transmissions in a frame of size N in a single read
round is Npg. Thus, for R read rounds, the number of idle slot is Nige eariy =

N Rpy. Inserting Dgycc srsa and Nigie eqrry into Equ. 5.17, we get,
Desuccess earty = N R(T — (T — t)po) (5.18)
The delay due to idle transmissions is,
Diate earty = tN Rpo (5.19)

Note, collision delay remains unchanged in BFSA-non muting-early-end since
the probability of collision is independent of slot duration. Moreover, the delay
due to muting and early-end can be evaluated using Algo. 2 and using Equ.

5.17, 5.18 and 5.19.

5.2.2 DFSA

This section presents the methodology used to evaluate the delay incurred by
DFSA-muting and DFSA-non-muting. Once the total identification delay for
both protocols is computed, the methodology presented in Section 5.2.1.3 is used
to obtain the delay incurred by DFSA-muting and DFSA-non-muting with the

early-end feature.

5.2.2.1 DFSA-Non Muting

In order to evaluate the delays to read a set of tags in DFSA-Non Muting, we

need to determine the i) total delay incurred to estimate a set of tags, denoted
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as estimation delay, and ii) the delay incurred in reading the estimated tags
with « confidence level, denoted as reading delay. Summing these two delays

therefore give us the delay to read a set of tags with « confidence level.

BEGIN;

while True do

Perform a read round;

Estimate tag numbers;

if (current > last estimate) then
Adapt and store frame size;
Store the number collided slots;
Store the number of idle slots;

else

|  Break;
end

end

Store tag estimate;

Store frame size;

/* Estimation delay calculations */;

Total Delay =T x 3 stored frames;

Collision Delay = T x 3 stored collision slots;
Idle Delay =T x Y stored idle slots;

END;

Algorithm 3: Pseudo-code to determine the estimation delay in each phase
of the collision resolution process for DFSA-Non Muting.

Algorithm 3 [70] is used to evaluate the estimation delay incurred by DFSA-
Non-Muting. In the algorithm, we first estimate the number of tags in a reader’s
interrogation zone before evaluating the delay due to the tag estimation func-
tion. The algorithm estimates the number of tags in each read round and
compare the current tag estimate to that of the previous round. If the estimate
is higher, the loop exits and the algorithm stores the current tag estimate and

frame size. Lastly, the estimation delays are calculated according to lines 16-18.

Once we have the estimation delay, we need to determine the reading delay,
which is calculated from the number of read cycles required to read an estimated
number of tags, see Equ. 5.11. These two values are then fed into Equ. 5.12,
Equ. 5.13 and Equ. 5.14 to obtain the reading delay. Finally, as mentioned, the
total delay incurred by DFSA-Non Muting is obtained by adding the estimation

and reading delay of each phase.

5.2.2.2 DFSA-Muting

To evaluate the reading delay of DFSA-muting, lines 9 to 13 of Algorithm 2 are

replaced by the lines shown in Algorithm 4. The algorithm works as follows.
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The reader performs a read cycle and stores the values as in Algorithm 2. If
there is a collision, the reader estimates the number of tags and adapts its frame
size accordingly. In addition, it determines the remaining number of unread tags
in its interrogation zone. If there are no collisions, the loop exits and delays are

calculated as per lines 16-18 of Algorithm 2.

if (No Collisions) then
|  Break ;
else
Estimate tags;
Adapt frame size;
Unread Tags = actual - identified tags;
end

Algorithm 4: Computing identification delays for DFSA-Muting

5.2.3 EDFSA

Lastly, this section presents the methodology used to evaluate the delay for
EDFSA; with or without muting. Note, EDFSA-non-muting with early-end
and EDFSA-muting with early-end are omitted from discussions since they

follow the early-end methodology of BFSA.

5.2.3.1 EDFSA-Non Muting

In EDFSA, the grouping of tags and frame adjustments are based on Table 5.2.
The delay in EDFSA-non muting encompasses both estimation and reading
delays, similar to DFSA-non muting. Table 5.2 can be implemented as a look
up table from which the value of M is obtained along with estimation delay.
For EDFSA, the delay in each phase will therefore be the summation of the
estimation delay, and M times the reading delay of each group, where the

reading delay of each group is evaluated similarly to DFSA-non-muting.

5.2.3.2 EDFSA-Muting

EDFSA-muting can be evaluated by inserting Table 5.2 in Algorithm 4 as a
look-up table. As long as the value of M = 1 in Table 5.2, the delay evaluation
for EDFSA resembles DFSA, hence we can apply Algorithm 4. However, when

the number of tags increases, tags will be partitioned into M > 1 groups. Once
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Algorithm 4 finishes, the first group of tags will have been read completely, thus
there will be M —1 groups remaining. Note, when M > 1, the frame size is fixed
to 256 according to Table 5.2, which equates to BEFSA-Muting with a frame size
of 256. Therefore, the delay evaluation for the remaining M — 1 groups can be
based on Algorithm 2. Finally, adding the delays for each group yields the total
delay incurred by EDFSA.

5.3 System Model

The system consists of an RFID reader and n tags in its interrogation zone.
The reader model is based on the design features of SkyeTek’s M1-Mini RFID
reader developed to mate directly with the MICA2DOT sensor mote [4&]. The
reader operates from a Lithium rechargeable battery (B) which has 0.48 Kilo-
joules of energy. The tag to reader data rate is 26 kbps (ISO 15693). The power

consumed during scanning (¢) is 180 milli-watts.

For non-muting environments, an RFID reader is assumed to transmit energy
until tags are read with 99% confidence level. For muting based environments,
the reader is assumed to transmit until it receives no collisions in a particular
read cycle. It is assumed that tags are synchronized upon receiving a new
reader command. The performance degradation due to a reader’s orientation is
assumed to be absent from the system. The reader detects collisions when the
CRC check fails and transmits an ACK only when an ID is received correctly.
The delay due to null commands are assumed to be negligible. The frame size

is NV and the slot duration is 7.

Tags are assumed to be passive, hence have no power source, and they are used
in read-only mode. Further, tags are static and can be read regardless of their

orientation. Finally, tags have an ID that is 112 bits in size, which includes

16-bits of CRC.

For muting based protocols, ACK is used to mute tag responses. If the early-end

feature is supported, the reader sends a close slot command after waiting for a
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T

15 in our analysis. Further, the analysis

duration of ¢, which is assumed to be
assumes a noise free channel and considers packet losses are due to collisions

only.

5.4 Results

The algorithms developed in Section 5.2 are now used to evaluate the energy

consumption of FSA variants, and study their battery lifetime and wastage.

Two cases are considered, i) low tag densities (n < 100), and ii) high tag
densities (n > 100). Note, BFSA-Non-muting and BFSA-non-muting with
early-end are evaluated using the theoretical formulations in sections 5.2.1.1
and 5.2.1.3. On the other hand, DFSA-non muting, EDFSA-non muting and
their early end counterparts require both the use of simulations to obtain delays
incurred by the tag estimation function and theoretical formulations to evaluate
reading delays; see Section 5.2.2.1 and Section 5.2.3.1. Other than that, the rest
of the FSA variants rely on simulations where 1000 read rounds are performed on
a given tag set. The mean delay value is then computed and used to determine
the energy consumption in different phases of the reading process. The delay
variance (in seconds) is also recorded. The initial frame size for DFSA variants

is set to 16, and BFSA variants have a fixed frame size of 32.
5.4.1 Low tag densities (n < 100)

First, the energy consumption when the number of tags in a reader’s interroga-

tion is less than 100 is evaluated.

5.4.1.1 Total energy consumed to read n tags

Figure 5.2 depicts the energy consumed by each FSA variant to read n tags.
The figure comprises of non-muting and muting based FSA variants. For non-
muting based variants, DFSA-non-muting with early-end has the lowest energy
consumption for most tag ranges. This is because of their ability to adjust their

frame sizes in accordance with tag population.
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For DFSA variants employing muting, DFSA-muting has the highest energy
consumption whereas EDFSA-muting with early-end has the lowest energy con-
sumption for most tag ranges. The discrepancy in energy consumption between
these two variants is due to the different methodologies used for frame adjust-
ments. EDFSA frame sizes are smaller than those of DFSA for the same tag
population. Hence, EDFSA-muting with early-end has a lower energy consump-

tion due to its unique frame adjustment algorithm.

EDFSA-muting with early-end is found to have a delay variance in the range
of 0 to 0.9 x 1073 seconds, which is the lowest among all variants compared.
The maximum variance is observed for DFSA non-muting; 0 to 0.38 seconds.
This indicates that the energy consumption distribution of EDFSA-muting with
early-end is very stable whereas DFSA Non-muting is unstable. This is because
of the variability in tag estimates and the different frame adjustment method-

ologies used by EDFSA and DFSA variants.

Overall, FSA variants with muting have the lowest energy consumption com-
pared to those without muting. Moreover, these variants can further reduce

their energy consumption using early-end.

5.4.1.2 Total energy consumed in idle listening to read n tags

Figure 5.3 depicts the energy consumption incurred by each FSA variant in
idle listening. DFSA non-muting consumes the most energy in idle listening.
On the other hand, BFSA-muting early-end has the lowest energy wastage
in idle listening for most tag ranges. Among the FSA variants, lower energy
consumption is observed for those based on BFSA compared to DFSA due to it
using a fixed frame. As the number of tags increases, using a fixed frame means
slots is likely to be filled with a tag response, thereby reducing idle listening. In
DFSA’s case, the frame size varies with tag population, and is increased if large
number of responses is observed, which may result in higher idle listening delay
if the frame size used is non-optimal. Lastly, EDFSA muting with early-end

has the least variability in energy consumption.
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Figure 5.2 Total energy consumed versus number of tags for FSA variants in low
tag density environments.

5.4.1.3 Total energy wasted in collisions to read n tags

Figure 5.4 depicts the total energy wasted due to collisions when reading n tags.
Firstly, it can be observed that with increasing number of tags, the energy
wasted due to collisions increases for each FSA variant. The lowest energy
consumption is observed for BFSA muting, and BFSA-muting with early-end
when n < 34. This is because their frame size is fixed to 32 and is comparable to
the number of tags for n < 34. However, for DFSA-muting and DFSA-muting
with early-end, the initial frame size is 16, which results in a large number of
collisions and frame adjustments when the number of tags exceeds the frame size

used to read them. FSA variants which do not support muting incur significant
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Figure 5.3 Total energy wasted in idle listening versus number of tags for FSA
variants in low tag density environments.

energy wastage due to collisions. In addition, it can be observed that early-end

has no effect on the energy consumed resulting from collisions.

5.4.1.4 Battery lifetime

Figure 5.5 plots the battery lifetime for each FSA variant. DFSA-muting-early-
end can read the highest number of tags in its lifetime, followed by BFSA-
muting-early-end. DFSA-non-muting has the lowest battery lifetime when there
are less than 42 tags. Otherwise, BFSA non-muting has the lowest battery

lifetime.
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Figure 5.4 Total energy wasted in collisions versus number of tags for FSA variants

in low tag density environments.

5.4.1.5 Battery wastage

Figure 5.6 plots the battery wastage versus the number of tags for each FSA

variant. EDFSA-muting-early-end and DFSA-muting-early-end has a lower bat-

tery wastage as compared to all FSA variants except when n is between 17 and

42, where DFSA-non-muting-early-end has the lowest battery wastage.

5.4.1.6 Summary

DFSA-Non muting has the highest energy consumption than all FSA variants

when n < 42. This is because it incurs both reading and estimation delays.
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Figure 5.5 Battery lifetime.

The energy consumption of BFSA-non muting is at its highest after n > 42

because of its fixed frame size. Thus, DFSA-Non muting has a lower energy

consumption than BFSA for high tag numbers. For low tag densities and non

muting environments, DFSA-Non muting with early-end has the lowest energy

consumption followed by EDFSA-non muting with early-end. DFSA-muting

with early-end protocol has the lowest energy consumption among all FSA

variants.

5.4.2 High tag densities (n > 100)

This section evaluates the energy consumption when the number of tags in a

reader’s interrogation is more than 100. BFSA variants are omitted from our
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Figure 5.6 Battery energy wasted to read n tags.

plots since they experience an exponential rise in delay, hence are unsuitable

for use in high tag densities scenarios.

5.4.2.1 Total energy consumed to read n tags

Figure 5.7 plots the energy consumption of DFSA variants. DFSA-non muting

has the highest energy consumption. On the other hand, EDFSA-non-muting
In muting based DFSA

with early-end has the lowest energy consumption.

variants, EDFSA-muting has the highest energy consumption. On the other

hand, DFSA-muting-early end has the lowest energy consumption.

Both DFSA-muting early-end and EDFSA-muting with early-end have a low
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delay variance. On the other hand, DFSA-non muting and DFSA non-muting
have the highest delay variance with values as high as 1500 seconds when n is

close to 1000 tags.
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Figure 5.7 Total energy consumed versus number of tags for DFSA variants in high
tag density environments.

5.4.2.2 Total energy consumed in idle listening to read n tags

Figure 5.8 plots the energy wastage of DFSA variants due to idle listening.
EDFSA-non-muting wastes a large amount of energy due idle listening com-
pared to other FSA variants when n > 300. For n < 300, DFSA-non-muting
has the highest idle listening delay. For non-muting variants, EDFSA-non mut-
ing with early-end experiences minimal idle listening delay. EDFSA-muting and

EDFSA-muting with early-end have a lower energy wastage due to idle listening
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compared to DFSA-muting and DFSA-muting with early-end because they rely
on different frame adjustment techniques discussed in Section 5.1.1. The frame
sizes proposed for DFSA are larger than those proposed for EDFSA, thereby
causing higher energy wastage due to idle listening. Overall, EDFSA-muting
with early-end has the lowest energy wastage due to idle listening, and lowest

energy consumption variability.
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Figure 5.8 Total energy wasted in idle listening versus number of tags for DFSA
variants in high tag density environments.

5.4.2.3 Total energy wasted in collisions to read n tags

Figure 5.9 plots the energy wastage of DFSA variants due to collisions. DFSA-
muting with and without early-end has the lowest energy wastage due to col-

lisions for most tag ranges, and also have the lowest delay variance, maximum



Framed Slotted Aloha Based RFID Anti-Collision Protocols 132

being 0.33 seconds when n = 982.
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Figure 5.9 Total energy wasted in collisions versus number of tags for DFSA variants
in low tag density environments.

5.4.2.4 Battery lifetime

Figure 5.10 plots the battery lifetime of FSA variants. DFSA-muting-early-end
has the highest lifetime. DFSA-non-muting, on the other hand, has the lowest
battery lifetime.

5.4.2.5 Battery wastage

Figure 5.11 plots the battery wastage versus the number of tags for FSA vari-

ants. Battery wastage is the highest for DFSA-non-muting and lowest for
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Figure 5.10 Battery lifetime.

DFSA-muting-early-end.

5.4.2.6 Summary

From our analysis, DFSA-non-muting consumes the most energy and DFSA-
muting with early-end has the lowest energy consumption. On the other hand,
for non-muting DFSA variants, EDFSA non-muting with early-end has the

lowest energy consumption in high tag density scenarios.
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Figure 5.11 Battery energy wasted to read n tags.

5.5 Conclusion

The main findings of this chapter are that for low tag densities and in non

muting environments, DFSA-non-muting with early-end has the lowest energy

consumption, whereas EDFSA-non-muting with early-end performs well when

tag density is high. In muting based systems, DFSA-muting with early-end has

the lowest energy consumption for both low and high tag density environments.

Amongst the twelve FSA variants, DFSA with muting and early-end is best

suited for energy efficient identification. However, all the protocols are required

to re-read tags if used for monitoring, thereby making them unsuitable for use

in RFID-enhanced WSNs.
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Based on our observations herein, a new protocol called ResMon is presented in
Chapter 6 that uses frame adjustment properties of DFSA in conjunction with
muting and early end features. In addition, ResMon uses small reservation slots
that precedes tag identification. Moreover, ResMon uses a monitor frame that

is specially designed to reduce energy consumption during monitoring.



Chapter

ResMon

A key observation in Chapter 3 and 5 is that existing anti-collision protocols
consume a significant amount of energy during identification. Critically, they
cannot be used to monitor tags in an energy efficient manner. Thus, making
them unsuitable for use in energy constrained RFID-enhanced nodes. In this
respect, no work has specifically addressed energy efficient monitoring in RFID-

enhanced WSNs.

This chapter proposes ResMon, an energy efficient dynamic framed slotted
Aloha (DFSA) protocol called ResMon that is suitable for RFID-enhanced
WSNs. ResMon uses three frames to identify and monitor tags. Moreover,
it uses Cha et al. [66]'s DFSAC-II estimation function, which has been specifi-
cally developed for muting based RFID systems and has been shown in Chapter
4 to yield accurate estimates. In addition, ResMon uses the optimal frame size

proposed by Vogt [69] for a given tag population.

The closest work to ResMon is [68], where the authors use reservation slots to
resolve contention. Their algorithm, called detection and jump (DJ), involves
the use of a detection frame, where tags contend with each other in 16-bit
slots to transmit a randomly generated bit string. The main limitation of their
protocol is that it needs to re-identify all tags whenever there is a change in tag

numbers, which leads to inefficient use of energy.

136
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This chapter is organized as follows. Section 6.1 describes ResMon, including
the frames that it uses and how they are used to read and monitor tags. After
that, the research methodology and simulation results used to verify ResMon
are presented in Section 6.2 and 6.3 respectively. Lastly, Section 6.4 concludes

the chapter.

6.1 ResMon

ResMon has three frames: reservation (Rprame), body (Brrame), and monitor
(M prame)- Firstly each frame is defined before providing an example that illus-

trates how they are used to read and monitor tags.

6.1.1 Frames

6.1.1.1 Reservation

Rrrame is used to allocate each tag a unique slot in the forthcoming Br,ame,
where tags transmit their ID to the reader. Figure 6.1 depicts the Rprqme
structure. After energizing tags, the reader transmits a reset and calibration
command. Following that, a read command is transmitted, which specifies the
number of reservation slots N; to follow. N, is restricted to values that are
powers of two, and a maximum value of 256 [66]. The reader then transmits a
Null command, which signals the start of reservation slots. If a single response is
received in a slot, the reader transmits an acknowledgement (ACK); otherwise a
negative ACK (NACK) is transmitted. The start and end of a slot is controlled
by ACK/NACK. This allows the reader to vary a slot’s duration depending on
whether a slot is collision free. Specifically, if a slot is collision free, then the slot
includes the transmission of an Ag;,; command followed by an ACK command.
Otherwise, the reader ends a slot with a NACK command after detecting a

collision or an idle slot.

Each tag selects a slot, S; € {1, N;}, randomly, and transmits a randomly
generated bit string that is R bits in length, where length (ID) > length (R).

If the reader successfully receives R, the reader allocates a Bpreme slot to the
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responding tag via an Ag,,; command. A tag then stores the allocated slot in

its unique frame slot counter (UFSC) before entering mute state.

The Ag; command is 9 bits in length, meaning the Brqme can only accomodate
512 tags. For high tag density environments, the length of Ag,; command
should be adjusted accordingly. Finally, after transmitting an Ag;,; command,
the reader increments its body frame slot counter (BFSC); a counter that tracks
the last allocated slot in the upcoming B, gme-

A slot with a collision

A slot with a single
response \

Read Round

Frame Size

" ST,
Energize
g Caliberation Read
Variable length slofs
Rx Tx
A slot with no response
—aa NACK

& Nun " No response slot Rx Receive
¢ Single response slot \\ Slot with collision Tx Transmit

Figure 6.1 Reservation frame structure.

Tags’ transmissions are Manchester encoded to facilitate collision detection. In
Manchester encoding, each bit is transmitted in a fixed duration called a bit
period. Each encoded bit contains a transition at the midpoint of the bit period.
The direction of a transition determines whether the received bit isa 0 or 1. A
‘0’ is expressed by a low to high transition, and a ‘1’ by high to low transition.
Figure 6.2 shows a Manchester coded bit string transmitted by tags A and B
simultaneously. Also shown is the resulting signal from these two transmissions.
As can be seen, bits 2 and 3 cause no change in the received signal level, meaning

a collision has occurred.
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Figure 6.2 Collision detection using Manchester encoding.

The reader relies on a tag estimation function to adjust the Rfpqme size used in
every round. Recall that ResMon uses muting, hence an estimation function is
required that take muting into account. As seen in Chapter 5, Cha et al. [66]’s
Cha-I function is specifically devised for muting based DFSA protocols and is
used in resMon. Once a tag estimate is obtained, the reader updates its frame

size according to Table 6.1 [69].

Table 6.1 Optimal frame sizes for a given tag range.

FrameSize(N) | Tags range (n)
16 1-9
32 10 — 27
64 17 — 56
128 51 — 129
256 112 — oo

6.1.1.2 Body

A Bpryme is transmitted after the Rpygme when BEFSC > 1, and no collisions
have been detected in the Rp,qme, thereby indicating that all tags have been

allocated a Brrame slot and are muted.

Figure 6.3 depicts the structure of a Bpgme. The reader transmits an unmute
command to activate all tags. After that, the reader transmits a synch pulse

to synchronize tag responses. Following that, the reader transmits a body
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frame (BF') command to inform tags to respond with their ID. The reader then
transmits a slot offset (SO) command, which is used to skip tags identified in

previous Bp,gme rounds.

SO is initially set to zero. On reception of a SO command, tags with UFSC <
SO are muted, which corresponds to those tags identified in the last Brrgme. On
the other hand, tags with UFSC > SO remain active, and respond according
to Algorithm 5. Once Bp,gme €nds, the reader sets SO = BFSC — 1.

if (SO==0) then
|  Tag transmits if the current reader slot is equal to tag’s UFSC ;
else
UFSCimp =UFSC;
Tag transmits if the current reader slot is equal to (UFSCimp — SO) ;
end

Algorithm 5: Pseudo code to avoid re-identification of tags.

The size of Bprgme equals BESC — 1 when SO =0, and BFSC — 1 — SO for
SO > 0. The number of slots are limited to 512, which is twice the maximum
frame size available in Rp.qme. However, in practice, a higher number of slots

can be used if the reader has sufficient resources to manage more than 512 tags.

The reader transmits an ACK when an 1D is received successfully and a NACK
when it experiences collisions. Collisions occur when two or more tags transmit
the same random bit string R simultaneously in a Rgqme, thereby causing the
reader to assign them the same UFSC. Therefore, the reader must update their
UFSC to resolve future collisions. To do this, each tag maintains a next frame

slot counter (NFSC) that operates as follows.

On reception of a BF' command, each tag initializes its NFSC to UFSC. Each
tag then transmits in the U F.SC™ slot. For every slot with a single tag response,
the reader transmits an ACK. On reception of an ACK, a tag first sets its UFSC
to NFSC before going to sleep. On the other hand, for every slot with a collision,
the reader transmits a NACK, which causes each unread tag to decrement its

NFSC by one, and collided tags to set their UFSC and NFSC to zero.

Table 6.2 illustrates how slots with collisions are removed from a Bprgme. In

round 1, tags C and D’s transmission resulted in a collision, causing the reader to
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transmit a. NACK. On reception of a NACK, the tags operate as per Algorithm
6. That is, tags C and D set their UFSC and NFSC to zero, whereas tag I
decrements its NFSC by 1. Setting C and D’s UFSC to zero effectively barred
them from participating in future Brrome and Mg qme because slots always begin
from one. Hence, tags C and D will have to contend again in the next Rgrqme

to gain a unique slot in order to transmit in the following Brreme.

if UFSC == Current pegdersion& NACK then
NFSC =0;
UFSC =0;
else if UFSC == Current pegdersion&& AC K then
| UFSC = NFSC;
else if ((UFSC # Current pegdersion) & (NACK)&(NotMuted)) then
| NFSC=NFSC —1;
else
| No Change;
end

Algorithm 6: Pseudo code used by a tag to remove collided slots in a
BF'rame-

A slot with a single Rx
response [

S2 S3 S4

| Fixed length slots

. . Reader Commands Rx Receive

Tx Transmit

Figure 6.3 Body frame structure. S; = BFSC — 1 when SO = 0. 5; = BFSC —
1 =50 when SO > 0.



142

ResMon

(9 WII08]y 995) MOYN © POAISOSI )1 PUR “j0[s S Jopesl JULLInd oY) 0} [enbe j0u st HG N SH ‘Pajnul jou st 31 asnedeq (¢=1-F) DSAN SI SIUSUBINP F SBT, 4y

(9 wIoS[Y 09G) MDVN © PPAI0SI Ao1) pPU® ‘10[s 19Peal JUSIIND T[] SSYIIRW )GJ() T8 9SNeddq 019Z 01 DHSIN PUR DSJI 10Ul 198 (I PUe ) JBl, 44

‘(9 WI08]y 99G) MDY UR POATSOSI I pur ‘10[s I9peal Jualind o1} sfenbs NG S) asnedeq DSAIN 01 DSIN SH seyepdn g 1o y Sel,

g (poSueyp) ¢ ¥ SOV ¥ ¥ d 8er,
0 () () (POSURTD) O € MOVN 3 € axnpser Ao SWeLl £po
é «(peBuepun) g é SOV z z g 8eJ, 1 panod M Apod
1 «(poSueyoun) T 1 IOV 1 1 v 8L,
9 WYILI08[V 9 WYIOSTY MOVN/MOV (nsan)
wgmmz ommD QGNUQD mﬁmmﬂ— Ommz QQNUQD Q&O.wwn— omh.—mz susodsaa mﬁaw—uﬁwﬁ.—” uO—m mﬁ&wﬁﬁw\m uO—m wmﬁOQmwm mWN,H

-BUWDLT o TIOay

S10[S POPI[[0d JO [eAOWSY g'Q O[YEL




ResMon 143

6.1.1.3 Monitor

The reader uses Mprqme to monitor tags. Note that Mp,ume is collision free,

given that every tag has a unique transmission slot.

Figure 6.4 depicts the Mg, qme structure. The reader first energizes tags before
transmitting a Sync pulse to synchronize tag responses. After that, the reader
sends a monitor frame (MF) command to mark the start of the monitoring

phase, with the number of slots set to BFSC — 1.

Each tag responds with the same predefined 4-bit Manchester coded bit string.
If the bit string is received successfully, the reader transmits an ACK. In addition
to acknowledging the tag, the ACK also has the effect of muting the tag. If a
tag has departed from the reader’s interrogation zone, the reader will receive no
response, and hence experiences an idle slot. In this case, the reader transmits
a NACK. Both ACK and NACK assist the reader in removing idle slots, as

elaborated in Section 6.1.4.
6.1.2 ResMon Operation

This section shows the use of the aforementioned frames are used to identify
tags. Let’s say there are four tags A, B, C, and D. During initialization, the
reader initializes BFSC to one, and tags set their UFSC to zero. The reader
begins by transmitting a Rpyqme. Assume that the reader identifies these tags
in the following order: A, B, C, and D. Hence, tag A will be assigned a UFSC
value of one via the Ag;,; command, tag B will have a value of two, and so forth.
After each tag is identified, the reader increases its BFSC by one. Thus, at the
end of the Rpreme, BFSC will have a value of five.

The reader then starts a Brreme, given that tags were detected in Rpygme With
a SO value of zero. The number of slots in the Brygme is BFSC — 1, which
equals four. Tags then respond according to Algorithm 1, and upon conclusion,
the reader sets the value of SO to BF'SC — 1. If there are collisions, tags use
Algorithm 6 to update their UFSC. The reader then keeps track of these collided
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Figure 6.4 Monitor frame structure.

slots and subtracts the number of slots with collision from the BFSC at the end

of the frame.

Lastly, the reader transmits Mg, qme With BFSC — 1 slots. As specified in Sec-
tion 6.1.1.3, all tags respond with the same 4-bit bit string in their allocated
slots. Upon receiving a reply, the reader notes that a tag is still present. Oth-
erwise, if an idle slot is encountered, the ResMon initiates the idle slot removal

process outlined in Section 6.1.4.
6.1.3 New Tags

Assume there are four new tags in the reader’s interrogation zone: D, E, F,
and G. After some time, the reader transmits a Rp,qme and the slot allocation
begins from the current BFSC value, i.e., 5. Let’s assume the tags are identified
in the following sequence: D, E, F, and G. Thus, the UFSC of these tags is 5,
6, 7, and 8 respectively, and the reader would have a BFSC value of 9.
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To read these new tags, the reader transmits a Bp,ome. Recall that tags A, B,
C, and D have already been identified. Hence, we will need to omit them. To
do this, the reader transmits a SO command with a value of 4. Then, based on
Algorithm 5, tags D, E, F, and G, transmit in the (UFSCy,,, — SO)™" slot, i.e.,
slots 1, 2, 3, and 4 respectively. Note, the UFSC value for tags D, E, F, and
G remains unchanged. Hence, at the end of this process, tags A to G have a

UFSC value of 1 to 9 respectively.
6.1.4 Departing Tags

Tags may leave a reader’s interrogation zone, thereby causing idle slots in
M grame, and unnecessarily prolonging the monitoring process. To remove these

idle slots, a tag uses its next frame slot counter (NFSC).

On reception of the MF' command, each tag initializes its NFSC to UFSC. Each
tag then transmits in the UFSC™ slot. For every idle slot, as indicated by a
NACK, each unread tag decrements its NFSC by one. On the other hand, if a
single response is received, the reader transmits an ACK. Those tags with UFSC
that matches the current reader slot and received an ACK set their UFSC to

NFSC before going into mute state.

Table 6.3 illustrates how idle slots are removed. In monitoring round 1, no tag
has departed. Thus, the NFSC and UFSC value of tags remains unchanged.
In monitoring round 2, Tag- C departs. This causes slot-3 to be idle, thereby,
causing the reader to transmit a NACK. Since tags A and B have been muted,
the NACK does not affect their UFSC. Tag-D, however, will decrement its
UFSC by one. As a result, in monitoring round 3, tag D responds in slot 3

instead of slot 4.

The reader uses an idle slot counter (IDSC) to record the number of idle slots
appearing in its Mp,qme. After removing all idle slots, the number of slots in a
M prame 18 computed as BFSC = BFESCeyrrent —1—1DSC, where BFSCeoyrrent
is the value of BFSC at the beginning of a Mg, qme.
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6.2 Simulation Methodology

To study ResMon, a simulator is written using Matlab 7.0.4. The system con-
sists of an RFID-enhanced sensor node with n tags in its interrogation zone. It is
assumed that each node is equipped with a SkyeTek M1-Mini RFID reader [48].
The node operates from a Lithium rechargeable battery (B) that has 480 joules
of energy. The tag to reader data rate is 26 kbps, as per ISO 15693 [48]. The
power consumed by a RFID reader for scanning and sleeping is 180 milli-watts

and 150 micro-watts respectively.

In simulation, propagation and processing delay are omitted. Further, the sim-
ulation considers a noise free channel, i.e., packet losses are due to collisions

only. Finally, tag ID is 96 bits in size.

Tags are assumed to be passive, have no power source, static, and are used in
read-only mode. Further, it is assumed that tags’ antenna is never at 90 degrees
with respect to the reader. Otherwise, tags become unreadable, and hence they
do not contribute to the offered load. In other words, a reader is unaware of
tags that are displaced by 90 degrees since they are not energized to participate

in any communications [106] [27].

The ResMon uses eleven different commands, see Table 6.4. The duration of
the Reset and Energize command is hardware dependent. In simulation, it is
set to 1 milliseconds according to [71]. Table 6.4 also defines the duration of

slots that appear in Rtrame, Bframe and M trame-

The average delay experienced by the reader during the identification and mon-
itoring phase is recorded. The identification phase comprises of a reservation
followed by a body frame, whereas the monitoring phase only involves periodic

transmissions of the monitor frame.

In the identification phase, the 1) average delay incurred to read a given number
of tags, 2) the average delay due to collisions, and 3) the average delay due to

idle slots are computed. In the monitoring phase, the time it takes to monitor a
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Table 6.4 Simulation parameters.

Parameter Length (Bits) | Duration(milliseconds)
(Length/26kbps)
Reset and Energize - 1.00
Sync 9 0.35
Read 13 0.50
BF 4 0.15
MF 4 0.15
Asior 9 0.35
ACK 6 0.23
NACK 6 0.23
Null 3 0.12
Unmute 6 0.23
SO 9 0.35
Reservation slot 10 0.38
Body frame slot 96 3.69
Monitor frame slot 4 0.15

given tag set when a fixed number of tags depart from the reader’s interrogation

zone is computed.

After computing delays, the energy consumed can be computed by multiplying
the delay with the power consumed during scanning. The total energy consumed
by the reader to identify and monitor a given number of tags is then obtained
by adding the energy consumption in the identification and monitoring phases

along with the energy consumed due to sleeping.

To analyze the overall protocol, the frequency in which the reservation and
monitor frame are transmitted is varied. Three different settings for both frames

are tested, see Section 6.3.3 for details.

In the simulation studies, ResMon is compared with three framed slotted Aloha
(FSA) protocols, namely Basic FSA (BFSA) [65], Dynamic FSA (DFSA) [66]
[118], and Enhanced DFSA (EDFSA) [77]. Moreover, for all protocols, following

two features are considered:

1. Muting, where a tag is muted after it is identified.

2. Muting and early end, where a protocol combines both muting and early

end; the later feature allows a reader to close an idle slot early
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6.3 Results

In this section, a comparison of the energy consumption of ResMon with six
FSA variants using the simulation settings presented in Section 6.2. Firstly,
results concerning the identification phase is presented, followed by the energy
consumption incurred in the monitoring phase when a fixed number of tags
depart from the reader’s interrogation zone. Lastly, results when the number

of arriving and departing tags is varied are presented.
6.3.1 Identification Phase

Figure 6.5 presents the energy wasted from collisions. ResMon, labeled as 'Re-
serveMonitor’, consumes the lowest energy compared to FSA variants. The key
reason for this is the use of 0.38 ms or 10-bit reservation slots, compared to
FSA variants that have a slot of duration 4.3 ms . This means, every colli-
sion in FSA variants is approximately 10 times longer, thereby consumes ten
times more energy. As the number of tags increases, the energy consumption of
BFSA variants increases exponentially. This is because they use a fixed frame
size, which has a high collision probability when the number of tags exceeds
the frame size. Lastly, DFSA and EDFSA have lower energy wastage from
collisions compared to BFSA variants because they use varying frame sizes to
reduce the probability of collisions. Nevertheless, they consume more energy

than ReserveMonitor, due to their longer slot duration.

Figure 6.6 presents the energy consumed by idle slots. Here, BESAMutingEarly
wastes the least amount of energy. This is because of two reasons. Firstly, the
early-end feature results in a significant reduction in energy wastage associated
with idle listening. Secondly, because of the use of a fixed frame, the probability
of having an idle slot reduces as the number of tags increases. ReserveMonitor
has a slightly higher energy consumption than BFSAMonitorEarly because it
is difficult to set a frame size that reduces both collision and idle slots simul-
taneously. Lastly, DFSAMuting and EDFSAMuting have the highest energy

wastage due to idle listening because each idle slot is 4.3 ms in length.
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Figure 6.5 Energy wasted in collisions during the identification phase.

Figure 6.7 shows the energy consumption to read a given number of tags success-
fully. ReserveMonoitor consumes the lowest energy compared to FSA variants.
This is because of the use of small reservation slots, which reduces the energy

wastage due to idle listening as well as collisions.
6.3.2 Monitoring Phase

Figure 6.8 compares the energy consumption when FSA variants are used for
monitoring. The energy consumed by ReserveMonitor is significantly less than
FSA protocols. This is because each identified tag has a monitor frame with a
unique 1.5 ms response slot, where they transmit a predefined 4-bit bit-string.

On the other hand, FSA variants have to re-identify all tags to determine
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Figure 6.6 Energy consumed to read n tags during the identification phase.

whether certain tags have been removed from the reader’s interrogation zone.
The energy consumption of each protocol reduces as tags are removed after ev-
ery monitor round because there are less contention, hence tags can be identified

quicker.

6.3.3 Realistic Scenarios

In this section, the energy consumption and battery lifetime of the reader when
it is used to monitor a given region where tags arrive and depart randomly is
computed. Three experiments are performed where the frequency of identifi-
cation and monitoring rounds is varied. In the first scenario, an identification

round and a monitor round is performed daily, with half a day sleep time be-
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Figure 6.7 Energy consumed to read n tags during the identification phase.

tween them. In the second scenario, both identification and monitoring rounds
are transmitted hourly with a half an hour gap between them. Lastly, both
frames are transmitted half hourly with a 15 minutes gap. Initially, there are
10 tags in the reader’s interrogation zone. A random number of tags depart
from the reader’s interrogation zone before the arrival of the monitor frame.
Once a monitor frame finishes, more random number of tags depart from the
reader’s interrogation zone. The simulation ends when the reader finishes its

battery.

From Figure 6.9, if the reservation frame and monitor frame are transmitted

daily, the reader has a lifetime of 5.1 years. On the other hand, if the reservation
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Figure 6.8 Energy consumed while monitoring a given tag set.

frame and monitor frame are transmitted with an hourly sleep period, then the
reader finishes its battery in 8.4 months, as shown in Figure 6.10. Lastly,
as shown in Figure 6.11, if the respective frames are transmitted every half
hour, the reader is only able to operate for 138 days or 4.6 months. Table 6.5
summarizes these results; on average, for each scenario, the number of tags is

approximately 200.

From above results, it is clear that the frequency of reservation and monitor
frames significantly affect the reader’s energy consumption. Hence, applications
need to ensure the correct frequency is used to track tagged items; i.e., one that

balances energy usage and application requirements.
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Figure 6.9 Frequency of identification and monitoring round = One Day.

6.4 Conclusion

ResMon is a DFSA based protocol that uses a reservation frame for slot alloca-
tion, a body frame for tag identification, and a monitor frame to monitor RFID
tags. Simulation results show that the protocol is significantly more energy ef-
ficient than existing FSA protocols, primarily because it uses small reservation
and monitor slots, and it removes idle slots quickly. Moreover, it resolves colli-

sions promptly. Thereby, making it suitable for use in RFID-enhanced WSNs.
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Table 6.5 Summary of results involving realistic scenarios.

Figure | Reservation Frame | Monitor Frame Mean number Battery
Frequency Frequency of tags Lifetime
6.9 1 Day 1 Day 199.35 5.1 Years
6.10 1 Hour 1 Hour 202.75 8.4 Months
6.11 30 Minutes 30 Minutes 201.68 138 Days
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Figure 6.11 Frequency of identification and monitoring round = Half Hour.
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Conclusions

This thesis has conducted a comprehensive study on the energy consumption
of RFID anti-collision protocols. Such a study is needed to determine whether
existing anti-collision protocols are suitable for next generation WSNs that have
RFID tag reading capabilities. As shown in Chapter 1, reading a single tag with
a 96 bit ID using SkyeTek’s RFID readers consume 162 to 1188 micro-joules
of energy. On the other hand, a sensor node consumes 67.5 micro joules and
130 micro-joules when receiving and transmitting 96-bit of data respectively.
Clearly, the energy consumed by an RFID reader is higher than a sensor node
transmitting 96 bits of data. Moreover, in practice, a reader has multiple tags
in its interrogation zone, which may respond simultaneously to a reader’s read
requests, resulting in collisions and wastage of energy. Therefore, anti-collision
protocols are critical to the operation of RFID readers. In particular, they
govern a reader’s energy expenditure. To this end, this thesis contributes to the
understanding of anti-collision protocols’ energy expenditure in the following

ways.

Chapter 3 evaluates the energy consumption of twelve pure and slotted Aloha
variants. Analytical results show that Pure Aloha, when used in combination
with fast mode and muting, consumes the lowest energy among these twelve
variants. Specifically, fast mode and muting minimizes collisions significantly

and therefore the protocols using both features have the least energy wastage;

157
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fast mode has a bigger impact on energy usage because it reduces the vulnera-

bility period significantly.

Chapter 4 studies tag estimation functions. In particular, it quantifies and com-
pares the accuracy of five tag estimation functions using descriptive statistics.
From Monte-Carlo simulations, an estimation function proposed by Vogt [69],
which is based on Chebychev’s inequality, achieves the best accuracy for a wide
range of tag population. On the other hand, a function proposed by Cha et
al. [66] for muting based environments is more accurate when the number of
tags increases beyond the current frame size. These results are critical to the
operation of framed slotted Aloha based tag reading protocols because they
have a significant impact on the frame size used to read tags. A sub-optimal
frame size results in more collisions or idle slots, both of which have a significant

impact on energy expenditure.

Chapter 5 presents a qualitative and quantitative energy consumption analysis
of twelve framed Aloha variants. A distinguishing feature of these variants is the
use of a tag estimation function. Extensive simulation studies show that DFSA
with muting and early end to have the lowest energy consumption compared to

other framed Aloha variants.

Overall, collision is the key cause of energy wastage in Aloha variants. Idle
listening also wastes significant energy when the number of tags is low. More
importantly, none of the Aloha variants promises energy efficient monitoring of
RFID tags. This is because monitoring can only be achieved by re-reading all
tags, hence are subjected to collisions and idle listening, both of which waste
energy. Moreover, the problem becomes critical when tag population changes

frequently.

In light of the aforementioned results, there is a clear need for anti-collision pro-
tocols that have high identification rates as well as energy efficient monitoring
capabilities. In this respect, this thesis is the first to propose such a protocol:
called ResMon. The results in Chapter 6 show that ResMon achieves 11% and

90% improvement in terms of energy saved when compared to state of the art
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framed Aloha protocols. On the negative side, ResMon has a higher complexity
than existing Aloha variants. In addition, tags are required to have two sep-
arate random number generators for slot selection and pseudo ID generation

respectively.

A key future research direction with respect to ResMon is to extend its capa-
bilities to multi-hop settings. For example, ResMon can be integrated with a
self organizing protocol to create a sensor network that allows collaborative tag
reading. Moreover, such networks can be used to mitigate the tag orientation
problem. The observation here is that given the number of deployed sensor
nodes, it is likely that one of them will be better oriented to read tags that

otherwise would be unreadable if there is only one reader.

Lastly, there is a need to investigate hybrid protocols. In other words, those
that combine Aloha and tree protocols, for example [101] [102] [104]. Most
hybrid protocols combine the query tree protocol with an Aloha variant. This
is because query tree helps a reader separates tags into smaller groups, thereby
lowering contention. Each group can then be read using a tree or an Aloha
variant. The results in [104] show that hybrid protocols consume lower energy
than the QT protocol. Moreover, in [101], the authors show that TSA achieves
a higher system efficiency as compared to DFSA, EDFSA, QT, and QT with
an aggressive enhancement when there are more than 60 tags. These results
validate the use of hybrid protocols in RFID-enhanced WSNs. However, fur-
ther research is required before they can be used to achieve energy eflicient

identification and monitoring.
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