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Abstract

Advanced digital technologies have made multimedia data widely available. As mul-

timedia applications become common in practice, security of multimedia data has be-

come main concern. Digital images are widely used in various applications, that include

military, legal and medical systems and these applications need to control access to im-

ages and provide the means to verify integrity of images.

Image encryption algorithms protect data against unauthorized access. In almost

all cases image data is compressed before it is stored or transmitted because of the

enormity of multimedia data and their high level of redundancy. Compressing plaintext

before applying the encryption algorithm e�ectively increases security of the overall

system. However direct application of encryption algorithms to image data i) requires

high computational power and ii) introduces delay in real-time communication. If

a data compression algorithm can be made to also provide security, less processing

overhead could be expected as a single algorithm achieves two goals.

Image authentication provides the means to verify the genuineness of images. Au-

thentication codes provide a method of ensuring integrity of data. The challenge in

image authentication is that in many cases images need to be compressed and so the au-

thentication algorithms need to be compression tolerant. Cryptographic authentication

systems are sensitive to bit changes and so are not suitable for image authentication.

In this thesis, we study existing image encryption and authentication systems and

demonstrate various attacks against these systems. We propose a JPEG encryption

system that encrypts only part of the data, and a JPEG2000 encryption system that

uses a simple operation, i.e. permutation, and show methods to minimize the com-

putation cost for encryption. We also propose an image authentication system that

remains tolerant to changes due to JPEG lossy compression.

iii



Acknowledgments

I would like to thank my supervisor Dr. Rei Safavi-Naini and Dr. Philip Ogonbuna for

guiding and encouraging me throughout this project. I would also like to thank Dr.

Wanqing Li and Dr. Xing Zhang for their interest in this project. I would also like to

thank my colleagues, Gareth Charles Beatt Brisbane, Chandrapal Kailasanathan, Dr.

Nicholas Sheppard, Angela Piper, Vu Dong To, Qiong Liu, the people in Centre for

Computer Security Research (CCSR) and Dr. John Fulcher. The work of the author

is partially supported by Motorola Australian Research Centre (MARC).

iv



Publications

The results of research in this thesis were published as follows.

� Takeyuki Uehara and Reihaneh Safavi-Naini, Chosen DCT CoeÆcients Attack

on MPEG Encryption Schemes, Proc. of IEEE Paci�c-Rim Conference on Mul-

timedia, 316-319, 2000

� Takeyuki Uehara and Reihaneh Safavi-Naini and Philip Ogunbona, Securing

Wavelet Compression with Random Permutations, Proc. of IEEE Paci�c-Rim

Conference on Multimedia, 332-335, 2000

� Takeyuki Uehara and Reihaneh Safavi-Naini,On (In)security of \A Robust Image

Authentication Method", Proc. of IEEE Paci�c-Rim Conference on Multimedia

(PCM 2002),1025-1032, 2002

� Takeyuki Uehara, Reihaneh Safavi-Naini and Philip Ogunbona, A Secure and

Flexible Authentication System for Digital Images, ACM Multimedia Systems

Journal to appear, 2003

Patent applications are as follows.

� JPEG2000 encryption system

Takeyuki Uehara (University of Wollongong), Reihaneh Safavi-Naini (University

of Wollongong), Philip Ogunbona (Motorola Australian Research Centre) and

Motorola

� JPEG encryption system

Takeyuki Uehara (University of Wollongong), Reihaneh Safavi-Naini (University

of Wollongong), Philip Ogunbona (Motorola Australian Research Centre) and

Motorola

v



Contents

Abstract iii

Acknowledgments iv

1 Introduction 1

1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3.1 Image Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.3.2 Image Authentication . . . . . . . . . . . . . . . . . . . . . . . . 5

1.3.3 Organization of Thesis . . . . . . . . . . . . . . . . . . . . . . . 5

1.4 Images . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.5 Notations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2 Background 10

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.2 Information Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.3 Data Compression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.3.1 Source Coding . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.3.2 Optimal Codes . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.3.3 Constructions of Optimal Codes . . . . . . . . . . . . . . . . . . 13

2.4 Security Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.4.1 Symmetric Key Encryption . . . . . . . . . . . . . . . . . . . . 17

2.4.2 Public Key Cryptography . . . . . . . . . . . . . . . . . . . . . 17

2.4.3 Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.4.4 Digital Signature . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.4.5 Message Authentication Codes . . . . . . . . . . . . . . . . . . . 19

2.4.6 Attacks against Encryption Systems . . . . . . . . . . . . . . . 19

vi



2.4.7 Attacks against Authentication Systems . . . . . . . . . . . . . 20

2.4.8 Redundancy of a Language . . . . . . . . . . . . . . . . . . . . . 21

2.4.9 Unicity Distance . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.4.10 Data Compression and Security . . . . . . . . . . . . . . . . . . 22

2.5 Image Compression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

2.5.1 Transform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

2.5.2 Quantization . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.5.3 JPEG . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

2.5.4 JPEG2000 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.5.5 MPEG . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

3 Review of Image Encryption and Image Authentication Systems 32

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2 Arithmetic Coding Encryption Systems . . . . . . . . . . . . . . . . . . 32

3.2.1 Model-based Schemes . . . . . . . . . . . . . . . . . . . . . . . . 33

3.2.2 Coder-based Schemes . . . . . . . . . . . . . . . . . . . . . . . . 33

3.2.3 E�ect on Data Compression Performance . . . . . . . . . . . . . 34

3.2.4 Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.3 Image Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.3.1 Elementary Cryptographic Operations . . . . . . . . . . . . . . 35

3.3.2 Selective Encryption . . . . . . . . . . . . . . . . . . . . . . . . 37

3.3.3 Compression Performance of Encryption Systems . . . . . . . . 40

3.3.4 Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

3.3.5 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 42

3.4 Image Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.4.1 Watermarking Systems . . . . . . . . . . . . . . . . . . . . . . . 44

3.4.2 Signature Systems . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.4.3 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.4.4 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 53

3.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4 Attacks on Image Encryption Systems 55

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

4.2 Chosen DCT CoeÆcients Attack on MPEG Encryption Schemes . . . . 55

4.2.1 Encryption Using Random Permutation . . . . . . . . . . . . . 56

vii



4.2.2 Chosen DCT CoeÆcients Attack . . . . . . . . . . . . . . . . . 57

4.2.3 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 60

4.3 Recovering the DC CoeÆcient in Block-based Discrete Cosine Transform 60

4.3.1 Properties of DCT CoeÆcients . . . . . . . . . . . . . . . . . . 61

4.3.2 Recovering the DC CoeÆcients in a Block-based DCT . . . . . 64

4.3.3 Experiment Results . . . . . . . . . . . . . . . . . . . . . . . . 70

4.3.4 Another Application of DC Recovery . . . . . . . . . . . . . . . 72

4.3.5 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 74

4.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

5 JPEG Encryption 77

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5.2 JPEG Compression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.2.1 Hu�man Coding in JPEG . . . . . . . . . . . . . . . . . . . . . 79

5.3 JPEG Stream . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.3.1 JPEG Data Components . . . . . . . . . . . . . . . . . . . . . . 82

5.4 Encrypting Markers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

5.5 Encryption of JPEG Components . . . . . . . . . . . . . . . . . . . . . 87

5.5.1 Encrypting Headers . . . . . . . . . . . . . . . . . . . . . . . . . 88

5.5.2 Encrypting Quantization Table Speci�cations . . . . . . . . . . 90

5.5.3 Encrypting Hu�man Table Speci�cations . . . . . . . . . . . . . 90

5.6 Security of Hu�man Code . . . . . . . . . . . . . . . . . . . . . . . . . 91

5.6.1 Complexity of Recovering the Hu�man Table Using Exhaustive

Search . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

5.6.2 Security Analysis : Using the Information from Similar Images . 94

5.6.3 Hu�man Coding and Arithmetic Coding . . . . . . . . . . . . . 98

5.6.4 Chosen plaintext and ciphertext attacks . . . . . . . . . . . . . 98

5.7 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

5.7.1 Tables with Di�erent Smoothness . . . . . . . . . . . . . . . . . 99

5.7.2 Tables with Di�erent Quality Levels . . . . . . . . . . . . . . . 101

5.7.3 Probability Distribution of Binary Symbols . . . . . . . . . . . . 102

5.7.4 Modi�cation of Quantization Table Speci�cations . . . . . . . . 103

5.7.5 Modi�cation of Hu�man Table Speci�cations . . . . . . . . . . . 105

5.7.6 Encryption of Hu�man Table Speci�cation . . . . . . . . . . . . 106

5.8 Distribution of Di�erential DC Values . . . . . . . . . . . . . . . . . . . 106

5.8.1 Hu�man Table Speci�cations of Various Images . . . . . . . . . 108

viii



5.8.2 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

6 Wavelet Compression and Encryption 121

6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

6.2 Encryption with Discrete Wavelet Transform . . . . . . . . . . . . . . . 121

6.2.1 Wavelet Image Compression . . . . . . . . . . . . . . . . . . . . 122

6.2.2 Encryption Using Random Permutation . . . . . . . . . . . . . 123

6.2.3 Chosen Plaintext Attack . . . . . . . . . . . . . . . . . . . . . . 124

6.2.4 Enhancing Security . . . . . . . . . . . . . . . . . . . . . . . . . 125

6.2.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

6.2.6 Compression Rate . . . . . . . . . . . . . . . . . . . . . . . . . . 128

6.2.7 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 129

6.3 A JPEG2000 Encryption System . . . . . . . . . . . . . . . . . . . . . 129

6.3.1 JPEG2000 Compression System . . . . . . . . . . . . . . . . . . 130

6.3.2 Encryption Using Random Permutation Lists . . . . . . . . . . 134

6.3.3 Security of JPEG2000 Encryption . . . . . . . . . . . . . . . . . 135

6.3.4 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

6.3.5 Compression Rate . . . . . . . . . . . . . . . . . . . . . . . . . . 141

6.3.6 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 143

6.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 144

7 Image Authentication 151

7.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

7.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152

7.2.1 JPEG Compression . . . . . . . . . . . . . . . . . . . . . . . . . 152

7.2.2 SARI Authentication System . . . . . . . . . . . . . . . . . . . 153

7.3 New Attacks against the SARI System . . . . . . . . . . . . . . . . . . 155

7.3.1 Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156

7.3.2 Improvement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

7.3.3 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 163

7.4 A Secure and Flexible Authentication System for Digital Images . . . . 163

7.4.1 A Secure and Flexible Authentication Scheme . . . . . . . . . . 164

7.4.2 Designing a Message Authentication Code . . . . . . . . . . . . 176

7.4.3 Constructing Groups . . . . . . . . . . . . . . . . . . . . . . . . 180

7.4.4 Evaluation of the MAC . . . . . . . . . . . . . . . . . . . . . . 181

7.4.5 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185

ix



7.4.6 Quantization Error Distribution . . . . . . . . . . . . . . . . . . 188

7.4.7 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . 190

7.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 190

8 Conclusion 194

8.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194

8.2 Image Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194

8.2.1 Encryption Using Elementary Cryptographic Operations . . . . 195

8.2.2 Selective Encryption . . . . . . . . . . . . . . . . . . . . . . . . 196

8.3 Image Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

8.4 Further Research . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

8.4.1 Image Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . 198

8.4.2 Image Authentication . . . . . . . . . . . . . . . . . . . . . . . . 199

Bibliography 201

x



List of Tables

1.1 The sizes of gray scale images. . . . . . . . . . . . . . . . . . . . . . . . 6

1.2 The sizes of color images. . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.1 Example of LZ77 encoding. . . . . . . . . . . . . . . . . . . . . . . . . 15

3.1 PSNR of reconstructed images lena, mandoril and peppers by sorting

DCT coeÆcients : using largest 16 coeÆcients and 64 coeÆcients. . . . 41

4.1 Quality of the recovered images using the method in Section Estimating

the DC coeÆcient of a block . . . . . . . . . . . . . . . . . . . . . . . . 71

4.2 Image quality of the recovered images using the method in Section Im-

proving the algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

4.3 Quality of the recovered images with half of the DC coeÆcients in the

image. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

4.4 The sizes of the JPEG �le and encoded di�erential DC values in the �le

for image quality=50%. . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

4.5 The sizes of the JPEG �le and encoded di�erential DC values in the �le

for image quality=75%. . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

4.6 The sizes of the JPEG �le and encoded di�erential DC values in the �le

for image quality=90%. . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

5.1 Table of category numbers and index numbers. . . . . . . . . . . . . . . 80

5.2 The high-level structure of the JPEG stream. . . . . . . . . . . . . . . 83

5.3 Frame header. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

5.4 Scan header. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

5.5 Quantization table speci�cation (o is the number of quantization tables

in the quantization table speci�cations). . . . . . . . . . . . . . . . . . 86

5.6 Hu�man table speci�cation. . . . . . . . . . . . . . . . . . . . . . . . . 87

5.7 Examples of sizes of encrypted Hu�man table speci�cations. . . . . . . 91

xi



5.8 Variances of probabilities for n bit symbols. . . . . . . . . . . . . . . . 104

6.1 Compression rate and PSNR with permuted subbands when the target

compression rate is speci�ed to 8:1. . . . . . . . . . . . . . . . . . . . 127

6.2 Compressed �le sizes of the random permutation list encryption. . . . 147

6.3 PSNRs of decrypted images using wrong secret keys. . . . . . . . . . . 148

7.1 Number of coeÆcients per group and the MAC size. . . . . . . . . . . . 187

7.2 Precisions for linear sums (m = 8). . . . . . . . . . . . . . . . . . . . . 187

7.3 DCT coeÆcients of modi�ed 8� 8 block of lena (top) and those of the

original (bottom). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

7.4 Detection of lena's beauty mark (top) and detection of lena modi�ed by

a median �lter with 3� 3, 5� 5, 7� 7 and 9� 9 window sizes (bottom). 192

7.5 Tolerance values for linear sums of m = 8 (left) and m = 16 (right). . . 192

7.6 Tolerance values for linear sums of m = 32 (left) and m = 64 (right). . 193

7.7 Tolerance values for linear sums (m = 128). . . . . . . . . . . . . . . . 193

7.8 Detection of lena with an 8� 8 block at (264,272) position, modi�ed by

a median �lter with 3� 3, 5� 5, 7� 7 and 9� 9 window sizes. . . . . . 193

xii



List of Figures

1.1 Gray scale images : (a) airfield.pgm, (b) airplane.pgm, (c) lena.pgm,

(d) mandoril.pgm, and (e) peppers.pgm. . . . . . . . . . . . . . . . . 8

1.2 Color images : (a) lena.ppm, (b) mandoril.ppm, and (c) peppers.ppm. 9

2.1 Communication system. . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.2 Example of a Hu�man code. . . . . . . . . . . . . . . . . . . . . . . . . 14

2.3 Data compression model. . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.4 Model of symmetric encryption system. . . . . . . . . . . . . . . . . . . 17

2.5 Model of public key encryption system. . . . . . . . . . . . . . . . . . . 18

2.6 Wavelet transform (left) and its inverse transform (right). . . . . . . . . 25

2.7 Wavelet decomposition of an image. . . . . . . . . . . . . . . . . . . . . 26

2.8 Wavelet decomposition of lena.pgm. . . . . . . . . . . . . . . . . . . . 27

3.1 Zig-zag scan of 8� 8 DCT coeÆcients in JPEG. . . . . . . . . . . . . . 36

3.2 Reconstructed images using sorted largest 16 coeÆcients : lena (a),

mandoril (b) and peppers (c). . . . . . . . . . . . . . . . . . . . . . . 42

3.3 Reconstructed images using sorted 64 coeÆcients : lena (a), mandoril

(b) and peppers (c). . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

4.1 Gray scale Lena picture. . . . . . . . . . . . . . . . . . . . . . . . . . . 65

4.2 Possible pixels patterns at the border in the case of a pair of horizontally

neighboring blocks. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.3 The distribution of di�erences of neighboring pixels in airfield256x256.pgm

(left top), mandoril.pgm (right top), lena.pgm (left bottom), and peppers.pgm

(right bottom). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

4.4 The images recovered by the method in Section Estimating the DC co-

eÆcient of a block . airfield256x256.pgm (top left), mandrill.pgm

(top right), lena.pgm (bottom left) and peppers.pgm (bottom right). 72

xiii



4.5 The images recovered by the method in Section Improving the algorithm

. airfield256x256 (top left), mandrill (top right), lena (bottom left)

and peppers (bottom right). . . . . . . . . . . . . . . . . . . . . . . . 74

4.6 The images recovered from the half of DC signals by the method in Im-

proving the algorithm . airfield256x256.pgm (top left), mandrill.pgm

(top right), lena.pgm (bottom left) and peppers.pgm (bottom right). 75

5.1 Distribution of index numbers for four Hu�man codes. . . . . . . . . . 98

5.2 The image with the Hu�man AC chrominance table of the image with

smoothing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

5.3 74% quality image with 75% quality Hu�man AC tables. . . . . . . . . 102

5.4 Probability distribution of one bit binary symbols (left) and two bit

binary symbols (right). . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

5.5 Probability distribution of three bit binary symbols (left) and four bit

binary symbols (right). . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

5.6 Probability distribution of �ve bit binary symbols (left) and six bit bi-

nary symbols (right). . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

5.7 Decoding with di�erent quantization tables: the original image (left) and

recovered image using di�erent quantization tables (right). . . . . . . . 105

5.8 Destruction of Hu�man table: Viewing the original image (left) and the

image with \corrupted" Hu�man table (right) using xv. . . . . . . . . . 106

5.9 Distributions of di�erential DC values of lena.pgm (left) and pepper.pgm

(right). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

5.10 Distributions of di�erential DC values of lena.pgm (left) and pepper.pgm

(right) for Q1=2. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

5.11 Distributions of di�erential DC values of lena.pgm (left) and pepper.pgm

(right) for Q1=8. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

5.12 Distributions of di�erential DC values of lena.pgm (left) and pepper.pgm

(right) for Q1=16. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

5.13 Distributions of di�erential DC values of lena.pgm (left) and pepper.pgm

(right) for Q1=32. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

5.14 Distributions of di�erential DC values of lena.pgm (left) and pepper.pgm

(right) for Q1=80. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

6.1 The original image (left) and the recovered image without inverse-permutations

when the image is encoded with subband 0 permuted (right). . . . . . 128

xiv



6.2 The recovered image without inverse-permutations when the image is en-

coded with subband 15 permuted (left) and the recovered image without

inverse-permutations when the image is encoded with subbands 0 to 15

permuted (right). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

6.3 The recovered image without inverse-permutations when the image is

encoded with subbands 0 to 7 permuted (left) and the recovered image

without inverse-permutations when the image is encoded with subbands

8 to 15 permuted (right). . . . . . . . . . . . . . . . . . . . . . . . . . 129

6.4 Code-block and bit-planes : A quantized coeÆcient consists of bits and

A code-block consists of m� n quantized coeÆcients. The ith bit-plane

is the collection of ith signi�cant bits of the m�n quantized coeÆcients.

The bits in a bit-plane are scanned as shown by the arrows. . . . . . . 133

6.5 Encrypting subband 0 : lena.ppm (left), mandoril.ppm (middle) and

peppers.ppm (right). The color spots correspond to low subband coeÆ-

cients. The encryption decreased the image quality but the details (i.e.

edges) are visible. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

6.6 Encrypting subband 7 : lena.ppm (left), mandoril.ppm (middle) and

peppers.ppm (right). The encryption decreased the quality less com-

pared to encrypting low subbands. The images are recognizable. . . . 140

6.7 Encrypting subband 13 : lena.ppm (left), mandoril.ppm (middle) and

peppers.ppm (right). Some noise can be found in the active regions but

the encryption did not decrease the quality very much. The images are

similar to the original ones. . . . . . . . . . . . . . . . . . . . . . . . . 140

6.8 Encrypting subband 1, 2, and 3 : lena.ppm (left), mandoril.ppm (mid-

dle) and peppers.ppm (right). The quality drop due to the encryption

is large but the edges are visible. . . . . . . . . . . . . . . . . . . . . . 141

6.9 Encrypting subband 7, 8, and 9 : lena.ppm (left), mandoril.ppm (mid-

dle) and peppers.ppm (right). The encryption has a similar e�ect to

\oil painting". It may be visually disturbing but the images remain

recognizable. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

6.10 Encrypting subband 13, 14, and 15 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). Some noise can be found in the

active regions but the quality drop is small. . . . . . . . . . . . . . . . 142

6.11 Encrypting all subbands (0 to 15) : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). The images are not comprehensible. 142

xv



6.12 Encrypting bit-plane 0 of subbands 1, 2 and 3 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). . . . . . . . . . . . . . . . . . . . . 143

6.13 Encrypting bit-plane 1 of subbands 1, 2 and 3 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). . . . . . . . . . . . . . . . . . . . . 143

6.14 Encrypting bit-plane 2 of subbands 1, 2 and 3 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). . . . . . . . . . . . . . . . . . . . . 144

6.15 Encrypting bit-plane 0 of subbands 7, 8 and 9 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). . . . . . . . . . . . . . . . . . . . . 144

6.16 Encrypting bit-plane 1 of subbands 7, 8 and 9 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). . . . . . . . . . . . . . . . . . . . . 145

6.17 Encrypting bit-plane 2 of subbands 7, 8 and 9 : lena.ppm (left), mandoril.ppm

(middle) and peppers.ppm (right). . . . . . . . . . . . . . . . . . . . . 145

6.18 Encrypting bit-plane 0 of subbands 13, 14 and 15 : lena.ppm (left),

mandoril.ppm (middle) and peppers.ppm (right). . . . . . . . . . . . . 146

6.19 Encrypting bit-plane 1 of subbands 13, 14 and 15 : lena.ppm (left),

mandoril.ppm (middle) and peppers.ppm (right). . . . . . . . . . . . . 146

6.20 Encrypting bit-plane 2 of subbands 13, 14 and 15 : lena.ppm (left),

mandoril.ppm (middle) and peppers.ppm (right). . . . . . . . . . . . . 146

6.21 Frequencies of 10 contexts in the encoding of lena.ppm, mandoril.ppm

and peppers.ppm without encryption (left column) and with encryption

(right column). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

6.22 Frequencies of pairs of contexts and decision in the encoding of lena.ppm,

mandoril.ppm and peppers.ppm without encryption (left column) and

with encryption (right column). . . . . . . . . . . . . . . . . . . . . . . 150

7.1 Pattern \8" (left) and a pattern similar to 6� (right). . . . . . . . . . . 158

7.2 Example: Original image (left) and close up (right). . . . . . . . . . . . 159

7.3 Close up of the modi�ed image (left) and di�erence between the original

and modi�ed images (right). The large gray region, the darker part

and the brighter part correspond to Æ(i;j) = 0, Æ(i;j) < 0 and Æ
(i;j)

> 0,

respectively. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159

7.4 Original license plate. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160

7.5 Removal experiments of \9" (left) and \5" (right). . . . . . . . . . . . . 160

7.6 The two images will be authenticated with the coeÆcients 0-10 (left)

and 0-59 (right) protected. . . . . . . . . . . . . . . . . . . . . . . . . . 162

7.7 MAC generation and JPEG compression. . . . . . . . . . . . . . . . . . 165

xvi



7.8 MAC veri�cation and JPEG decompression. . . . . . . . . . . . . . . . 165

7.9 Encoding of Yj
(u;v) and error tolerance. . . . . . . . . . . . . . . . . . . 174

7.10 Lena with a beauty mark (left) and close-up of the modi�ed region (right).186

7.11 Lena using a median �lter. 3� 3 (a), 5� 5 (b), 7� 7 (c) and 9� 9 (d)

window sizes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186

7.12 Close up of the right eye of lena. The center 8� 8 block is at position

(264,272) modi�ed by a median �lter with 9� 9 window sizes. . . . . . 188

7.13 Distribution of errors : lena. . . . . . . . . . . . . . . . . . . . . . . . . 189

7.14 Distribution of errors : peppers. . . . . . . . . . . . . . . . . . . . . . . 190

7.15 Distribution of errors : airplane. . . . . . . . . . . . . . . . . . . . . . 191

xvii


	University of Wollongong - Research Online
	Contributions to image encryption and authentication
	Recommended Citation

	Copyright warning
	Title page
	Abstract
	Acknowledgments
	Publications
	Contents
	List of tables
	List of figures

