#3kx¢] UNIVERSITY
il OF WOLLONGONG
¢ ¥ AUSTRALIA

University of Wollongong - Research Online

Thesis Collection

Title: The application of the FMEA risk assessment technique to electronic health record systems
Author: Khin Than Win

Year: 2005

Repository DOI:

Copyright Warning

You may print or download ONE copy of this document for the purpose of your own research or study. The
University does not authorise you to copy, communicate or otherwise make available electronically to any
other person any copyright material contained on this site.

You are reminded of the following: This work is copyright. Apart from any use permitted under the Copyright
Act 1968, no part of this work may be reproduced by any process, nor may any other exclusive right be
exercised, without the permission of the author. Copyright owners are entitled to take legal action against
persons who infringe their copyright. A reproduction of material that is protected by copyright may be a
copyright infringement. A court may impose penalties and award damages in relation to offences and
infringements relating to copyright material.

Higher penalties may apply, and higher damages may be awarded, for offences and infringements involving
the conversion of material into digital or electronic form.

Unless otherwise indicated, the views expressed in this thesis are those of the author and do not necessarily
represent the views of the University of Wollongong.

Research Online is the open access repository for the University of Wollongong. For further information
contact the UOW Library: research-pubs@uow.edu.au


https://dx.doi.org/
mailto:research-pubs@uow.edu.au

University of Wollongong

Research Online

%Jgisvéle_rzs&yf)of Wollongong Thesis Collection University of Wollongong Thesis Collections

2005

The application of the FMEA risk assessment technique to electronic
health record systems

Khin Than Win
University of Wollongong

Follow this and additional works at: https://ro.uow.edu.au/theses

University of Wollongong
Copyright Warning
You may print or download ONE copy of this document for the purpose of your own research or study. The University
does not authorise you to copy, communicate or otherwise make available electronically to any other person any
copyright material contained on this site.

You are reminded of the following: This work is copyright. Apart from any use permitted under the Copyright Act
1968, no part of this work may be reproduced by any process, nor may any other exclusive right be exercised,
without the permission of the author. Copyright owners are entitled to take legal action against persons who infringe
their copyright. A reproduction of material that is protected by copyright may be a copyright infringement. A court
may impose penalties and award damages in relation to offences and infringements relating to copyright material.
Higher penalties may apply, and higher damages may be awarded, for offences and infringements involving the

conversion of material into digital or electronic form.

Unless otherwise indicated, the views expressed in this thesis are those of the author and do not necessarily

represent the views of the University of Wollongong.

Recommended Citation

Win, Khin Than, The application of the FMEA risk assessment technique to electronic health record
systems, PhD thesis, School of Information Technology and Computer Science, University of Wollongong,
2005. http://ro.uow.edu.au/theses/710

Research Online is the open access institutional repository for the University of Wollongong. For further information
contact the UOW Library: research-pubs@uow.edu.au


https://ro.uow.edu.au/
https://ro.uow.edu.au/theses
https://ro.uow.edu.au/theses
https://ro.uow.edu.au/thesesuow
https://ro.uow.edu.au/theses?utm_source=ro.uow.edu.au%2Ftheses%2F710&utm_medium=PDF&utm_campaign=PDFCoverPages

NOTE

This online version of the thesis may have different page formatting and pagination
from the paper copy held in the University of Wollongong Library.

UNIVERSITY OF WOLLONGONG

COPYRIGHT WARNING

You may print or download ONE copy of this document for the purpose of your own research or
study. The University does not authorise you to copy, communicate or otherwise make available
electronically to any other person any copyright material contained on this site. You are
reminded of the following:

Copyright owners are entitled to take legal action against persons who infringe their copyright. A
reproduction of material that is protected by copyright may be a copyright infringement. A court
may impose penalties and award damages in relation to offences and infringements relating to
copyright material. Higher penalties may apply, and higher damages may be awarded, for
offences and infringements involving the conversion of material into digital or electronic form.




The Application of the FMEA Risk Assessment
Technique to Electronic Health Record Systems

A thesis submitted in partial fulfilment of the
requirements for the award of the degree
Doctor of Philosophy

from

University of Wollongong

by

Khin Than Win
M.B.B.S, DCS, IDCS, MS-CIS

School of Information Technology and Computer Science
2005



Declaration

I, Khin Than Win, declare that this thesis, submitted in partial fulfilment of the
requirements for the award of Doctor of Philosophy, in the School of Information
Technology and Computer Science, University of Wollongong, is wholly my
own work unless otherwise referenced or acknowledged. The document has not

been submitted for qualifications at any other academic institution.

Khin Than Win
May 2005



ABSTRACT

Patient safety and Medical errors are of growing concern in the health care
industry. Some errors are caused by preventable adverse events; identifying
potential errors and preventing them would mitigate risk and hence enhance the
safety. Electronic health records (EHRs) are an inherent part of the healthcare

systems and thus it is imperative that errors do not originate from EHRs.

A thorough literature review indicated that no risk assessment methods currently
exist for EHR systems. Project management risk and system security risk
assessments do exist but not risk assessment of threats to safety. Accordingly,
this research aims to develop a framework for the safety and dependability of
EHRs, in order to analyse the risks associated with electronic health record

systems.

This research has identified a relationship of dependability and data quality of
EHRs and attributes for the safety assessment of EHRs. The research involved (i)
developing a theoretical basis of safety, based on dependability and data quality,
(if) defining the safety attributes of EHRs, (iii) identifying the risk assessment
method applicable to EHRs, and (iv) conducting case studies of EHRS in

different healthcare settings.

A thorough understanding of EHRs is important to identify safety attributes of
EHRs. Therefore, different EHRs, EHR systems around the world - their

purposes, functionalities and information management - are all explored.



This study investigated different available risk assessment methods and analysed
them against different case scenarios to determine the appropriate risk
assessment method for EHRs. After careful consideration, Failure Mode Effect
Analysis (FMEA) was identified as an appropriate method for EHRs risk

assessment.

The idea and concept of risk assessment of EHRs were investigated by empirical
studies on (i) the Community Health Information Management Enterprise
(CHIME), Illawarra Area Health Service, and (ii) Maternal and Infant Network

(MINET) database, South Western Sydney Area Health Service.

Results from the case studies indicated that safety attributes identified from this
research are appropriate for EHRs and that FMEA is indeed a suitable risk
assessment method for EHRs. This study has verified by case studies that data
availability, reliability and security are all important for safety. Potential systems
risks- such as patient misidentification, security breaches due to initial password,
and incorrect linkage of data were identified from this research and notified to
the appropriate personnel such as system administrators and health care
providers. Improvements to the systems in question have been achieved through
modifications based on the results uncovered from these case studies. It can be
concluded that the safety attributes identified from this research are essential for
the safety of EHRs. It was also discovered that system quality is just as
important, and therefore should be included in any safety assessment of

electronic health record systems. It was further found that the safety cultures of



organisations and healthcare providers are important in conducting risk

assessment of EHRs.
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