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Abstract

A wireless mesh network (WMN) comprises of mesh access points (MAPs)/mesh

routers and mesh clients (MCs), where MAPs are normally static and they form

the backbone of WMNs. MCs are wireless devices and dynamic in nature, com-

municating among themselves over possibly multi-hop paths, with or without the

help of MAPs. Security has been a primary concern in order to provide protected

communication in WMNs due to the open peer-to-peer network topology, shared

wireless medium, stringent resource constraints and highly dynamic environment.

These challenges clearly make a case for building multi-layer security solution that

achieves both wide-range protection and desirable network performance.

In this thesis, we attempt to provide necessary security features to WMNs routing

operations in an efficient manner. To achieve this goal, first we will review the

literature about the WMNs in detail, like WMN’s architecture, applications, routing

protocols, security requirements. Then, we will propose two different secure routing

protocols for WMNs which provide security in terms of routing, data and users as

well.

The first protocol is a cross-layer secure protocol for routing, data exchange

and Address Resolution Protocol (ARP) problems (in case of LAN based upon

WMNs). Our protocol is a ticket-based ad hoc on demand distance vector (TAODV)

protocol, a secure routing protocol that is based on the design of the Ad Hoc on

demand distance vector (AODV) protocol. Due to the availability of a backbone,

we incorporate the Authentication Server (AS) for the issuance of tickets which are

further used for secure routing, transfer of public keys and MAC addresses in one

single step. By incorporating the public keys, source and destination can easily

generate their shared secret key based upon Fixed Diffie-Hellman key exchange

protocol for data encryption and decryption. Our protocol is secure against both

active as well as passive attacks.

The second proposed protocol is to “achieve user anonymity in WMNs”. This
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protocol is also ticket-based protocol. The ticket is issued by Network Operator (NO)

which provides user anonymity, user authentication and data confidentiality/privacy

throughout the WMN. Our protocol is inspired by the blind Nyberg-Rueppel digital

signature scheme. In this protocol NO issues tickets to valid users only and these

users can then use these tickets to access Internet or to access services provided by

Internet Gateway (IGW). IGW can only verify these tickets whether tickets are valid

or not but can not check “Identity of ticket holder”. This way, user anonymity has

been achieved along with user authentication and data privacy throughout WMN.
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Chapter 1

Introduction

1.1 Background

During the last decade, there is rapid increase in popularity and importance of wire-

less networks due to recent technological advancements in wireless data communi-

cation devices, such as wireless LAN Cards, Bluetooth, PDAs and mobile phones

etc. Easy installation and low setup cost of wireless networks as compared to wired

networks have also amplified the interest of people in wireless communication and

now everyone is looking for efficient wireless communication in everyday’s life.

Communication in networks occurs by transmission of data packets from source

to destination along some certain paths known as ‘routes’. Finding the best possible

path for data transmission over the network is known as routing. Routing is based

upon routing protocols which use metrics to evaluate the best available path for a

packet to travel from source and destination. A metric is a standard of measurement,

such as path bandwidth, which is used by routing algorithms to determine the

optimal path to a destination. To enable the process of path determination, routing

algorithms initialize and maintain routing tables, which contain route information

[24].

Hence, routing is one of the important factors in data transmission from source

to destination. Therefore, if routing information is maliciously tailored during com-

munication process, then the routing protocol will not be able to ensure correct data

delivery from source to destination. Attacks against routing protocols [37] generally

can be categorised into one of two main categories:

• Routing-disruption attacks: The attacker attempts to cause legitimate data

packets to be routed in dysfunctional ways.

• Resource-consumption attacks: The attacker injects packets into the network
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1.2. Problem Description 2

in an attempt to consume valuable network resources such as bandwidth or to

consume node resources such as memory (storage) or computation power.

Wireless networks lack efficient and scalable security solutions because their secu-

rity is easier to be compromised because of following characteristics: i) vulnerability

of channels and nodes in the shared wireless medium; ii) dependence upon neigh-

bors; iii) dynamic change of network topology. All of these factors offer intruders to

obtain access into the network and participate in communication. In order to pre-

vent routing operations from being interrupted, security features like confidentiality,

authentication, integrity and authorization are necessary to be implemented [45].

To implement above mentioned security features in wireless networks, some cryp-

tographic primitives are suitable like encryption, digital signatures, certificates etc.

However, implementation of these cryptographic primitives in wireless networks is

not straightforward.

1.2 Problem Description

With the capability of self-organization, self-configuration, infrastructure and sup-

port to other networks (wired or wireless), Wireless Mesh Networks (WMNs) be-

come an exciting research area and a popular commercial application of the ad hoc

networks. But security is still an important research area in the field of WMNs

because of shared wireless medium, infrastructure and dependence on other nodes

for routing/data transfer.

The ultimate goal of the security solutions for WMNs is to provide security

services, such as authentication, confidentiality, integrity, anonymity and availability

to mesh clients. In order to achieve these goals, the security solution should provide

complete protection spanning the entire protocol stack.

Table 1.1 identifies the security issues in each layer [73].

As mentioned in Table 1.1, different network layers suffer from different type of

security issues. At application layer, security against viruses, worms and malicious

codes is required to implement. At transport layer, user authentication and end to

end (from source to destination) data security is required, which can be implemented

with the help of encryption. Routing protocols and forwarding protocols are running

on network layer, therefore, security for routing protocols is needs to implemented

at network layer. At link layer, protection for wireless MAC protocol and link-layer
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Layer Security Issues
Application Prevention, detection of viruses, worms, malicious codes
Transport Authentication and end to end data security through encryp-

tion
Network Security of routing protocols and associated parameters
Link Protecting the wireless MAC protocol and providing link-layer

security support
Physical Preventing signal jamming, denial of service attacks and other

active attacks

Table 1.1: Security issues related to each layer

protocol is required. At the end, at physical layer, security against signal jamming

and denial of service attacks is required.

We can use different antivirus softwares to prevent our Mesh Clients (MCs)

against the attacks for application layer, whereas, for transport, network and link

layer attacks, we need to design a cross-layer security protocol which provides au-

thentication, data integrity, anonymity, secured address resolution protocol (security

against Denial of Service (DoS), ARP Poisoning, ARP Spoofing etc) and secured

routing information.

1.3 Our Contribution

In this thesis, we address security issues related to data exchange, routing and link

layer (Address Resolution Protocol security problems) and anonymity for MCs in

WMNs. In our first protocol, we propose a cross-layer secure ticket-based protocol

which is based upon Ad-Hoc on Demand Distance Vector (AODV) protocol that cov-

ers secure routing, authentication, integrity, exchange of public keys and ARP. This

would facilitate the users to exchange parameters during the route establishment

session and these parameters would subsequently be used to ensure confidentiality

and integrity of data exchange later on. With the help of our proposed protocol,

network traffic can be reduced since there is no need to broadcast any ARP request

for finding the MAC address of destination, since the MAC address is already part

of ticket which is received by source during the routing discovery process and this

ticket is also trusted because it is signed by Authentication Server.

In our second protocol, we propose a secure protocol which provides anonymity
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to MCs in the network. In this protocol, Internet gateway cannot check the identity

of MC but can only verify that whether this MC is valid user or not, if it is valid user

then its Internet request is processed accordingly and reply is sent back to MC in

secure way. Our secured protocols are based upon ticket-based solutions which are

suitable for different WMNs applications like defense operations, disaster recovery

or internet service extension and mobility support etc.

1.4 Thesis Structure

The rest of the thesis is organised as follows:

• In Chapter 2, we briefly discuss the basics of wireless mesh networks including

network architecture, characteristics, applications and their routing standards.

we also discuss the existing routing protocols for WMNs and address resolution

protocol. Finally, we discuss security requirements for WMNs in terms of

routing and address resolution protocols. In addition, we also review the

secure routing protocols which exist in the literature and examine the security

features they provide.

• In Chapter 3, we discuss all the cryptographic primitives that will be used

throughout this thesis. we provide formal definitions for the cryptographic

techniques covered in this thesis. we also review the algorithms for some

significant schemes to acquire a clearer understanding.

• In Chapter 4, we present our first Ticket-based Ad-Hoc On Demand Distance

Vector Protocol. In this Chapter, we discuss its design including setup, pro-

posed run and different scenarios of communications between MCs. Finally, we

present its security analysis and also comparison with other existing security

protocols.

• In Chapter 5, we present our second protocol to achieve anonymity in WMNs

based upon fair electronic cash scheme. In this Chapter, we discuss its design

including setup, proposed run and verification process. Finally, we present its

security analysis in detail.

• Chapter 6 is the conclusion, where we summarise the contribution of this

thesis, and propose future research directions.



Chapter 2

Wireless Mesh Networks Basics

2.1 Introduction

With the passage of time, Internet is rapidly evolving into a global and ubiqui-

tous communication network infrastructure. Traditionally, it is wired Internetwork

and serves as a network computing environment only for stationary computers.

Nonetheless, in the recent years, the tremendous increase in the number of portable

computing devices like laptop computers, palmtop computers, PDAs etc, raised big

demand for a mobile computing environment that incorporates both wireless and

wired networking technologies concurrently.

In the traditional wireless ad hoc networks, freely moving nodes can participate

in the network without requiring any pre-built infrastructure. In some cases, like

military operations, disaster recovery or Internet service extension, instant network

organization and mobility support are important. Therefore, with the capability

of self-organisation, self-configuration, infrastructure and support to other networks

(wired or wireless), WMNs have attracted more attention as an alternative for large-

scale deployment of metropolitan area wireless networks. Thus, wireless mesh net-

work has become an exciting research area and a popular commercial application of

the ad hoc networks [45].

Wireless mesh networks comprise of a number of fixed mesh routers that act

as a wireless infrastructure and mobile mesh clients. Each node operates not only

as a host but also as a router, forwarding packets on behalf of other nodes that

may not be within direct wireless transmission range of their destinations. The

multi-hop wireless connectivity among these routers can reduce the significant ca-

bling cost for building infrastructure while supporting Internet access to the users

[15]. A WMN is dynamically self-organized and self-configured, with the nodes in

the network automatically establishing and maintaining mesh connectivity among

5



2.1. Introduction 6

themselves (creating, in fact, an ad hoc network). This feature brings many advan-

tages to WMNs such as low up-front cost, easy network maintenance, robustness,

and reliable service coverage. Figure 2.1 depicts the basic architecture of Wireless

Mesh Network which includes Mesh routers, Mesh clients, connectivity with the

Internet and servers.

Figure 2.1: Wireless Mesh Network Architecture

A variety of mesh products and technologies have driven international standard-

isation activities to develop wireless mesh standards because WMN is a promising
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wireless technology for numerous applications [33], e.g., broadband home network-

ing, community and neighborhood networks, enterprise networking, building au-

tomation, etc. It has gained significant attention as a possible way for cash strapped

Internet service providers (ISPs), carriers, and others to roll out robust and reliable

wireless broadband service access in a way that needs minimal up-front investments.

With the capability of self-organization and self-configuration, WMNs can be de-

ployed incrementally, one node at a time, as needed. The reliability and connectivity

for the users are directly proportional to the number of nodes. As more nodes are

installed, reliability and connectivity have increased accordingly.

Deployment of WMN does not attract major difficulties, since all the required

components including equipment, routing and other protocols are already available

which are being used by ad hoc networks. These existing routing protocols for ad

hoc networks and IEEE 802.11 MAC protocols [41] can be used, although there are

still several challenges and issues preventing WMNs to be widely deployed in large

scales. The first major issue is, the performance (throughput, delay, or packet loss

rate) of WMNs drops sharply with increasing number of wireless hops the packets

traverse through. To overcome this problem research is being carried out on, the

multi-radio and multi-channel technique [11, 64]. The second major issue is the lack

of an integrated cross-layer solution to provide security in WMNs at different layers.

Without a well designed security solution, WMNs are vulnerable to various types of

internal and external attacks that may cause significant inconvenience to the users

and operators [75].

2.2 Network Architecture

WMNs mainly consist of two types of nodes:

1. Mesh Access Points (MAPs)/Mesh routers

2. Mesh Clients (MCs)

In order to support mesh networking, a wireless mesh router contains additional

routing functions, besides the normal routing capabilities required by a conventional

wireless router. To further improve the flexibility of mesh networking, a mesh router

is usually equipped with multiple wireless interfaces built on either the same or

different wireless access technologies. In a comparison with a conventional wireless
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router, a wireless mesh router can achieve the same coverage area with much lower

transmission power with the help of multi-hop communications support. Optionally,

the medium access control (MAC) protocol in a mesh router is enhanced with better

scalability in a multi-hop mesh environment [9].

Similar hardware platform is used to built mesh and conventional wireless routers,

but some of the mesh routers can be built based on dedicated computer systems

(e.g., embedded systems), as shown in Figure 2.2. They can also be built based on

general-purpose computer systems (e.g., laptop/desktop PC).

Figure 2.2: Examples of mesh routers: (a) Conventional wireless router [1] and (b)
Advanced Risc Machines (ARM)[2]

Mesh clients also required necessary functions for mesh networking, and thus,

can also work as a router, but can not perform gateway or bridge functions. As

compared to mesh routers, mesh clients usually have only one wireless interface.

Therefore, the hardware platform and the software for mesh clients can be much

simpler than those for mesh routers. A large number of devices can be used as mesh

clients as compared to mesh routers. They can be a laptop/desktop PC, pocket PC,

PDA, IP phone, RFID reader, BACnet (building automation and control networks)

controller, and many other devices.

WMNs can be classified into following three main groups based on the function-

ality of the nodes:

1. Infrastructure WMNs

2. Client WMNs

3. Hybrid WMNs

amym
Text Box
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2.2.1 Infrastructure WMNs

In this type of WMNs, infrastructure for mesh clients is built with the help of

mesh routers. The WMN infrastructure can be built using various types of radio

technologies, in addition to the mostly used IEEE 802.11 technologies. The mesh

routers form a mesh of self-configuring, self-healing links among themselves. Mesh

routers enabled with gateway functionality can be connected to the Internet and

other existing wireless/wired networks.

Conventional clients with Ethernet interface can also be connected to mesh

routers via Ethernet links. For conventional clients with the same radio technolo-

gies as mesh routers, they can directly communicate with mesh routers. If different

radio technologies are used, clients must communicate with the base stations that

have ethernet connections to mesh routers. Figure 2.3 depicts the architecture of

infrastructure WMNs.

Figure 2.3: Infrastructure Wireless Mesh Network Architecture
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Infrastructure WMNs are the most commonly used. For example, community

and neighborhood networks can be built using infrastructure meshing. The mesh

routers are placed on the roof of houses in a neighborhood, which serve as access

points for users inside homes and along the roads. Typically, two types of radios are

used in the routers, i.e., for backbone communication and for user communication,

respectively. The mesh backbone communication can be established using long-

range communication techniques including directional antennas.

2.2.2 Client WMNs

In this type of WMNs, mesh clients constitute the actual network to perform rout-

ing and configuration functionalities as well as providing end-user applications to

customers. Hence, a mesh router is not required in these types of networks. The

basic architecture of client WMNs is shown in Figure 2.4.

Figure 2.4: Client Wireless Mesh Network Architecture

In Client WMNs, a packet destined to a node in the network hops through

multiple nodes to reach the destination. Client WMNs are usually formed using

one type of radios on devices. Moreover, the requirements on end-user devices is

increased when compared to infrastructure meshing, since, in Client WMNs, the

end-users must perform additional functions such as routing and self-configuration.
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2.2.3 Hybrid WMNs

In this architecture, both infrastructure and client WMNs are combined to explore

the benefits of both as shown in Figure 2.5. Mesh clients can access the network

either mesh routers or directly meshing with other mesh clients. While the infras-

tructure provides connectivity to other networks such as the Internet, and other

wired/wireless networks; the routing capabilities of clients provide improved con-

nectivity and coverage inside the WMN. The hybrid architecture will be the most

applicable case in our opinion.

Figure 2.5: Hybrid Wireless Mesh Network Architecture
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2.3 Characteristics of WMNs

There are many reasons to consider the use of WMNs because of their characteristics.

Based on their characteristics, WMNs are generally considered as a type of ad-hoc

networks. Some of the important characteristics of WMNs are discussed in later

section.

2.3.1 Multi-Hop Wireless Network

Two main objectives for the development of WMNs are to extend the coverage

range of current wireless networks without compromising the channel capacity and

to provide non-line-of-sight (NLOS) connectivity among the users without direct

line-of-sight (LOS) links [9]. To meet these requirements, the mesh-style multi-

hopping is vital [44], because it will achieve higher throughput without sacrificing

effective radio range via shorter link distances, less interference between the nodes,

and more efficient frequency re-use[9].

2.3.2 Support for Ad Hoc Networking

WMNs enhance network performance and provide support to ad hoc networking,

because of flexible network architecture, easy deployment and configuration (self-

forming, self-healing, and self-organization), fault tolerance, and mesh connectivity.

Due to these features, WMNs have low upfront investment requirements, and the

network can grow gradually as needed.

2.3.3 Mobility Factor

Mesh routers usually have minimal mobility, while mesh clients can be stationary

or mobile nodes. Mobility is the most challenging and important characteristic.

Emulate motion of clients with respect to mesh nodes, motion of mesh nodes with

respect to other mesh nodes, and multiple clients moving at the same time affects

the performance of WMNs. Different velocities of motion such as people walking

and mesh nodes on buses and trains should also affect the performance of WMNs

[19].
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2.3.4 Access of Multiple Networks

WMNs provide support to access both Internet and peer-to-peer (P2P) communica-

tions at the same time [43]. In addition, the integration with other wireless networks

and providing services to end-users of these networks can also be supported through

WMNs.

2.3.5 Dependence of Power Consumption

Mesh routers usually have minimal mobility, therefore, there is less constraints on

power consumption for mesh routers. However, mesh clients may require power

efficient protocols because of dynamic nature. As an example, a mesh-capable sensor

[61] requires its communication protocols to be power efficient. Thus, the MAC or

routing protocols for mesh routers may not be appropriate for mesh clients such as

sensors, because power efficiency is the primary concern for wireless sensor networks

[8, 7].

2.3.6 Compatibility with Existing Wireless Networks

WMNs built on existing IEEE 802.11 technologies [71] are compatible with IEEE

802.11 standards in the sense of supporting conventional WiFi clients with mesh

capability. Such WMNs also need to be inter-operable with other wireless networks

such as WiMAX [40] and cellular networks.

2.4 Applications of WMNs

The main motivation behind the research and development of WMNs is because of

several applications which are supported by WMNs while at the same time these

applications cannot be supported directly by other wireless networks such as cellular

networks, ad hoc networks, wireless sensor networks, standard IEEE 802.11, etc [9].

Some of the interesting and important applications of WMNs are discussed in later

sections.
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2.4.1 Broadband Home Networking

WMNs are well-suited for broadband home networking and wireless mesh routers

with mesh connectivity established among them instead of access points. There-

fore, the communication between these nodes becomes much more flexible and more

robust to network faults and link failures.

WMNs also solve the problems related to WLANs like dead zones can be elimi-

nated by adding mesh routers, changing locations of mesh routers, or automatically

adjusting power levels of mesh routers. Communication within home networks can

be realized through mesh networking without going back to the access hub all the

time like in the case of WLANs. Thus, network congestion due to backhaul access

can be avoided.

In this application, wireless mesh routers have no constraints on power consump-

tions and mobility. Thus, protocols proposed for mobile ad hoc networks [22] and

wireless sensor networks [8, 7] are too cumbersome to achieve satisfactory perfor-

mance in this application. On the other hand, WiFi’s are not capable of supporting

ad hoc multi-hop networking. As a consequence, WMNs are more suitable for this

application. An example of broadband home networking with the help of WMNs is

depicted in Figure 2.6.

2.4.2 Community and Neighborhood Networking

The basic architecture of community networking to access network is based on cable

or Digital Subscriber Line (DSL) connected to the Internet, and the last-hop is

wireless by connecting a wireless router to a cable or DSL modem. Drawbacks

related to this type of networks are:

• The main drawback of this type of network is that all traffic must flow through

Internet, even if communication is between a community or neighborhood.

This means network resources utilization increased insignificantly.

• Distance area in between houses is not covered by wireless services.

• An expensive but high bandwidth gateway between multiple homes or neigh-

borhoods may not be shared and wireless services must be set up individually.

As a result, network service costs may increase.
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Figure 2.6: WMNs for broadband home networking

• Only a single path may be available for one home to access the Internet or

communicate with neighbors.

As shown in Figure 2.7, WMNs can be used to diminish the above disadvantages

WMNs can also enable many applications such as distributed file storage, distributed

file access, and video streaming.

2.4.3 Enterprise Networking

WMNs can be used to build all size of networks (small or medium or large) within

an office or in an entire building, or among offices in multiple buildings. Wireless

networks currently in use are still isolated islands because connections among them

have to be achieved through wired Ethernet connections, which is costly solution.

Therefore, provision of connectivity between different types of isolated wireless and

wired networks within an enterprise is highly expansive as compared to having one

type of network throughout the enterprise, which is also not possible. Another

important issue in adding more backhaul access modems only increases capacity
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Figure 2.7: WMNs for community networking

locally, but does not improve robustness to link failures, network congestion, per-

formance and cost of the entire enterprise network. Therefore, if the access points

are replaced by mesh routers, Ethernet wires can be eliminated. WMNs can grow

easily as the size of enterprise expands but WMNs for enterprise networking are

much more complicated than at home because more nodes and more complicated

network topologies are involved.

The service model of enterprise networking can be applied to many other public

and commercial service networking scenarios such as airports, hotels, shopping malls,

convention centers, sport centers, etc.

2.4.4 Metropolitan Area Networks

WMNs can also be used for metropolitan area networks and provide several advan-

tages like, the physical-layer transmission rate of a node in WMNs is much higher

than that in any cellular networks. For example, an IEEE 802.11g node can transmit

at a rate of 54 Mbps. Moreover, wireless mesh MAN is an economic alternative to
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broadband networking, especially in remote or rural or underdeveloped regions as

compared to wired networks [9]. Thus, the requirement on the network scalability

by wireless mesh MAN is much higher than that by other applications because it

covers much larger area than other networks discussed above.

2.4.5 Transportation Systems

With the help of mesh networking technology, we can extend access into buses,

ferries, and trains, instead of limiting IEEE 802.11 or 802.16 access to train stations

and bus stops. Thus, convenient passenger information services, remote monitoring

of in-vehicle security video, and driver communications can be supported. To enable

such mesh networking for a transportation system, two key techniques are needed:

the high-speed mobile backhaul from a vehicle (car, bus, or train) to the Internet

and mobile mesh networks within the vehicle [9].

2.4.6 Building Automation

Nowadays, various electrical devices including power, light, elevator, air conditioner,

etc., need to be controlled and monitored within a building. Currently this task is ac-

complished through standard wired or wireless (WiFi) networks, but wired networks

are very expensive solution because of deployment complexity and maintenance,

whereas wireless (WiFi) networks also have not achieved satisfactory performance

yet, because deployment of WiFi for this application is still rather expensive due to

wiring of Ethernet. We can reduce the deployment cost by replacing WiFi access

points by mesh routers, and the deployment process is also much simpler due to the

mesh connectivity among wireless routers.

2.4.7 Health and Medical Systems

In a hospital or medical center, monitoring and diagnosis data need to be processed

and transmitted from one room to another for various purposes. Data transmission

is usually broadband, since high resolution medical images and various periodical

monitoring information can easily produce a constant and large volume of data.

Traditional wired networks can only provide limited network access to certain fixed

medical devices. WiFi based networks must rely on the existence of Ethernet con-

nections, which may cause high system cost and complexity. However, these issues
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do not exist in WMNs.

2.4.8 Security Surveillance Systems

As security is turning out to be a very high concern, security surveillance systems

become a necessity for enterprise buildings, shopping malls, grocery stores, etc. In

order to deploy such systems at locations as needed, WMNs are a much more viable

solution than wired networks to connect all devices. Since still images and videos

are the major traffic flowing in the network, this application demands much higher

network capacity than other applications.

WMNs can also be used for other application scenarios including spontaneous

(Emergency/Disaster) networking and Peer to Peer communications. For example,

in case of an emergency response team and fire fighters where they do not have

knowledge of environment and placement of network. Therefore, in this case, a

WMN can be quickly established by simply placing wireless mesh routers in desired

locations. For a group of people holding devices with wireless networking capabil-

ity, e.g., laptops and PDAs, P2P communication anytime anywhere is an efficient

solution for information sharing. WMNs are capable to meet this demand. These

applications illustrate that WMNs are a superset of ad hoc networks, and thus can

accomplish all functions provided by ad hoc networking [9].

2.5 Routing Protocols

Routing is the basis for communication within any network, therefore, use of effi-

cient and secure routing protocol are necessary in both wired and wireless networks.

As these networks are distinct in nature, therefore, different routing protocol are

required to be used, according to the nature of network.

Since WMNs share common features with ad hoc networks, the routing protocols

developed for MANET can be applied to WMNs [9]. For example, mesh routers of

Firetide Networks [4] are based on reverse-path forwarding (TBRPF) protocol [56],

Microsoft mesh networks [6] are based on dynamic source routing (DSR) [42], and

many other companies mentioned in [5] are using ad hoc on-demand distance vector

(AODV) routing [59].

The distinct nature of MANET results in the development of different routing

protocols [35, 42, 65, 59, 49, 60]. Generally, these protocols are categorized into
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three main groups:

1. Table-driven routing protocols (Proactive)

2. On-demand routing protocols (Reactive)

3. Hybrid (Cluster based approach)

In table-driven routing protocols, each participating node maintains tables which

contains routing information to every other node in the network. All nodes update

their tables in order to maintain a consistent and up-to-date view of the network

after a specific time period. When a change occurs in topology, nodes then prop-

agate update messages throughout the network. Then other nodes will be able to

update their tables according to the message. Besides, nodes also inform other

nodes about their status information by periodically propagating status messages.

Through active information exchanging, all the nodes will be able to finally obtain

the up-to-date topology information. When there is data to be sent, nodes can

simply search their tables and extract the route. This is an proactive approach to

conduct routing. This approach is similar to the one used in wired IP networks, for

example in OSPF [50]. Proactive routing protocols for MANET are Destination Se-

quenced Distance Vector (DSDV) [60], Wireless Routing Protocol (WRP) [52] and

Clusterhead Gateway Switch Routing protocol (CGSR) [47] etc. The main disad-

vantages of this approach are respective amount of data is required to be transfer

for maintenance and slow reaction on restructuring and failures because every node

needs to update its tables and also propagate updated information to others.

In on-demand routing protocols, whenever there is a requirement, then routes

are created. In this approach, nodes do not propagate the topology status to each

other and maintain the topology information for the whole network. Whenever a

node wants to send data to a destination, it invokes a route discovery mechanism

by flooding the route request packets to find the suitable route between source and

destination. This route will remain valid until a failure on this route is detected.

Reactive route determination is used in the Temporally Ordered Routing Algorithm

(TORA) [58], the Dynamic Source Routing (DSR) [42] and the Ad-hoc On-demand

Distance Vector (AODV) [59] protocols. The main disadvantages of this approach

are high latency time in route finding and excessive flooding for route discovery can

lead to network clogging.
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In hybrid routing protocol, advantages of both proactive and reactive routing

protocols combined to get better and efficient routes. The routing is initially estab-

lished with some proactively prospected routes and then serves the demand from

additionally activated nodes through reactive flooding. The choice for one or the

other method requires predetermination for typical cases. Zone Routing Protocol

(ZRP) [12] is an example of hybrid routing protocol for MANETs. The main dis-

advantages of such protocols are Advantage depends on amount of nodes activated

and reaction to traffic demand depends on gradient of traffic volume.

In general, on-demand approach is more preferable than others because mostly

mobile devices are used in MANETs, like laptops, PDAs, mobile phones etc. These

devices are usually constrained by their memory size and battery life. Another im-

portant factor is availability of bandwidth as compared to wired networks. There-

fore, on-demand routing protocols are preferred because there is no need to have

large memory to store routing tables. Since there are less number of periodical

propagated messages, the bandwidth usage is also reduced and battery life is saved

as well by avoiding network-wide propagations.

2.5.1 Ad-Hoc on Demand Distance Vector (AODV) Proto-

col

AODV [59] is one of the most popular on-demand routing protocol, i.e., routes to the

destination are only discovered when required thus avoiding memory overhead and

less power. It emerged as an on-demand version of distance vector routing protocol

[48], which is based on the classical Distributed Bellman-Ford (DBF) algorithm [25].

A node using AODV does not need to discover and maintain a route to another node

until the two nodes need to communicate with each other. The routing messages

do not contain information about the whole route path, but only about the source

and destination. Therefore, routing messages are not increasing in size. All these

features enable AODV to be a suitable routing protocol for MANET.

AODV uses a destination sequence number, which is generated, by the desti-

nation itself for each route entry. The destination sequence number ensures loop

freedom and if two similar routes to a destination exist, then the node chooses

the one with the highest sequence number. AODV uses Route Request (RREQ),

Route Reply (RREP) and Route Error (RERR) messages for route discovery and

maintenance.
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The routing operations of AODV generally consist of two phases: route discovery

and route maintenance. In Figure 2.8, Route discovery is performed through broad-

casting RREQ messages. When a source node desires a route to a destination for

which it does not already have a route, it broadcasts a route request (RREQ) packet

across the network. RREQ carries Source ID, Destination ID, Source Sequence Num-

ber, Destination Sequence Number and a Broadcast ID. When an intermediate node

receives a RREQ, it sends a route reply (RREP) if it is either the destination or if it

has a route to the destination with corresponding sequence number greater than or

equal to that contained in the RREQ. The intermediate node also stores the previ-

ous node information in order to forward the data packet to this next node towards

the destination.

Figure 2.8: Route Discovery in AODV Protocol

When the RREQ reaches the destination, a RREP will be generated by the
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destination node as a response to the RREQ. The RREP will be transmitted back

to the originator of the RREQ in order to inform the route. If an intermediate node

has an active route towards the destination, it can reply the RREQ with a RREP,

which is called Gratuitous Route Reply. The intermediate node will also send an

RREP to the destination node. The RREP will be sent in reverse route of RREQ

if a bidirectional link exists.

Whenever there is a link break in the routing path, the RERR message will be

broadcasted by the link break identifying node to the neighbor nodes to update

or delete the routes through that node and the source initiates another RREQ

broadcast to find fresh routes to the destination.

2.5.2 Dynamic Source Routing (DSR) Protocol

Dynamic source routing (DSR) protocol [42], is an on-demand routing protocol based

on the concept of source routing, which means the initiator knows the complete

hop-by-hop route to the destination. This specific feature brings efficiency, but also

results in the scaling of routing message overhead. To perform DSR, each node is

required to maintain a route cache which contains the topology information of the

network. The route cache is consistently updated to reflect the current status of the

network.

Similar to AODV, this protocol consists of two major phases: route discovery

and route maintenance, as shown in Figure 2.9. When a source node originates a

packet addressed to a certain destination, the initiator first searches its route cache

for a route. If there exists an active route towards the destination, this route will be

used. Otherwise, the node generates a route request packet (RREQ) which consists

of a data structure called route record listing the IP addresses of all the intermediate

nodes. This RREQ will be broadcast to neighbors. The receiving node will have

two choices.

1. If it is not the target node of this route discovery, it appends its own address

to the route record in the Route Request and propagates it by transmitting it

as a local broadcast packet (to its neighbors)

2. If it is the target node, it returns a Route Reply to the initiator, giving a copy

of accumulated route record from the Route Request.
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Figure 2.9: Route Discovery in DSR Protocol

This process will be continued until the RREQ packet reaches the destination.

The original message is not changed during the transmission (except the RREQ

data length field which is a number). The resulting route will be found in the route

record.

The data structure of RREQ consists of two fields: IP fields and route request

fields. IP fields contains source address, destination address and hop limit. Route

request fields contains option type, option data length, identification, target address,

and route record. When a RREQ is received, the option data length fields will be

increased by 4 and the nodes IP address will be appended to the end of the route

record. Other fields will remain unchanged during the whole route discovery process.

In replying the RREQ, the target node generates a route reply packet (RREP)

and sends it back to the initiator by two ways. It can simply reverse the sequence
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of hops in the route record and use it as the source route on the Route Reply.

Otherwise, it searches its own route cache for a route back to the initiator. If such

route does not exist, the target should initiate a Route Request back to the initiator.

During transmission, each node on the route is responsible for confirming that

data can flow over the link from that node to the next hop. Since periodic routing

advertisement is not available, nodes use the acknowledgement (ACK) to provide

confirmation that a link is capable of carrying data. The acknowledgement can be

required by a node. If the acknowledgement request has been retransmitted for the

maximum number of times without being replied, the sender should treat this link as

currently broken. It should remove this link from its route cache and should return

a Route Error (RERR) to each node that has sent a packet routed over that link

since an acknowledgement was last received.

2.6 Security Requirements

WMNs security is easier to be compromised as compared wired networks because

of shared wireless medium, dependence upon neighbors for routing and data trans-

fer, dynamic nature of topology and resource constraints including computation,

memory and bandwidth. Firstly, general security requirements in terms of wireless

networks and then WMNs specific problems will be discussed.

2.6.1 General Security Requirements

Networking either wired or wireless always suffers from different type of security

threats [16], which are categorized as under:

• External Attacks: are committed by parties that are not legally parts of the

network.

• Internal Attacks: are originated from inside a particular network.

• Passive Attacks: These attacks do not involve any disruption of the services,

they are merely intended to steal information and eavesdrop on communication

within the network.

• Active Attacks: actively alter the data, with the intension of overloading the

network, obstructing the operation or cut off certain nodes from their neighbors

so that they cannot use the network serviced effectively anymore.
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External attacks can be prevented with the help of a firewall or proxy server

whereas, detection of internal attacks is much more difficult because these are per-

formed by network peers. These attacks are usually originated from compromised

nodes malicious behaviors. Passive attacks do not disturb routing operations, but

they are usually the first step of launching other active attacks. By eavesdropping

communication, attackers may be able to learn the topology information, such as

which node is the bottleneck of the network, and then launch attacks against that

node. There are also some sophisticated attacks, exploiting design flaws of basic

routing protocols, including black hole [10] and rushing attacks [39]. Some other

common attacks which suffer routing and communication in wireless and wired net-

works are as under:

• Attacks by modification of routing information: This kind of attacks [35, 66]

are performed by modifying the routing information. In wireless routing, net-

work topology is maintained by flooding routing information through out the

network. Any wrong updation or alteration in these messages will cause topol-

ogy change, which effects the network communication. Current ad hoc routing

protocols generally assume that nodes will not alter the routing message fields,

which makes this kind of attack extremely easy to be launched.

• Attacks by spoofing: Spoofing [35, 66, 16, 23] means an attacker assumes the

identity of another node, thus receiving messages that are directed to original

node that identity it fakes. This kind of attack is commonly known in wired

network, but becomes more serious in wireless networks. Because current ad

hoc routing protocols do not authenticate the source IP address, attackers can

easily masquerade other nodes. It is usually the first step to intrude a network

so as to carry out further attacks to disrupt operations.

• Attacks by fabrication: These attacks are usually conducted by generating

false routing messages, trying to disturb network topology [35]. It is regarded

as route misbehavior, which is very difficult to detect. AODV and DSR are

especially vulnerable to this kind of attack. In AODV, a malicious node can

prevent communication between any two nodes by flooding spoofed RRER

messages along the path. RRER messages claim that the next hop of the

originator is currently unavailable. Any nodes receiving this message will mark

this link as broken. Further, a malicious node can continue sending spoofed
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RRER if the link is re-established, resulting in complete isolation of a targeting

node.

• ARP attacks: In WMNs ARP request message is a broadcast message accord-

ing to the basic ARP mechanism similar to other wired LAN networks, which

results in the well-known broadcast storm problem [54] that is really harmful.

In case of ARP, there are also some other security threats which also need

to be diminished for smooth communication in WMNs. Man-in-the-middle,

ARP spoofing and ARP poisoning [32] are the most dangerous attacks of MAC

layer protocols. To minimize the number of ARP packets being broadcast, op-

erating systems keep a cache of ARP replies. When a computer receives an

ARP reply, it will update its ARP cache with the new IP/MAC mapping. As

ARP is a stateless protocol, most operating systems will update their cache if

a reply is received, regardless of whether they have sent out an actual request.

ARP spoofing involves constructing forged ARP request and reply packets.

By sending forged ARP replies, a target computer could be convinced to send

frames destined for computer A to instead go to computer B [13, 31]. When

done properly, computer A will have no idea that this redirection took place.

The process of updating a target computer’s ARP cache with a forged entry is

referred to as “poisoning”. However, using ARP spoofing, “man-in-the-middle

(MITM)” attack can be launched in the network. When a MITM is performed,

a malicious user inserts his computer between the communication path of two

target computers. The malicious computer will forward frames between the

two target computers so communications are not interrupted [54]. The attack

is performed as follows (where C is the attacking computer, and A and B are

targets):

-C poisons the ARP cache of A and B.

-A associates B’s IP with C’s MAC.

-B associates A’s IP with C’s MAC.

-All of A and B’s IP traffic will then go to C first, instead of directly to each

other.
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Figure 2.10: Man-in-the-middle attack

2.6.2 Security Requirements for WMNs

High level security issues for WMNs are basically identical to security requirements

for any other communication system, but we have identified following security re-

quirements for WMNs on the basis of threats discussed in previous section:

• Availability: Availability ensures the survivability of network services despite

attacks. Availability does not come to mind as a security concern as quickly

as do confidentiality and integrity. But the assurance of availability is very

much a security issue. Long-term Denial of Service (DoS) attacks can severely

hinder a networks ability to continue. In fact, DoS is often a successful tactic

of network services warfare. Moreover, the processes required to prevent or

mitigate the effects of loss of availability are very much within the realm of

security methodology, because the basic concept of availability assures that

authorized persons have uninterrupted access to the information in the system

at hand. The availability in a WMN can be compromised by following ways.

• Confidentiality/Privacy: The concept of confidentiality is the assurance that

sensitive data is being accessed and viewed only by those who are authorized

to see it. Whether the data contains trade secrets for commercial business, se-

cret classified government information, or private medical or financial records,

confidentiality implies that data is protected from breaches from unauthorized

persons and the damage that would be done to the organization, person, and



2.6. Security Requirements 28

governmental body by such breaches. Though breaches to confidentiality are

not as well-publicized as denial-of-service (DoS) attacks (which are primarily

aimed at compromising availability), they can have serious implications to a

network services competitiveness, a missions success, and/or personal privacy

and safety. For confidentiality, authenticity needs to be implemented first. It

is pointless to attempt to protect the secrecy of a communication without first

ensuring that one is talking to the right principal.

• Integrity: The concept of integrity ensures that the contents of data or corre-

spondences are preserved intact through the transfer from sender to receiver.

Integrity embodies the guarantee that a message sent is the message received,

that is, it was not altered either intentionally or unintentionally during trans-

mission. Attack on Integrity is usually done in two ways: by the intentional

alteration of the data for vandalism or revenge or by the unintentional al-

teration of the data caused by operator input, computer system, or faulty

application errors.

• Anonymity: This means that user identity should remain anonymous through-

out the network while communicating with other nodes.

• Authentication: Authenticity enables a node to ensure the identity of the peer

node it is communicating with. Without authenticity, an adversary could

masquerade a node, thus gaining unauthorized access to resources and sen-

sitive information and interfering with the operation of other nodes. With

the implementation of the concepts such as ubiquitous system, the abundance

of networking nodes is reasonable. All these nodes should have an authentic

communication within the network. The usual authentication mechanisms in-

volve a centralized system which administers restriction on the basis of access

list or capability certificates.

• Authorization: It ensures that whether specific user is authorized to do specific

task or not.

• Availability: It ensures that the desired network services are available to au-

thorized users in case of denial of service attack.

• Accounting: It ensures the measurement process for resources used by the user

for billing information.
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2.7 Existing Secure Routing Protocols

To address security concerns, several secure routing protocols have been proposed:

Secure Efficient Distance Vector Routing (SEAD) [36], Ariadne [38], Authenticated

Routing for Ad hoc Networks (ARAN) [26], Secure Ad hoc On-Demand Distance

Vector Routing (SAODV) [74], Security Aware Routing (SAR) [62]. We have dis-

cussed ARAN, SAODV and SAR protocols in detail because these are also based

on AODV protocol same like proposed protocol presented in chapter 4.

2.7.1 ARAN

Authenticated Routing for Ad hoc Networks (ARAN) routing protocol is based on

Cryptographic Certificates and relies on a central trusted Certification Server (T).

Every node entering into the network has to get a certificate signed by T. The

certificate contains the IP address of the node, its public key, and time stamp when

the certificate was issued and when it will expires.

ARAN protocol in its route discovery sends a Route Discovery Packet (RDP)

to its neighbour nodes. RDP includes destination IP (d), Source certificate Cert(s),

nonce N(s) which is a time stamp for the packet life and the current time ‘t’. And the

whole packet is signed by source’s private key K(s). [RDP ; IP (d); Cert(s); N(s), t]K(s)

The IP address of source is contained in its certificate Cert(s). Upon receiving the

RDP the neighbor node check the authenticity of the RDP by checking its certifi-

cate. If IP(d) matches with it own IP it replies with a REP packet to the source. If

not, let ‘m’ be the mediating node then it sends the RDP to its next neighbors by

signing it with its private key.

[[RDP ; IP (d); Cert(s); N(s), t]K(s)]K(m); Cert(m).

Let ‘n’ be the next neighbour node to ‘m’ the broadcast Request will look as

follows:

[[RDP ; IP (d); Cert(s); N(s), t]K(s)]K(n); Cert(n)

In this process ‘n’ after verifying the certificate of ’m’ before sending RREQ it re-

moves ’m’s signature and certificate. The Destination node up on receiving the

RREQ it responds with a RREP containing a reverse path derived from the RREQ.

The flow will be as follows.

[REP ; IP (s); Cert(s); N(s), t]K(d)
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[[REP ; IP (s); Cert(s); N(s), t]K(d)]K(n); Cert(n)

[[REP ; IP (s); Cert(s); N(s), t]K(d)]K(m); Cert(m)

2.7.2 SAODV

Secure Ad Hoc On Demand Distance Vector protocol in its implementation assumes

that there is already a central key management system through which every node

can obtain public keys. Digital signatures are used to authenticate the fields of the

message and hash chains to secure the hop count information. SAODV uses hash

chains to authenticate RREQ and RREP flows between neighbor nodes in the route

discovery process. A hash chain is formed with a one-way hash function and random

seed. Every time a node originates a RREQ or a RREP message, the maximum hop

count field is set to the max time to live. The top hash value is calculated using

the hash function ‘h and the random seed to it. Every time RREQ or RREP are

received by a node it verifies the hop count, [h (max hop) - hop count time] to check

it with the value contained in the top hash value. The intermediate node, after the

verification of its integrity and authentication, prepares a RREQ or RREP if it’s

the destination node. The node applies the hash function to the hash value in the

signature extension to account for the new hop. The hash function field indicates

which hash function has to be used to compute the hash. When a node first receives

a RREQ, it first verifies the signature before creating or updating a reverse route

to that host. When the RREQ reaches the destination node, RREP will be sent

with a RREP signature extension. When a node receives a RREP, it first verifies

the signature before creating or updating a route to that host. Only if the signature

is verified, it will store the route with the signature of the RREP and the lifetime.

2.7.3 SAR

SAR is also incorporated security mechanism over AODV. SAR uses security as on

of the Key Metrics in its route discovery and maintenance. The framework and

attributes of the security metrics use different levels of security for different level of

applications. Each node in the network is associated with a level of trust metric,

based on which route will be followed according the security requirements of the

application. Let us consider the example shown in Figure 2.11.



2.7. Existing Secure Routing Protocols 31

Figure 2.11: Security Aware Routing Protocol

Let us consider that node1 in the network wants to find a route to the node 10.

There are two possible ways in the network to establish a route between node 1 and

node 10.

Path1: 1-5-6-11-10 and Path2: 1-2-3-8-10.

In the network let us assume that the security metrics of the nodes 2,3 and 8 are less

than 5,6 and 11 and they are part of a private network. So based on the security

metrics, the SAR protocol chooses the path: 1-5-6-11-10 for routing between node

1 and node 10.

SAR is implemented on the working principle of AODV. In AODV, as earlier

explained, in the path discovery phase the source node floods the network with Route

Request packet (RREQ). When implemented with SAR, a certain level of security is

incorporated into the packet forwarding mechanism. Each packet is associated with

a security level and each intermediate node also associated with a security level.

Each node can process the RREQ only if they meet the security level of RREQ or

higher.
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Each of the nodes with a common security level share a common key them.

Hence a hierarchical level of security can be maintained. SAR is a trust based

security framework. It can be implemented in any basic Ad hoc routing protocol.

AODV is widely implemented in current day Ad hoc applications. SAR is mainly

implemented over AODV.

2.8 Evaluation of Existing Secure Routing Proto-

cols

In this section, we have presented the evaluation of existing secure routing protocols,

implemented over AODV. This evaluation is carried out on the basis of security

requirements.

2.8.1 ARAN

ARAN uses public key cryptography and a central certification authority server for

node authentication and neighbour node authentication in route discovery.

Denial-of-service attacks are possible with compromised nodes. Malicious nodes

cannot initiate an attack due to the neighbor node authentication through certifi-

cates. Participating nodes broadcast unnecessary route requests across the network.

An attacker can cause congestion in the network, there by compromising the func-

tionality of the network.

Spoofing attacks are prevented by ARAN through node level signatures. Each

packet in the network is signed by its private key before broadcasted to the next level

and checked for the authentication. So spoofing the identity of node is hampered

by ARAN.

Due to the strong cryptographic features of ARAN, malicious nodes cannot par-

ticipate in any type of attack patterns. Only compromised nodes can participate in

any attack pattern.

Tunneling attacks are possible in ARAN. Two compromised neighbor nodes can

collaborate to falsely represent the length of available paths by encapsulating and

tunneling the routing message between them. Wormhole attack is also possible

through two compromised nodes. Table overflow, blackhole attacks are impossible

due to node level authentication with signatures.
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2.8.2 SAODV

SADOV uses a central key management in its routing topology. Digital signatures

are used to authenticate at node level and hash chain is used to prevent the altering

of node counts.

Tunneling attacks are possible through two compromised nodes. Warmhole at-

tacks are always possible with compromised nodes in any ad hoc network topology.

The use of sequence numbers could prevent most of the possible reply attacks.

2.8.3 SAR

SAR was developed using a trust-based framework. Each node in the network is

assigned with a trust level. So the attacks on this framework can be analyzed based

on trust level and message integrity. As show below the author [Seung, Prasad,

Robin] evaluated the security of SAR in terms of trust level and message integrity.

Trust Level: SAR routing mechanism is based on the behavior associated with

the trust level of a user. It is a binding between the identity of the user and the

associated trust level. To follow the trust-based hierarchy, cryptographic techniques

like: encryption, public key certificates and shared secrets are employed.

Message integrity: The compromised nodes can utilize the information flow in

between nodes and reading of packets to launch attacks. It results in corruption of

information, confidentiality of the information, and in denial of network services.

2.9 Summary

Wireless mesh networks have been extensively studied in the literature since its

evolution. Due to development of wireless equipment and advancements in wireless

communication during the last decade, WMNs attracted various commercial and

defense applications. Nevertheless, it also increased the responsibility of researchers

to provide efficient solutions for the implantation of WMN applications.

Because of highly dynamic nature, shared open medium and infrastructureless

network, the major issues in implementation of WMNs are routing (how to find

peer nodes and establish links) and security. A lot of routing protocols have been

proposed since the inception of WMNs. Among these proposals, AODV and DSR

stand out above the rest, becoming the two most popular targets of the research

community, as well as any adversaries. Attacks disrupt the normal routing process
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by taking advantage of the unsecured communication channel, which presents great

threats in the popularisation of WMNs.

The important point is to identify the security problems/threats because without

the knowledge of problems/threats, it is impossible to rectify the problems. How-

ever, after detailed study of WMNs, we are now able to identify the basic security

requirements for WMNs, including: availability, authentication, anonymity, data

confidentiality, message integrity and non-repudiation.

In this thesis, we will propose secure routing protocols which cover these security

issues for WMNs.



Chapter 3

Cryptography Basics

3.1 Introduction

With the advancement in network (wired/wireless) technologies and Internet, our

world become a global village in the terms of communication. However, while using

the Internet, along with the convenience and speed of access to information come

new risks. Among them are the risks that valuable information will be lost, stolen,

corrupted, or misused and that the computer systems will be corrupted. If informa-

tion is recorded electronically and is available on networked computers, it is more

vulnerable than if the same information is printed on paper and locked in a file

cabinet. Intruders do not need to enter an office or home, and may not even be in

the same country. They can steal or tamper with information without touching a

piece of paper or a photocopier. They can create new electronic files, run their own

programs, and even hide all evidence of their unauthorised activity.

The basic security concepts important to information/users on the Internet are

confidentiality, authentication, authorization, integrity, availability, and nonrepudi-

ation. To implement these security concepts for the users on the Internet, cryptology

is very important like encryption provides confidentiality of messages, digital sig-

natures provide authentication, authorization and integrity of messages as well as

users.

In this Chapter, we discuss cryptography primitives that will be used through-

out this thesis that include symmetric and asymmetric keys cryptography, Diffie-

Hellman key exchange protocol, digital signatures, Nyberg-Rueppel digital signature

scheme, blind signatures and blind Nyberg-Rueppel digital signature scheme.

35
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3.2 Cryptography

Cryptography is the science of encrypting and decrypting information. In a typical

situation where cryptography is used, two parties (X and Y) communicate over

an insecure channel. X and Y want to ensure that their communication remains

incomprehensible by anyone who might be listening. Furthermore, because X and

Y are in remote locations, X must be sure that the information he receives from Y

has not been modified by anyone during transmission. In addition, he must be sure

that the information really does originate from Y and not someone impersonating

Y. Cryptography is used to achieve the following goals [67]:

• Confidentiality. Confidentiality used to ensure data privacy and is usually

achieved using encryption. Symmetric encryption algorithms use the same

key for encryption and decryption, while asymmetric algorithms use a pub-

lic/private key pair.

• Data Integrity. Integrity is usually provided by message authentication

codes or hashes. Hash values are used to verify the integrity of data sent

through insecure channels. The hash value of received data is compared to the

hash value of the data as it was sent to determine whether the data is altered

or not.

• Authentication. To assure that data originates from a particular party.

Digital certificates are used to provide authentication. Digital signatures are

usually applied to hash values as these are significantly smaller than the source

data that they represent.

There are two main types of cryptography, which are:

1. Secret or Symmetric Key Cryptography

2. Public or Asymmetric Key Cryptography

3.2.1 Secret or Symmetric Key Cryptography

In secret key cryptography, a single key is used for both encryption and decryption.

As shown in Figure 3.1, the sender uses the key (or some set of rules) to encrypt the

plaintext and sends the ciphertext to the receiver. The receiver applies the same key

(or ruleset) to decrypt the message and recover the plaintext. Because a single key is
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used for both functions, secret key cryptography is also called symmetric encryption.

With this form of cryptography, it is obvious that the key must be known to both

the sender and the receiver; that, in fact, is the secret. The biggest difficulty with

this approach, of course, is the distribution of the key.

Figure 3.1: Secret or Symmetric Key Cryptography

3.2.2 Public or Asymmetric Key Cryptography

Public or asymmetric key cryptography involves the use of key pairs which includes

private key and public key. Both keys are required to encrypt and decrypt a message.

The private key means secret key only known by the owner, not to be confused with

the key used in private key cryptography. It is not to be shared with anyone. The

owner of the key is responsible for securing it in such a manner that it will not be

lost or compromised.

On the other hand, the public key is public and known by everyone in the

network. Public key cryptography intends for public keys to be accessible to all

users and its owner’s responsibility to distribute its correct public key among the

users. In fact, this is what makes the system strong. If a person can access anyone

public key easily, usually via some form of directory service, then the two parties

can communicate securely and with little effort, i.e. without a prior key distribution

arrangement. Figure 3.2 describes the Public Key Cryptography.

As shown in Figure 3.2, sender encrypts the message with the public key of

receiver and then forwards that encrypted message to the receiver over the network.

Now on receiving that encrypted data, only receiver can decrypt it with the help of

its corresponding secret key. No other user can decrypt that message, until, unless,

has the knowledge about the secret key receiver.
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Figure 3.2: Public or Asymmetric Key Cryptography

3.3 Diffie-Hellman Key Exchange Protocol

Prevention of data from the unauthorised extraction during the communication pro-

cess over an insecure channel is known as data privacy [28]. In order to ensure data

privacy, cryptography is used. However, it currently necessary for the communicat-

ing parties to share a key which is known to no one else. This is done by sending the

key in advance over some secure channel such a private courier or registered mail.

A private conversation between two people with no prior acquaintance is a com-

mon occurrence in business, however, and it is unrealistic to expect initial business

contacts to be postponed long enough for keys to be transmitted by some physical

means. The cost and delay imposed by this key distribution problem is a major

barrier to the transfer of business communications to large teleprocessing networks.

The other way is to exchange secret keys over the public network in a secure

manner without compromising the security of the system. Diffie along with Hell-

man is one of the discoverers of the public-key encryption system which provided a

mechanism to exchange secret keys over the insecure network [28, 27]. In public key

cryptosystem enciphering and deciphering are governed by distinct keys, E and D,

such that computing D from E is computationally infeasible (e.g., requiring 10100

instructions). The enciphering key can thus be publicly disclosed without compro-

mising the deciphering key D. Each user of the network can, therefore, place his

enciphering key in a public directory. This enables any user of the system to send a

message to any other user enciphered in such a way that only the intended receiver

is able to decipher it. As such, a public key cryptosystem is multiple access cipher.

A private conversation can therefore be held between any two individuals regardless

of whether they have ever communicated before. Each one sends messages to the

other enciphered in the receiver public enciphering key and deciphers the messages



3.3. Diffie-Hellman Key Exchange Protocol 39

he receives using his own secret deciphering key.

Diffie-Hellman algorithm is used to enable two users to exchange a shared key

securely over the network, which can be further use for encryption/decryption of

messages between them. This algorithm is limited to the secure exchange of secret

keys.

3.3.1 Algorithm

The effectiveness of Diffie-Hellman algorithm depends upon the difficulty of com-

puting discrete logarithms [70]. Diffie-Hellman algorithm is shown in detail in table

3.1.

Global Public Elements

q prime number
α α < q and α is a primitive root of q

User A Key Generation

Select XA XA < q
Calculate YA YA = αXA (mod q)

User B Key Generation

Select XB XB < q
Calculate YB YB = αXB (mod q)

Calculation of Secret Key by User A

K = (YB)XA (mod q)

Calculation of Secret Key by User B

K = (YA)XB (mod q)

Table 3.1: Diffie-Hellman Key Exchange Algorithm

In this algorithm, there are two global elements: a prime number q and an

integer α that is a primitive root of q. Now suppose two users A and B wish to

exchange a shared secret key over the network. User A first selects XA < q and

computes YA = αXA (mod q). XA and YA are private and public keys of user A. In

similar way, user B independently selects a random number XB < q and computes

YB = αXB (mod q). Now XB and YB are private and public keys of user B.

Each user keeps the private key (X) private from other users and makes the public

key (Y ) public to other users. User A computes the shared secret key as K = (YB)XA

(mod q), whereas, user B computes the shared secret key as K = (YA)XB (mod q).

These two calculations produce identical results:
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K = (YB)XA (mod q)

K = (αXB (mod q))XA (mod q)

K = (αXB)XA (mod q)

by the rules of modular arithmetic

K = αXBXA (mod q)

K = (αXA)XB (mod q)

K = (αXA (mod q))XB (mod q)

K = (YA)XB (mod q)

In the result of this protocol, two users have exchanged a secret shared key over

the network securely. Moreover, XA and XB are private to corresponding users. An

adversary has no information about these private keys of users, whereas, adversary

can has only knowledge of q, α, YA and YB. Thus, the adversary is forced to take a

discrete logarithm to determine the key.

3.4 Digital Signatures

Authentication of a documents or data messages shared between users over the

network is very important because of security risks. Authentication is also required

in handwritten documents and signatures are being used for that purpose. A digital

signature is an authentication mechanism that enables the creator of a message to

attach a code that acts as a signature. The signature is formed by taking the hash of

the message and encrypting the message with the creator’s private key. The digital

signature guarantees the source and integrity of the message over the network [70].

3.4.1 General Scheme

Assume that there are two users: Alice (A) and Bob (B). Each of them holds

a public and secret key pair. (PKA, SKA) and (PKB, SKB) are the public and

secret keys of Alice and Bob respectively. To sign a message m, Alice launches the

signing algorithm Sign along with her secret key SKA to generate a signature S

over the message. Alice then publishes the signature as well as her public key PKA.

When Bob receives the signature and Alice’s public key, he will be able to verify

if the signature is generated by Alice using the verification algorithm Verify. If the
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signature is authentic, Alice’s public key will make the verification equation hold.

Figure 3.3 shows the detailed procedure of digital signature.

Figure 3.3: General Digital Signature Scheme

In 1988, digital signature scheme was presented in [34] and components of digital

signature scheme are defined as:

• A security parameter K, which is chosen by the user when he creates his

public and secret keys. This parameter determines a number of quantities,

such as the length of signatures, length of signable messages, running time of

the signing algorithm, overall security, etc.

• A message space M which is the set of messages to which the signature algo-

rithm may be applied. The messages can be regarded as binary strings, i.e.

M ⊆ 0, 1+. The length of messages to be signed is bounded by kc for some

constant c > 0.

• A signature bound B which is an integer bounding the total number of sig-

natures that can be produced with an instance of the signature scheme. This

value is typically bounded above by a low-degree polynomial in k, but may be

infinite.

• A key generation algorithm G which on input 1k (i.e. k in unary) by any

user A, generates a pair (PKA, SKA) of matching public and secret keys in

polynomial time.

• A signature algorithm σ which produces a signature σ(M, SA) for a message

M using the secret key SA.
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• A verification algorithm V which tests whether S is a valid signature for mes-

sage M using the public key PA.

In a nutshell, we can say that key generation and signing algorithms are proba-

bilistic, whereas verification algorithm is deterministic in case of digital signatures.

3.4.2 Security Requirements for Digital Signature Schemes

According to [34], the concept of security for a digital signature scheme is called

existential unforgeability under a chosen message attack(EF-CMA). Assume the

existence of a polynomial time adversary A and a challenger, who cooperate to

perform the following game:

1. The challenger runs the key generation algorithm to generate the public-private

key pair (PK, SK). It sends PK to the adversary and keeps SK as secret.

2. The adversary A produces a message m under PK and submits it to the chal-

lenger. The challenger responds the query with a signature σ = Sign(m, SK).

A can request at most qS messages of his choice under PK, where m1, ...,mqS

ε 0, 1∗.

3. Eventually, A produces a pair (m∗, σ∗). The adversary wins if σ∗ is a valid

signature of m∗ according to the verification algorithm, and m∗ is not queried

during the signature query phase.

Definition: An adversary A(t, qS, ε) breaks a signature scheme, if A runs in time

at most t, makes at most qS signature queries, and the advantage that A wins the

game is at least ε. A digital signature scheme is A(t, qS, ε)-existentially unforgeable

under a chosen message attack if no adversary A(t, qS, ε) breaks it.

Figure 3.4: Verification of Digital Signature
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3.5 Nyberg-Rueppel Signature Scheme

In 1993, Nyberg and Rueppel proposed a digital signature scheme in [55] and system

parameters involved in this scheme are the same as in some other schemes. The

system parameters consist of:

• a prime p

• a prime factor q of p− 1

• an element g ∈ Z∗
p of order q

• Signer’s private key is a random element x ∈ Zq

• Signer’s public key is y = gx (mod p)

To sign a message m ∈ Zp, the signer selects k ∈ Zq at random and computes r

and s as follows:

• r = mgk (mod p)

• s = xr + k (mod q)

The pair (r, s) is the signature of the message m. To verify the validity of a

signature, one checks that the following equality holds:

• m = g−syrr (mod p)

As this scheme provides message recovery, the signature need not to be accom-

panied by the message m.

3.6 Blind Signatures

A blind signature scheme is a protocol which allows a user to obtain a valid signature

for a message ’m’ from a signer without knowing the contents of message or its

signature. Later on, if signer checks message m and its signature, can verify that

the signature is genuine, but signer is unable to link the message-signature pair to

the particular instance of the signing protocol which has led to this pair [17].

The concept of a blind signature was introduced by David Chaum in [20]. Blind

signature scheme is considered to provide secure electronic payment systems along



3.6. Blind Signatures 44

with customers’ privacy (e.g. [14, 21, 30, 57]) as well as for protecting users’

anonymity in different protocol scenarios (e.g. secure voting protocols [68]).

The basic concept behind the blind signature is to hide the identity of user in

such a way that signature and message can be verified but user identity should

remain anonymous. According to [17], the the blindness for a signature scheme is

defined as: Let V denote user’s complete view of an execution of the protocol, i.e.

his random coin tosses and all exchanged values; and let (m, sig(m)) denote the

message-signature pair generated in that particular execution.

Definition: A signature scheme is called blind if user’s view V and the message-

signature pair (m, sig(m)) are statistically independent.

3.6.1 Functions

Blind signature systems combines the features of true two key digital signature

systems with commutative style public key systems in a special way. The main

three functions [21] used in building the blind signature cryptosystem are as under:

• A signing function s′ known only to the signer and the corresponding publically

known inverse s, such that s(s′(x)) = x and s provide no clue about s′.

• A commuting function c and its inverse c′, both known only to the provider,

such that c′(s′(c(x))) = s′(x) where, c(x) and s′ provide no clue about x.

• A redundancy checking predicate r, that checks for sufficient redundancy to

make search for valid signatures impractical.

3.6.2 Protocol

In blind signature protocol, two main parties are involved, one is the “signer” and

other is “receiver or user”. The user only needs to know the public key, while the

signer needs to know both the public and private keys. Steps involved in generation

of blind signatures are as under:

1. Firstly user needs to choose x at random such that r(x), then user forms c(x)

and sends c(x) to signer.

2. Signer signs received c(x) by applying s′ and returns back signed data s′(c(x))

to user.
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3. After receiving signed data s′(c(x)) from signer, user strips it by application

c′, yielding c′(s′(c(x))) = s′(x). Now s′(x) is the blind signature for the user.

4. Any other user, who has knowledge about the public key of signer can check

and verify the signature s′(x) by applying r(s(s′(x))).

3.6.3 Properties

Following security properties are provided by the blind signature system comprising

the functions and protocols discussed in above sections:

1. Signature verification. Any user who has knowledge about public key of

signer can check and verify that the signature s′(x) was formed using signer’s

private key and are valid.

2. Blindness of signature. It is clearly shown above that signer does not

know anything about the correspondence between the elements of the set of

stripped signed data s′(xi) and the elements of the set of unstripped signed

data s′(c(xi)).

3. Conversion of signatures. User can create at most one stripped signature

from signed data for each message signed by signer. (i.e. even with s′(c(x1))

... s′(c(xn)) and choice of c, c′ and xi, it is impractical to produce s′(y), such

that r(y) and y 6= xi).

3.7 Blinding the Nyberg-Rueppel Digital Signa-

ture

In 1994, Camenisch, Piveteau and Stadler proposed blind Nyberg-Rueppel digital

signature scheme in [17] and to obtain a blind Nyberg-Rueppel digital signature on

a message m from the signer, the verifier needs to get a pair (r, s) in the form:

• r = mgk (mod p)

• s = xr + k (mod q)

But the important thing is that signer does not learn anything about either r or

s. To achieve this, following process can be used:
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1. The signer selects k̃ ∈ Zq, computes r̃ = gk̃ (mod p), and sends r̃ to the

verifier.

2. The verifier selects α, β ∈ Zq, computes r = mgαr̃β (mod p), m̃ = rβ−1 and

sends m̃ to the signer.

3. Then signer computes s̃ = m̃x + k̃ and forwards s̃ to the verifier.

4. The verifier computes s = s̃β + α (mod q).

The pair (r, s) is then a blind signature of the signer on message m. The validity

of the signature (r, s) for message m is done by verifying

g−syrr = mg−s̃β+xr+k̃β+α = mg−m̃xβ−k̃β+xr+k̃β = m (mod p)

Furthermore, as α and β are randomly chosen, the signer does not learn anything

about (r, s). For a given signature (r, s), there exists an unique pair of α and β.

Thus for each signature from the signer, the verifier can generate only one blind

signature.

3.8 Summary

Cryptography plays very important role in today’s world of networking either its

wired or wireless. Security is the main concern in today’s networking especially in

wireless because of open wireless medium and dynamic nature of network. Cryp-

tography is being used to provide security features in the field of networking.

In this thesis, we have discussed cryptography in detail including public, secret

keys cryptography, different types of digital signature schemes. Encryption and de-

cryption are used to provide data confidentiality/privacy and data integrity, whereas

digital signatures are used to provide authentication, anonymity in terms of users

and data as well.

Different type of digital signature provide different levels of security as discussed

in literature and it also depends upon the key length used to generate signatures.

But in the case of wireless networks, larger key sizes are not recommended be-

cause of memory, computation cost and power limitations. Therefore, key size and

cryptography algorithms selection should be done very intelligently so that network

performance can be enhanced along with providing sufficient security.
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We have used cryptography to provide security in our proposed protocols. We

used PKI and shared secret keys to implement data confidently, whereas, used digital

signature and certificates to provide authentication over the network. To implement

user anonymity in WMNs, we have used blind signature scheme along with Nyberg-

Rueppel digital signature.



Chapter 4

Ticket based Ad-Hoc On Demand
Distance Vector Protocol

4.1 Introduction

In this chapter, we address security issues related to data exchange, routing and

MAC layer (ARP in LAN based WMNs). We propose a cross-layer secure protocol

that cover secure routing, authentication, integrity, exchange of public keys and

ARP in one single step. This would facilitate the users to exchange parameters

during the routing session and these parameters would subsequently be used to

ensure confidentiality and integrity of data exchange. With the help of our proposed

protocol, network traffic can be reduced because there is no need to broadcast ARP

request for finding the MAC address of destination, since the MAC address is already

part of ticket which is received by source during the routing discovery process and

this ticket is also trusted because it is signed by AS.

All the routing algorithms available for WMNs work on the basis of IP addresses

and routing tables contain IP addresses of hosts [65]. For instance in Layer 3, for

obtaining the address of the destination, the node first looks up the routing table for

the destination and next hop IP addresses. Then, the node sends an ARP ([45], [72])

request to get the MAC address for the destination and then once it has the MAC

address it sends the frame to the next hop which follows the same procedure again.

Therefore, in general, ARP is employed to achieve the corresponding MAC address

of the target IP address. If the destination’s IP address belongs to the same subnet

of a source node, an ARP request initiated by the source node will be disseminated

within the entire subnet. After receiving the request, the destination sends back

an ARP reply to the source node with its own MAC address, and hence the source

can know the destination’s MAC address. The IEEE 802.11s [18] group’s current

proposal does not mention anything about the ARP mechanism. This is because

48
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ARP runs in the upper layer of the 802 standard and hence they have not covered

it in their draft [45].

However, it is important to note that, in the IEEE 802.11s [18] based mesh net-

works, ARP requests will be broadcasted within the entire WDS (Wireless Distri-

bution System) according to the basic ARP mechanism similar to other wired LAN

networks, resulting in the well-known broadcast storm problem [54]. In wireless net-

works, the broadcast storm caused by flooding consumes a lot of network bandwidth

and significantly degrades the network performance. We believe that ARP requests

will be repeatedly issued unless the destination MAC address is known, thus it might

occur the broadcast storm and reduce the network performance. Moreover, in such

a WLAN based mesh networks, ARP reply packets against the ARP request need

to be delivered to the source in a multi-hop fashion. If a path to the source is un-

known, this will require the destination node to issue an on-demand route request

packet (RREQ) that would be flooded again to the whole network in the worst case.

We have also rectified this problem in our solution, which is discussed in proposed

solution section.

4.2 Protocol Design

Our proposed ticket-based security protocol for WMNs that is based upon the AODV

[59] protocol. Our proposed protocol Ticket based AODV (TADOV) [63]is a cross

layer protocol which works at network layer but it also provides security for data

exchange and avoid transfer of ARP messages for finding MAC addresses of source

and destination. Our proposed protocol can be used for different WMNs applications

which require secure communication as discussed in Chapter 2.

In our protocol, there are four main participating entities i) Certification Author-

ity, ii) Authentication Server, iii) Mesh Routers and iv) Mesh Client. Each entity is

responsible for different functions which are as under:

• Certification Authority (CA): Certification authority is responsible for issu-

ing of certificates to interested clients/users after getting required information

which includes user details, MAC Address of client (MAP/MC), Public key of

client (MAP/MC). These certificates are digitally signed by CA and used by

clients/users to get ticket from AS. All the entities have trust on CA and can

validate CA’s signature. All this process is an offline process and CA is not
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actively participating in the network.

• Authentication Server (AS): Authentication Server is responsible for assigning

IP addresses to clients, issuing tickets to clients. Issuance of tickets by AS

depends upon the successful verification of certificate provided by mesh client.

• Mesh Routers/Mesh Access Point (MAP): MRs/MAPs are under adminis-

trative control of AS and responsible to provide network service to specific

area. An AS which has multiple domains has multiple MAP, one per domain.

A MAP that provides Internet connectivity to mesh clients is called mesh

gateway router. These MRs/MAPs are responsible to provide communication

throughout the network.

• Mesh Client (MC): MCs are the main users of the network. They want to par-

ticipate in the routing or want to have wireless Internet connectivity through

MAP.

Figure 4.1 below depicts the scenario considered for our protocol, where MCs,

MAPs and AS are available.

Figure 4.1: Wireless Mesh Network with Authentication Server
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4.2.1 Notations

Notations used in our protocol are as under:

• AS : Authentication Server

• CA : Certification Authority

• MAP : Mesh Access Point

• MC : Mesh Client

• KASM : Shared secret key between AS and MAP

• KASMC : Shared secret key between AS and MC

• KMM : Shared secret key between MAP and MAP

• KMMC : Shared secret key between MAP and Mesh Client

• Cert : MAP/Client Certificate

• TicketM : MAP’s Ticket

• TicketMC : MC’s Ticket

• PKM/C : Public Key of MAP/Client

• PKAS : Public Key of AS

• SKMC : Secret/Private Key of MC

• ()SKMC : Message digitally signed by MC

• [Data]KMCMC : Encrypted data with shared key between two MCs

4.2.2 Setup

We assume that there is a trusted CA which is responsible for issuing certificates

to new users (Mesh Access Points/Mesh Clients). Steps involved in issuance of

certificate to new clients from CA are as under:

1. NewMC → CA : RequestMessage

2. CA→ NewMC : PKAS, instructions
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3. NewMC → CA : PKMC , UserInformation

4. CA→ NewMC : CertMC

In step 1, New MAP/Client sends request message for joining the WMN.

In reply, CA sends public key of AS and necessary instructions including infor-

mation about cryptography group, how to generate public/private keys and shared

key generation mechanism, as shown in step 2 above.

After generation of public/private keys, new MC forwards its public key (PKMC)

and other information including user name/ID, its MAC address to CA, as shown

in step 3.

After getting information from new MC, CA generates a certificate including all

the required information and digitally sign it with its private key. Then forwards

that certificate to new MAP/client.

It is assumed that a trust relationship exists between CA and AS (Authentication

Server) available in the WMN. All this process is offline processes to be happened

before joining the actual network. The structure of the certificate issued by CA is

as under:

Type (0 for Client / 1 for
MAP)
MAC Address
PKAS

PKM/C

Issue Time
Expiration Time
Signature (CA)

Table 4.1: Certificate

4.2.3 Proposed Run

In our protocol, AS is very important entity because it is responsible for initial

authentication on the basis of certificate provided by new client (MC/MAP). After

successful verification, AS creates ticket for new client and also assigns IP address

to new client. Then AS forwards that ticket to new client wishes to join WMN.

According to the entities involved in the network, two different scenarios need

to be considered:
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1. When new MAP joins network

2. When new MC joins network

We have discussed each of the above scenario in detail in later sections because

there are different requirements in both the scenarios.

4.2.4 In Case of New MAP

In this section, we have discussed the mechanism of new MAP. Whenever a new

MAP wants to join an existing WMN, it needs to send its certificate issued by CA

to AS. After getting the certificate of a new MAP, AS first needs to verify it with

the help of public key of CA and after successful verification of certificate, AS issues

a ticket to it. Steps involved in this process are as under:

1. NewMAP → AS : CertM

Where CertM = (Type, MAC, PKAS, PKM , IssueT ime, ExpirationT ime)SKCA

2. AS → NewMAP : [TicketM ] KASM

In step 1, new MAP forwards its certificate issued and signed by CA to AS.

After successful verification of certificate, AS generates shared secret key for new

MAP and AS (KASM) on the basis of public key of MAP and its secret key by using

Fixed Diffie-Hellman key exchange protocol. Then, AS assigns IP address to new

MAP and generates a ticket for new MAP with required info (MAP ID, IP and

MAC address, PK, issue time, expiration time etc.) and signs it with its private

key. Then, after signing, AS encrypts that ticket with the shared secret key and

then forwards this encrypted ticket to new MAP as shown in step 2.

MAP ID
MAC Address
IP Address
PK
Issue Time
Expiration Time
Signature (AS)

Table 4.2: Ticket
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After receiving an encrypted ticket, new MAP first generates a shared secret

key on the basis of AS’s public key and its secret key (as AS generated) and then

decrypts the ticket. For future communication (route discovery request/reply) MAP

uses this ticket.

4.2.5 In Case of New MC

Whenever a new MC wants to join existing WMN, it just needs to send its certificate

to nearby MAP. Then, that MAP forwards that certificate along with its ticket to

AS. After receiving data from MAP, AS first verifies the certificate with the public

key of CA.

On successful verification, AS generates a shared secret key for new MC and AS

on the basis of public key of MC and its secret key by using Fixed Diffie-Hellman

key exchange protocol. AS also assigns IP address to new MC and generates ticket

for it. AS then sends back this ticket after encrypting it with shared key between

AS and new MC through corresponding MAP. Steps involved in this process are as

under:

1. NewMC →MAP : CertC

Where CertC = (Type, MAC, PKAS, PKMC , IssueT ime, ExpirationT ime)SKCA

2. MAP → AS : [CertC ] KASM , T icketM

3. AS →MAP : [TicketMC ] KASMC

whereT icketMC : (ID,MAC, IP, PKMC , IssueT ime, ExpirationT ime)SKAS

4. MAP → NewMC : [TicketMC ] KASMC , T icketM

As shown above in step 1, new MC forwards its certificate to nearby MAP.

Then, MAP forwards client’s certificate for verification to AS after encrypting it

with the shared secret key between MAP and AS (KASM) along with its ticket as

shown in step 2.

AS first verifies the MAP’s ticket and then decrypts the data with the shared

secret key between AS and MAP (KASM). Then AS verifies the certificate of MC

and on successful verification, AS generates a shared secret key for new MC (on the

basis of new MC’s public key and its secret key by using Fixed Diffie-Hellman key

exchange protocol) and ticket for new MC.



4.2. Protocol Design 55

DHCP [29] is also running on AS, therefore AS also assigns IP address to new

MC and then forwards to sender (MAP) after encryption using shared secret key

between AS and new MC as mentioned in step 3.

In step 4, MAP then forwards this encrypted ticket to new MC along with its

ticket for authentication. After receiving encrypted ticket, client first verifies the

ticket of MAP with the help of public key of AS. On successful verification, client

first generates a shared secret key (as AS generated) using its secret and public

key of AS. Then decrypts its ticket which is used by MC for future communication

(route request/reply).

The first phase of our protocol is completed by getting ticket and establishment

of shared secret keys between AS and MC. The second phase is the secure commu-

nication including routing and data transfer between different clients with the help

of MAPs, which is discussed in detail in next section.

4.2.6 Communication Between Different MCs

Communication among different clients is dependent on the routing, means selection

of the best path for transfer of data from one client to other client over the network.

Routing information is stored in routing tables and is routing protocols are used to

establish/find new routes between the clients. If a MC (source) wants to send data

to any other MC (destination) in the network and source doesn’t has route entry

in its routing table for destination, so in that case source needs to first find route

between them.

We use the AODV protocol for route discovery with slight changes like the first

thing is RREQ message is digitally signed (same like ARAN [26] and SAODV [74])

by the source and only destination can send back reply message after verification

of signature whereas the intermediate nodes only verify signature. On successful

verification, intermediate nodes create or update reverse route to the source and

then forward that request to next node after attaching their tickets.

For the verification process, intermediate nodes and the destination can get pub-

lic key of source from its ticket attached with that RREQ message. Secondly, with

every RREQ and RREP messages, ticket of source (in case of RREQ) and ticket of

destination (in case of RREP) must be attached.

To discuss the working of our ticket based protocol, we assumed that MC1 is
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source and MC5 is destination as shown in Figure 4.2. MC2 and MC3 are interme-

diate nodes.

T1 is ticket belongs to MC1, T2 belongs to MC2 and so on.

Figure 4.2: Communication Process in Wireless Mesh Network

1. MC1 → ∗ : (RREQ, D, TS)SKMC1, T1

2. MC2 → ∗ : (RREQ, D, TS)SKMC1, T1, T2

3. MC3 → ∗ : (RREQ, D, TS)SKMC1, T1, T3

4. MC5 →MC3 : (RREP, S, TS)SKMC5, T5

5. MC3 →MC2 : (RREP, S, TS)SKMC5, T5, T3

6. MC2 →MC1 : (RREP, S, TS)SKMC5, T5, T2

7. MC1 →MC5 : [Data] KMC1MC5, T1

8. MC5 →MC1 : [Data] KMC1MC5, T5
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Therefore, source (MC1) generates signed RREQ message that includes destina-

tion (MC5) IP address and timestamp (TS) for freshness of message, attaches its

ticket and broadcast it for route discovery as shown in step 1.

Intermediate node (MC2) first verify the ticket attached with RREQ and then

verify the actual signed RREQ message with the help of public key of sender from

its ticket. On successful verification, it creates or update reverse route to source and

then attach its ticket with it and rebroadcast the RREQ packet as shown in step 2,

until it reaches the destination.

Another intermediate node (MC3) receives this request and first verifies the

ticket of intermediate node (in this case MC2) and on successful verification remove

ticket of intermediate node and then creates or update reverse route to last node

and attaches its ticket with it and rebroadcast the RREQ packet as shown in step

3, until it reaches the destination.

On receipt of RREQ, destination will first verify ticket of last node and then

verify the signed RREQ message. After successful verification, destination (MC5)

will get public key of source for generation of a shared secret key for future secure

data exchange. Then, destination will forward digitally singed RREP message which

includes IP address of source (MC1) and time stamp (TS) along with its ticket back

to last node.

In steps 5 and 6, intermediate nodes (MC3andMC2), after verification of RREP

message, they will update their routing table accordingly and then forward that

message to source.

Upon receipt of signed RREP message and ticket (T5) from destination (MC5),

source (MC1) will get public key of destination and routing information as well.

Now, the source will generate shared secret key by using its secret key and public

key of destination. Then, the source will decrypt data with that shared secret key

to be sent to destination. On receipt of encrypted data, the destination will also

generate the shared secret key using its secret key and public key of source and will

decrypt the data. Now both source and destination have the shared secret key and

for future secure communication, they will use this key (as shown in step 7 and 8

above).

With the help of these tickets used with RREQ and RREP messages, we have

secure routing and also in one single step public keys of source and destination have

also been exchanged and we also achieved authentication and integrity of routing

messages. If a MC (source) wants to send data to any other MC (destination) in



4.3. Security Analysis 58

the network and source knows the routing information (route between them) which

means that they already have exchanged their tickets and now they can generate

shared secret key and can have secure communication.

In this protocol, source and destination need to generate shared secret key for the

first time only and as they are using symmetric keys for encryption and decryption

so they require less computation as compared to in case of asymmetric keys. In our

protocol, if the ticket of source is not verified at any point, then intermediate nodes

involved in multi-hop routing just discard that message and will not forward that

message to destination. By doing this, network traffic can be reduced by discarding

unauthorized messages or clients.

4.2.7 Address Resolution Protocol Security

In our protocol, tickets comprised IP and MAC addresses of a node along with

other values. So there is no need to broadcast ARPRequest message to find out the

MAC address of destination because during route finding process source already got

the ticket of destination which includes its MAC address as well. And one thing

more, MAC address included in ticket is trustworthy because ticket is signed by AS.

So with the implementation of proposed protocol, users will be able to overcome

ARP security problems like ARP Poisoning, ARP Spoofing and Man-In-The-Middle

attacks, as discussed earlier, because there is no need to broadcast ARP messages

for address resolution from IP to MAC address mapping.

4.3 Security Analysis

Our proposed protocol TAODV is a cross-layer protocol, therefore it provides dif-

ferent security measures at different layers at the same time. Our protocol provides

following security features in WMNs:

• Confidentiality/Privacy/Authorization. With the help of symmetric cryptog-

raphy based upon shared secret key generated on the basis of PK and SK of

sender and receiver, which provides message confidentiality/privacy because

only sender and receiver know the shared secret key between them and for

every different pair they have different shared secret key.

• Authentication. with the help of tickets, sender and receiver can authenticate
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each other and also other nodes in the network because tickets are digitally

signed by the AS, so no other MC can generate its new ticket for any purposes.

• Reduced Network Traffic. Generally, in WMNs, there are different type of

broadcast messages involved in communication between users. First broad-

cast message is to get routing information between source and destination

which is generated by source. Exchange of public keys between users in secure

WMNs is also network load and require communication between users. An-

other important broadcast message is the mapping of IP address with concern

MAC address. Normally all these messages generate a lot of network traffic

which consumes network bandwidth as well as overload network traffic. But

proposed protocol (TAODV) reduces network traffic by combining all these

broadcast messages in one single message. There is no need of broadcasting

separate ARP messages (request/reply) for mapping of IP address to MAC ad-

dress for actual transfer of data from source to destination because during the

route discovery process the source already received destination’s ticket which

includes its MAC address as well. Therefore, this proposed protocol reduces

network traffic.

• Security against ARP attacks. As all these tickets are digitally signed by

AS and already authenticated so MAC address received from ticket is also

authenticated. Therefore, at the end, our WMN will be secured from the

broadcast storm problem [6], ARP attacks like MITM, ARP poisoning and

spoofing attacks [11].

• Low Computation Cost. According to this approach, there is no need to gener-

ate shared secret keys in the start or during initialization process. If two nodes

want to communicate with each other, then they need to generate shared se-

cret key (for the first time only) after that both can use the same key for the

rest of communication. If they do not need to communicate during their entire

life time, then they do not need to generate keys. Data encryption is based

upon symmetric-key methods, so there is less computation required in case of

encryption and decryption. Note that AS does not know the secret keys of any

nodes available in WMN, whereas only node itself knows its secret key. For an

authentication point of view, nodes only need to verify the signatures of AS

and comparison of ticket with sender’s MAC/IP address and if they are valid,
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then they will accept data or can forward it to some other node otherwise they

will just simply discard that messages.

• Routing Security. Malicious nodes cannot initiate DoS attacks due to the

neighbor node authentication through tickets. Spoofing attacks on routing are

also prevented in proposed protocol through node level attachment of ticket

and encryption. Due to the strong cryptographic features of proposed protocol

(TAODV), malicious nodes cannot participate in any type of attack patterns.

Only compromised nodes can participate in any attack pattern.

As discussed in chapter 2, ARAN and SAODV are also implemented on AODV

protocol same like in proposed protocol. But in proposed protocol (TAODV) only

source needs to sign the RREQ message and attach its ticket and all intermediate

nodes need to verify it and after verification they only need to attach its ticket rather

than signing it again, which is different from ARAN.

In TAODV, malicious nodes cannot initiate DoS attacks due to the neighbor node

authentication with the help of tickets. Spoofing attacks on routing are also pre-

vented in proposed protocol through node level attachment of ticket and encryption.

Due to the strong cryptographic features of proposed protocol (TAODV), malicious

nodes cannot participate in any type of attack patterns. Only compromised nodes

can participate in any attack pattern.

Another important feature is that proposed protocol is a cross-layer security

protocol which is concentrating in addressing security concerns related to data ex-

change, routing and MAC layer (Address Resolution Protocol in LAN based WMNs)

at the same time and it accumulate the routing, authentication, integrity, exchange

of public keys and ARP in a single step. Therefore, this solution provides facility to

the nodes to exchange parameters (public keys, MAC addresses) during the routing

session and these parameters would subsequently be used to ensure confidentiality

and integrity of data exchange.

4.4 Summary

The security deployment of WMN routing operations has been extensively discussed

in the literature. Different secure routing protocols have been proposed on the basis

of existing routing protocols like AODV and DSR. But, as mentioned earlier, due to

dynamic nature and open wireless medium, a cross-layer protocol is better suitable
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for providing secure routing and data transfer. The main reason to support cross-

layer protocol is its working nature, because cross-layer protocol carry out different

layers’ tasks in a single step, as covered in proposed protocol (TAODV). This results

in reducing the network traffic and rising the performance of network. Therefore, the

existing secure routing protocols are not working properly in the sense of achieving

security and efficiency.

In this chapter, we presented a cross-layer protocol which performs different steps

at a same time in a single step to reduce network traffic. Our protocol also provides

secure routing, data confidentiality/privacy, user authentication, authorization and

security against ARP attacks. Steps involved in our protocol are as under:

1. Getting certificate from CA

2. Getting ticket from SA

3. Route definition including generation of shared secret key and exchange of

MAC addresses in one single step

4. Secure communication with other users

Our proposed protocol has an advantage over the other protocols because of

cross-layer nature by performing route definition process, generation of shared secret

keys and exchange of IP/MAC addresses in one single step.
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Achieving User Anonymity in WMNs

5.1 Introduction

Wireless mesh networking is much better and efficient solution to provide wireless

Internet connectivity in a sizable geographical area [46], as compared to other solu-

tions. The major problem in using WMNs is to provide security to users. Because

of open wireless medium, mesh networks are vulnerable to anonymity, privacy and

other security attacks which we discussed in earlier Chapters. In this Chapter, first,

we will discuss anonymity and its importance in WMN and then we will propose a

protocol to achieve user anonymity in WMNs.

5.1.1 Anonymity and Its Importance

User authentication is very important for the security of communication systems

either wired or wireless but at the same time, user anonymity is also important and

needs to be implemented. In wired networks, anonymity is not much important as

compared to wireless networks because in wired networks, most of the time number

of users are fixed and normally network can be monitored easily, whereas, in case of

wireless networks, users are not fixed and they are dynamic in nature (users come

and join network for some time and leave afterward like in case of WMN providing

Internet service). Therefore, providing anonymity in wireless networks is important

as users may wish to hide the fact that “who is accessing what” on the Internet

from other users and also from gateway routers [69].

In a nutshell, important security requirements for a wireless network are confi-

dentiality over the wireless medium, anonymity of the user and, most importantly,

authentication of the user in order to prevent unfair use of the system [76]. In differ-

ent type of WMNs, security requirements are different, for example, if we are using

62
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WMN to extend Internet service to users in a remote area, security requirements are

different as compared to the WMN which is used as extension of enterprise network.

5.1.2 Application Scenario

As we discussed earlier in Chapter 2, WMNs can be used in different application

scenarios like extension of Internet services to users in remote areas, enterprise net-

working, disaster recovery network, network for military operations, etc. Security

requirements for these application scenarios may vary from each other. Like as

shown in Figure 5.1, an ISP providing Internet services to users in remote areas

with the help of WMN.

Figure 5.1: ISP using WMN for extension of Internet to users in remote area

Consider the above application scenario, in which an ISP is extending its services

to users in remote area, also needs to implement different security parameters. From

an ISP point of view, billing or accounting and provision of service to authentic users

are the most important factors which can be achieved by user authentication process.

In this case, only authentic user can be facilitated by the Internet service and ISP

also needs to track the users’ usage but on the other hand, IGW should be able to

authenticate users either they are valid or not, regardless of their actual identities.
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This means only valid users can access Internet but their identity must be remain

anonymous for IGW.

Another application scenario can be WMN for military/defence operations in

remote areas. In this network also, users may not want to share their identi-

ties to gateway routers/servers because of shared wireless medium but its gateway

routers’/servers’ responsibility to forward only traffic from the authentic users to

their base networks. Server at the base headquarter would be able to check the

identity of users (who is sender) and also issue new valid identities to new users as

per requirements. In Figure 5.2 below, an overview of WMN used for communication

in military/defence operations with their base headquarters.

Figure 5.2: Military Operation using WMN for communication
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Some other WMN applications discussed in chapter 2 also require implementa-

tion of user anonymity, authentication and data confidentiality. In this Chapter, we

present a protocol to achieve user anonymity, user authentication, data confidential-

ity and privacy. In [51], authors presented a fair anonymous electronic cash scheme

that meets all the basic security requirements for fair electronic cash including fair-

ness, anonymity, confidentiality, authenticity etc. Our protocol also used the same

mechanism to achieve user anonymity in WMN. Detailed design and functioning of

protocol is discussed in later sections.

5.2 Protocol Design

In this section, we present our proposed protocol to achieve user anonymity, data

confidentiality and user authentication in WMNs. In this protocol, tickets are issued

by Network Operator (NO) to all valid users. These tickets are used by users

for authentication purposes while requesting for Internet or other services. The

important point in this protocol is about the usage of ticket, this ticket can be used

by a user only once to maintain anonymity among its neighbors including MCs,

MRs and IGW. If any user tries to use the same ticket twice then identity of that

user can be compromised, which is discussed in detail in later section.

This protocol is actually based on blind Nyberg-Rueppel [55] digital signature

scheme and anonymous digital cash scheme proposed in [53]. In our proposed pro-

tocol, ticket is issued to every valid user by the NO which can be used only once,

and IGW can only verify the ticket either it is valid or not but cannot able to check

the identity of user. Secondly, only NO can be able to trace the identity of user with

the help of ticket but if any client uses the same ticket twice then identity of that

client can be compromised. There are four main entities in our protocol to be dealt

with them:

• Network Operator (NO): NO is the main controller of the WMN. NO is re-

sponsible for registration of users, issuance of tickets after initial verification

and tracing of users, if required.

• Internet Gateway (IGW): IGW is responsible for providing Internet services

to all valid clients available in the WMN based upon their tickets
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• Mesh Routers/Mesh Access Point (MAP): MAPs are responsible for transfer-

ring data/message from one point to other point.

• Mesh Client (MC): MCs are the actual users of the network, want to have

wireless Internet connectivity through IGW.

5.2.1 Notations

Notations used in our protocol are as under:

• NO : Network Operator

• IGW : Internet Gateway

• MAP : Mesh Access Point

• MC : Mesh Client

• TMC : MC’s Ticket

• PKMC : Public Key of Mesh Client

• PKIGW : Public Key of Internet Gateway

• [Data]PKIGW : Encrypted data with public key of IGW

5.2.2 Registration of New Mesh Client

Registration of a new MC is very important process in our protocol because during

this process, new MC sends joining request to NO and after getting necessary in-

formation, NO issues a ticket to new MC. Later on, this ticket is used by MC for

authentication and to access Internet through IGW. Steps involved in registration

of new MC and issuance of ticket are as under:

1. NewMC → NO : RequestMessage

2. NO → NewMC : PKIGW , PKNO, instructions, challenge

3. NewMC → NO : (PKMC , UserInformation, response)

4. NO → NewMC : TMC
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In step 1, new MC sends request message (I want to join your network) for joining

WMN to network operator NO whereas, in reply NO sends instructions about cryp-

tography group information and public/private key generation mechanism, public

keys of IGW, NO and challenge (which is discussed in later section). In response,

new MC sends its public key and other user information (discussed in later section)

including response of challenge in 3 step. In step 4, new MC gets new ticket from

NO which is identity of MC can be used later on for accessing Internet services.

5.2.3 Ticket Generation Process

In this section, we will discuss ticket generation process in detail, which is based

upon blind Nyberg-Rueppel digital signature scheme and was proposed in [53].

First NO runs a key generation algorithm generating the following:

• a large prime p and a large number q such that q|(p− 1)

• three generators g, g1 and g2 of the unique subgroup Gq of the multiplicative

group Z∗
p

• a randomly chosen collision-intractable hash function H() of polynomial size

in k that maps its inputs to Zq

• a random number xεZq

• three numbers h, h1 and h2 computed as h = gx, h1 = gx
1 and h2 = gx

2 (all are

computed under Zp)

Therefore, NO’s secret key and public keys are (x) and (p, q, g, g1, g2, h, h1, h2, H())

respectively.

Now when new MC wants to join WMN, new client communicates with NO over

an authenticated channel and NO is responsible to provide its public key, public key

of IGW and instructions to setup account. New MC needs to generate its public and

private keys as per instructions received from NO, then new MC sends all the details

to NO. After getting all the details from client, NO issues a new ticket which can

be used to access the internet with the help of IGW. Steps involved in this process

are as under:

For getting ticket from NO, first new MC needs to generate a pair of secret and

public keys (u, I). MC chooses a random u 6= 0εGq, which is its secret key and
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then forms I = gu
1 (mod p). NO regards I 6= 1 and register it as identity of MC.

NO computes z = (Ig2)
x (mod p), signs it with its secret key SignNO(z) and then

sends to new MC as the certificate of its identity. Note that I is the unique link to

the new MC’s real ID, while u is unknown to the NO, u can be computed by the

NO only when the MC uses same ticket twice.

As mentioned in previous section, in step 1, new MC sends joining request to

NO. Whereas in step 2, along with other details, NO sends challenge a to new MC.

Where Challenge = a

wεRZq

a← (Ig2)
w

In step 3, new MC sends response back to NO which is calculated by new MC

as under:

Response = m′

t, x1, x2εRZ∗
q

a′ ← (Ig2)
t

z′ ← zt

A← gx1
1 gx2

2

Z ← hx1
1 hx2

2

m← H(A, Z, a′, z′)

α, βεRZ∗
q

r′ ← ma′
α
atβ

m′ ← r′/β (mod q)

Ticket

At the end, New MC should receive the ticket signed by NO,

Sign(A, Z) = (A, Z, z
′
, a

′
, r

′
, s

′
, I)

Where

s← m′x + w (mod q)

s′ ← sβ + α (mod q)



5.2. Protocol Design 69

1. NO chooses a random number wεRZq, and computes a = (Ig2)
w and forwards

a to MC.

2. MC generates three random numbers (t, x1, x2), and computes a′, A, Z, z′, as

shown above.

3. MC forms the message m = H(A, Z, a′, z′), generates a random number α and

a Nyberg-Rueppel blind factor β, then calculates r′ and m′ as shown above.

After this MC sends m′ to NO.

4. NO computes its Nyberg-Rueppel signature on the blind message m′ by form-

ing s′ = m′x + w (mod q) and sends it to MC.

5. MC removes the blind factor β and obtains s′ = sβ + α (mod q).

At the end of this protocol, (A, Z, z
′
, a

′
, r

′
, s

′
, I) represents a valid ticket. Now

this ticket can be used for further communication between IGW and MC. After suc-

cessful verification of ticket, IGW will provide Internet services to MC. Verification

process of ticket is discussed in detail in later section.

5.2.4 Proposed Run

Now new MC (MC5) has ticket and also has knowledge about public key of IGW,

therefore that client can now participate in the network to access Internet. MC5

needs to send a message to its neighboring MAP (MAP5), which then forwards that

message to next hop (MAP4), then to next hop (MAP1) and then till IGW, as

shown in Figure 5.3.

IGW broadcasts a beacon messages c← H(IGW‖Date‖Time) over the network

after a specific time period. Now if MC5 wants to send an Internet request (user

wants to access a ftp/email server or wants to access any web site), MC5 needs to

get beacon message from its neighboring MAP first which is:

1. IGW −→ ∗ : c

2. MAP1 −→ ∗ : c

After getting beacon message c, MC needs to calculate two variables r1 and r2

and then forwards its request, ticket along with r1 and r2, after encrypting with

PKIGW to neighboring MAP.
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Figure 5.3: Internet extension using WMN

1. MC5 −→MAP5 : EPKIGW
(Request)

whereRequest : (message, r1, r2, T5)

2. MAP5 −→MAP4 : EPKMAP4
(MAP4, MAP1, EPKIGW

(Request))

3. MAP4 −→MAP1 : EPKMAP1
(MAP1, IGW,EPKIGW

(Request))

4. MAP1 −→ IGW : EPKIGW
(Request)

As mentioned above, in step 1, MC5 forward encrypted request to MAP5. After

receiving this request message, MAP5 prepares request message for further commu-

nication. MAP5 includes next hops IDs (MAP4 and MAP1) involved in the route

to forward that message to IGW and then encrypts request message with the public

key of next hop (MAP4) as shown in step 2. After encryption, MAP5 forwards

message to MAP4.

In step 3, MAP4 first decrypts received message from MAP5 and then encrypts

the message with the public key of next hop involved in routing (MAP1). After

encryption, MAP4 forwards this encrypted message to MAP1.

In step 4, MAP1 first decrypts received message from MAP4 and then check for

next hop (if there is any). But in this case, MAP1 is within direct range of IGW,
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so forwards request message generated by MC to IGW. This message is already

encrypted with the public key of IGW.

Now IGW first decrypts the request message received with its private key and

then verifies the ticket attached with the message (verification process is explained

in later section). After successful verification of ticket, IGW prepares the response

or forward its request to Internet. After getting response, IGW will first decrypt

it with public key of MC and then prepare the reply packet according to MAPs

involved in reverse route, which is as under:

1. IGW −→MAP1 :

EPKMAP1
(MAP4, EPKMAP4

(MAP5, EPKMAP5
(MC5, EPKMC5

(Response))))

2. MAP1 −→MAP4 : EPKMAP4
(MAP5, EPKMAP5

(MC5, EPKMC5
(Response)))

3. MAP4 −→MAP5 : EPKMAP5
(MC5, EPKMC5

(Response))

4. MAP5 −→MC5 : EPKMC5
(Response)

Now IGW prepares the response for MC in such an order that first it decrypts

response with public key of MC and then with the public key of neighboring MAP

(in this case its MAP5) and then with public key of next MAP (MAP4) and so on.

IGW then forwards this encrypted response next hop (MAP1) using reverse routing

information, as shown in step 1.

After receiving this response, MAP1 first decrypts it with private key and then

forwards it to next hop (MAP4) as shown in step 2.

In step 3, MAP4 first decrypts response message with its private key and then

forwards it to next hop (MAP5).

After receiving response message from MAP4, MAP5 decrypts it with its private

key and then forwards it to MC5, as shown in step 4. After this step, MC5 gets

response from IGW in encrypted format and which is secured from intruders.

In this way, MC5 will be able to receive response from IGW securely and MAPs

involved in routing would not be able to know anything about the destination, only

neighboring MAP knows about final destination. One another important thing is

that data/response of Internet request is also encrypted with public key of concerned

MC, therefore, no other MC/MAP can view that response, unless they know the

secret/private key of that MC.
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The most important thing in this protocol is that IGW would not be able to

know about the user because user only sending its ticket which is digitally signed by

NO and IGW can only verify that ticket whether its valid or not. And if user/MC

uses the same ticket more than once then IGW would be able to know the details

about the user/MC, hence anonymity of user/MC would be compromised in that

case. And if IGW wants to check the identity of MC in case of any misbehavior,

IGW needs to request NO to check the real identity of MC.

5.2.5 Ticket Verification Process

Ticket verification is the responsibility of IGW, and if ticket received is valid then

MC’s request will be processed, otherwise request will be discarded by IGW. After

getting “Request” packet from MC, IGW first decrypts it with its private key and

then check the validity of request packet which contains message, r1, r2 and ticket

of MC. Details are as under:

Request = (message, r1, r2, T5)

Where

r1 ← c(ut) + x1 (mod q)

r2 ← ct + x2 (mod q)

T5 : (A, Z, z
′
, a

′
, r

′
, s

′
, I)

After receiving this Request message from MC, IGW verifies it by performing

following steps:

H(A, Z, a′, z′)
?
= a′

−s′
z′

r′
r′

gr1
1 gr2

2
?
= a′

c
A

hr1
1 hr2

2
?
= z′

c
Z

As for the proof of equality of discrete logarithms, for a random challenge c if

gr1
1 gr2

2
?
= a′

c
A

hr1
1 hr2

2
?
= z′

c
Z,

we must have loga′ z′ = logg1
h1. This shows that the NO’s secret key x = logg1

h1

was used in the generation of Ticket.
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5.2.6 Ticket Uniqueness Checking

There are two possible anonymity controls in this scheme. One is to identify the

user in communication and the other is to identify the history, i.e., the life cycle of

a ticket. The former is referred as user tracing and the latter is referred as ticket

tracing.

Identifying a ticket history can be done by checking the ticket submitted by user

for communication.

In this case, IGW sends to NO the user’s ticket. Then NO computes the value

a′/g3
τ = ((Ig2)

t)
τ

= gutτ
1 gtτ

2 = hut
T1h

t
T2 = e (mod p)

The anonymity revocation is done by searching for the computed value e in the

ticket reference database.

5.3 Security Analysis

In this section, we discuss about the security which is provided by our proposed pro-

tocol in terms of user anonymity, authentication, data confidentiality etc. Following

security features are provided by our protocol:

• Confidentiality/Data Privacy. With the help of asymmetric cryptography

based upon public and private keys of sender and receiver, which provides

message confidentiality/data privacy because data is encrypted by public key

of a user (either MC or IGW) and it can only be decrypted with the corre-

sponding private key of same user. In this case, if data is encrypted with the

public key of MC5 then only MC5 can decrypt it with the help of its private

key, no other user can decrypt it, unless user has knowledge about private key

of MC5.

• Authentication. With the help of tickets, users can be authenticated by IGW,

when they send request for Internet because tickets are digitally signed by the

NO, so no other MC can generate its new ticket for any purposes, unless they

have knowledge about private key of NO and signing algorithm.

• Authorization. In our protocol, only authorized users can access the Internet

or other services based upon the network requirements because IGW first

verifies the ticket provided by the users and if this ticket is valid then IGW

provide access to that user otherwise it just discard that request. Data is
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also transferred in encrypted format, therefore, data is also secured against

unauthorized access.

• User Anonymity. In our protocol, user anonymity is protected unconditionally.

Each ticket is blindly signed by the NO. When the client submits its ticket

to IGW, it is not feasible for the IGW and the NO to link the ticket and the

user. IGW can only verifies the ticket whether its valid or not and its only

issued by the NO. During the communication between user and IGW, apart

from the ticket, the user needs to show the response:

r1 ← c(ut) + x1 (mod q)

r2 ← ct + x2 (mod q)

With xl and x2 secretly chosen by the user, it is impossible to compute u, v

or w from the response. So user’s anonymity is unconditionally protected.

• Communication Untraceability. Our protocol treats each ticket independently

and there is no connection between any two tickets even issued to same user.

Hence when two tickets are issued to one user and are used in two different

communications, it is impossible for IGW to find any link between the two

communications from these tickets. This leads to untraceability of communi-

cations between user and IGW at different time instances.

• Ticket Forgery. It is computationally impossible to forge tickets used in our

protocol. To forge a ticket, the enemy needs to create a blind Nyberg-Rueppel

signature on m = H(α, β, λ), which is not possible according to [17]. Com-

bining several old tickets to get a new ticket is also infeasible, as each ticket

contains m = H(α, β, λ) and H is a strong one-way hashing function.

Another important security feature which is implemented in our protocol is hid-

ing the identity of MC (who has started this communication) from other MAPs

involved in routing during communication from MC to IGW and back from IGW to

MC. Only directly linked/neighboring MAP knows that which client send this re-

quest and the rest of MAPs do not know about client’s ID. Because they receive data

encrypted with public key of IGW and need to forward it to next MAP. Whereas on

the way back from IGW to MC, first data is first encrypted with the public key of

MC and then it is again encrypted with public key of MC’s neighboring MAP and

then with the public key of next MAP on the way and so on. This means that IGW

performs this in reverse order, so that first MAP in the route decrypts message and
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forward data packet to next hop (MAP) and that MAP receives it and decrypts it

with its private key and forward to next hop until it reaches the destination.

In the nutshell, our proposed protocol provides user anonymity, authentication,

authorization, data privacy/confidentiality, communication untraceability, detection

of fake tickets etc for WMNs.

5.4 Summary

The importance of user anonymity in wireless networks including WMNs is discussed

in literature in very detail since the evolution of wireless networks. Due to open

wireless medium, importance of user anonymity has gained much more importance.

Therefore, the requirement to design a secure routing protocol for WMNs which

also maintains user anonymity along with providing authentication mechanism is a

active research area.

In this chapter, we presented a protocol which provides user anonymity, user

authentication and also data confidenitlity/privacy throughout the WMN. Our pro-

tocol is based upon blind Nyberg-Rueppel digital signature scheme. In this protocol,

NO issues tickets to valid users only and these users can then use these tickets to

access Internet or other services provided by IGW. IGW can only verify these tickets

whether tickets are valid or not but can not check who’s ticket is this?. In this way

user anonymity has been achieved along with user authentication and data privacy

throughout WMN.
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Conclusions

In this thesis, our main emphasis was to design and deploy security features for wire-

less mesh networks. Our aim was to provide authentication, integrity, anonymity,

confidentiality/privacy and non-repudiation from routing as well as user point of

view in WMNs. Security issues related to routing and users of WMNs are covered

in proposed protocols.

We conducted a thorough study about the WMNs to achieve a comprehensive

understanding of the application domains available for WMNs. We also studied

routing protocols (AODV and DSR) already available for WMNs including their

routing operations and data structure, so that we could take some benefit from

these protocol for our proposed protocols. In our first proposed protocol, we have

used the AODV protocol as the base protocol for routing purposes and added new

features to provide secure routing, user authentication and data confidently.

We reviewed the literature in detail and identified different types of attack which

are generally regarded as the most serious attacks in disrupting routing and com-

munication operations. By analysing their attacking approaches, existing counter-

measures and different application scenarios, we were able to come up with the

security requirements to be achieved in wireless mesh networks. We also studied

some existing secure routing protocols for wireless mesh networks and justified their

performance according to our security requirements. We noticed that the security of

the existing proposals is not established from a realistic point of view because these

protocols do not provide multi-layer/cross-layer protocol facilities means provision

of different layers tasks in one single step, as we have proposed in TAODV. Three

of the secure protocols which we discussed are ARAN, SADOV and SAR. All of

these protocols are based on AODV protocol. We have discussed these protocols in

chapter 2 and also provided comparison with proposed protocol TAODV in chapter

4. According to the comparison in chapter 4, it is clearly mentioned that proposed
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protocol TAODV is much better than these protocols because it provides cross-layer

solution to implement security against different layers security problems in a single

step.

We also discussed the cryptographic primitives to be used in the design of new

security protocols for WMNs. We discussed public/secret key and shared key cryp-

tography. The digital signature which has long been used to provide authentication,

integrity and non-repudiation is recognised as our primary goal. Then we also dis-

cussed Diffie-Hellman key exchange protocol, blind signature and Nyberg-Rueppel

Digital Signature schemes. We have used these digital signature schemes in our pro-

posed protocols because of infrastructure support available in WMNs as compared to

MANETS and other wireless networks. With the help of infrastructure, authentica-

tion servers, certificate authority and network operators can easily provide support

for generation and implementation of these signature schemes.

Firstly, we presented a new cross-layer protocol based upon the AODV protocol

which provides data security, route discovery security and security against ARP se-

curity issues. Proposed cross-layer security protocol provides a secure WMN using

ticket based approach, in which authentication is achieved with the help of tickets

(issued and signed by AS) and asymmetric cryptography (using public and private

keys of source and destination respectively) is used for generation of shared secret

key. Data confidentiality and integrity can be achieved by data encryption using

strong symmetric key algorithm. This proposed protocol also reduces network traf-

fic by combining the different steps in one single step like transfer of public keys,

exchange of MAC addresses and route discovery from source and destination is done

in a single step during route discovery with the help of tickets. Hence, our protocol

also provides security against ARP security problems like MITM, ARP poisoning

and ARP spoofing attacks.

Secondly, we presented another security protocol based upon the Blind Nyberg-

Rueppel Digital Signature scheme which provides client/user anonymity, user au-

thentication and data confidentiality / privacy. Proposed security protocol provides

a secure WMN using ticket based approach, in which authentication is achieved with

the help of tickets (issued and signed by NO) and user identity remains anonymous

throughout the network. Data confidentiality and integrity can be achieved by data

encryption using asymmetric key algorithm.

In future work, we envisage to provide a solution for such WMNs where AS are
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not available and also plan to provide a more efficient solution instead of incorpo-

rating symmetric or asymmetric key cryptography. We have planned to implement

these protocols first in network simulator (ns-2) [3], to check and compare the effi-

ciency of these protocols with the existing protocols.
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Glossary
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Ack Acknowledgment
AODV Ad Hoc On Demand Distance Vector
ARAN Authenticated Routing for Ad hoc Networks
ARP Address Resolution Protocol
AS Authentication Server
CA Certification Authority
CGSR Clusterhead Gateway Switch Routing protocol
DBF Distributed Bellman-Ford
DoS Denial of Service
DSDV Destination Sequenced Distance Vector
DSR Dynamic Source Routing
IGW Internet Gateway
ISP Internet Service Provider
LAN Local Area Network
MAC Address Media Access Control Address
MANET Mobile Ad Hoc Network
MAP Mesh Access Point
MC Mesh Client
MITM Man-In-The-Middle
MR Mesh Router
NLOS Non-Line-of-Sight
NO Network Operator
OSPF Open Shortest Path First
PDA Personal Data Assistant
RDP Route Discovery Packet
PK Public Key
RERR Route Error
RREP Route Reply
RREQ Route Request
SAODV Secure Ad hoc On-Demand Distance Vector Routing
SEAD Secure Efficient Distance Vector Routing
SK Secret Key
TAODV Ticket based Ad Hoc On Demand Distance Vector
TORA Temporally Ordered Routing Algorithm
WDS Wireless Distribution System
WLAN Wireless Local Area Network
WMN Wireless Mesh Network
WRP Wireless Routing Protocol
ZRP Zone Routing Protocol
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