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Abstract

A ring signature is a cryptographic primitive that enables a signer to produce a signa-

ture without revealing his or her identity. In this thesis, we propose two ring signature

schemes for privacy-preserving applications over the Internet.

First we design a protocol that enables a ring signer to receive an acknowledgement

from the verifier. We propose two constructions. With the basic construction, the

verifier can send a message back to the original signer while keeping the latter’s identity

hidden. Additionally, the verifier is assured that the signer is indeed the user in a

group. We then extend our basic construction to a multi-party scenario. In the second

construction, the verifier can discern a certain number of signers involved in the specific

signature while their identities remain anonymous. We also investigate the possible

applications of our schemes, such as in E-Commerce and Pay-TV.

Then, we introduce the concept of identity-based anonymous designated ring sig-

natures, which has not been studied before. This concept extends the existing notion

of ring signatures in two ways: firstly, it allows a member of the ring to sign a mes-

sage directed to a designated verifier. Secondly, we enable the concept of anonymous

designated verifier. We show that it has useful applications in Peer-to-Peer networks

and provide a construction based on bilinear pairings. Furthermore, we formulate a

security model and prove the security of our proposed construction against a chosen

message attack. We extend the scheme to construct a convertible version of the previ-

ous scheme, which enables a designated verifier to prove its participation in a particular

session in case of dispute.

vi



Acknowledgements

I would like to thank Associate Professor Yi Mu and Associate Professor Willy Susilo,

my supervisors, for their patient guidance and constant support during my study. Many

thanks for choosing me as their student. I admire their wealth of knowledge in security

and cryptography, and appreciate them taking me into the area of cryptography. I am

also grateful to Dr. Kathleen Weekley for her kind help in the English expression of

this thesis. Finally, I would like to thank my family and friends for their enduring love

and support.

vii



Publications

YiQun Chen, Willy Susilo and Yi Mu. “Identity-based Anonymous Designated Ring

Signatures”, Computer and Network Security Symposium, IWCMC, 2006.

viii



Contents

Abstract vi

Acknowledgements vii

Publications viii

1 Introduction 1

1.1 Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Existing Solutions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.3 Aims and Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.4 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.5 Structure of Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.6 Notation and Abbreviations . . . . . . . . . . . . . . . . . . . . . . . . 6

2 Background 8

2.1 Mathematical Background . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.1.1 Number Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.1.2 Group Theory . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.2 Public Key Infrastructure . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.3 Identity-Based Cryptosystems . . . . . . . . . . . . . . . . . . . . . . . 10

2.4 Digital Signature Schemes . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.4.1 Basics of Digital Signature Schemes . . . . . . . . . . . . . . . . 11

2.4.2 Group Signatures . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.4.3 Ring Signature . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.4.4 Designated Verifier Signature . . . . . . . . . . . . . . . . . . . 16

ix



2.5 Encryption Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.5.1 Basics of Encryption Scheme . . . . . . . . . . . . . . . . . . . . 18

2.5.2 Broadcast Encryption . . . . . . . . . . . . . . . . . . . . . . . 19

2.6 Commitment Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.7 Zero Knowledge Proofs . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

2.7.1 Proof of Knowledge . . . . . . . . . . . . . . . . . . . . . . . . . 22

2.8 Signature of Knowledge . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

2.9 Security Requirements for Digital Signatures . . . . . . . . . . . . . . . 24

2.10 Security Proofs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.11 Cryptographic Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.11.1 Hash Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.11.2 Bilinear Pairing . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.11.3 Time Stamp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

2.11.4 Intractable Problems . . . . . . . . . . . . . . . . . . . . . . . . 28

2.11.5 Random Oracle Model . . . . . . . . . . . . . . . . . . . . . . . 29

2.12 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3 User Privacy Protection with Ring Signatures 31

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

3.1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

3.1.2 Contributions of This Chapter . . . . . . . . . . . . . . . . . . . 32

3.2 Definition of Our Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.2.2 Definition of Our Ring Signature Scheme . . . . . . . . . . . . . 33

3.2.3 Definition of the Broadcast Encryption Scheme . . . . . . . . . 33

3.2.4 Cryptographic Requirement . . . . . . . . . . . . . . . . . . . . 34

3.3 Our Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3.3.1 Preclusion and Assumption . . . . . . . . . . . . . . . . . . . . 37

3.3.2 Basic Construction . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.3.3 Multi-User Construction . . . . . . . . . . . . . . . . . . . . . . 39

3.4 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

x



3.5 Efficiency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.6 Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.6.1 E-Commerce . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.6.2 Pay-TV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

3.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

4 Identity-Based Anonymous Designated Ring Signature 49

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

4.1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

4.1.2 Contributions of This Chapter . . . . . . . . . . . . . . . . . . . 50

4.2 Our Construction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4.2.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4.2.2 Cryptographic Requirements . . . . . . . . . . . . . . . . . . . . 51

4.3 Implementation of Our Scheme . . . . . . . . . . . . . . . . . . . . . . 53

4.4 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

4.5 Convertible Identity-Based Anonymous Designated Ring Signature . . . 58

4.5.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.5.2 Cryptographic Requirements . . . . . . . . . . . . . . . . . . . . 59

4.5.3 A Convertible ID-ADRS scheme based on pairings . . . . . . . . 60

4.5.4 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 61

4.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

5 Conclusion 64

Bibliography 66

xi



List of Tables

xii



List of Figures

4.1 ID-ADRS Sign and Verify . . . . . . . . . . . . . . . . . . . . . . . . . 53

xiii


	University of Wollongong - Research Online
	Contributions to privacy preserving with ring signatures
	Recommended Citation

	Copyright warning
	Title page
	Declaration
	Abstract
	Acknowedgements
	Publications
	Contents
	List of tables
	List of figures

