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Abstract

Nowadays, electronic communication plays a key role in the way people communi-
cate in business or financial transactions. As e-commerce becomes more and more
popular, the demand for digital signature is increasing rapidly. In 1976 Whitfield
Diffie and Martin Hellman introduced the concept of digital signature [31] which is
used to demonstrate the authenticity of a message or document. In 1977, Ronald
Rivest, Adi Shamir and Len Adleman [66] proposed the notion of the RSA algorithm
based on the factoring problem. In addition to the RSA signature, other signatures
such as ElGamal signature [34], Rabin signature [65], Pairing-based signature [14],
Undeniable signature [21] and others have been proposed by a number of different
researchers.

Due to the fact that users can enjoy properties such as authentication of the mes-
sage, integrity of the message and non-repudiation of the message, digital signature
has partially replaced the original ink on paper signatures. However, there exist a
number of problems and potential attacks on digital signatures. It is observed that
the majority of IBS schemes have the weakness of private key escrow. Addition-

ally, existing solutions for security model could be made simpler and much more



practical. In this thesis, two different pairing-based signatures: efficient escrow free
identity based signature [88] and (strong) multi-designated verifiers signatures secure
against rogue key attack - are proposed to enhance the security of the pairing-based
signature against a number of attacks.

This thesis addresses two problems in the two different pairing-based signatures
mentioned earlier and comes up with solutions that is neat, correct, secure and

efficient.
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Chapter 1

Introduction

To accommodate a new business model, people have been conducting electronic-
commerce (E-commerce) on the internet. The concept of e-commerce is associ-
ated with selling or buying products or services between businesses and consumers
through the internet. As e-commerce has both adversary and cooperative activi-
ties [48], there is a growing demand for applications to enhance telecommunication
privacy, so that an adversary cannot alter the message or eavesdrop on the commu-

nication.

1.1 Public-key Cryptography

One of the approaches to enhance security is to apply public-key cryptography which
is proposed in Whitfield Diffie and Martin Hellman’s seminal paper “New directions
in Cryptography” [31]. Public-key cryptography is an asymmetric cryptosystem
which uses a pair of private and public keys. The public key can be used for en-

cryption while the corresponding private key is used for decryption. Although the
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private key and public key have mathematical relationship in public-key cryptogra-
phy, it is computationally unfeasible to derive a private key from a public key which
is known by the public. In comparison to a symmetric cryptosystem, it does not
require a secure channel to transmit a shared key in advance between the sender and
receiver. In public-key cryptography, an entity called certification authority (CA) is
responsible for issuing digital certificates which contain a public key together with
the identity of the user in the system. The digital certificate certifies the authen-
ticity of the public key which is associated with the corresponding private key, thus

the end users can trust the certificates if they are published by the CA.

1.2 Digital Signature

The public key cryptography is used in digital signature where can enhance the
security requirements such as authentication, integrity and non-requdidation. The
concept of digital signature was proposed by Whitfield Diffie and Martin Hellman
in 1976 [31]. In this system, a user possesses a public key and a secret key. Given
the secret key, the user can create a signature which can be verified by anyone based
on the user’s public key, message and public parameters of the system.

The digital signature has equivalent function as the handwritten signature. The
advantages of digital signature include authentication and integrity of the message
in which any changes of messages would be detectable and finally, non-repudiation

in which the signer cannot deny the fact that he/she has signed the signature. A
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typical digital signature scheme consists of three algorithms including key gener-
ation algorithm, signing algorithm and verifying algorithm. With regard to key
generation algorithm, given the public parameters, it outputs the private key and
a corresponding public key. For signing algorithm, the user puts a signature on
a message with the user’s private key. Finally, for verifying algorithm, it proves
the validity of the signature based on the signer’s public key with the associated
message. A pair of public key and private key can be generated by using the key
generation algorithm. The user should obtain a digital certificate which contains
a public key together with the trustworthy personal information of the users from
CA. Receiving the certificate, users can sign the message or document and send the
signature with the certificate. As CAs have a good reputation and reliability, the
receiver can validate the signature according to sender’s public key included in the
digital certificate. In addition, the receiver also can check whether the certificate is
signed by a CA. However, in the digital signature, in particular the use of public-key
cryptosystem, the corresponding certificate verification is required.

There are a number of security considerations when implementing digital sig-
nature schemes in electronic transactions since there exist different attackers with
different goals. The goal of attackers on digital signatures can be total break, selec-
tive forgery and existential forgery [38]. In terms of total break, the adversary derives
secret keys from public keys, thus forging any signatures on any messages. For se-
lective forgery, the adversary can create a valid signature on a message chosen by
others with a significant probability. In relation to existential forgery, the adversary

can create a pair of message and signature in a way that the signature of message
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Goal Describtion

Total Break Given public keys, attackers can recover se-
cret keys.

Selective Attackers can forge a signature on a message

Forgery chosen by someone else.

Existential Adversaries can forge a signature for at least

Forgery one new message.

Table 1.1: The Goal of Attackers

is valid. In order to enhance security, several major attacks should be addressed in
digital signatures. In a key-only attack, the attacker only knows the public key of
the signer whereas in a known message attack, the attacker knows signatures for a
variety of messages, which are not chosen by the attacker. Additionally, in generic
chosen-message attack, the attackers can choose any messages they want and obtain
corresponding signatures before they attempt to break the signature. For adap-
tive chosen-message attack, the adversary can request signatures on any messages
depending on previously obtained message signature pairs. Overall, we should con-
struct a signature scheme with strong security requirements by considering various

attacks and adversary goals which are described in Table 1.1 and Table 1.2 in details.
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Attack Describtion

Key-Only Attack Attackers can only access to public keys.

Attackers have signatures together with cor-

Known-Message Attack .
responding messages.

Generic  Chosen-Message | Attackers can choose any messages they want
Attack and obtain corresponding signatures.

Attackers can request signatures on any mes-
sages depending on previously obtained mes-
sage signature pairs.

Adaptive Chosen-Message
Attack

Table 1.2: Different Types of Attacks

1.3 Digital Signature with Different Settings

Many researchers have proposed several digital signatures with different settings

[31, 71, 35, 1]. These settings can be summarized as follows.

1.3.1 Public Key Infrastructure (PKI)

A public key infrastructure consists of a certificate authority,a registration authority
(RA),directories for keeping certificates and a certificate management system. The
role of the RA is to verify user’s request and ask CA to issue a digital certificate
to the requestor. In public key cryptography [31], Alice possesses a pair of private
key and public key. The private key can only be known by Alice whereas the public
key can be accessed by all parties. Alice can put a signature using her secret key

and send it to a receiver Bob. In order to provide authentication of the signer, Alice
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needs to obtain a certificate which includes the public key and identity of herself.
Before Bob verifies the signature received by Alice, he needs to verify the validity
of her certificate. Overall, two verification steps are needed when verifiers want to

verify independent signatures.

1.3.2 Identity-Based Cryptography (IBC)

The concept of identity-based cryptography was proposed by Shamir [71]. In IBC, an
exchange of public keys or private keys and keeping key directories are un-necessary
when verifying each other’s signature. This is a special public-key cryptosystem in
which the public key can be any arbitrary string. An entity namely the private
key generator (PKG) is responsible to compute the private key with respect to the
identities for all users in the system. Comparing to the public-key cryptosystem,
it avoids the complicated and costly certificate verification which ensures the au-
thenticity of public key. In this system, the signer creates a signature under the
signer’s secret key and sends it to the receiver. Upon receiving the signature, the
receiver can verify the signature based on the signer’s public key and associated
message. With regard to advantages of IBS, the need for a public key distribution
infrastructure is un-necessary and the need for checking certificate verification can
be eliminated as public keys can be derived from the identity of users. Though the
identity-based signature has many advantages over public-key cryptosystems, it has
an inherent drawback which is key escrow problem. PKG can always impersonate

users because the PKG is responsible for creating secret keys for all users.
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1.3.3 Certificate-Based Cryptography (CBC)

The notion of certificate-based cryptography was introduced by Gentry [35]. It
preserves most of the advantages of PKI and IBC. In CBC, a user generates a pair
of public key and secret key for himself/herself and request a certificate from the
CA. The CA generates the certificate using IBE scheme. A user needs both private
key and certificate from CA to decrypt or sign a message. The concept of certificate-
based signature (CBS) was proposed by B. G. Kang et al [49] with the same public

parameters and certificate revocation strategy of CBE.

1.3.4 Certificateless Public Key Cryptography (CL-PKC)

The concept of Certificateless Public Key Cryptography (CL-PKC) was proposed
by Al-Riyami and Paterson [1]. The use of certificates is not requried in CL-PKC.
In CL-PKC system, there is an entity named key generating center (KGC) helping
users to generate partial secret key. Firstly, the KGC generates a partial private key
by public parameters, master key of KGC and an identity of a user. Receiving the
partial private key, the user can choose a secret value which can be used in computing
a secret key. Taking the secret value, public parameters and the user’s partial secret
key, the user can generate a secret key. After that the user can compute his/her
public key which can be known by the public according to the secret key. The
user’s secret key is not available to the KGC or other parties. Finally, the user can
encrypt or decrypt the message based on the private key and secret key. In terms of

signature, Al-Riyami and Paterson described a construction of certificateless public
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key signature (CL-PKS) [1]. The algorithms used before verifying and signing are
essentially the same as the algorithms in CL-PKC. With regard to signing, a user
can put a signature on a message with private key and public parameters. As to
verifying, receivers can verify the signatures on the associated message with public
parameters, identifier and public key of the signer. However, this system is no longer

identity-based because the public key cannot be computed from an identity itself.

1.4 Digital Signatures with Different Properties

There are several types of digital signatures with different properties such as veri-
fiable encrypted signature [12, 2], directed signature [57, 54], blind signature [19],
undeniable signature [22], designated verifier signature [46, 20|, aggregate signature
[12], group signature [23], ring signature [68], threshold signature [29, 74, 84] and

multi-designated verifier signature [46, 50, 61].

1.4.1 Verifiable Encrypted Signature

In verifiable encrypted signature, a user Alice can put a signature on a message and
encrypt it under the public key of a trusted third party. Receiver Bob obtains the
signature created by Alice along with a proof that she has put a valid encryption of
her signature [12]. Regardless Bob can verify that the signature is created by the
Alice, but he does not know any information about her signature. In some cases

when Alice is unable or unwilling to disclose her signature, Bob can ask the trusted
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third party to reveal Alice’s signature [2] With this property, verifiable encrypted

signatures are used in fair exchange processes.

1.4.2 Blind Signature

A blind signature scheme [19] is a type of digital signature in which a signer can
create a valid signature on a message without knowing the content of the message.
In other words, the content of the message will be enclosed before the message is
signed by a user. This can be used in some digital schemes where the privacy of
senders is highly concerned. For instance, the blind signature scheme are commonly
used in E-cash systems where users can make the transaction of e-cash anonymously.
In addition, it is widely used in E-voting systems where any voter can choose secret

ballots electronically.

1.4.3 Directed Signature

The concept of directed signature was introduced by Lim and Lee [57]. In directed
signature, signature receivers can control the verification of the signature. This
indicates that without the cooperation of the signature receiver, the validity of
signatures cannot be processed. Directed signatures are used in some situations
such as medical records, tax information or personal/business transactions in which

the signed message is sensitive to the receivers [54].
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1.4.4 Undeniable Signature

To verify a signature in undeniable signature, the cooperation of signer is needed.
However, if the signer is malicious, this dishonest signer would refuse to interact with
the verifier. To address this problem, undeniable signature has a distinct property

which can check the validity of the signature using disavowal protocol [22].

1.4.5 Designated verifier Signature

Designated verifier signature/proofs (DVS/DVP) was proposed by Jakobsson, Sako
and Impagliazzo [46], and independently Chaum [20]. In DVS/DVP, the signer can
choose the designated verifier who can only verify the signature created by the signer.
It has additional property that the designated verifier cannot convince anyone that

the signature is created by the signer.

1.4.6 Aggregate Signature

Aggregate signature [12] is a digital signature scheme in which different signatures
on different messages created by different users can be aggregated into a single
signature. The single signature can convince any verifier that these users indeed
put the signatures on associated messages. As to size of the signature, the size of
the aggregated signature will be identical to the size of each signature generated by

each user.
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1.4.7 Group Signature

In group signature [23], only the members of group can sign a signature and the
receiver can verify the signature without knowing who actually signs the signature
in that group. However, there is an additional entity named group manager who

can reveal the identity of the actual signer when needed.

1.4.8 Ring Signature

Ring signature [68] is a type of digital signature which has similar properties to
group signature. In ring signature, the signature is created by one of the possible
signers in a particular group. It differs from group signature in which it is impossible

to revoke the anonymity of the message signer.

1.4.9 Threshold Signature

In a (t,n) threshold signature scheme, only subsets with ¢ or more group members
can represent a group with n members to create or confirm a signature. A secret
key is shared among a set of n group members in a way that any subset with at
least ¢ members can create a valid signature. As regards the verification, a receiver
can check the validity of the signature by a verification protocol which is the same

as in a regular signature scheme [29].
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1.4.10 Multi-designated Verifiers Signature

As an extension of the DVS, Desmedt proposed the notion of multi-designated ver-
ifiers signatures (MDVS) in 2003. In MDVS, the number of designated verifiers can
be pluralized instead of a single verifier. Afterwards, many researchers proposed
a number of MDVS constructions [46, 50, 61] with different properties in various
settings. However, rogue-key attack which was proposed by Jakobsson, Sako and
Impagliazzo [46] is possible and threatening in real life, and thus security require-
ment against rogue-key attack should be improved in MDVS. In such cases, an
adversary convinces the external party that the signature is created by the signer
instead of designated verifiers. Another type of rogue key attack is that the ad-
versary computes the public key according to the designated verifiers’ public keys.
Therefore, a signature which can be verified by other honest verifiers can be created.
As a counter-measure to the rogue key attack, the adversary is required to produce
a proof-of-knowledge of the secret key. However, applying the proof-of-knowledge of
the secret key requires changing the setting which is costly and impractical. There-
fore, we proposed an efficient MDVS scheme without disclosing the knowledge of
the secret key. All these different types of digital signatures on different settings are

summarized in Table 1.3.

1.5 Thesis Structure

The thesis is organized as follows: Chapter 1 is the introduction while Chapter 2

describes the background of two pairing-based digital signatures namely Efficient
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Settings
Public  Key | Identity- Certificate- Certllﬁcateless
Public  Key
Infrastruc- Based Cryp- | Based Cryp-
ture tography tography Cryptogra-
phy
Verifiable
Encrypted | [2] [41] [72] [83]
Signature
— Blind
<]
% | Signature [63] [86] [45] [25]
(]
&0 | Directed
= 2
| Signature 153 [75) ' 180]
Undeniable
o
Signature 133 156 ' 132
Designated
Verifier [47] [76] ? [44]
Signature
Aggregate
Signature [12] [36] 58] 87]
Group o
Signature [24 64 [60] '
=~ | Ring
<]
%5 | Signature 67 4 3] 82
= | Threshold
= Signature [74] 1] 84] [17]
Multi-
designated o o
Verifiers [51] [26] ' ’
Signature

Table 1.3: Different Types of Signatures with Different Settings
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Escrow Free Identity Based Signature (EF-IBS) and Strong Multi-Designated Veri-
fiers Signatures (MDVS) Against Rogue Key Attack. Chapter 3 discusses the details
regarding the syntax, construction and security analysis of EF-IBS. In Chapter 4,
the details of syntax and construction of MDVS against rogue key attack are pre-
sented. Finally, Chapter 5 concludes this thesis. We will also present our future

work in this line of research direction.



Chapter 2

Background

This chapter firstly introduces the preliminaries used including groups, abelian
groups, rings, fields, finite fields and random oracle and standard model. Following
that, the later part further describes a variety of complexity problems such as Dis-
crete Logarithm, Computational Diffie-Hellman, Decisional Diffie-Hellman, Bilinear

Diffie-Hellman, Decision Bilinear Diffie-Hellman and Strong RSA.

2.1 Preliminaries

2.1.1 Groups

A group G is a set of elements together with a binary operation o satisfying four
properties such as closure, associativity, identity, and inverses. For instance, we de-
note 7, as a group under addition in which n > 1 and the elements of Z,, is a set of

0,1,2,3,4...,n—1. Some of the important definitions related to groups are as under.

Subgroup: A subgroup of a group G is a non-empty subset of group G under
the same operation with group G. Assume a subgroup of G is H, the subgroup H is

15
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denoted as H C G and the proper subgroup can be denoted by H C §.

Order of a Group: The number of elements in a finite group G is named the

order of a group.

Order of Group Element: Assume element a € G, the order of element a is
the least positive integer i € N that satisfies a’ is equal to the identity e. The order
of group element a is denoted by ord(a). If such an integer i cannot be found, then

the element a is called an element of infinite order.

Cyclic Groups: If a group has a cyclic view, the group is called cyclic group.
In general, a group G is a cyclic group if all of the elements of group G can be
generated using the power of an element a. The element a called a generator of G

and denoted by G = (a).

The properties of groups namely closure under addition, associativity of addition,

existence of identity, and existence of inverse are defined as follows.

Closure: For all elements a, b in group G, the result of of the operation, a o b,

is a also an element of group G.

Associativity: For all elements a, b, ¢ in group G, then the result of ao (boc) is

identical to (a o b) o c.
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Existence of Identity: There exists an element e in group G, such that a oe =

e oa = a for any element a in group G.

1

Existence of Inverse: For any element a in G, there exists an element a™", such

1

that aoa ™! =eand a toa =e.

Conditions of each property are shown in Table 2.1.

Property Condition
Closure Va,be G:aobe g
Associativity Va,b,c€ G:ao(boc)=(aob)oc

Existence of Identity | de€ G,Va€G:a ce=coa=a

Existence of Inverse VaeG dateG:aoal=atloa=e

Table 2.1: Properties of Groups

2.1.2 Abelian Groups

Abelian groups is a set of elements together with a binary operation o satisfying
four properties such as closure, associativity, identity, inverses and commutativity.
In comparison to group, the properties in abelian groups such as closure, associativ-

ity, identity and inverses are essentially the same as in group with the exception of
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commutativity property. The Table 2.2 is showing the properties of abelian groups

with different conditions.

Closure: For all elements a, b in abelian group G, the result of of the opera-

tion, a o b, is also an element of group G.

Associativity: For all elements a, b, ¢ in abelian group G, then the result of

ao (boc) is identical to (aob)oc.

Existence of Identity: There exists an element e in abelian group G, such that

a oe=eoa=a for any element a in abelian group G.

Existence of Inverse: For any element a in abelian group G, there exists an

1

element ¢!, such that aoa™' =eanda loa=ce.

Commutativity: For all elements a,b in abelian group G, such that the result

of a o b is same as the result of b o a.

2.1.3 Rings

Ring is a type of algebraic structures in which a set of elements together with two

binary operations that satisfies following properties described in Table 2.3.
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Property Condition
Closure Va,be G:aobe g
Associativity Va,b,c€ G:ao(boc)=(aob)oc

Existence of Identity | de€ G,Va € G:a ce=eca=a

Existence of Inverse VacG,da ' €G:aoal=aloa=c¢

Commutativity Va,be G,aob=boa

Table 2.2: Properties of Abelian Groups

Additive Associativity: For all elements a, b, ¢ in ring R, the result of of the

operation, a + (b + ¢), is equal to the result of (a + ) + c.

Additive Commutativity: For all elements a, b in ring R, the outcome of a + b

is identical to the outcome of b + a.

Additive Identity: There exists an element 0 in ring R, such that 0+a =a+0 =«

for any element a in R.

Additive Inverse: For any element a in ring R, there exists an element a~!,

such that a+a ' =0and a=' +a = 0.

Distributivity: For all elements a, b, ¢ in ring R, the outcome of a * (b + c¢)

is same as (a * b) + (a * ¢).
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Multiplicative Associativity: For all elements a, b, ¢ in ring R, the result of of

the operation, a (b * ¢), is equal to the result of (a * b) * c.

Multiplicative Commutativity: For all elements a, b in ring R, the outcome

of a % b is identical to the outcome of b * a.

Multiplicative Identity: There exists an element 1 in ring R, such that 1 xa =

a * 1 = a for any element a in R.

Multiplicative Inverse: For any element a in ring R, there exists an element

1 1

a !, such that axa™' =1and a ' *a=1.

2.1.4 Fields

Fields: If the non-zero elements of a ring forms a group under multiplicational, then
the ring is named a field. In field, there are additional properties compare with ring
and group which are defined in Table 2.4. Fields maintain several properties such as
closure under addition, associativity of addition, additive identity, additive inverse,
commutativity of addition, closure under multiplication, associativity of multipli-

cation, distributive laws, commutativity of multiplication, multiplicative identity,
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Property

Condition

Additive Associativity

Va,bce R:a+ (b+c¢)=(a+b)+c¢

Additive Commutativity

Va,be R:a+b=b+a

Additive Identity

VeR:VaeR:0+a=a+0=a

Additive Inverse

VaeR, 3—a€R:a+(—a)=(—a)+a=0

Distributivity Va,b,c € R,a* (b+c) = (a*b)+ (a*c)
Multiplicative . B

Associativity Va,b,c € R:ax(bxc)=(axb)*c
Multlphcat'lvle VabeR :axh—bra

Commutativity

Multiplicative Identity

J1eR:YVaeR,a#0:1xa=axl=a

Multiplicative Inverse

VacR,a#0, Ia'cR:axat=at*a=1

Table 2.3: Properties of Rings

multiplicative inverse and no zero divisors.

Closure under Addition: For all elements a, b in field F, the result of of the

operation, a + b, is a also an element of field F.

Associativity of Addition: For all elements a, b, ¢ in field F, the result of

of the operation, a + (b + ¢), is equal to the result of (a + b) + c.

Additive Identity: There exists an element 0 in field F, such that 0+a = a+0 = a

for any element a in F.
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1

Additive Inverse: For any element a in field F, there exists an element a™",

such that a +a ' =0and a= ' +a = 0.

Commutativity of Addition: For all elements a, b in field F, the outcome of

a + b is identical to the outcome of b + a.

Closure under Multiplication: For all elements a, b in field F, the result of

of the operation, a x b, is a also an element of field F.

Associativity of Multiplication: For all elements a, b, ¢ in field F, the re-

sult of of the operation, a * (b* c), is equal to the result of (a * b) * c.

Distributive Laws: For all elements a, b, ¢ in field F, the outcome of a * (b + ¢)

is same as (a * b) + (a * ¢).

Commutativity of Multiplication: For all elements a, b in field F, the out-

come of a * b is identical to the outcome of b * a.

Multiplicative Identity: There exists an element 1 in field F, such that 1 xa =

a * 1 = a for any element a in F.

Multiplicative Inverse: For any element a in field F, there exists an element
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a !, suchthat axa'=1and a ' xa=1.

No Zero Divisors: If any elements a, b are in field F and a x b = 0, then ei-

ther a =0 or b= 0.

2.1.5 Finite Fields

Finite fields is a special type of fields in which the number of elements is finite. In
finite fields, the number of elements is the order of the finite field which is always a
prime or a power of prime number. For instance, A finite field consists of a set of
elements from 0 to p — 1 in which p is a prime number. It is denoted by GF(p")
where n can be any positive integer. In finite field GF(p), there are two arithmetic
operations named addition and multiplication. As to addition, if @ and b are two
elements of finite field GF(p), the additional result of a + b is the remainder of the
division of a+b by p. In terms of multiplication, if a and b are two elements of finite
field GF(p), the Multiplicative result of a b is the remainder of the division of a *b

by p. This process is called modulo operation.

2.1.6 Random Oracle and Standard Model

In 1993, Mihir Bellare and Phillip Rogaway has proposed that the random oracle
model can provide a bridge between cryptographic theory and cryptographic practice
[9]. The random oracle model represents a perfect hash function or idealized hash

function. In the random oracle, it can be assumed that hash functions are placed
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by a publickly accessible random function. In this way, adversary must query the
random oracle since he/she cannot compute the result of the hash function. The
security proofs are more difficult to achieve in standard model in comparison with
random oracle model. In standard model, the adversary is limited by the amount

of time and computational ability.

2.2 Number Theoretic Problems

Confidentiality, integrity, authentication and non-repudiation play an important role
in the security of network communication. There are two types of attacks in com-
munication where one is passive attacks and the other is active attacks. In active
attacks, a malicious attacker attempts to modify the information among the commu-
nicators. As to passive attacks, a malicious attacker attempts to read or listen to the
source information without modifying the information.In order to prove their secu-
rity, the security of many cryptosystems relies on the intractability of solving some
hard problems being listed in this section. The concept of hard problem means that
there is no algorithm can solve the problem within polynomial time. With compu-
tational hardness assumptions, cryptographic systems can be secure assuming that
any attackers have limited computational capabilities. Summary of different hard-

ness assumptions are listed as follows.
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2.2.1 Discrete Logarithm

Discrete Logarithm Problem (DL Problem)

INPUT: In finite field F;, there exists a generator element g, and an element % in F,.

OUTPUT: Find a unique integer a which is smaller than ¢, such that the following

equation holds. h = g*

Discrete Logarithm Assumption (DL Assumption)

Given two elements g, h in finite field, there is no DL problem solver with PPT
algorithm to compute the value a defined in DL problem. The notion of PPT al-
gorithm is a type of algorithms in which the output is a random choice during the

execution time and the termination of processing is within polynomial time.

2.2.2 Computational Diffie-Hellman

Computational Diffie-Hellman Problem (CDH Problem)

INPUT: In finite field F,, there exists a generator element g, and an element g%, ¢°

for some integers 0 < a,b < ¢ in Fy,.
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OUTPUT: Find a value g* in F,.

Computational Diffie-Hellman Assumption (CDH Assumption)

Given three elements g, g% ¢° in finite field, there is no CDH problem solver with

PPT algorithm to compute the value ¢?° defined in CDH problem.

2.2.3 Decisional Diffie-Hellman

Decisional Diffie-Hellman Problem (DDH Problem)

INPUT: In abelian group G of order ¢, there exists a generator element g, and

three element g%, ¢, ¢¢ for some integers 0 < a,b,c < q.

OUTPUT: To decide if the value ab is same as the value c.

Computational Diffie-Hellman Assumption (DDH Assumption)

Given four elements g, g%, ¢°, g¢in abelian group, there is no DDH problem solver

with PPT algorithm to decide whether ab is identical to the value ¢ defined in DDH

problem.
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2.2.4 Bilinear Diffie-Hellman

Bilinear Pairings

Let (Gi,+) and (G2,+) be two cyclic groups with prime order q. The bilinear

pairing is denoted as é : G; X G; — G5 which maintains following properties.

Bilinearity: For all elements P, (), R in G;, the equation of é(P + Q,R) =

é(P,R)é(Q, R) and é(P,Q + R) = é(P, Q)é(P, R) always hold.

Non-degeneracy: There exists elements P, @) in Gy, such that the result of é(P, Q)

is not equal to 1.

Computability: The operation é(P, Q) can be computed efficiently.

Bilinear Diffie-Hellman Problem (BDH Problem)

INPUT: In cyclic group G;, Gs, there exists a generator element P, bilinear pair-

ing e and three elements r P, sP, tP for some integer r, s, ¢t which are smaller than q.

OUTPUT: Find the result of é(P, P)"**
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Bilinear Diffie-Hellman Assumption (BDH Assumption)

Given P, rP, sP, tP in cyclic group G; with prime order ¢, there is no BDH
problem solver with PPT algorithm to compute the result of é(P, P)™** defined in

BDH problem.

2.2.5 Decision Bilinear Diffie-Hellman

Decision Bilinear Diffie-Hellman Problem (DBDH Problem)

INPUT: In cyclic group Gi, G, there exists a generator element P in G, an el-
ement v from G, bilinear pairing é and three elements P, sP, tP for some integer

r, s, t which are smaller than q.

OUTPUT: Decide if v is equal to the value of é(P, P)"*".

Bilinear Diffie-Hellman Assumption (BDH Assumption)

Given P, rP, sP, tP in cyclic group G; with prime order ¢, and an element v

from Gs, there is no BDH problem solver with PPT algorithm to decide if the result

of é(P, P)™" is equal to the value v defined in DBDH problem.
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2.2.6 Strong RSA

Strong RSA Problem

INPUT: There is N = pq with p and ¢ are prime numbers and an integer C' which

is smaller than N.

OUTPUT: Find a unique integer m and e which is satisfying m® = C. As to e,

it should satisfy gcd(e,(p —1)(¢ — 1)) = 1.

Strong RSA Assumption

Given a public exponent e which is bigger than 3, ciphertext C, there is no Strong

RSA solver with PPT algorithm to find any pair of (M, e) such that C'= M¢.
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Property

Condition

Additive Closure

Ya,be F:a+be F

Additive Associativity

Va,b,ce F:a+ (b+c¢)=(a+b)+c

Existence of Identity

HVeFVaeF:a+0=0+a=a

Existence of Inverse

Vaoe F,3a'eF:a+a'tl=al4+a=0

Additive Commutativity

Va,be F,a+b=b+a

Multiplicative Closure

Ya,be F:axbe F

Multiplicative ) o

Associativity Va,byc € F:ax(bxc) = (axb)*c
Distributivity Va,b,c € F,ax(b+c)=(a*xb)+ (ax*c)
Multlphcat.lv'e Va,be F:axb=bxa

Commutativity

Multiplicative Identity

HNeF:VaecF,a#0:1xa=axl=a

Multiplicative Inverse

Vac F,a#0, JateF:axat=a'lxa=1

No Zero Divisors

Ifabe Faxb=0:eithera=0o0rb=0

Table 2.4: Properties of Fields



Chapter 3

Efficient Escrow-Free Identity-Based
Signature (EF-IBS)

3.1 Chapter Overview

As discussed in the introduction, digital signatures with different properties in dif-
ferent setting have been proposed by many researchers. In terms of different settings
in digital signatures, there are public key infrastructure, identity-based cryptogra-
phy, certificate-based cryptography and certificateless public key cryptography. As
to different properties of digital signatures, there are verifiable encrypted signa-
ture, directed signature, blind signature, undeniable signature, designated verifier
signature, aggregate signature, group signature, ring signature, threshold signature,
multi-designated verifier signature, etc. In this chapter, our focus is on the digital

signature with identity-based cryptography in standard signature.

31
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3.2 Related Work

In order to practically deploy the traditional public key infrastructure (PKI), Shamir
[71] proposed the notion of identity-based (ID-based) cryptosystem in which the
necessity of verifying the validity of the certificates can be eliminated. In an ID-
based cryptosystem, the public key of a user presenting the user’s unique identity
can be any arbritrary string, such as an email address.

In ID-based cryptosystem an entity named the private key generator (PKG) is
responsible of the computation of the user’s private keys from a master secret. This
property avoids using certificates and associates an implicit public key (user identity)
to every user within the system. A sender only needs to know the recipient’s identity
when he/she sends an encrypted message to the receiver. Hence, in ID-based cryp-
tosystem the complicated and costly certificate verification for the authentication
can be avoided. In terms of signature, verifiers only need to take the identity to-
gether with the associated message and signature pair as input to check the validity
of the signature. (On the contrary, the traditional PKI requires an extra certification
verification algorithm which equals to the time required in processing two signatures
verification.) Identity-based signature is an effective method to minimize the time
for the overall signature verification and the size of the signature.

However, the PKG must be trustworthy because the PKG generates and holds
the secret key for all users. Nonetheless, this may not be realistic in practice. The
reason is that a malicious PKG can sell users’ keys or pretend any user to sign

messages or decrypt ciphertexts without being confronted in a court of law. This
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problem is regarded as the key escrow problem which is a fundamental problem in
the ID-based cryptosystem. To address this problem, there exists a main stumbling
block applying the ID-based cryptosystem, especially where building a complete

trust on the PKG is impractical.

Several researchers proposed other crytposystems to solve the key escrow problem.
They proposed a solution combinationing identity-based cryptosystem and public-
key infrastructure. Certificateless cryptosystem [1], certificate-based cryptosystem
[35], self-certificated cryptosystem [37] and self-generated-certificate public key cryp-
tosystem [59] are some instances of such solutions. In these systems, a user owns
both the user public key and secret key, along his identity-based secret key com-
puted by the PKG in which the user secret key helps prevent the key escrow problem.
Nonetheless, these systems are no longer purely identity-based because the encryp-
tor or the verifier has to know the user public key together with the user identity.
It means the original advantage of identity-based cryptography has been lost.

In terms of pure identity-based cryptosystems, Boneh and Franklin [11] proposed
a new approach to address the issue of key escrow through using multiple PKGs.
Their idea is that a number of PKGs jointly compute the master secret key, such that
no individual PKG has the knowledge of it. However, this solution only partially
solves the problem because it requires an extra infrastructure and communication
overhead. A user needs to run the key extraction protocol with different PKGs
which is an inefficient and inconvenient process. Thus, it is unrealistic to maintain

multiple PKGs in business infrastructure.
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Goyal [39] proposed the concept of accountable authority identity-based encryp-
tion (A-IBE) which can decrease the trust in the PKG. The PKG assists users to
compute his identity-based secret key without knowing it. If the PKG computes
another set of secret key by himself and exposes it to other parties, this key created
by the PKG will not be the same as the user’s original secret key. Consequently
the PKG can be caught when he reveals the secret key because the user can provide
his/her original secret key as evidence. However, it is still possible for a malicious
PKG to sell a signed message or decrypted ciphertext without being detected. After-
wards, Goyal et al. [40] improved the model by suggesting the concept of a black-box
A-IBE. In the improved model, a PKG will be caught in a trace algorithm if he sells
a decoder box which is able to decrypt ciphertexts.

The previously mentioned solutions only cope with identity-based encryption.
With regards to signature, Yuen et al. [85] proposed an escrow-free identity-based
signature scheme to solve the key escrow problem. Their scheme demands an ad-
ditional entity called judge blaming the malicious PKG. However, it also calls for
the PKG to offer some secret data to the judge. If the PKG does not cooperate,
the judge cannot produce any evidence to blame the PKG. Therefore, it is unlikely
practice in most cases because if the PKG is malicious, he would not work together

with judge.
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3.3 Syntax

An EF-IBS is possession of five algorithms/protocols, namely, Gen, Ext, Sign, Verify,
Blame. The first four algorithms are Identical to a regular IBS with the exception of
Ext which is currently an interactive protocol between the PKG and the user. We
introduce a public algorithm named Blame which permits the public to determine

whether or not the signature is created by the PKG instead of an honest user.

(param, msk) <— Gen(1*): On input security parameter A, this algorithm outputs the
public parameter param for the system as well as the master secret key msk for
the PKG. We assume param is an implicit input to all the algorithms/protocols

below.

(dip) < Extyser(ID)<=Extpkg(msk,ID): This is a pair of interactive algorithms
Extyser and Extpkg between the user and the PKG. The identity ID of the user
is a common input to both parties. The PKG has an additional input msk.
Upon successful completion of the protocol, the user obtains a secret key dp

with respect to the identity ID.

(o) < Sign(ID, dip, m) : This algorithm outputs a signature o on message m with

respect to identity ID.

(1/0) < Verify(ID, o, m) : This algorithm verifies a signature o on message m with

respect to identity ID.

(1/0) < Blame(ID,o,m,o’,m') : Given a message-signature pair (m, o) from an

honest signer with identity ID, this algorithm outputs 1 if and only if (m/, o)
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is created by the PKG and m # m/.!

Correctness. As in IBS, EF-IBS should satisfy correctness. That is, signatures

signed by honest signers are verified to be valid.

3.4 Security Requirements

A scheme should be in possession of the standard requirement for signatures as
unforgeability along with additional requirements which is defined underneath.
The requirement of non-slanderability is to describe the property that the ma-
licious PKG should not be able of creating a signature on behalf of an honest user
without being discovered by the algorithm Blame. In addition, the requirement of
non-framability is to describe the property that a malicious user should not be able
to create two signatures in a way that the Blame algorithm’s output is 1. The for-
mer property defends the user and discourages the PKG from signing on the user’s
behalf. The latter property defends the PKG so that malicious users cannot blame
the honest PKG for being malicious. The security requirements with the following

games taken from [85] are formalized as below.

Game Unforgeability

The requirement of existential unforgeability against adaptive chosen ID and mes-
sage attacks is captured in the following game which is played by a challenger C and

an adversary A.

!The condition m # m’ was added because in case the signature scheme is not strongly un-
forgeable, it might be feasible to construct another message-signature pair (m,oc*) given a pair
(m, o).
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Setup C invokes Gen(1*) and receives (param, msk). param is provided to A.
Query A is allowed to make the following queries:
e Extraction Query. A submits an identity ID and engages C as a user. C

runs Extpkg(msk, ID).

e Signature Query. A submits a message m and an identity ID. If C does
not have a secret key dip with respect to ID, it creates one by invok-
ing (dip) ¢ Extyser(ID)<=Extpkc(msk,ID). Next, it computes (o)

Sign(ID, dip, m). o is returned to \A.

Output A submits (¢*,ID*, m*) and wins if and only if

1. 1 < Verify(ID*, o, m*).
2. A Signature Query with input (m*,1D*) has not been submitted by .A.

3. An Extraction Query with input ID* has not been submitted by A.

Definition 3.1 (Unforgeability) A scheme is unforgeable if there does not exist
an adversary wins the above game with non-negligible probability within PPT .
Game Non-slanderability

The requirement of non-slanderability is formally described in the following game

played by a challenger C and an adversary A.

Setup C invokes Gen(1%) and receives (param, msk). Both of these param and msk

are sent to A.
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Query A is allowed to made the following queries:

e PKG-Extraction Query. A submits an identity ID and engages C. C plays

the role of a user and runs Extyse (ID) to obtain dip.

e Signature Query. A submits a message m and an identity ID that has
been submitted to PKG-Extraction Query. C computes (o) < Sign(ID,

dip, m). o is returned to \A.
Output A submits (o*,ID*, m*) and wins if and only if

1. 1 < Verify(ID*, 0", m*).
2. A has submitted a Signature Query with input (m, ID*) and obtains o.

3. 0 < Blame(ID*, o, m,0*, m*) and m # m*.

Definition 3.2 (Non-slanderability) A scheme is non-slanderable if there does

not exist an adversary wins the above game with non-negligible probability within
PPT.
Game Non-frameability

The requirement of non-frameability is formally presented in the following game

played by a challenger C and an adversary A.

Setup C invokes Gen(1*) and receives (param, msk). param is sent to A.
Query A is allowed to made the following queries:

e Extraction Query. A submits an identity ID and engages C as a user. C

runs Extpkg(msk, ID).
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e Signature Query. A submits a message m and an identity ID. If C does
not has a secret key dp with respect to ID, it creates one by invok-
ing (dip) < Extyser(ID)<=Extpkg(msk,ID). Next, it computes (o) <

Sign(ID, dip, m). o is returned to A.
Output A submits (ID*,o*, m*, o', m’) and wins if and only if

1. 1 < Verify(ID*, 0%, m*), 1 < Verify(ID*, o', m’).

2. m* # m’ and a signature query with input (-,ID*) has never been sub-

mitted by A.

3. 1« Blame(ID*, o', m/, 0*, m").

Definition 3.3 (Non-frameability) A scheme is non-frameable if there does not

exist an adversary wins the above game with non-negligible probability within PPT.

3.5 The Scheme

Construction of EF-IBS

The construction of EF-IBS is presented in this section. Firstly, the intuition behind
the construction and the technique to achieve escrow-freeness are described. Sec-
ondly, a high-level description of our scheme is discussed. Finally, the construction

followed by the security analysis is presented.
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Intuition of EF-IBS

The reason is that there exist many possible dp with regard to each identity ID,
and that the PKG does not have the knowledge of the actual dip received by an
honest user. In addition, the djp is not re-randomizable. Thus, given one d\p, it
is impossible to generate another djp without knowing the master secret key. Each
signature consists of a component, which is denoted by d|p, computed by a one-way
function. Therefore, signature created by different d|p’s are different. Concurrently,
the signature created by the PKG will be different to a signature created by the

honest user considering that the PKG does not know the actual dp.

However, an honest PKG would only generate one d\p to the user with regard to each
identity. Each user will only obtain one d|p and it is computationally impossible to
acquire another. Therefore, if there exists two signatures using different djp, it can
be concluded that the PKG is being malicious. In practice, when an honest user
witnesses a signature that is not created by himself, he can create another signature
to prove that the PKG is dishonest. Anyone can be convinced that it is the PKG

that is dishonest if the two signatures are created under different dp.

The construction starts with the well-known generic construction of IBS from nor-
mal digital signatures [7]. Let S = (Gen’, Sign’, Verify') be a normal digital signature
scheme. It can be used to construct an IBS as follows. The PKG generates param

and msk, which is merely the public and private key of an instance of S by invoking
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Gen'. In order to create a secret key of identity ID, the PKG invokes Gen’ again
and generate another pair of public and private keys, say, yip, xip. Subsequently the
PKG creates a signature ojp under his master secret key on “message” yp||ID. The

value (o\p, ¥ip, Z1p) is sent to the user and the user stores it as his secret key.

To produce a signature on message m, the user produces a signature o,, on m
under his xp. The overall identity-based signature possessing three components is
defined as (oip, yip, o). The validity of the IBS can be stated by verifying o, and

op as valid signatures under “public key” yp and param respectively.

We come up with the observation that if yp is generated by the user rather than the
PKG, the PKG cannot possess the secret value z;p. Each identity-based signature
is computed under an exclusive value y;p and thus the signatures generated by the
PKG will be distinct to the signatures generated by the user. This instantiates the

idea discussed in the previous section and would yield an escrow-free 1BS.

Nevertheless, there is still one unsolved problem mainly because these schemes need
to possess two digital signatures and one public key. In the following, we consider

specific case based on a particular aggregate signature.

This problem is addressed by using the technology of aggregate signatures. Due
to the fact that an IBS consists of three parts, namely, o,,, 00, yip, we made the

observation that the first two parts are both digital signatures of the same type.
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Therefore, these two components can be aggregated into a single signature if the
aggregate signature can be employed in the construction. In this way the final con-
struction can be an efficient scheme as any existing IBS consisting of two elements.
In fact, aggregate signatures that supports sequential aggregation are required con-
sidering that the PKG creates o)p followed by the creation of o, from the user. The
construction of EF-IBS being realized by applying the aggregate signature from

Boneh et al. [12] is described in the following.

Construction of EF-IBS

We describe our EF-IBS by following the idea described as below. For convenience,
we select symmetric pairing setting to present our scheme in spite of expecting it to

be adapted to asymmetric pairing setting without any difficulties.

Gen: On input security parameter A\, the PKG generates two groups G, Gr of prime
order p so that p is of A-bit and that there exists a bilinear pairing é : G x G —
Gr. It selects a generator g €r G, a random value v € Z, and computes
Y = ¢*. It also chooses a hash function H : {0,1}* — G. It publishes

param := (é,G,Gr,p,9,Y, H). The master secret key msk is (x).

Ext: User whose identity is ID € {0,1}* interacts with the PKG in the following
protocol. We assume there is an external mechanism assisting the PKG to
verify whether the user is the legitimate owner of this identity ID. Moreover,

the PKG would stop proceeding if he has seen the value of U received in the
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first step.

1. User chooses u €r Z, at random, computes U = g and sends U to the

PKG.

2. The PKG computes V = H(U||ID)* and returns V' to the user.
3. The user saves (u, V') as his secret key dip.

4. The PKG saves the value of U and would reject any further Ext request

with value U.

Sign: User with identity ID and secret key dip = (u,V) creates a signature on
message m € {0,1}* as follows. User computes W = H(m)" and U = g*.2

Next, the user computes S = VW. The signature o, on message m is parsed

as (5,U).

Verify: To verify a signature (5,U) on message m with regard to identity ID, the

verifier outputs 1 if and only if the following equation holds (and 0 otherwise):

?

¢(g9,5) =¢é(U, H(m))e(Y, HU|ID)).
Blame: Given a valid signature (S, U) from an honest user with identity ID on mes-
sage m and another message-signature pair (m’ , (S, U )), this algorithm out-

puts 1 if and only if U # U’ and 0 otherwise.

2U could be stored as part of the secret key to speed up the signature generation process.
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3.6 Security Analysis

With regard to the security of our construction, we have the following theorem.

Theorem 3.1 Our construction of EF-IBS possesses Unforgeability, Non-slan- der-

ability and Non-frameability under the CDH assumption in the random oracle model.

We prove the security of our scheme through three lemmas, one for each security

requirement.

Lemma 3.2 (Unforgeability) If there exists a PPT A that wins Game Unforge-
ability, we demonstrate that a PPT S can break the CDH assumption with the help

of A.

Proof:

Let é : G x G — Gr be a bilinear map such that G = (g) of prime order p where
p is of A-bit. We show how the CDH assumption can be broken by a PPT §. § is
given g%, ¢° and its goal is to outcome the value g*°. Let ¢y, ¢» be the number of hash
queries made by A to the hash oracle H with input length A and 2\ respectively.

Let g3 be the number of distinct identities which appear in the signature query.

Setup S chooses a €p Z,, at random and computes Y = (¢*)*. The public key is set
as param = (¢,G,Gr,p, g,y, H), where H is treated as a random oracle. Note
that S is not ware of the master secret key, which has a value of acv. S randomly

selects three indexes 2 € {1,...,q1}, j € {1,..., ¢} and £ € {1,...q3}.

Query The way S responses the various queries made by A is shown in the follow-

ing.
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e Hash Query. For the i-th query with input m; € {0,1}*, S randomly
chooses r; €p Z,. If i # i, return ¢". Otherwise, return (¢°)". In the
same way, for the j-th query with input /; € {0, 1}?*, S randomly chooses

s;Epl, 1f j# 7, return g% . Otherwise, return (g°)%.

e Extraction Query. A sends an identity ID and a value U. If U||ID = [,

S aborts. Otherwise, S responses (g%)*% where I; = U||ID.

e Signature Query. As to the /-th query, if ¢ = é, denote A’s input by m
and ID. S sets U = g% with a random value 8 €x Z, and makes a hash
query such that H(U||ID) = ¢g%. Locate the index i such that m = m;
(one of the input to the hash query). If m = m;, S aborts. Otherwise,
it returns (g%)Pri(g?)%“. In contrast, if £ # /, (again, let m and ID be
the input of A), S randomly chooses a value u, computes U = g* and
makes one hash query such that H(U||ID) = ¢g*. It returns the signature

as (S,U) such that S = H(m)"(g*)*%.
Output A sends (S*,U*,ID*,;m*) in a way that
1. é(g,S*) = é(U*, H(m*))é(Y, H(U*||ID")).
2. A Signature Query with input (m*,ID*) has not been submitted by .A.

3. An Extraction Query with input ID* has not been submitted by A.

%, S does not abort and with non-negligible proba-

With probability 2 -

bility, one of the following is true:

1. H(U*||ID*) = (¢°)% and H(m*) = g"i; or
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2. U* =U"=g* and H(m*) = (¢°)" and H(U*||ID*) = (¢°)%; or

3. Ur=U"=g" and H(m*) = (¢°)" and H(U*[[ID") = g*.

1

In case (1), S computes g* as (S*(U*)™")*%. In case (2), S computes g* as
1
(S*)#7iFesi . In case (3), S computes g? as (S*(g“)*asf)ﬁ%.

q1
q1

Case (1) occurs with probability €=, case (2) occurs with probability ﬁ and

-1
q

. e u
case (3) occurs with probability . O

Lemma 3.3 (Non-slanderability) If there exists a PPT A that wins Game Non-
slanderability, we demonstrate that a PPT S can break the CDH assumption with

the help of A.

Proof:

Let ¢ : G X G — Gr be a bilinear map such that G = (g) of prime order p
where p is of A-bit. We show how to construct a PPT & that breaks the CDH
assumption. S is given g%, ¢® and its goal is to outcome the value g®. Let qi, g2 be
the number of hash queries made by A to the hash oracle H with input length A

and 2\ respectively. Let g3 be the number of PKG-Extraction Queries.

Setup S chooses v €p Z, at random and computes Y = ¢g*. The public key is set
as param = (¢,G,Gr,p, g,y, H), where H is treated as a random oracle. The
master secret key msk is z. Both of the value of param and = are given to A.

S randomly chooses two indexes 7 € {1,...,¢;} and j € {1,...,¢s}.

Query The way S responses the various queries made by A is shown in the follow-

ing.
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e Hash Query. As to the i-th query with input m; € {0,1}*, S chooses
ri €r Z, at random. If i # i, return ¢". Otherwise, return (g%)".
Regarding to any H query with input of length 2\-bit, & returns with a

random element of G.

o PKG-Extraction Query. A sends an identity ID. With regard to the j-th
query such that j # 7, 8 randomly chooses a value uj €g Z,, computes
U; = g, submits it to A and obtains V. For j = 7, S submits Uj=g*

to A.

e Signature Query. As to signature query which involves ID having been
submitted to j-th PKG-Extraction Query such that j # j, S is aware of
the secret key associated with ID and thus responses the query correctly.
If ID is involved with the j-th PKG-Extraction query, S aborts if the
message m to be signed is the input to the i-th query. Otherwise, it can

compute S as VW where W = (g°)7.

Output With probability qlqzl, S does not abort and A submits (S*, U*, ID*,
m*) such that there exists a Signature Query of which the return values is
(S,U,ID,m) and that U* = U. Moreover, with probability at least 1/qgs,

1
T

U = U; and m* = m; and S computes g* as (S*H(U*|[ID)~*)"i. O

Lemma 3.4 (Non-frameability) If there exists a PPT A that wins Game Non-
frameability, we demonstrate that a PPT S can break the CDH assumption with the

help of A.

Proof:
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Let é : G X G — Gr be a bilinear map such that G = (g) of prime order p
where p is of A\-bit. We show how to construct a PPT & which can break the CDH
assumption. S is given ¢%, ¢° and its goal is to outcome the value g*°. Let q;, g2 be
the number of hash queries made by A to the hash oracle H with input length A

and 2\ respectively.

Setup S chooses a €p Z, at random and computes Y = (¢g*)*. The public key
is set as param = (¢,G,Gr,p,g,y, H), where H is treated as a random oracle.
Note that S is not aware of the master secret key, which has a value of aa. S

chooses an index j € {1,..., ¢y} at random.
Query We show how S responses the various queries made by A.

e Hash Query. With regard to the i-th query with input length A, S chooses
a value r; at random and returns g". As regards the j-th query with
input [; € {0,1}**, S chooses s; €g Z,, at random. If j # 7, return g%,

Otherwise, return (g°)*.

e Extraction Query. A sends an identity ID and a value U. If U||ID = [,

S aborts. Otherwise, S responses (g*)** where I; = U||ID.

e Signature Query. Regarding each query, A sends a message m and an
identity ID. S aborts if U[[ID = I; for some U. Otherwise, S randomly
computes U = g" (if it has not done so before) and obtains s; such that

H(U|ID) = g%. It then computes S based on (¢g*)*% H(m)". Note that

A is not allowed to query signatures on the identity it is going to attack.
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Output S does not abort with probability 2=, and A sends (S*, U*, ID*, m*) and

a2
(8", U, ID*, m') such that U* # U’ and m # m'. The equation of U*[|ID* = I
or U'|[ID* = [ holds with the probability at least 2/gs. Assuming U*|[ID* = I
without losing generality, S locates i such that H(m*) = ¢" and computes

1

g = (ST 0

3.7 Implementation

The efficiency of the EF-IBS algorithm in terms of time complexities is presented
in this section. Empirical Analysis as well as experimental results are described as

follows.

3.7.1 Empirical Analysis

The complexity of the five algorithms/protocols does not depend on the number of
users in the system. Our system is highly efficient in Gen, Ext, Sign and Blame.
There is only one modular exponentiation of a cyclic group in the former three
algorithms/protocols. As to Verify, it is the slowest operation which involves 3
pairing operations. In terms of space complexity, the secret key d\p, which consists
of one element in G and one element in Z,, is required to store by users. In considering
efficiency, an extra group element (the element U) is also required to store by users
. In addition, the size of signature becomes short and consists of 2 elements per
signature.

The number of pairing operations and exponentiations in various groups needed
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Operation Gen | Ext(User) | Ext(PKG) | Sign | Verify | Blame
EXP in G 1 1 1 1 0 0
Pairing 0 0 0 0 3 0

Table 3.1: Empirical Complexities

in each protocols is shown in Table 3.1.

3.7.2 Experimental Results

The performance of EF-IBS is estimated by measuring the time cost of various basic
operations according to the pairing-based library (version 0.5.12)% and the perfor-
mance of the system is benchmarked. The experimental outcome was produced
through 10 test runs. The test machine was an Acer 3820TzG with 2.8GHz Intel I
5-520 CPU and 4GB of Ram running Ubuntu 10.01 with kernel 2.6.338/8. Two set-
tings are considered, namely, symmetric pairing and asymmetric pairing. Recorded
that if symmetric pairing (Type A pairing) is to be employed, group elements are of
size 512 bits. Moreover, the time required in hashing to point is slow and the cost it
takes is comparable to that of a pairing operation. However, if asymmetric pairing
(type D pairing, using parameter d62003-159-158.param) G; X Go — Gr is to be em-
ployed, short representation of group elements is only possible in G;. Group order p
in this setting is of 158 bit and elements in G; are of size 159 bit only. Nonetheless,
the time required in operations of group G, are slow. The implementation result is
shown in Table 3.2.

The benchmark should give a precise estimation on the actual performance of

3http://crypto.stanford.edu/pbc/
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Symr(nTe}t/l;g iz;u"mg Asymmetric Pairing(Type D)
Exponentiations 5.4 ms 2.16 (G1) / 10.1 (G2) ms
Pairing 6.25 ms 9.4 ms
Hash to point 11 ms 0.2 (Gy) / 46.02 (Go) ms
Size of group elements 64 bytes 20 (G1) / 60 (Gs) bytes

Table 3.2: Experimental Results

the construction. The purpose of our experiment is for feasibility of our proposal,
therefore one parameter type is used to analyze the time required in different op-
erations. In addition,the specific parameter chosen here is one of the most popular

choices.

3.7.3 Comparison

Various IBS schemes are compared with our proposed scheme, in terms of efficiency
and security features in Table. Compared with the construction proposed by Yuen
et al. [85], our proposed scheme is very practical, since it allows the public to
determine whether the PKG has put the signature on behalf of the honest user.
As to the construction proposed by Yuen using BLS, the signature size is three
and it is escrow free in random oracle model. The time required in sign algorithm
takes one exponentiation operation time while the time required in verify algorithm
takes four pairing operation time. Regarding to the scheme using BB [85], the
signature requires six group elements and it is escrow free under standard oracle
model. The time required in sign algorithm is identical to the time required in an

exponentiation. In addition, the time required in verify algorithm is four pairing
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and two exponentiations. In terms of Hess [42], the signature contains two group
elements and under random oracle model, key escrow problem still exists. Whereas
the time required in sign is two exponentiations, the time required in verify is two
pairings and two exponentiations. With regards to Waters [81, 62|, the size of
signature is three and key escrow problem exists in the standard model. The time
required in sign algorithm is the time required in three exponentiations and the
time required in verify algorithm is three pairings. All these comparison result is

summarized in Table 3.3.
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Scheme Signature | Escrow | Security Sign Verify
Size? Free Model Computation® | Computation®

Yuen et al. 3 v ROM L E 4P

[35]

(using BLS

[13])¢

Egg?n ct al 6 v | standard 1 E LP+2E

(using BB

[10))°

Hess [42] 2 X ROM 2 F 2P+2F

Waters (81, 3 X standard 3K 3P

62]

Our  pro-

posed 2 v ROM 1 E 3P

scheme

Table 3.3: Comparison of different IBS

2 The unit for signature size is group element.

> When we come across the computation of sign and verify, we use E to represent
an exponentiation and P to represent a pairing. Other operations such as hashing
and modulus addition are negligible.

° Yuen et al. [85] provides a generic construction for escrow-free IBS scheme. We
divide the comparison into using BLS [13] scheme for random oracle model and
using BB [10] scheme for standard model, which are the shortest signature schemes
in the literature for the corresponding models.



Chapter 4

(Strong) MDVS Secure Against Rouge
Key Attack

4.1 Chapter Overview

It is known that digital signatures with different properties in various settings have
been introduced by many researchers. Four settings of digital signatures and a
number of different properties of digital signatures are discussed in the introduction.
In this chapter, the focus is on the digital signature with multi-designated verifiers

signature in public key infrastructure.

4.2 Related Work

The notion of Designated verifier signatures/proof (DVS/DVP) was proposed by
Jakobsson, Sako and Impagliazzo [46], and independently by Chaum [20] in 1996. In
DVS scheme a signer can convince a designated verifier that the message is endorsed
by the signer while the designated verifier cannot transfer this conviction to anyone

else. The fundamental principle of DVS is that a signature which can declares

o4
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the validity of the statement “ The message has been endorsed by the signer” or

7

“ The designated verifier’s secret key is known by the signer ” is non-interactive
proof. Whereas being convinced that the signer has endorsed the message, the
designated verifier cannot convince other parties because the proof could have been
produced by designated verifiers. As discussed in the same paper, Jakobsson et
al. presented the concept of strong DVS (SDVS) in which the private key of the
designated verifier is essential to verify the signature. As mentioned that DVS itself
reveals the information that the signature is created by the signer or the designated
verifier. However, an external party is aware of the signature produced by the
signer if she/he captures the signature before it reaches the designated verifier. This
requirement is formalized as privacy of signer’s identity in [69]. It is necessary that
external party cannot confirm who created the signature without the designated
verifier’s private key.

The concept of multiple verifiers has been described in [46], and in the rump
session of Crypto’03. In addition, Desmedt [30] discussed the notion of multi-
designated verifiers signatures (MDVS) as a generalization of DVS which was later
formalized in [50]. Subsequently, many researchers has introduced a number of
MDVS constructions [46, 50, 61, 70, 26, 52, 55, 27, 79, 18, 77, 78] with different
features in various settings. Interested readers may refer to [78] for a survey.

Jakobsson et al. has first discussed the problem of rogue key attack in DVS
in [46]. In the discussion, the goal of a malicious verifier is to convince an external
party that the message has been endorsed by the signer. For instance, malicious

verifier can produce his/her public key based on the output of a hash function



4.2. Related Work 56

using a random number as input. Afterwards, everyone will be convinced that
the signatures must have been produced by the signer when the malicious verifier
discloses the value of the random number. One of the counter-measures suggested
is to require Bob to prove the knowledge of his secret key. On the other hand, one
of the counter-measures recommended is to demand the designated verifier to prove
the knowledge of the secret key. Another type of rogue key attack specifically on
MDVS was proposed by Shim in [73]. In this attack, a malicious verifier creates
their own public key as a function of other honest verifiers’ public keys in which a
signature that passes the verification of other honest verifiers can be created. The
recommended counter-measure is to demand the verifier to prove the knowledge of
the secret key. More importantly, there is no formal model proposed to capture the
attack. It is acknowledged that the two types of rogue key attacks have different
properties. The former is against non-transferability whereas the latter is against
unforgeability which is the primary focus of the current chapter.

As mentioned, a counter-measure against rogue key attack in MDVS is to demand
the adversary to produce a proof-of-knowledge of the secret key. This particularly
indicates that all users are required to provide a proof-of-knowledge of the secret key
to the certification authority (CA) prior to certifying the corresponding public key.
However, this solution requires modification of the current PKI which is costly [8].
Therefore, designing a MDVS scheme which is securely against rogue key attack in
the plain model is desired. In respond to this, a partial solution proposed as the
first MDVS scheme that is formally proven unforgeable under rogue key attack is

presented in this chapter.
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It is acknowledged that if the DVS is encrypted under the designated verifier’s
public key, the resulting scheme would be a strong DVS. However, a subtle issue
described in [50] can avoid such generic transformation to be applicable in MDVS.
Particularly, the challenge is to guarantee correctness of the resulting scheme con-
sidering that it is entirely feasible for a signer to encrypt different values under
different designated verifier’s public key. In that case, a signature could be consid-
ered as valid by some of the designated verifiers only. This issue is addressed by a
hybrid encryption using a simple one-way secure encryption and a symmetric en-
cryption. The unforgeability under rogue key attack is then preserved in our generic

transformation. Particularly, the following contributions are made.

4.3 Preliminary

4.3.1 Syntax

The definitions and security models of MDVS are adapted from various litera-
tures [50, 52]. A MDVS scheme is composed of four algorithms, namely, Setup,

Gen, Sign, Verify with different properties listed as follows.

param < Setup(1*): On input a security parameter A, this algorithm produces
the public parameter param for the system. Noteworthy that this algorithm is
optional if all users could create their key pairs with no coordination. However,
all schemes known to us demand the key pairs of users to be generated through

some common system parameters. We assume param is an implicit input to
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all algorithms mentioned as follows.

(pk,sk) < Gen(): For a user (who can take the role of a signer or a designated
verifier) this algorithm produces a key pair (pk,sk) . Therefore, pk is the

matching public key of sk (and vice versa).

(0,V) < Sign(sks,V,m) : As input a message m, a secret key of a signer skg
(with the public key pkg) and a set of designated verifiers’ public keys V), this
algorithm produces a signature o, which is a designated verifier on message m

with regard to the public key pkg.

valid/invalid < Verify(pkg, o,V, m,sky) : Given as input a public key pkg, a
message m, a signature o with a set of designated verifiers’ public keys V and
a private key sky such that the corresponding public key is pky, € V, this

algorithm checks the validity of the signature and produces valid/invalid.

A MDVS scheme must possess three properties namely Correctness, Unforgeabil-

ity and Source-Hiding presented as follows.

Correctness. With regard to any security parameter A\ and param < Setup(1?),
(pkg,sks) < Gen() and V = {pky,, ..., pky, } so that (pky,, sky;) <= Gen() for
i € [n] . For any message m, if (o,V) < Sign(sks, V, m), subsequently valid <
Verify(pkg, 0, V, m,sky;) for all ¢ € [n]. Moreover, regarding to any values o, V, m,
pkg, if there is a private key sky such that its corresponding public key pk,, € V and
that valid < Verify(pkg, o,V, m,sky ), then for any private key sky/, it holds that

valid < Verify(pkg, o, V, m,sky-) if the corresponding public key pk,, € V.
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Unforgeability. The requirement of Unforgeability is formally captured by the

following game between a challenger C and an adversary A.

Setup C invokes Setup(1*) and subsequently Gen() to receive (param, (pkg, sks),
{(pky:,sky;) }iemn)). The set {pky; }icn) is denoted by V. C sends (param, pkg, V)

to A.
Query A is allowed to ask the following queries:

e Corruption Query. A sends a public key pky, € V to C and obtains sky .
e Signature Query. A sends a message m to C and obtains (o, V) <
Sign(sks, V, m) from C.
Output A sends (0*,m*) to C and wins if and only if
1. There is a public key pky,. € V such that valid <« Verify(pkg, o*, V, m*,
2. A Signature Query with input m* has not been submitted by .A.
3. There is a public key pk;, € V which has not been submitted a Corruption

Query as input by A.

Definition 4.1 (Unforgeability) A MDVS scheme is unforgeable if there does not

exist any PPT adversary winning the above game with non-negligible probability.

As presented in [50], the adversary is not given an oracle for signature verification

since any signatures can be verified by him with corrupting some of the verifiers.
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Source hiding. That’s to say, given a message m and a signature (o,V), it is
impossible to identify who from the original signer or the designated verifiers all
together created the signature, even if all the secret keys are known. The formal

definition is adapted from Definition 3 of [43] for normal DVS into that for MDVS.

Definition 4.2 (Source Hiding) A MDVS scheme is source hiding if there is a
PPT simulation algorithm Sim that given as input a public key pkg, a set of key pairs
(pky,, skv; )icfn) and a message m, produces a tuple (0,V) (such that V = {pky, }icn])
that is indistinguishale to (o,V) <« Sign(sks, V, m) (where skg is the corresponding
private key of pkg). In other words, for all PPT algorithmn D, for any security
parameter A, param < Setup(1*), (pkg,sks) < Gen(), {(pky,,sky;) <+ Gen()}icp

and any message m, it holds that:

(007 V) A Sign(5k57 V> m)

(017 V) — Slm(ka7 {ka“ SkVi}iE[n]7 m)
Pr :b=0V| —1/2| = negl()\)

ber {0,1}

V' < D(0ov, pkg, sks, {pky;, skv; Fiein), m)

where negl(\) is a negligible function in X\. A function negl(\) is said to be negligible
in A if for all polynomial q(-), there is a value ko such that for every X > kg,

negl(\) < 1/q(\).
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4.3.2 Strong Multi-Designated Verifiers Signatures

It is desirable in many scenarios that, in addition to the signer and the verifier,
a third party cannot determine if a signature for the verifier is created by that
particular signer or by someone else. This concept appeared in [46] and is formally
defined as privacy of signer’s identity (PSI) in [50]. This applies to the case of

multiple designated verifiers and the property PSI for MDVS is defined in [50].

Privacy of signer’s identity. The requirement of PSI is formally captured by

the following game between a challenger C and an adversary A.

Setup C invokes Setup(1*) and then Gen() to receive (param, (pkg,, sks,), (PKg,,
sks, ), {(pky;,skv;)}iem)). The set {pky, }icpn) is denoted by V. (param, pkg,,

pkg,, V) is given to A.
Query A is permitted to ask the following queries:

e Verification Query. A sends (m,o,V,pkg :c € {0,1},V € V) to C and

obtains valid/invalid < Verify(pkg , o,V U pky,, m,sky).

e Signature Query. A sends a message m, a bit b to C and obtains (o,

V) < Sign(skg,, V, m).

Challenge At some point A sends a message m*. C tosses a fair coin b and obtains

(c*, V) < Sign(sks,, V, m) from C.
Query A keeps to make verification and signature queries.

Output A sends a bit b and wins if and only if &' = b.
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A’s advantage in the game PSI is determined as the probability of A4 winning

the game minus 1/2.

Definition 4.3 (Privacy of signer’s identity) A MDVS scheme is said to own
privacy of signer’s identity if there does not exist any PPT adversary with non-

negligible advantage in game PSI.

A strong MDVS scheme is a MDV'S scheme having the privacy of signer’s identity.

4.4 The Scheme

4.4.1 Rouge Key Attack in MDVS and its Solution

Firstly, the generic construction of MDVS from discrete logarithm-based ring signa-
tures [50] is reviewed. In the next subsection, we will see the way how a malicious
designated verifier could start a rogue key attack to force an honest verifier into
accepting a forged signature. Noted that this attack is outside the original security
model and does not indicate the scheme is insecure. On the contrary, it is possible
to say that a signature that passes the verification of a particular honest designated
verifier could have been generated by a real signer or some other malicious verifiers.

We will see the proposed fix soon.

4.4.2 Generic Construction of MDVS [50]

The generic construction makes use of ring signatures as building blocks and requires

that all the keys are discrete logarithm-based. Readers are referred to [67] for the
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formal definition of a ring signature scheme. Roughly speaking, a ring signature
is a signature generated by one of the possible signers in a set of signers (often
called a ring of signers). The ring of signers are produced in an ad-hoc manner
by the actual signer. The formation is spontaneous in which the members can be
completely unaware of being conscripted into the ring. In the generic construction

of MDVS, ring signatures are required to support a ring size of 2.

e Setup. This is identical to the parameter generation of the ring signature

scheme (if any).

e Gen. This is identical to the key generation of the ring signature scheme. The
generic construction demands the key of the ring signature to be of the form
(g%, x) where g is included in the parameter, x is the signing key and g¢* is the

corresponding public key.

e Sign. Let the signer’s key pair be (¢*5, xg) and the set of designated verifiers’
key pairs be {(g™V, zy;)} for i = 1 to n. The signer computes g~V = Hie[n] grVi.
Then, the signer generates a ring signature on message m on the ring {¢*s, ¢*V }
under the secret key xg. The output is denoted by . This value, along with

the set {g™"i }icpn), is outputted as the multi-designated verifier signature.

o Verify. To verify the signature (o, {g"i }icf,)) on message m, a verifier computes
gV = Hie[n] g*Vi. Then it uses the verification algorithm of the ring signature

scheme on the ring {g*s, g*v}.

The property of unforgeability comes from the fact that to generate a ring signa-

ture on the ring {¢g*s, ¢g"v }, one of x5 or xy should be known. Since the adversary
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is not aware of xg or xy !, forging a signature implies breaking the unforgeability of
the underlying ring signature scheme. However, the source hiding property comes
from the fact that if one knows all secret keys of the verifiers, he/she can construct a

PPT Sim by computing xy = > xy, and using it to generate a ring signature on

i€[n]
behalf of the ring {¢s, ¢"V}. As a result of the anonymity of ring signature, there

does not exist any PPT algorithm which can distinguish a signature created by the

real signer using xg or by Sim using vy .

4.4.3 Rouge Key Attack and Its Defence

Existential Forgery under Rouge Key Attack. Shim has discussed rouge
key attack against a concrete scheme in [50] in [73]. The attack extended to the
generic construction of [50] is presented here. Assume the goal of an adversary is
to persuade an honest designated verifier to accept a forged signature created by
himself/herself. Let ¢S, g*v’ be the public keys of the targeted signer and designated
verifier respectively. To defraud the verifier, the adversary randomly selects a value
x4 and crafts a mal-formed public key K = ¢"4/g*v'. Next, the adversary computes
gV = Kg"v' = g"4. Due to the adversary possessing the value x4, he can generate
a ring signature on the ring {¢g*s, ¢*v }. He outputs the signature, together with the
set of designated verifiers as {g*v’', K'}. As a result, the designated verifier would
accept a forged signature generated by the adversary instead of the signer. This

kind of attack can be denoted as forgery against rogue key attack (RKA).

1Since the adversary cannot corrupt all the verifiers, it does not know the value xy-, which is
equal t0 3, Tv;-
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A Proposed Fix. The problem comes from the adversary being given extra power
to create malformed public key. The fix suggest in [73] is to demand the certifica-
tion authority to check the validity of the public key before sending a digital cer-
tificate to users. As to modelling, this implies the stronger certified key model in
which the users are needed to conduct a proof-of-knowledge of his secret key to the
CA. As discussed in [8], this requires alteration of the client and CA functioning
software. Another solution is introduced that could resist this attack in the plain
model according to a technique used in multisignautres [8] and batch verification
of digital signatures [6]. Simply speaking, ¢*v is defined to be Hie[n} (g°vi )", where
hi = H(g*s,g"™1,...,g"v»,m,1) for a hash function H which shall be acted as a ran-
dom oracle. Note that with this modification, the value xy can still be computed if
all the values xy, are known. However, if one of the secret keys, say zy;, is unknown,
the value zy cannot be computed since the probability of “canceling” ¢*vi in the
computation of ¢g*v is negligible supposing the values h; are randomly distributed

and are only known after the value of the public keys are chosen.

4.4.4 Formal Security Definition for Unforgeability Under

Rogue Key Attack

To formally assert the security of our proposed solution, a security model which
intends to capture attack of this kind.? is defined. We believe a verification query

with the target verifier can be used by the adversary because the adversary might

2While rogue key attack on MDVS is discussed in [73], no formal security model has been
proposed to capture such an attack.
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try to send mal-formed signatures in order to learn information about the target

verifier’s verification procedure.

Unforgeability Against Rogue Key Attack. The requirement of UF-RKA is
formally captured by the following game between a challenger C and an adversary

A

Setup C invokes Setup(1*) and then Gen() to receive (param, (pkg, sks), (pky, sky)

and send (param, pkg, pky) to A.

Query A is allowed to make the following queries:

e Verification Query. A sends a set of public keys V, a signature (o,V U
pky ), a message m and obtains valid/invalid < Verify(pkg, o,V U

ka7 m, SkV)’

e Signature Query. A sends a message m, a set of public keys V and
obtains (o,V) < (skg,V, m). Recorded that A can send an arbitrary set

of verifiers of his choice (even a set without pky,).

Output A sends (0*,m*) and a set of public keys V* and wins if and only if

1. valid <« Verify(pkg, o*, V* U pky,, m*, sky).

2. A Signature Query with input (m*, V* U pk,,) has not been submitted by

A.

Definition 4.4 (UF-RKA) A MDVS scheme is unforgeable under rogue key at-

tack if there does not exist any adversary wins the above game with non-negligible
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probability in PPT.

We believe UF-RKA for MDVS is a stronger notion compared with the notion

Unforgeability.

4.4.5 A Concrete Construction

Here, a concrete MDVS scheme is presented from a commonly used two-party ring

signature following the generic construction along with proposed fix.

e Setup. Let G = (g) be a cyclic group of prime order p. The outcome of this

algorithm is param as (G, p, g).

e Gen. Select a hash function H : {0,1}* — Z, which will be modelled as a
random oracle?. Randomly select value © € Z,, compute g*. The outcome

is pk as (g%, H) and sk as x.

e Sign. On input the signer’s key pair (pkg,sks), a set of designated verifier’s
public keys V = {pky,, ..., pky, } and a message m, parse pkg as (Ys, Hg), skg
as xg, pky, as (Yy;, Hy;). Compute Y = J[,c(, Y‘f where h; = Hy,(pkg, pky;,
.oy Py, m).

1. Randomly choose r,cq, 20 € Z,,, compute 11 = g", T, = Y ?g*.
2. Compute ¢ = Hg(T1, T, pkg, pky., b1, ..., pky. , by, Y, m) and ¢; = c—c.

3. Compute z; =r — c1xg.

3We abuse the notation and assume a full domain hash. In the following when we write ¢ =
H(X,Y) where X and Y may be elements from different domains, we assume a suitable encoding
scheme is employed to convert XY into a bit-string.
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The outcome is the signature as (cy, ¢g, 21, 22, V). Recorded that (cy, 2, 21, 22)

is a ring signature on message m with respective to ring {Ys, Y}.

e We remark that the above steps constitute a standard signature proof-of-
knowledge of 1-out-of-2 discrete logarithms (which can be viewed as a two-
party ring signature). This can be described as follows using the Camenisch

and Stadler notation [16].

SPK{(a) : Ys =¢g*VY = g%} (m)

o Verify. To verify the signature (ci, ¢, 21, 22, {Pky; }ic[n)) On message m, pky,

can be parsed as (Yy;, Hy,) and the value Y can be computed by ¥ = []

i€[n]

HVZ- (kaypkvl 7"'7kan 7m)

3

Y,

. The outcome is valid if and only if

c1+cy = Hs(YSCvlgzl,YCQ‘gz27 ka, ka17 hh ey kan, hn,Y, m)

and invalid otherwise.

Relating to the security of our concrete construction, the theorem, whose proof

can be found in security analysis section is presented as follows.

Theorem 4.1 Our concrete construction is secure under the discrete logarithm as-

sumption under the random oracle model. Particularly, it satisfies

e definition 4.1 under the discrete logarithm assumption in the random oracle

model;



4.5. Generic Strong MDVS 69

o definition 4.2 unconditionally;

e definition 4.4 under the discrete logarithm assumption in the random oracle

model.

4.5 Generic Strong MDVS

Strong DVS can be constructed from DVS by encrypting the signature under the
designated verifier’s public key. Nonetheless, the intuitive solution that encrypting
the signature under each designated verifier’s public key is not satisfactory in the case
of multiple designated verifiers. As discussed in [50], this intuitive solution produces
a subtle issue in correctness. Specifically, the signer could generate an “invalid”
signature that would be regarded as valid by some verifiers in some scenarios where

the signer does not execute some of the encryption properly.

4.5.1 Generic Construction

To overcome this challenge, we observe that it is straightforward to apply a verifiable
encryption [15] allowing the signer to create a proof that all ciphertext decrypts to
the same value. To verify the proof, all verifiers need to assure that the values
obtained by the signer are identical. However, this solution is costly. As to the
view of an abstract level, the goal of this encryption is to ensure all verifiers receive
the same value by decryption. This can be achieved by using a very weak one-way
encryption with an explicit “IND-CPA” attack. This encryption scheme can be

denoted as WE. That is, given a message k, anyone can check if the ciphertext C'
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decrypts to it. It is easy for a verifier to check whether or not all the encryptions of
the designated verifier signature are properly executed.

However, this creates another problem. Due to the fact that WE is only one-way
secure, the ciphertext might leak information about the signature and thus privacy of
signer’s identity is not guaranteed. Therefore, we employ a hybrid approach to solve
this problem. WE is used to encrypt a symmetric key k£ under all the designated
verifiers public keys and outputs corresponding ciphertexts C', ..., C,,. The ordinary
MDVS is encrypted with a symmetric key encryption S€ with key k. As long as the
key k cannot be known from the ciphertext C;’s, there is no information about the
MDVS being learnt as long as the symmetric encryption S€ is secure. As discussed,
S€& is assumed to be an idealized cipher for the ease of security analysis. In other
words, our generic construction is secure in the ideal cipher model, which is identical

to the random oracle model based on the result of [28].

4.5.2 Building Block of Our Generic Construction

Regarding to WE, two properties are needed. The first one is an efficient and ex-
plicit “IND-CPA” attack. The second one is an efficient and explicit malleability
attack allowing anyone to transform a ciphertext C' under public key Y into another
ciphertext C’ under public key Y’ so that the same message is encrypted by the dif-
ferent verifiers. The malleability attack on WE is essential in the proof of security

for multiple designated verifiers.

Below the requirement of the weakly secure encryption WE is presented as follows.
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paramyye < WE Setup(1*): On input a security parameter A, the outcome of
this algorithm is the public parameter paramy¢ for the system. paramyye is

assumed an implicit input to all algorithms listed below.

(WE .pk, WE sk) < WE.Gen(): The outcome of this algorithm is a key pair

(WE .pk, WE sk).

Cwe < WE.Enc(WE.pk,m) : On input a message m and a public key of the

receiver WE.pk, the outcome of this algorithm is the ciphertext C)yg.

m < WE .Dec(WE sk, Cyye) : On input a secret key WE sk, a ciphertext Cyye,

the outcome of this algorithm is the plaintext m.

0/1 + WE.iAtk(WE .pk, Cyye, m) : This is an attack on indistinguishability of
ciphertext. On input a public key WE.pk, a ciphertext C)ye and a plaintext
m, the outcome is 1 if and only if m = WE.Dec(WE sk, Cyye), where WE sk
is the corresponding private key of WE.pk and 0 otherwise. Note that WE sk

is not an input to this algorithm.

(Chpes WE pK') +— WE.mAtk(WE .pk, Cyye) : This is an attack on malleability
of ciphertext. On input a public key WE.pk, a ciphertext Cyy¢, the outcome is

e, WE.pK' such that the distribution of Cj,,. is indistinguishable to that of
WE Enc(WE .pk', WE.Dec(WE sk, Cyye)). Note that the algorithm does not

respond the corresponding secret key for WE.pk'.

WE is required to be one-way secure, which is formally defined as the following

game between a challenger C and an adversary A.
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Setup C invokes Setup(1?) and then Gen() to receive (paramyye, WE.pk, WE sk).

Challenge C selects a random message m, compute Cye < WE.Enc(WE .pk, m).

(paramyye, WE.pk, and C sends Cyye) to A .
Output A submits m’ and win if and only if m = m/.

WE is one-way secure if there does not exist any adversary A wins the above
game with non-negligible probability within PPT.
A construction of WE is proposed according to the Elgamal encryption in a

cyclic group equipped with a bilinear map.

o WE Setup(1?): Generate a pair of groups G, Gr of the same prime order p of

A-bit and a bilinear map ¢ : G x G — Gpr. Let g be a generator of G. Set

paramye = (G, Gr,p, g, €).

e WE.Gen(): Randomly select u € Z,,, compute U = g*. Set (WE.pk, WE sk) =

(U, u).

e WE.Enc(U,m) : On input a message m € G, randomly select r €x Z,, output

Cye = (C, D) as (mU", g").
e WE .Dec(u, (C, D)) : Output C'//D*.

o WE.iAtk(U, (C, D), m) : The outcome is 1 if and only if

é(C/m,g) = (D,U)

and 0 otherwise.
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e WE.mAtk(U, (C, D)) : Randomly select e, f €r Z,, compute U’ = Ug®. Com-

pute C = CD¢, ¢' = CU, D' = Dg/. The outcome is ((C’,D’), U’).

Recorded that if U = g% C = mU", D = ¢", it is easy to see that C' =
m(Ug®)"*f, D = g"*/ and U’ = Ug®. Therefore, (C', D') is encrypting the message
m under the public key U’ with the proper distribution.

Subsequently, the construction of W& which is one-way secure under the com-

putational Diffie-Hellman assumption is described.

Proof: Suppose there exists an adversary A that can win the game one-way security,
we show how to construction an algorithm S that solves the CDH problem in a
group equipped with a bilinear map. S is given (G, Gr, é,p, g, 9%, ¢°) and its goal is
to output g?.

S randomly picks a value C, gives paramys = (G,Gr,p,9,€), U = g%, (C,D) =
(C, ¢°) to A. Note that this implicit set the message being encrypted as m = C//g®.
A returns with a value m’. § computes C'/m’ and outputs it as the solution to the

CDH problem. O

4.5.3 Owur Generic Construction of Strong MDVS

Here, the generic construction of Strong MDVS is presented. Let MS = (MS.Setup,
MS.Gen, MS.Sign, MS Verify) be a secure MDVS scheme. Let WE = (WE.Setup,
WE.Gen, WE.Enc, WE .Dec, WE.iAtk, WE.mAtk) be a one-way secure encryption.
Let H be a hash function and S€ be a symmetric key encryption. SE.Encj; and
SE .Decy, are denoted as encryption and decryption operation of S€ using key k. H,

S& will be modelled as a random oracle and an ideal cipher respectively. The way
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how to construct a strong MDVS scheme (Setup, Gen, Sign, Verify) is presented as

follows.

e Setup. On input security parameter 1*, invoke param s +— MS.Setup(1*) and
paramyye < WE .Setup(1?), specify a weak encryption WE, a hash function H

and a symmetric cipher SE€. Set param = (param s, paramye, H, SE).

e Gen. Invoke (MS.pk, MS.sk) <= MS.Gen(), (WE.pk, WE sk) < WE.Gen().

The outcomes are pk = (MS.pk, WE.pk) and sk = (MS.sk, WE .sk).

e Sign. Let pkg = (MS.pkg, WE.pkg) and skg = (MS.skg, WE skg) be the key
pair of the signer. Let m be the message which needs to be signed. Parse the
set of verifiers to be V = {pky,, ..., pky, } such that pk,, = (MS.pk;, WE.pk;).

The set {MS.pk,,..., MS.pk,} is denoted by Vs.

The signer randomly selects k € {0,1}*. For i = 1 to n, compute

C; = WE .Enc(WE .pk;, k)

Next, compute 7 = H(pkg, pky., C1, ..., pky, ,Cp,m). Invoke (ops, Vims) <

Sign(MS.sks, Vus, m||7). Invoke E = SE.Enci(oms]|T||pks)-
The outcome of the signature is (£, V, {C;}icn))-
o Verify. To verify a signature (£, V, {C;}icin) on message m, a verifier V' parses

pky. as (MS.pk;, WE.pk;) for all pky, € V and makes the use of his secret key

(MS.sky, WE sky) as follows.
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— Locate the index 7 in a way that pky = pky.. Compute k& = V& .Dec(C;,

WE .sky ) under his secret key.

For all j € [n]\{i}, check whether the equation of 1 = WE.iAtk(WE .pk;, C;, k)

holds. The outcome is invalid if any of the check outputs 0.

— Compute ops, T, pkg by SE.Decy(E).

The outcome is invalid if 7 # H(pkg, pky,,C1,. .., pky, , Cp,m).

Parse pkg as (MS.pkg, WE .pkg).
— Invoke valid/ invalid <+ MS.Verify( MS.pkg, oums, {MS.pky, ..

)

MS.pk,}, m||T, MS.sky).

With regard to the security of our generic construction, the following theorem

whose proof can be found in the following section is presented as follows.

Theorem 4.2 Our generic construction satisfies definition 4.1,4.2,4.4 if the un-
derlying MDVS scheme MS satisfies definition 4.1,4.2,4.4. Moreover, our generic

construction satisfies definition 4.3 in the random oracle if WE is one-way secure.

4.6 Security Analysis

Theorem 4.1 is proven by the following three lemmas.
Lemma 4.3 (Unforgeability) Under the discrete logarithm assumption, the con-

struction of MDVS satisfies definition 4.1 in the random oracle model.

Proof: 'We prove by reduction. Assume there exists a PPT adversary A who wins in

the game Unforgeability with probability €, we present how to construct a simulator
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M_l)
ngy p’’

S solving the discrete logarithm problem with probability at least %(
where gp, is the number of hash query made by A to the random oracle Hg and n
is the number of designated verifiers.

S obtaines a problem instance (G, g, p, Z) and its goal is to compute z € Z,, such

that Z = g*. S plays the role of the challenger C to the adversary A.

Setup S sets param as (G, g,p), randomly selects an integer n, a value x; €g Z,
and a hash function H; for ¢ = 1 to n. Select a random index i* € [n]. For
i € [n]\ {i*}, set pky, as (Yy, := g%, H;). Set pky as (Yy- := Z%" H;).
Select a hash function Hg and set pkg as (Y5 := Z, Hg). The set {pky; }icf) is

denoted by V. S sends (param, pkg, V) to A.
Query A is allowed to ask the following queries:

e Hash Queries. As to all hash queries to Hg, S responses with a random
value while maintaining consistency. It is necessary that Hg is assumed

as a random oracle in this proof.

e Corruption Query. On input a public key pky, € V, locate the index i

such that pky = pky,. If i = ¢*, S aborts. Otherwise, S sends x; to A.

e Signature Query. A sends a message m. S models the signature as
follows.
1. § computes h; = Hy,(pkg, pky,, ..., pky,,m) and Y = [[,c(, Y‘Zl
2. 8 selects c1, ¢, 21,22 €r £, at random, assigns the value ¢; + ¢; to

the hash query of Hg (Ysclgzl, Y<g*, pkg, pky,, b1, ..., pky, , hy, Y,
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m). If the tuple (Yglgzl, Yg*2, pkg, pky., b1, ... pky, by, Y m)
can be found in the set of input query for Hg, S selects another set
of (017 Co, 21, ZQ).

3. S submits (c1, ¢o, 21, 22, V) to A.

Output The probability of not aborting is "T_l and thus the probability that A

(n:Ll)e_ Due to the general forking lemma[8], S can

sends a valid signature is
invoke a forking algorithm associated with .4 and receives two valid signatures
(c1,¢2, 21,22, V,m) and (), ch, 21,25, V, m) such that ¢; + co # ¢} + ¢ with
probability at least M(M — %)

n nqm

Solving the Hard Problem Due to c; + ¢y # ¢| + ¢, either ¢; # ¢} or ¢y # ¢ is

true. S solves the discrete logarithm problem in each case as follows.

e ¢; # ¢|: By standard argument, Y§'¢g* = Y;Il g*. This implies Z =

zll—zl

g1, S returns z = 2:? as the answer to the discrete logarithm
1
problem.
e ¢y # c): Similarly, Y2¢* = Y% g%. S first compute X = 2:2 such that

Y = ¢¥. Since Y = Hl.e[n] Y‘Zi, X = (Zie[n]\{i*} hiz;) + zhpx, where z

X=X e qixy hiti)

is the discrete logarithm of Z to the base g. S replies

as the answer to the discrete logarithm problem. U

Lemma 4.4 (Source Hiding) Our construction of MDVS satisfies definition 4.2
unconditionally.
Proof: An algorithm Sim is described as below. We follow the view in [27] in which

this algorithm should be distributed in a way that verifiers do not disclose their
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secret keys to other verifiers.
Sim. On input the signer’s public key pkg = (Ys, Hg), a set of designated verifier’s
public key V = {pky,, ..., pky, } and a message m, each individual verifier executes

the following:

1. For i = 1 to n, parse the public key pky. as (Yy,, Hy,), compute h; = Hy, (pksg,

2. Verifier V; selects r;, c1, 21, € Z, ar random, computes Th; = ¢", T1; =

Ys“ig*¢ and shows T} ;, Ts;, c1,, 21, to all other verifiers.

3. Upon receiving all the T} ;, T, for i € [n], all verifiers compute locally T} =

[ici This T = [igpy T2 &1 = Diepy €1 and 21 = 37,0, 214

4. All verifiers compute locally ¢ = Hg(T1,T5, pkg, pky,, b1, ..., pky. , hy, Y, m)

and ¢o = ¢ — ¢;.

5. Verifier V; computes 2o, = r; — coh;xy,, where xy, is the secret key of the

verifier V;, and shows the value 2 ;.

6. Upon receiving all the zq, for ¢ € [n] from other verifiers, all verifiers compute

locally 2o = Zie[n] 294

7. All verifiers can output locally the signature as (c1, ¢2, 21, 22, V).

The distribution of the signature which is the outcome of Sim is equivalent to that

outputted by Sign and thus source hiding holds unconditionally. 0
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Lemma 4.5 (Unforgeability Against Rogue Key Attack) The construction of

MDYVS satisfies definition 4.4 under the DL assumption in the random oracle model.

Proof: We prove by reduction. Suppose there exists a PPT adversary A winning
the game Unforgeability Against Rogue Key Attack with probability €, we show how
to construct a simulator S solving the discrete logarithm problem with probability

4 24+qn
at least —= -1 v
9Hg9HYy P qHgqHy,

), where qu,, qm, are the number of hash queries made
by A to the random oracles Hg and Hy respectively.
S obtains a problem instance (G, g, p, Z) and its goal is to compute z € Z, such

that Z = ¢g*. S plays the role of the challenger C to the adversary A.

Setup S sets param as (G, g, p), randomly selects w € Z,, and two hash functions
Hg, Hy. Parse pkg and pky, as (Ys := Z, Hg) and (Y} := Z", Hy ) respectively.

S sends (param, pkg, V) to A.
Query A is allowed to ask the following queries:
e Hash Queries. For each hash query to Hg or Hy, S replies with a new

random value while maintaining consistency.

e Verification Query. Verification in our construction does not demand the

secret key and can thus be simulated perfectly.

e Signature Query. A sends a message m and a set of public keys V. S
exectues the signature as follows.
1. Let £ = |V|. S parses V as {pk, := (Y1, H1),...,pk, := (Yo, Hy)}.

2. S computes h; = H;(pkg, pky, ..., pk,,m) and Y = Hje[z] Y;.hj.
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3. & randomly selects ¢y, ¢2, 21,20 €r Z,, assigns the value ¢; + ¢y to
the hash query of HS(Yglgzl, Yg* pkg, pky, b1, ..., pk, Ry, Y,
m). If the tuple (Ysclgzl, Yeg*2, pkg, pky, h1, ..., pky, he, Y, m)
can not be found in the input query for Hg, § selects another set of
(c1, €9, 21, 22).

4. S replies (c1, ¢2, 21, 22, V) to A.

Output A sends a valid forgery (0*,m*) and a set of verifiers V* = {pky,, ...,
pky . }. Treating Hg as a random oracle, S can invoke a forking algorithm
associated with A with respect to random oracle Hg and receives two valid
signatures oy := (¢, ¢, 21, 22, V¥, m*) and oy := (c}, &, 21, 25, V*, m*) such
that ¢1+cp # ) +¢5. The value is denoted as Y = ;¢ Y‘fvi(pks’pkvl""’pkv’“m).

Using the same argument as in the proof of Lemma 4.3, § receives a value z

such that Y = ¢* or Y = ¢*. In the previous case, § successfully submits

the solution of the discrete logarithm problem. Next, show how & solves the

discrete logarithm problem in the latter situation.

The Second Rewind To solve the discrete logarithm in the second case, § makes
another rewind simulation to the case when A issues a Hy query for Hy (pkg,
pky, ..., pky,m*) associated with the forged signature. S invokes the fork-
ing algorithm associated with A with respect to random oracle Hy to re-
ceive another forged signature o3 := (1, s, 21, 29, V*,m*). Afterwards, S
makes another rewind simulation regarding to random oracle Hg again to

receive o4 = (¢4, ¢, 21, 22, V*,m*). Due to the output of the Hy query is
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an input to the random oracle Hg in the forged signature, A must have
made the Hy query before marking the query to Hg. Therefore, o3 and oy
will involve the same set of public keys compared with ¢; and o5. More-
over, the value Hy(pkg,pky,...,pk,,m*) in (01,09) (say, hy) is different to
the value in the signatures (o3, 04) (say, hi,) . Therefore, the value V' =
[Ticinn Y‘fv"(pks’pkvl’""pkv’“m) is different to Y. With signatures (o3, 04), S can
compute the value 2’ such that Ys = ¢% or Y’/ = ¢*. If the former is true, S
can submit the solution of the discrete logarithm problem directly. Otherwise,

the value (Y/Y’) = ¢*~%. Recorded that &, = Z*" =" Thus, S can output

(z — 2')(w(hy — Rf,))~! as the solution to the discrete logarithm problem.

Probability Analysis The probability of A submitting a valid forgery is €. The
success probability of invoking the forking algorithm associated with A, de-
noted as F 4, with respect to the random oracle Hg is at least ¢ := e(qf — %)

S

due to the general forking lemma [8]. The success probability of invoking the
forking algorithm associated with F4 with respect to random oracle Hy is

6/

at least €'(

- Il?), again due to the general forking lemma [6]. The overall
14

success probability of S is thus bounded below by

6/( ¢ _l) _ 2
aHy P amy, P
_ E2(5/(1H5~_1/p) - E( € _l)
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4.6.1 Proof of Theorem 4.2

We sketch the proof of theorem 4.2 as follows.

Proof: The proof that our generic construction satisfies definitions 4.1,4.2,4.4 if the
underlying MDVS MS satisfies the corresponding definitions is straightforward. We
can easily construct a simulator S that acts as an attacker against MS if there exists
an adversary A against the generic construction. S receives the system parameters
of MS, creates the public and secret keys of a one-way encryption WE for all users
and gives them to A. For any verification query submitted by A, S can use the
secret key of the WE to translate it to an appropriate query to the MS. Finally,

when A submits a forgery, S can decrypt it to produce the forgery of the underlying

MS.

We focus on the proof against privacy of signer’s identity. Let A be an adversary
with non-negligible advantage in game PSI. We show how to construct a simulator
S that breaks the one-way security of the encryption WE in the ideal cipher model.
The ideal cipher model is equivalent to the random oracle model [28] and is thus
subsumed into the random oracle model in the theorem statement. & is given an
instance of WE = (paramyyg, WE.pk) and a challenge ciphertext Cyye and its goal
is to output the corresponding plaintext. & creates the parameter of MS honestly
and is in possession of the keys for the two signers and the set of verifiers, say
(MS.pk;, MS.sk;) for verifier V;. S invokes WE.mAtk(WE .pk, Cyye) repeatedly to

obtain a set of public keys and ciphertexts (Cyye ;, WE.pk;). Set the public keys of
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the verifiers as (MS.pk;, WE.pk;) for verifier V;. S chooses a symmetric cipher SE€

and a hash function H. S€ is modelled as an idealized cipher.

Setup S gives (MS.param, paramye, SE, H) to A as param, together with the pub-

lic keys of the signers and verifiers.

Query S uses the secret key of the signers to answer signature queries. Other types

of queries are discussed below.

e For verification query of signature (£, V, {C;}icn) on message m, S looks
through the encryption query on S with key k that produces E. If
the query is not found, return invalid. Otherwise, & checks if 1 =
WE iAtk(WE .pk;, C;, k) for all i = 1 to n. If not, S returns invalid. S
obtains (oums, T, pkg) from the encryption query of S€ with output E.
S returns invalid if 7 # H(pkg, pky,, C1, ..., pky, ,C,,m). Otherwise, S

returns the verification results of o s with secret key MS.sk;.

e For each encryption or decryption query submitted by A with key k, S
invokes 0/1 < WE.IAtk(WE.pk, Cyye, k). If the result is 1, S returns k

and break the one-way security of WE.

Challenge At some point A submits a message m*. S flips a fair coin b € {0, 1}
and computes 7 = H(pkg,,Pky;, Cyve 1, - - -5 Pky,, Coye n,m).  Invoke (oums,
Vums) « Sign(MS.sks,, Vs, m*||T). Pick a random value E*. Return
(E*,V,{CSy¢ i }iem) as the challenge signature. This implicitly sets £* =

SE.Ency(oams]|T]|pkg,) where k is the value encrypted in Cyye ; for i = 1 to n.
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Query Same as the previous query phase.

Output A outputs a guess bit b'.

It remains to argue A must submit a decryption or encryption query with value k
such that 1 = WE.iAtk(WE .pk, Cye, k). Since anything related to the value b is
encrypted with a value k which is encrypted in CY,; for i = 1 to n, the only way
for A to win is to learn anything about b is to issue an encryption or decryption
query with k. Thus, the probability that & can break the one-way encryption W&

is equivalent to the advantage of A in game PSI. O



Chapter 5

Conclusions and Future Work

5.1 Overview

Among a variety of digital signatures with different properties in various settings,
our focus is on Multi-Designated Verifiers Signatures in public key infrastructure
setting and Identity-Based Signature. As to Identity-Based Signature, we proposed
a new escrow-free identity-based signature scheme. This scheme is key escrow free.
In other words, any malicious PKG who pretends to be any users to put a signature
can be detected. In addition, the concrete construction is very efficient in terms
of space complexity, and consists of only two group elements. Regarding to Multi-
Designated Verifiers Signature, our goal is to propose a construction that is provably
secure against rogue key attack and present a generic construction of strong MDVS
secure against rogue key attack.

We conducted a thorough study about digital signatures. As discussed, digi-
tal signature has different settings such as public-key infrastructure, identity-based
cryptography, certificate-based cryptography and certificateless public key cryptog-

raphy. With regard to different properties, we studied verifiable encrypted signature,
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blind signature, directed signature, undeniable signature, designated verifier signa-
ture, aggregate signature, group signature, ring signature, threshold signature and
multi-designated verifiers signature.

We reviewed the literature in detail and identified key escrow problem in Identity-
Based Signature and rogue key attack problem in Multi-Designated Verifier Signa-
ture. By comparing different approaches to key escrow problem in identity-based
signature, a new escrow-free IBS scheme is proposed. We also studied different ap-
proaches to rough key attack in multi-designated verifiers signature and propose a
new approach which does not need to make the knowledge of secret key assumption.

As to IBS, we compare various IBS schemes with our proposed scheme based on
efficiency and security features. In addition, we presented a generic construction of
escrow-free identity-based signature as well as an efficient instantiation. In contrast
to the prior work due to Yuen, our scheme is very practical, since it allows the public
to determine whether the PKG has behaved maliciously given the evidence produced
by the honest user. Further, the instantiation is very efficient since the signature
size only comprises two group elements, which outperforms the existing schemes in
the literature. Moreover, a complexity analysis based on empirical results as well as
experimental results are provided.

Regarding multi-designated verifiers signature, we formalized the security notion
unforgeability under rogue key attack. Additonally, an efficient construction that is
provably secure in the new model was proposed. Furthermore, we present a generic

transformation that convert any secure MDVS scheme into a strong MDV'S scheme.
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5.2 Future Work

For future research area, we envisage to provide a solution of key escrow problem
without using random oracles. By extending the research, we can provide efficient
key-escrow identity-based signature in standard model. Our proposed scheme pos-
sess Unforgeability, Non-slan-derability and Non frameability under the CDH as-
sumption in the random oracle model. The security of the construction is analyzed
in Chapter 3. Firstly, we can consider the signature scheme which is secure under
key-escrow problem in Identity-based signature where signatures are as short as our
proposed scheme, but the random oracles are not required in the security require-
ments. However, the signature can be as short as current proposed signature, but
can be provably secure in the standard model.

With regard to multi-designated verifiers signature, we can extend the research
to threshold undeniable signature where the group signature can be created when the
number of participating group members who can represent the whole group is larger
than the threshold number. We can construct the scheme without the assistance of
trusted party. In addition, this approach can be extended to the signature scheme
which is provably secure without using random oracles. Specifically, the generic
strong MDVS scheme which is proposed IND-CCA2 secure in the random oracle
model can be constructed IND-CCA2 secure in the standard model.

In terms of the size of signature, we leave the construction of constant size strong
MDVS secure as an open problem. Recall that the size of the signature is linear

in the number of designated verifiers. Therefore, the proposed scheme can be more
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efficient if the length of the signature is independent of the number of verifiers.
Furthermore, we can extend it to a signature scheme where there is no necessity to
modify the public key when to add a new member to the group. We have planned
to implement these schemes and to check and compare the efficiency of our schemes

with the existing protocols.
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