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Abstract: An infrastructure system is inherently complex, with layers of both 

defined and subtle interfaces with other infrastructure systems and human users. 

High availability is desired, which implies stringent requirements on reliability 

and safety. Reliability analysis typically starts at component or sub-system level 

and aggregates through the system functional hierarchy. Because of the system 

complexity, incorporating occurrences of all possible interactions and scenarios is 

not always practical and failure data is often limited. Moreover, there are 

unobserved events among the sub-systems distributing either randomly or with 

temporal trend. To facilitate reliability analysis amid the complex environment 

and uncertain data, this paper proposes a general framework on modelling and 

aggregating reliability for complex systems with distinctive statistical approaches. 

The underlying principles will be illustrated and the suitability of the proposed 

techniques with respect to the data available will be discussed. This study 

contributes to the assurance of life-long productivity of infrastructure systems. 
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I.  Introduction 

 

The term reliability is used generally to express a certain degree of assurance that a 

component or a system will operate successfully or at least at a desired level in a specified 

condition during a certain period of time
1
. If a component fails, this does not necessarily 

imply that it is unreliable or consequently it makes the system unreliable or unstable. Main 

concerns are how frequently failures at the component level occur in a specified time period 

and how much the overall reliability of a certain system is affected by the failures at the 

component level. Generally, reliability of a component depends on three functions: i) 

technical reliability of a component refers to nature of the component and this reliability is 

assumed to be a constant value, ii) mission reliability depends on mission type and is not a 

constant value, and iii) operational reliability refers to the persons or operational systems that 

operate with the component 
2
. There are some other reliability functions that can affect the 

total reliability of a component while the abovementioned functions are the most effective 

ones. To express the total reliability of a component, a number of statistical methods have 

been proposed
1
. These methods are mostly based on probabilistic behaviour of the 

component failure obtained experimentally. 
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The proposed statistical methods (derived based on the distribution of the failures) provide 

information on the performance of the components.  It is only sensible to use this information 

to decide the reliability of the system. If data are available on the performance of 

components, it is possible to calculate or estimate the reliability for overall system. However, 

it is necessary to use a reliable method to calculate or estimate the reliability of the system 

constructed from these components. Firstly, the structure of this system must be defined in 

terms of its components. This is attained by the structure function with the associated 

concepts of paths and cuts.
1,3,4

 If the components operate independently and have identical 

probabilistic mechanisms, the reliability calculation for the system is simplified. A simple 

and important combination of the reliability structure function is a linear combination in 

which the overall system reliability is the average of the components reliability. However, it 

is not practical to assume such a reliability structure function and non-identical components 

need to be considered, as well. To deal with this structure, a number of weighted and model-

based methods have been proposed
5
. 

 

Considering the definition presented for both component and system, it is easier to 

illustrate the system structure by a one-fold nested structure in which the system is the core 

and components are sub-systems. Moreover, the failure term is transferred to the performance 

in infrastructure reliability study. Generally, all infrastructures have this hierarchy and an 

infrastructure and its components are assumed to be system and sub-systems, respectively. In 

practice, it is important to obtain the total reliability of an infrastructure in term of 

performance. In real world, there are a number of infrastructures operating simultaneously or 

sequentially as their interdependency and sequential productivity should meet the 

requirement of a desired service. This definition is a natural extension of the hierarchical 

structure of a system. Hence, the structure of a set of infrastructure is expressed by a two-fold 

nested structure in which all infrastructures including their components are built on a main 

platform. In this paper, a general framework of reliability study for such hierarchical structure 

from the statistical perspective is presented. 

 

The remainder of this paper is structured as follows. In Section 2, the structure function of 

reliability at the infrastructure level is studied. Section 3 describes the extension on the 

reliability structure function at the overall infrastructures level. Finally, Section 4 concludes 

the paper with a summary of proposed idea and a discussion of avenues for future researches. 

 

II. Infrastructure Structure Functions 

Within an infrastructure consisting of � components, �� denotes the state of the ��� 

component where �� � 1 if the component is operating and �� � 0 otherwise. The state of the 

infrastructure is determined by the structure function 
��
 where � � ���, ��, … , ��
 is the 

vector of component states. The vector � is a path when 
��
 � 1 and is a cut when 
��
 �
0. The number of components in operation is 

 
���
 � � ��

�

���
. (1) 

The number of paths of size � is denoted by �� and hence the number of cuts of size � is 

��� � ��.  An infrastructure structure based on the formation and operation of its components 

is categorised. A series infrastructure is an infrastructure in which all components must 

operate for an infrastructure to run and has productivity. The structure function is as follows 
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��
 � � ��

�

���
. (2) 

In this case these is only one path, ��, ��, … , ��, which has size � and it is the minimal 

path. Within a parallel infrastructure structure, only one component needs to operate for the 

infrastructure to run and has productivity. 
��
 is defined as follows  

 

��
 � 1 � ��1 � ��


�

���
. (3) 

Here, every state equal to 1 is a path. Therefore, there are 2� � 1 paths. This is a simple 

case of parallel infrastructure in which only one component is operating. With increasing the 

number of operating components in a parallel infrastructure, the total reliability will increase. 

The extension of a 1-parallel infrastructure is a �-out-of-� infrastructure in which at least � 

components must operate for the infrastructure to operate. 

 

Within a composite infrastructure structure, components are both in series and parallel form. 

In this type of infrastructure structure, the operating parallel section denoted by � �
���, ��, … , � 
. As a result, 

 

��
 � 1 � ��1 � !�


�" 

���
;  % � �!�, !�, … , !�" 
, (4) 

where % � � � � and 
��
 � ∏ �' '�� . 

 

 

Figure 1 demonstrates three possible infrastructure structures discussed in term of 

components formation and operation where A, B and C are possible infrastructure 

components. 

 

 

 

 

 

 

 

 

 

 

 

Serires Structure 

 

Parallel Structure 

 

Composite Structure 

Figure 1. Infrastructure structure respect to the components formation a simple infrastructure. 

 

 

Reliability of each component respect to set ( can be defined by a probabilistic function as 

below, 

 

 )�(
 � Pr �Component operates in set (
, 

 
(5) 

where set ( is the level of satisfactory. In the context of failure analysis, this set is the life-

time or the time that component works under a certain condition. The reliability analysis of 

the infrastructure structures presented in Figure 1 depends on the properties of system 

components. The reliability function of an infrastructure is defined by its structure function 

considering influence of its components on the system performance. For an infrastructure 

consisting of n components, 6 � �7�, 7�, … 7�
 is the weight vector and 7� is a 

measurement for the effects of the reliability measured for ��� component on total reliability 

A B 

A 

B 

B A 
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of this infrastructure, for which 

the overall reliability of this infrastructure

 

 

where  is inner product of weights vector and components vector.

 

 

III

This section investigates 

simultaneously or sequentially. This can be express

nested structure of an infrastructure to 

infrastructures while , 

 infrastructure a one-fold nested structure is considered for each of the 

When a one-fold nested structure 

a two-fold nested structure is designed

interaction between the infrastructures

operate in a main platform. Moreover, each 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.  An example of the two

infrastructures. 

 

Here,  is 

infrastructure is the  component 

operating in series, the overall 

follows  

 

where  is the series effective weight of the 

are operating in parallel, the overall reliability has a 

as below 
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for which . Here,  denotes the whole 

infrastructure is 

, 

is inner product of weights vector and components vector. 

III. Infrastructure Reliability Models 

 

 the total reliability of a set of infrastructures that operate 

simultaneously or sequentially. This can be expressed by a natural extension of 

nested structure of an infrastructure to a two-fold nested structure. In order to s

 is the number of components potentially operate

fold nested structure is considered for each of the 

fold nested structure is considered for these  infrastructures on a main platform

is designed.  Figure 2 illustrates the two-fold nested structure and 

interaction between the infrastructures as an example in which the assumed infrastructures 

operate in a main platform. Moreover, each infrastructure includes a number of components.

An example of the two-fold nested structure and interaction between the 

is the total reliability of the  infrastructure

component at the main platform. In case these 

the overall reliability is calculated using a linear weighted function as 

 

effective weight of the  infrastructure. In case the infrastructures 

the overall reliability has a cumulative linear weighted function form 
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denotes the whole infrastructure and 

(6) 

the total reliability of a set of infrastructures that operate 

by a natural extension of the one-fold 

In order to study  

components potentially operate within 

fold nested structure is considered for each of the  infrastructures. 

res on a main platform 

fold nested structure and 

in which the assumed infrastructures 

a number of components. 

fold nested structure and interaction between the 

infrastructure while the  

 infrastructures are 

a linear weighted function as 

(7) 

In case the infrastructures 

linear weighted function form 
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)8�9
 � � :�)�;<����
=,
8

���
 (8) 

where :� is the parallel effective weight of the ��� infrastructure. The overall reliability for 

the composite structure of infrastructures in the main platform can be calculated. In this case, 

the infrastructures with series operation must be considered as one infrastructure with 

corresponding total reliability denoted by )>?�9
, 
� � 1, … , @�. Consequently, all sets of 

series infrastructures should be considered as one infrastructure. In this study,  A denotes the 

total sets of series infrastructures while the rest operate in parallel.  Thus, the overall 

reliability of the B infrastructures has a cumulative linear weighted function form as follows: 

 

)C�9
 � � :D)D E<D;�D=F
C

D��
, G � 1, … , H. (9) 

 

In this paper, the overall reliability of B infrastructures are discussed where the formations 

of the infrastructures are assumed to be idealized. Some effects such as environmental, time 

and random effects are not considered in the basic infrastructure set up. We investigate four 

possible scenarios for the overall reliability of the B infrastructures which are not formative 

only. For simplicity and without loss of generality, the scenarios under series operation 

between the infrastructures are studied. 

 

A.  Geographically-weighted Model  

Geographic locations of the infrastructure usually affect the reliability of an infrastructure 

and the overall reliability of the main platform. As an instance, performance of a set of 

infrastructure may vary in different climates or environments. The overall reliability with 

geographical weight I is modelled as below, 

 

)8
J�9
 � � I:�)�;<����
=,

8

���
 (10) 

where 0 K I K 1. 

 

B.  Spatial Model 

Spatial effect in this context is referred to the formation of the infrastructures in respect to 

each other while the serial reliability may be affected by spatial location of every consecutive 

infrastructure e.g., distance between infrastructures. Therefore, the overall reliability with 

spatial correlation is modelled as follows 

 

)8
LM�9
 � ��1 � N�"�,�� 
:�)�;<����
=

8

���
, (11) 

where N�"�,� is the spatial correlation between �� � 1
�� and ��� infrastructures. 

 

C.  Temporal Model 

Infrastructures may perform differently over time. The performance and reliability of an 

infrastructure can also be affected by its operating time. The element of times should be also 

considered in the calculation of the overall infrastructures reliability by indexing the time. 

The temporal model for B infrastructures reliability is thus 
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 � � :��)�� ;<����
=
8

���
. (12) 

This model can be assumed as either stationary or non-stationary. Moreover, it can be 

extended to an auto-correlative model in which there time lag trend effect is also considered. 

 

 

D.  Mixed-effects Model 

All the above mentioned influential effects are measurable. In practice, there is a number 

of effects among interactions between the infrastructures that are not measurable or 

observable or hard to measure in terms of accessibility and cost. These effects can be defined 

as random effects or mixed-effects between the infrastructures so that we can model the 

overall reliability of the B infrastructures as below 

 )8O � )8�9
 P QRS, (13) 

where )8�9
 � ∑ :�)�;<����
=8���  and QRS is the vector of random effects defined for the 

B infrastructures. These random effects are to be predicted using statistical modelling and 

estimating techniques [6]. This way, the vector of random effects is assumed to distribute 

symmetrically around zero. 

 

 

E.  Hybrid Model 

Here we proposed and briefly reviewed some possible and common scenarios in 

infrastructure reliability analysis. These scenarios can be combined for example if the 

reliability of an infrastructure is to be calculated considering both spatial and temporal 

effects. In such a case, a Spatio-Temporal model can be used for calculating the desired 

reliability.  These combinations are generally considered as a hybrid model. Note that random 

effects can be included in any type of reliability models presented in this study. 

 

 

IV. Conclusion and Future Research 

 

In this paper we presented a general framework of the infrastructure reliability based on a 

two-fold nested structure. We assumed a simple model and a structure function to investigate 

the interaction of B infrastructure in terms of performance and reliability. Moreover, a few 

complicated models for interactions of the infrastructures are reviewed. In future studies, 

complex and hybrid models should be evaluated using both numerical and graphical 

techniques. Employing the advanced statistical reliability methods such as nonparametric and 

Bayesian methods to obtain more accurate reliability estimates is the direction for future 

research. 
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