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An authentication framework for wireless sensor networks using identity-based
signatures: Implementation and evaluation

Abstract

In Wireless Sensor Networks (WSNs), authentication is a crucial security requirement to avoid attacks
against secure communication, and to mitigate against DoS attacks exploiting the limited resources of
sensor nodes. Resource constraints of sensor nodes are hurdles in applying strong public key
cryptographic based mechanisms in WSNs. To address the problem of authentication in WSNs, we
propose an efficient and secure framework for authenticated broadcast/multicast by sensor nodes as
well as for outside user authentication, which utilizes identity based cryptography and online/offline
signature (0O0S) schemes. The primary goals of this framework are to enable all sensor nodes in the
network, firstly, to broadcast and/or multicast an authenticated message quickly; secondly, to verify the
broadcast/multicast message sender and the message contents; and finally, to verify the legitimacy of an
outside user. This paper reports the implementation and experimental evaluation of the previously
proposed authenticated broadcast/multicast by sensor nodes scheme using online/offline signature on
TinyOS and MICA2 sensor nodes.
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An Authentication Framework for Wireless Sensor Networks using
|dentity-Based Signatures: Implementation and Evaluatiori

Rehana YASMINT®, Eike RITTER P, and Guilin WANG TT9),

SUMMARY
crucial security requirement to avoid attacks against ®@communica-
tion, and to mitigate against DoS attacks exploiting the Behitesources of
sensor nodes. Resource constraints of sensor nodes ateshardpplying
strong public key cryptographic based mechanisms in WSNs. deas
the problem of authentication in WSNs, we propose an effi@adtsecure
framework for authenticated broadcast/multicast by sensdes as well
as for outside user authentication, which utilizes idgriiased cryptogra-
phy and online/offline signature (OOS) schemes. The primaajsguf this
framework are to enable all sensor nodes in the networkyfitstbroadcast
and/or multicast an authenticated message quickly; secaodkerify the
broadcast/multicast message sender and the message camterfisally,
to verify the legitimacy of an outside user. This paper repthé implemen-
tation and experimental evaluation of the previously pregaaithenticated
broadcast/multicast by sensor nodes scheme using onlimggasfgnature
on TinyOS and MICA2 sensor nodes.

key words: Wireless Sensor Network, Authentication, Online/Offliige S
natures

1. Introduction

In Wireless Sensor Networks (WSNs), authentication isa imacy of any outside user without storing any user specific

information. It allows a maximum possible number of legit-
imate users to access data from sensor nodes in a secure wa
This scheme first authenticates a user and then establishes
session key for the secure exchange of user queries and sen
sor nodes data. The proposed framework uses an ID-basec
Online/Offline Signature (IBOOS) (an ID-based version of
0O0S) for the first scheme and an ID-based Signature (IBS)
for the second scheme.

In this paper, we present our implementation and eval-
uation details of a few suitable IBOOS schemes on TinyOS
operating system and MICA2 [8] sensor nodes. To the best
of our knowledge, the proposed framework [5] was the first
proposal of using IBOOS schemes in WSNs at that time. A
detailed discussion about security and performance of ap-
plying an IBOOS scheme in WSNs is already given in [5]
leaving implementation of IBOOS on sensor nodes as a fu-
ture work. From implementation, we aimed to find the an-

Authentication in Wireless Sensor Networks (WSNs) can be Swers to the following questions; 1) whether it is possible
divided into three categories, namely base station to sensofor a typical resource constrained sensor node processor tc
nodes, sensor nodes to sensor nodes, and outside users &Mmpute an IBOOS scheme, 2) how efficient is to compute
sensor nodes. The problem of authenticated broadcast bya IBOOS scheme on sensor nodes in terms of resource con
the base station has been widely addressed [1]-[4]. We fo-sumption. We evaluated the IBOOS schemes with respect
cus on the other two categories, i.e., the authenticatextibro  to the computation cost, memory usage, and signature size.
cast by the sensor nodes and the outside user authenticatiofPur implementation results confirm the suitability of our
To handle these two problems, we proposed an au-proposed authenticated broadcast by sensor nodes schem
thentication framework for WSNs in [5] using Identity(ID)-  Using IBOOS for resource constrained sensor nodes.
based Cryptography [6] and Online/Offline Signature
(00S) [7] schemes. This framework is comprised of 1.1
two authentication schemes; qui@uthenticated broad-
cast/multicast by sensor nodasdoutside user authentica- An Online/Offline Signature (OOS) scheme divides the pro-
tion. The first scheme allows every sensor node in the net-cess of message signing into two phases,Qfféne phase
work to broadcast or multicast authenticated messages very@nd theOnlinephase. Th®fflinephase is performed before
quickly without the involvement of the base station. All po- the message to be signed becomes available. This phase pe
tential receivers can verify a message sent by any sendeforms most of the computations of signature generation and
node in the network. It also allows sensor nodes on theresults in a partial signature. Once the message is known,
path from the sender node to the receivers to verify a valid the Online phase starts. This phase retrieves the partial
message and drop false injected data. The second schem@gnature calculated during ti@ffline phase and performs
enables all sensor nodes in the network to verify the legit- Some minor quick computations to obtain the final signa-
ture. TheOnline phase is assumed to be very fast consist-
ing of small computations while th&ffline phase can be
performed by any other resourceful device. IBOOS is the
ID-based version of OOS, where a message signed with a
signer’s private key is verified using the signer’s ID. In ID-
based cryptography [6], the signer’s private key corredpon
ing to his ID is generated by a private key generator (PKG).
IBOOS enables a resource constrained device like a senso

ID-based Online/Offline Signature (IBOOS)
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node to sign a message quickly, once it has some criticalbased cryptography, on the other hand, handles the problernr
event to report. Moreover, some IBOOS schemes, like [9], of public keys and certificates management in WSNs. For

allow to reuse the partial signature computed in the offline simplicity, we will use the term broadcast to represent both

phase to sign more than one message, which decreases th®oadcast and multicast in the rest of the document.

energy consumption on sensor nodes. Organization: Sec. 2 introduces the cryptographic primi-
tives used, Sec. 3 reviews the proposed broadcast by sen
1.2 Motivations sor nodes scheme, Sec. 4 describes implementation detail:

and the results, Sec. 5 discusses the results, Sec. 6 campare
There are many critical situations where a sensor node needsur scheme with the existing signature based authenticatio
to broadcast or multicast a quick message. Consider the mil-schemes, and Sec. 7 concludes the paper.
itary application scenario discussed in [10], where a troop
of soldiers needs to move through a battlefield. Sensor2. Cryptographic Primitives
nodes deployed there detect the presence of the enemy and
broadcast this information authentically as soon as plessib 2.1 1D-based Online/Offline Signature (IBOOS)
throughout the network. Soldiers, passing near these senso
nodes, use this information to strategically position them Definition 1. AnID-based online/offline signature (IBOOS)
selves in the battlefield. In a forest fire alarm application scheme consists of five algorithms as follows:

[10], sensor nodes deployed in a forest immediately inform 1 System Setup (SSBiven a security parametdk, out-

authorities about the event and the exact location of theteve puts a master secret key S and system parameters
before the fire spreads uncontrollably. The receiver ofehes SP.

messages may be a powerful device or another sensor node . Key Extraction (KE): Given a user’s identity IPand

in the network. Message authentication is required for all a master secret key $Kg, outputs a corresponding
these applications otherwise an adversary can exploiitthe s private key Db, i.e., Dp, < KE(IDji, SKokg).

uation and send a fake message, for instance, regarding the 3. Offline Signing (OffSign): Given a signing key B, T
location of the enemy or cause a fake fire alarm [5]. and system parameters SP, outputs an offline signature

However, the problem of authenticated broadcast or S,i.e., S— OffSignDip;,SP.
multicast by the sensor nodes has not been addressed by the4 online Signing (OnSign):Given a message m and an
existing authentication schemes for WSNs. Symmetric au- offline signature S, outputs an online signatargi.e.,
thentication schemes for WSNs, for instang@ESLA [1] o + OnSigrim,S).
and its variations, use Message Authentication Code (MAC) 5 signature Verification (Ver): Given a message m,
and are efficient in terms of processing time and energy user's identity IB, signaturec and system parame-
consumption. However, they suffer from certain issues de- ters SP, returns 1 if the signature is valid and O if not.
scribed in [5] and do not provide a solution. They mainly Namely,0/1 + Ver(m,ID;,d,SP.
focus on providing base station to sensor nodes authenti-
cation. Asymmetric schemes using digital signatures over-
come the problems of symmetric schemes, nevertheless, it i
more time consuming for the sensor nodes to sign and ver- . .
ify a message than to compute a MAC. Hence, they do not Ve now present a review of our proposed authenncat.ed
provide an ideal solution for time critical applications. brc[JSa]dc_?ﬁé ??;Sﬁcvsoogr?gggs j’f?hei;nsecl;z';%éﬁce)og}’;:f”be‘
The pr henti r nsor n ‘ S
schemee Sszzolsggggt vshit;ﬁaﬁ%vssozdﬁtsg? ﬁgdzoto ggiﬁitiahzation and theKey Generatiorare performed once,
form the most time consuming computations of the signa- before the dep!qymen_t Of_ the W3N. .
ture generation before the message to be signed is known, System Initialization: In our scheme, the base station

Whenever a sensor node has some critical event to report, i{)r:ays tr;e ro_Ie t?]f PKhG' a trtjsstwotr)th);henuty, a{]i |n|t|?lt|rz]es
quickly computes the inexpensive online signature and re- e system in this phase. LBKgs be the secret key of the

ports the event authentically as soon as possible. Moreoverbasz stkatlo;. The gas? statl?: corrkl)pl)_utes tthe correspotndlng
OOS allows the offline phase to be performed on some otherglé 'ﬁ_ EY TBS ?Dn seTshup E‘; public Stylf em pararrlle ers
resourceful device. So, depending on the nature of the ap v'zlblcthm%u € It<Bt$. ehr;e:l)g er szcre b?KBS IS only
plication, it is possible for the base station to perform the ep Ky Ge aset_s a‘|c|>n n’] ' hls mathe ptl)J IC. tai

complex computations of the offline phase and distribute the ey Leneration. 1n this phase, the base station com-
partial offline signature to the sensor nodes. This will re- putgs the S?Cret keys of all sensor nodes corresponding fc
duce the computation overhead on sensor nodes. The sens(glFe'r !DS. using the master secret k%s.' For a Sensor
nodes then only perform the small, energy efficient compu- nodei with identity ID;, the corresponding secret key is
tations of the online phase. However, this is a trade-off be- Dip, c_omtpukted aﬁ)'é’i FtKE(ID"SKBtS)' IDs, C?rrezpond-
tween the computation cost of offline signature and the com-'Ng Private keys and systém parameters are storéd on Senso
munication cost. Some IBOOS schemes also allow to reuse tFor some IBOOS schemes, the signing key is used in online
the offline signature to sign more than one message. ID-phase rather than in offline phase

Authenticated Broadcast by Sensor Nodes Scheme
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nodes before deployment. Hence, every sensor nsibees natures. Keeping in mind the security and efficiency re-
{IDj,Dip,,SP}. guirements, the two different ECC based IBOOS schemes
Message Broadcast and Authentication: In this given in [9] and [11] were selected (reasons behind this se-
phase, the sensor nodes broadcast authenticated messagestion are described in [5]) for implementation and eval-
which are verified using their identity information, for in- uation purposes. The IBOOS scheme in [9] proposed by
stance, ID. The signature generation of a broadcast messagRen et al. (say R-IBOOS) presents a method to convert an
is divided intoOfflineandOnline phases: underlying signature scheme into an online/offline sigreatu
Offline phase The offline phase is performed before scheme to mitigate phishing attacks. The offline signature
the message to broadcast becomes available. This phas& this scheme can be securely reused to sign more than one
can be carried out by the base station. The offline signa-message. This signature scheme is proved to be existgntiall
ture algorithm runs in this phase and performs most of the unforgeable. Its security depends on Biscrete Logarithm
signature computations to calculate the partial sign&8ae Problem Unlike R-IBOOS, the IBOOS scheme presented
S+ OffSign(Dip,, SP). The resulting offline signatur®is in [11] by Xu et al. (say X-IBOOS) provides a direct on-
stored on the sensor node line/offline signature scheme for authentication in mobile
Online phase Whenever the sensor nodlsenses an  ad-hoc networks, which does not require another underly-
event which requires quick reporting, the online phasésstar ing signature scheme. This signature scheme is existen-
In this phase, the sensor nadetrieves the offline signature tially unforgeable under adaptive chosen message attacks
S calculated during the offline phase. The online signature To see how efficient these IBOOS schemes would be on sen-
algorithm runs in this phase on sensor nodad performs  sor nodes, we went for the implementation of these IBOOS
very minor and fast computations to obtain the final signa- schemes on actual sensor nodes. However, we only imple-
ture o over messagmaso < OnSignim, TSID;,S). Here mented X-IBOOS scheme and based on the implementation
T Sis the current time stamp. The final broadcast messageresults (discussed later in the paper), we decided to skip R-
then contains the messagetime stamprl S identity of the IBOOS. For the sake of interest, the details of X-IBOOS
sensor noddD; and the signature i.e., {m TSIDj,0}. scheme are given in appendix A.
HereT Sis included to defeat a message replay attack.
Authentication:On receiving a broadcast message, the 4.2 Implementation Details
receiver first checks the time stamisto avoid the verifica-
tion of a replayed message. If it is a fresh one, the receiverFor implementation purposes, the hardware platform se-
further proceeds with the signature verification; otheewis lected was the standard MICA2 sensor node, a popular
it discards the message. The receiver verifies the signatur&hoice among the research community. MICA2 has an in-
o using the identity informatiohD; of the sender node and tegrated ATMEGA 128L micro-controller from the AVR
other system parameters gd6— Ver(m, TSID;,0,SP). If family having 8-bit processor, 4KB of SRAM, 128KB of
verification succeeds, the receiver accepts the message; ot flash memory (ROM) with a clock speed of 7.3828MHz.
erwise it discards it. If necessary, it rebroadcasts the-mes Our implementation involves a base station (a laptop with
sage to sensor nodes belonging to the next hop. TinyOS installed) and two MICA2 sensor nodes; one act-
Sender Revocation:To revoke a compromised sensor ing as a signer while the other acting as a verifier. How-
nodei, the base station broadcasts its identidyto all other ever, both nodes have the ability to sign as well as verify the
nodes in the network, who stol®;. If in the future asensor  messages. To perform cryptographic operations, we used
node receives a message contairlidg it simply rejectsthe  RELIC [12], a publicly available highly efficient library to
message without going through the authentication processimplement cryptographic operations on sensor nodes, par-
An adversary is assumed to compromise only a few sensotticularly pairing computation. As both above mentioned
nodes in the network. If the adversary compromises a ma-IBOOS schemes required pairing computations, we decided
jority of the sensor nodes, all the security mechanisms will to go for this library. The security level of80-bit, con-
fail. Therefore, storing the IDs of a few compromised nodes sidered adequate for resource constrained sensor nodes, i
would incur a reasonable storage overhead for sensor nodesadopted.nt pairing is chosen to compute pairing operation
Moreover, the base station can periodically update systemas it is the fastest one to compute on resource constrainec
parameters and secret keys of all legitimate sensor nodesensor nodes and is a best choice at this security level [13].
excluding malicious nodes. However, this update might be The Setup and the Extract phases were performed at the bas
costly. Another possible solution is to manually detacls¢he station. The system parameters and other secret informatio

compromised sensor nodes from the sensor network. were stored on the sensor nodes via the base station. All the
software programs (including online/offline signatureepd

4. Implementation and Evaluation running on the sensor nodes for evaluation have been imple-
mented in the NesC language installed on the TinyOS oper-

4.1 Choice of IBOOS Schemes ating system. We developed and tested our programs first on

TOSSIM and Avrora, popular simulation and analysis tools
There are many IBOOS schemes available, for example,for MICA micro-controllers. These tools together give the
based on Elliptic Curve Cryptography (ECC) and RSA sig- strength of code development and debugging. These pro-
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grams were then installed on MICA2 sensor nodes. The im-one co-ordinatex of the group element, as is usually done.
plementation results are the average of running the code 505iven x and a single bit ofy, the receiver can regenerate
times. Due to the space constraints, we skip the in depthHowever, this is a trade-off between the transmission cost
implementation details here. and the computation cost of derivigdor the receiver.

4.3 Performance Matrices 4.4.3 Memory Consumption

The primary goal of these experiments was to gather the ac-Table 2 summarizes the memory requirement of the X-
tual statistics about the resource consumption of an IBOOSIBOOS scheme including the size of both signature gener-
scheme on real sensor nodes and study its performance. lation and verification codes. It also includes the code size
case of a signature scheme, the primary factors to affect aof RELIC, TinyOS code, node’s ID (16 bits) and private key
sensor node’s resources are signature generation and veri2«271 bits), master public key €271 bits) and other sys-
fication costs (computation cost) and signature size (trans tem parameters. The memory consumption of ROM, Global
mission cost). Therefore, the IBOOS schemes are evaluatedRAM and Stack RAM is 63,972, 1,933 and 1911 bytes re-
for the following performance matrices: computation cost spectively. This memory consumption can be reduced by
(time and energy consumption), signature size, and memorystoring only one co-ordinateof the group elements on sen-
consumption (ROM/RAM). The transmission cost is pro- sor node. Giverx and a single bit of/, the node can derive
portional to the signature size, thus, we only count the sig-y when it needs. This will reduce the storage consumption

nature size. per one group element stored on the sensor node by 270 bits
The stack memory is consumed only during the execution of

4.4 Implementation Results of X-IBOOS Scheme the program, i.e., during the signature generation and veri
fication. Once the program stops execution, this memory is

4.4.1 Computation Cost available for other operations. Note that this is the tdtat-s

age consumption on a sensor node when a sensor node act

X-IBOOS [11] requires two pairing computations in signa- as both a signer and a verifier. In our proposed broadcast
ture verification as the most expensive cryptographic oper-authentication scheme, a sensor node can act as sender ¢
ations. Table 1 shows the time and energy consumption ofwell as receiver of broadcast messages.
this scheme. It took about 1.697s to compute the offline sig-
nz;ture while only 0.018s to compute the online par_t. Thgs, [ ROM | Global RAM | Stack RAM |
this scheme enables a sensor node to generate a final signa-

) ) C > [[63,972] 1,933 | 1011 |
ture over a rgal time message in 0.0135 only which is quite Table 2 Memory Consumption in Bytes
fast considering the resource constraints of a sensor node.
However, the verification part of X-IBOOS is very expen-
sive, consuming considerable time and enéfggcause of
the two expensive pairing computations. 4.5 Optimization

We proposed to evaluate two IBOOS schemes, X-IBOOS

[ [ Time (s) | Energy (mW) | .
and R-IBOOS, as mentioned above. However, the evalua-

Offline Sign 1.697 50.92

Online Sign | 0.018 054 tion results of X-IBOOS schem_e depict the fact thatl pair-
Verify 5.099 177.01 ing based schemes are expensive for sensor nodes in term
Table 1 Time and Energy Consumption of resource consumptions. Pairing computation consumes

considerable resources on sensor nodes including process
ing time, battery power and memory. The computation of a
single pairing operation using RELIC takes about 1.9s [13]
4.4.2 Signature Size and, hence, consumes considerable battery power. To the
best of our knowledge, this is the most efficient implemen-
A signature in the X-IBOOS scheme is comprised of two tation of pairing operation for MICA2 sensor nodes. As R-
group elements of the form (x, y) and one number. Based|BOOS also requires pairing computation, we can expect the
on our selection ofyr pairing and~80-bit security level, a  similar expensive results. Hence, we decided to skip it as we
random number takes about 271 bits and a group element isyere looking for IBOOS schemes efficient for sensor nodes.
about 2*271 bits. Therefore, the resulting signature s8ze i Qur next step was to find a pairing-free IBOOS scheme. Al-
1355 bits or 170 bytes. This signature size can be reducedhough the application of OOS itself brought the benefit of
up to 102 bytes by applying compression and including only quick authenticated broadcast by resource constrained sen
TEnergy consumption is computed using the MICA2 data sheet sor nodes, the ¢X|stlng IBOOS schemes being pairing based
[8] and the computed number of clock cycles for each stage. proved expensive for the sensor nodes. To the best qf our
The power consumption is calculated at 3V power supply and knOW|edge, there are a few ECC based IBS schemes without
7.3728MHZ clock frequency. pairing but no ECC based IBOOS scheme without pairing.




YASMIN etal.: AN AUTHENTICATION FRAMEWORK FOR WIRELESS SENSOR NEVORKS USING IDENTITY-BASED SIGNATURES: IMPLEMENTATION AND EVALUAIC

of only one point multiplication. One point multiplica-
45.1 Bellare etal’s IBS as IBOOS tion took 0.295s in our implementation which confirmed the

point multiplication cost obtained by [16], using the same
The implementation results in Sec. 4.4 proved that by hav- RELIC library. Table 3 shows the time and energy con-
ing a pairing-free IBOOS scheme, we could get better re- sumption of this scheme. It took about 0.295s to compute
sults for IBOOS schemes for WSNs. We realized that the the offline signature while only 0.025s to compute the online
IBS scheme (BNN-IBS) proposed by Bellare et al. [14] part. The computation cost of the online phase is almost the
and improved by Cao et al. [15] could be modified as an same for both B-IBOOS (Table 3) and X-IBOOS (Table 1)
IBOOS scheme. BNN-IBS is an ECC based pairing-free schemes. Nevertheless, in the offline phase X-IBOOS took
IBS scheme having only one point multiplication as the ex- more time and, thus, consumed more energy than B-IBOOS.
pensive operation in signature generation. This point mul- The same is the case with the verification phase. B-IBOOS,
tiplication computation, resulting in a partial signatuie ~ being pairing-free, verifies the signature in 1.044s only as
independent of the message to be signed. Thus, it can pb&ompared to the verification time of 5.099s of X-IBOOS. A
computed as an offline signature before the message to b&omparison of Table 1 and Table 3 highlights the fact that
signed is known. The rest of the signature generation use$3-IBOOS is very efficient for resource constrained sensor
this offline signature and the message and only performs in-nodes in terms of computation cost when compared with X-
teger arithmetics to get the final signature of the message!BOOS.
Integer arithmetics is very efficient for sensor nodes imger

of time and energy consumption. Operations using integer l [ Time (s) | Energy (mW) |
arithmetics, performed when the message to be signed is Offline Sign | 0.295 8.85
known, form the online phase of the signature generation. Online Sign | 0.025 0.74
Thus, BNN-IBS can be computed as an online/offline sig- Verify 1.044 31.33
nature into two phases; offline phase and online phase. The Table 3 Time and Energy Consumption

signature verification in BNN-IBS requires three point mul-

tiplications which although are expensive but far less ex-

pensive than a single pairing computation for sensor nodes.

Thus, we modified BNN-IBS [15] scheme as IBOOS (say 4.6.2 Signature Size

B-IBOOS) scheme and in next step implemented and evalu-

ated it. For the sake of interest, the details of B-IBOOS are The signature in B-IBOOS is comprised of one elliptic curve

given in appendix B. point of the form (x, y) and two numbers. We used 163-bit
. , field for ECC to meet the-80-bit security level. For these

Security of B-IBOOS: The security of BNN-IBS depends  ggtings, a random number takes 160 bits while one elliptic

on theElliptic Curve Discrete Logarithm ProblemUsing  ¢rye point takes 2163 bits. Therefore, the resulting signa-

BNN-IBS as IBOOS does not affect the security of this sig- ¢,re size is 646 bits (80 bytes) without compression while

nature scheme. Itis secure to compute the offline part beforeygg pits (60 bytes) with compression. This signature size is

the message is known and store it. If an attacker compro-,,ch smaller than the one in X-IBOOS scheme and, thus,

mises the sensor node and gets both the offline sign#ture (oq)its in a reduced transmission cost. IEEE Std. 802.15.4

and the random numbgrused to generaté, he still would  117] the standard for the low-power sensor networks, al-

not be able to get any extra benefits other than the ones obyqys 4 variable payload of up to 102 bytes. With this packet
tained by compromising a sensor node. After computing the gj;¢ 4 sensor node still has 22 bytes available to indibde

final signature, the sensor node deletes Mog#mdy. and the message, other than uncompressed 80 bytes of the
] signature, to send them all together in a single packet. The
4.6 Implementation Results of B-IBOOS Scheme messages exchanged to report any critical event, for iostan

the location of enemy, are usually short in size up to a few
The IBS scheme in [15] is actually an improvement over the pytes. Therefore, 22 bytes provide enough space for both
BNN-IBS [14] scheme to reduce the signature size. This |D and the message.
improved version of the scheme has been proposed to use in
WSNs as IBS to provide outside user authentication where4.6.3 Memory Consumption
sensor nodes are the verifiers. We implemented B-IBOOS

scheme (IBOOS version of [15]) for80-bit security level  Table 4 shows the memory requirement of B-IBOOS

and selected the curve parameters accordingly. scheme. Like X-IBOOS (Table 2), it also includes the
memory consumed by the signature generation and verifi-
4.6.1 Computation Cost cation code, RELIC code, TinyOS code, node’s ID (16 bits)

and private key (160 bits), master public keyw1B3 bits)
B-IBOOS [11] computes three point multiplication opera- and other system parameters. For B-IBOOS, ROM, Global
tions in signature verification as expensive cryptographic RAM and Stack RAM consume 47,798, 1,902 and 1,821
operations for sensor nodes. The offline phase is comprisedytes respectively. This memory consumption can also be
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reduced by storing only one co-ordinate x of the elliptic phase, this increment is not a drastic change. It is an accept

curve points of the form (x, y). This reduces the memory able trade-off between the computation cost and the memory

consumption per one elliptic curve point stored on the sen-usage giving 10% of free memory. However, it depends on

sor node by 162 bits. The memory consumed by the stack isthe nature of the application whether it can compromise on

returned once the program completes its execution. Like inspeed or memory.

the case of X-IBOOS, this is the total storage consumption

on a sensor node when a sensor node acts as both a signé: Discussion

and a verifier. Compared with the memory consumption in

X-IBOOS (Table 2), the ROM consumption is lower in B- Our implementation results obtained in Sec. 4 strengthened

IBOOS than X-IBOOS while the Global RAM consump- the idea of using online/offline signatures for resource con

tion is almost the same in both schemes. The stack usagatrained sensor nodes. The X-IBOOS scheme proved ex-

is slightly lower in B-IBOOS than X-IBOOS. However, the pensive for the sensor nodes, consuming considerable re-

overall RAM consumption of B-IBOOS scheme is slightly sources. The reason behind this was not the online/offline

smaller than the RAM consumption in X-IBOOS scheme. signature itself but the expensive pairing based cryptogra
phy. The implementation results of B-IBOOS proved this

[ ROM [ GlobalRAM [ Stack RAM | argument. Hence, if we use pairing-free ECC based IBOOS
[47,798] 1902 | 1821 | schemes we can obtain better results.
Table 4 Memory Consumption in Bytes Moreover, the two implementations of B-IBOOS offer

a trade-off between the computation cost and the memory
usage. Memory can be saved by removing the precomputed
table and slightly increasing the computation time. How-

ever, this can be decided depending on the type of appli-

In the light of the results we obtained for computation cost, €ation. The offline signature is computed before the mes-
signature size and memory consumption of both schemesS29€ to be signed is available and the online phase takes th

X-IBOOS and B-IBOOS. it is clear that B-IBOOS scheme Same time in both implementations, i.e., 0.025s. Therefore
outperforms X-IBOOS in terms of computation cost and sig- th€ time to compute the final signature, once the message

nature size. The memory usage, however, does not make & Known, is the same in both cases. For time critical ap-

big difference in both schemes. One factor, which is con- plications, it is reasonable to use the first implementation
tributing towards the memory usage in B-IIéOOS is that of B-IBOOS if the receiver is a sensor node, and the second

RELIC uses a precomputed table to fasten the computationMPlementation of B-IBOOS if the receiver is a powerful de-
of point multiplication for ECC based schemes. This pre- Vice- Broadcast of a message by a sensor node is not a very
computed table is also stored and consumes some memorif€duent eventin time critical applications, for instayice-

space on the sensor node. To optimize B-IBOOS schemeEst fire alarm application. In forest fire alarm applicatian,
for the memory consumption, we decided to evaluate this MESSage is sent by a sensor node only when a fire is set uf

scheme without the precomputed table of RELIC. It re- SOmewhere in the forest. Signing and verifying a message
strained us from using one efficient RELIC function used 0ccasionally only in critical situations is not very expeas

to compute the point addition of the two point multiplica- [OF the sensor nodes. Moreover, if the offline phase is per-
tions, i.e., P+ bQ). Table 5 and Table 6 show the results formed on the base station and the resulting offline sigeatur

obtained after removing the precomputed table of RELIC. is stored on the sensor node, it can further reduce the com-
putation overhead on the sensor nodes. X-IBOOS can also

be useful for such applications of WSNs where the offline
signature is computed and stored by the base station on the

4.7 Optimization

[ [ Time (s) | Energy (mW) |

Offline Sign 0.317 9.52 . S .
Online Sign | 0.025 074 sensor nodes and the signature verifier is a powerful device.
Verify 1.118 33.54

Table5 Time and Energy Consumption 6. Comparison with Existing Authentication Schemes

Now we will compare our proposed broadcast authentica-
tion scheme using IBOOS with the existing signature based
[ ROM [ GlobalRAM [ Stack RAM | authentication schemes [15], [18], [19] for WSNs. We could
[ 45612 ] 1634 | 1381 | not find the exact implementation results of these schemes
Table & Memory Consumption in Bytes for WSNs. However, using the most efficient results of pair-
ing, point multiplication and elliptic curve digital sighae
Compared with Table 3 and Table 4, avoiding the pre- algorithm (ECDSA) costs on MICA2 and ignoring all other
computed table reduces the memory consumption of B-costs including hash computations, we roughly estimate the
IBOOS scheme, particularly the RAM consumption. Al- time cost of these schemes for comparison purposes. A
though it slightly increases the time and energy consump-point multiplication operation on MICA2 takes 0.30s [16],
tions of the offline phase and the signature verification pairing operation takes 1.9s [13], signature generatiah an
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verification for ECDSA take 0.36s and 0.63s respectively of our previously proposed IBOOS signhature based authen-
[16]. Using these results, Table 7 gives the comparison. Thetication scheme on MICA2 sensor nodes. We assessed the
message size includes both the signature size as well as theost incurred by using two different IBOOS schemes for re-

public key (20 bytes for ECDSA) for the first scheme while
only the signature size for all other schemes.

Schemes Sign. Time Verif. Time | Message Size|
(Offline) s | (Online) s s bytes
Existing Broadcast Authentication Schemes
CAS[19] 0 0.36 2*0.63 60
DAS [19] 0 0.36 0.63 40
IDS [18] 0 2.2 5.7 84 [19]
IMBAS [15] 0 0.32 1.044 80
Proposed Broadcast Authentication Scheme
Proposed [ 0.295 0.025 1.044 80
Table 7 Comparison of proposed broadcast authentication schemg usin

B-IBOOS with the existing broadcast authentication schefmed/SNs.

The first two schemes CAS and DAS [19] propose to

source constrained sensor nodes. We first implemented anc
evaluated one pairing based IBOOS scheme named as X-
IBOOS. For optimization purposes, we also converted the
well-known pairing-free BNN-IBS scheme into an IBOOS
scheme and implemented it on MICA2 sensor nodes. The
implementation results show the suitability of IBOOS for
WSNSs. In future, we are going to focus on the session key
establishment between the outsider user and the sensor nod
after successful user authentication, i.e., the secoriceaut
tication scheme of the proposed framework.
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Appendix A:  X-IBOOS Scheme

Setup. The system parameters generated &g G, P,
Poub» Ho, H1). HereGy is a cyclic additive group generated
by P with a prime orderg. G, is a cyclic multiplicative
group with same ordef. Leté: G; x G; — Gy be a bilinear
mapping with the following properties:

1. Bilinearity: &aP.bQ) = &P,Q)2 for all P,Q € Gy,
a,b € Zy.

Non-degeneracy There existsP, Q € G; such that
&PQ) #1.

Computability There exists an efficient algorithm to
computee(P,Q) for all P, Q € G;.

For a random numbes€ Z;, the master public key iByub
=sP, Hp: {0,1}* — Gy andHj: {0,1}* x G; — Z;. The
master secret key swhich is kept secret.

2.

3.

Extract. Given an identitylD, the corresponding private
keyDp is computed aBp = sHy(ID) andQp = Ho(ID).

OffSign. Pick two random numbensx € Z%, output the
offline signature pair$ R), whereS= %Dm andR = xP.

OnSign. Given a messaga, compute the online signature
aso = Hi(mR)x+r. The resulting signature is a triple

(0,SR).

Verify . Check whethe(Pyun, 0P —Hi(m R)R, S Qpp) is a
valid Diffie-Hellman tuple.

Appendix B: B-IBOOS Scheme

Setup. The system parameters d&/Fq, P, p, Py, H1, H2).
HereE is an elliptic curve over a prime finite field;. The
order of E(Fy) is m. pis a prime number wittp? { m, P €
E(Fg) is a point of ordemp andG is a group generated 3
For a master secret keye Zp, the master public key & =
XP. H1 = {0,1} x G* — Z, andH, = {0,1}* — Z,.

Key Extraction. Given and identitylD; of a userl, the
corresponding private key is generated as

» Choose at randome Zp and computdr; = rP.
» Computec = Hy(IDj||R).

IEICE TRANS. ??, VOL.Exx—??, NO.xx XXXX 200x

« Computd’s private key as =r +cx.

Signature Generation.| with identity ID; signhs a message
min two phases as follows:

OffSign. The Offline phase is performed before the message
to be signed is known.

» Choose at randome Z, and computey = yP.

The offline signature isy(Y).

OnSign. The Online phase is performed after the message
becomes available.

« Computeh =Hy(ID;, m,R;,Y)
e Computez=y + hs.

The tuple(R;,h,2) is I's signature on message

Signature Verification. Given (R;,h,z), ID; and the mes-
sagem, the receiver verifies the signature as:

« Computec = Hy(IDi||R))
« Check whether the following equation holds.

h=Hy(ID;, m R, zP- h(R +cRy))
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