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Abstract
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barriers to data sharing and proposes three key solutions to overcome these barriers in China. The
establishment of national laws and policies for data sharing is considered the key prerequisite to ensuring
the successful implementation of resource sharing activities in public health. Driven by established laws
and policies, the relevant operational models should be developed. It is also important to have strategies
in place to ensure the established laws and policies are implemented by various organizations in different
jurisdictions. These discussions are supported by relevant local and international evidence.
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A Discussion about the Importance of Laws and Policies for Data Sharing for
Public Health in the People’s Republic of China
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Department of Health, Beijing 100050, PR. China
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Abstract

This paper introduces the current status of data sharing in
the People’s Republic of China. It discusses barriers to
data sharing and proposes three key solutions to overcome
these barriers in China. The establishment of national
laws and policies for data sharing is considered the key
prerequisite to ensuring the successful implementation of
resource sharing activities in public health. Driven by
established laws and policies, the relevant operational
models should be developed. It is also important to have
strategies in place to ensure the established laws and poli-
cies are implemented by various organizations in different
Jurisdictions. These discussions are supported by relevant
local and international evidence.
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Introduction

Scientific data is the original measurement or characteris-
tic of a person or thing that is collected from various
scientific activities, or extracted from databases or data
warehouses by various data mining techniques. It may be
‘a clinical measurement, a laboratory record, a medication
dosage, or even a listing of treatment’.' Only after scien-
tific treatment to comply with certain data standards of the
relevant regulation bodies can data be used effectively for
various public health purposes. ‘Data are an expensive and
valuable resource. Data have market value; they represent
a revenue stream for many academic and governmental
agencies’.2

The essence of sharing public health data involves the
sharing and publication of information. Data sharing
among organizations is important for (1) developing an
essential information infrastructure that supports public
health services and functions; (2) reducing duplication of
effort in data collection and increasing the usability of the
data that has already been collected; (3) providing infor-
mation effectively and efficiently to inform public health
policy and management decisions; (4) improving commu-
nication and standardization of core procedures and
assessment to facilitate best practice in health care® and (5)
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realizing the scientific, economic and social value of scien-
tific data. Therefore, to benefit society, the data stored in
various databases owned by various departments and juris-
dictions should be open to the public.

This paper will focus the current status, challenges and
prospects of data sharing for public health. First, it will
introduce the current practice of data sharing in China. It
will then discuss the challenges to this data sharing in
China. Finally, through a comparison of the practice of
several countries, it proposes three essential strategies to
overcome the barriers encountered.

The current practice of data sharing in the People’s
Republic of China

A significant amount of data has been collected in China.
According to statistics, there are several billion bytes of
scientific data collected by various levels of government
departments and scientific research organizations spon-
sored by the government. The three major sources of these
data include: (1) the administrative data collected by the
health administrative organizations; (2) the scientific data
generated from the scientific activities undertaken by staff
in research, business and management organizations
funded by government; and (3) the scientific data gener-
ated from scientific or productive activities undertaken by
privately owned scientific, business, education or health
organizations. These data are scattered in the databases of
various organizations located in different jurisdictions.
Although there is a critical need to compare these data to
support public health research and policy making, the dif-
ferences in data elements, the method of collection, the
coding system and the structure of database tables that
store these data etc. make comparison of these data impos-
sible. As these heterogeneous, incompatible data are not
readily usable for statistical analysis and reporting, they
have rarely been published, despite the significant effort
and resources spent in collecting them.

In recent years, the importance of data sharing has been
emphasized by the Central Government in China. After a
two-year, continuous, persistent effort, the Department of
Health has gained considerable experience in the develop-
ment and establishment of data-sharing policies. The
Department of Science in China has implemented a scien-
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tific data-sharing project to establish a platform to
facilitate the sharing of scientific data. To date, more than
600 databases of varying size and quality have been estab-
lished. Meanwhile, resources have been invested in
digitizing the original paper-based data and establishing
various databases to store these data. Some organizations
that own these databases have initiated data-sharing ser-
vices, which have resulted in some social benefits.
However, the level and scope of scientific data sharing in
China is still very limited.

There are many barriers to effective data sharing and the
following section will discuss these barriers. Then, three
essential strategies are proposed to overcome these barri-
ers in China.

The barriers to sharing scientific data in China

Scientific data sharing in China is yet to break away from
the custody of departments in various jurisdictions. The
appropriate technology and model is yet to be developed
for large-scope data sharing, the integration of heteroge-
neous data, and the distribution of collaborations to
researchers and policy makers. To date, there is no net-
work-based platform that is able to provide data services
for clients in different regions that is underpinned by tech-
nology services, effective support mechanism and quality
assurance.” The identified challenges fall into one of the
following four categories: (1) a lack of laws and policies to
guide the practice of data sharing; (2) a lack of coordina-
tion of effort, which leads to numerous isolated data
sources that cannot communicate with each other; (3) a
lack of an enabling structure and operational mechanism to
sustain data-sharing services; and (4) a lack of a culture of
sharing data. The following sections will provide a
detailed explanation of each of these four categories.

A lack of laws and policies to guide the practice of data
sharing

‘Laws provide the mission, functions, and powers of pub-
lic health agencies, set standards for their actions, and
safeguard individual rights ... They are an essential tool
for improving public health infrastructure and outcomes.*>
Therefore, the establishment of laws and policies are pre-
requisites for achieving data sharing for public health.
However, the relevant data-sharing policies, the standards
for data exchange, quality assurance and information ser-
vices, and the relevant terminology and classification
system have yet to be developed in China. Without the
above regulatory protections, the owners of the relevant
databases will not give end users access to databases to
download data for the purposes of scientific research, dis-
ease prevention and control. If they are lucky, these end
users can acquire a very limited amount of data, such as
abstract of a publication. Conversely, the utilization rate is
poor for databases established through public funding,
which is a waste of public investment.
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A lack of coordination of effort, which leads to
numerous isolated data sources that cannot
communicate with each other

Different levels of government and their departments have
their own needs and targets for data collection and storage.
Currently, there is no mechanism to achieve collaboration
on data sharing among local, provincial and central gov-
ernments. The reasons for this are similar to those
identified in Canada: ‘unclear constitutional roles and
responsibilities for public health and the potential for dis-
putes to arise over funding and data sharing’.® As in
Australia,’ there is a lack of national vision or a mecha-
nism to implement data sharing. The consequences are
duplicated effort and overlap in data collection, and the
establishment of numerous heterogeneous databases at
central, provincial, city and county levels of government
departments and the private sector. Therefore, interopera-
bility and data sharing among information systems is not
possible.

A lack of an enabling structure and operational
mechanism to sustain data sharing services

Data sharing is a process of social system engineering that
needs the coordination of government departments in vari-
ous jurisdictions. The limitations of the current
government organizational structure in China mean there
is a serious lack of communication between organizations
in various industry sectors. This lack of coordination in
information management has led to an inability to identify
the availability, place of storage, ownership, accessibility,
scale and scope of data stored in a database. Although a
national identification system has been established for
public servants, currently the system does not include the
increasing number of employees in the private sector and
farmers. In addition, there is no common data exchange
standard that clearly defines how the organizations should
share data with each other. 8 Therefore, it is difficult to link
two information systems together. Even when two infor-
mation systems are connected, it is challenge to integrate
their data as these data are captured in different formats
and semantics.

A lack of a culture of sharing data

As in Australia,7 there is a lack of incentives for data shar-
ing among the different levels of government without
direct reporting relationships. To share data among organi-
zations, an inter-organizational information network
should be established to link data sources within organiza-
tions. This novel model of information networking
challenges the traditional organizational structure and
ownership of data in China. Therefore, its implementation
will only be possible after significant organizational cul-
tural change has been achieved.

In the following section, we will propose three essential
strategies for overcoming the barriers discussed and facili-
tating scientific data sharing in China.
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Our proposed solutions to overcome the barriers for
scientific data sharing in China

We believe the following five key factors have to be satis-
fied before sharing of scientific data can be realized: data
sources, data organization and management, regulations
about data sharing, the development of technology to
enable data sharing, and the interaction between these four
factors. Therefore, to overcome the barriers for data shar-
ing and optimize the benefits of these scientific data to the
public, three key strategies are proposed: (1) the establish-
ment of laws and policies for sharing data for the sake of
public health (this action should take into consideration the
culture and political structure in China); (2) the develop-
ment of a comprehensive data-sharing mechanism that is
guided by established laws and policies; and (3) the estab-
lishment of a mechanism to safeguard the implementation
of the laws and policies. The following sections will dis-
cuss these three strategies in detail.

The establishment of laws and policies for data sharing
in the context of China’s culture and political structure

For the purpose of establishing an effective approach, the
experiences of foreign countries should be examined if
these countries have already taken action to achieve data
sharing and interoperability in health care. For example,
the Turning Point Model State Public Health Act in the
USA has established clear definitions about the acquisi-
tion, use and disclosure of identifiable health information,
security safeguards and fair information practices.” In Brit-
ain, the use and sharing of personal information in the
public sector is governed by a number of laws including
(1) the law that governs the actions of public bodies
(administrative law); (2) the Human Rights Act 1998 and
the European Convention on Human Rights; (3) the com-
mon law tort of breach of confidence; (4) the Data
Protection Act 1998 and (5) the European Union law.’
There are laws that define information management prac-
tice in either the public or private sectors in Australia.
Canadians have also established their code of practice.'% 1!
However, as cautioned by Hodge et al.,” ‘reforming public
health laws is a delicate process that involves good timing,
political will, and willingness to compromise’. Therefore,
the Chinese political, social, cultural and organizational
context has to be carefully considered, and the relevant
stakeholders have to be thoroughly consulted when estab-
lishing laws and policies.

Data sharing can only be realized through negotiation
between the organizations or stakeholders who own the
data. Therefore, an adequate security protection mecha-
nism has to be in place to ensure the scientific data owned
by various entities will only be made available to the gen-
eral public after the explicit consent of these entities. The
legislation should clearly define the intellectual property
of the owner(s) of the data. The interests of various stake-
holders (such as individuals, organizations and society),
should be appropriately balanced; whereas the information
related to national security and commercial confidentiality
should be adequately protected.
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Before the establishment of such national laws and poli-
cies, different jurisdictions or industries could establish
their own short-term policies or regulations for public
health data sharing. Only through such practice could data
sharing be achieved and scientific evidence acquired
through analyzing these data. Such evidence will, again,
support scientific research or management decision-
making.

The development of a comprehensive public health
data-sharing model that is guided by laws and policies

The fundamental requirement for public health data man-
agement is the proper configuration of these data to
maximize their potential in serving the society. The federal
governments in Australia, Britain and Canada have taken
the lead in their efforts to establish a national health infor-
mation network for sharing health care information across
the continuum of care.'? 1> 14 It is proposed that the Chi-
nese Central Government should take the leadership and
coordination role and provide incentives to encourage var-
ious organizations, such as various levels of health
departments and public and private health care organiza-
tions, to collect and share data. 15

An incremental update model® that uses a five-step imple-
mentation may be useful in achieving data sharing in the
short term. Baker® defined the five steps as (1) the data
authority is identified; (2) data are consolidated/redistrib-
uted: making sure the authority has the data; (3) the data
authority allocates a persistent identifier for each feature
within each theme; (4) data are redistributed: the data
authority redistributes data with identifiers attached; and
(5) incremental updating of the whole process. As men-
tioned previously, a national identification system has been
established for public servants. This is in the process of
being extended to the general public, including the rural
population.

The best scenario is the complete publication of scientific
data after acknowledging and protecting the intellectual
property of its owners.!® Of course, appropriate compensa-
tion should be given to the owners of these data to provide
incentives for them to share data. The relevant regulations
should also be established to define the rights and respon-
sibilities of the providers of public health data, as well as
the end users of these data. A possible definition might be:
if a customer is an end user of the data, they have no right
to redistribute the data; whereas the data provider should
share authorship with the end user in the publications that
result from the data sharing. Whether the data leads to a
product for the end user or not, the data provider should
always be given financial compensation to maintain the
data-sharing system.

The establishment of structure and process to enforce the
implementation of laws and policies for data sharing

Necessary mechanisms should be in place to enforce the
implementation of laws and policies for data sharing. In
fact, China has established a comprehensive primary
health care network from village to town to county to
province.!” The system was established in the early 1950s
based on the former Soviet Union model of epidemic pre-
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vention and education, with focus on the hygiene and
prevention.!” This network has played an important role in
controlling and preventing infectious diseases for the past
50 years. It will also be an effective structure to enforce the
implementation of laws and policies for data sharing once
these laws and policies are in place. The China CDC has
established a four-tiered network of disease control (cen-
trality, province, city and county) that is managed at
different levels. In addition, the China CDC has close
working partnerships with non-government organizations
such as the Chinese Medical Association, the Chinese Pre-
ventive Medicine Association and the Chinese
Epidemiological Association.!” Therefore, the structure
for public health data-sharing management and services
already exists.

The experience of other countries in this area can also be
valuable. For example, to enhance public servants’ under-
standing of the country’s complex legal framework, the
Department for Constitutional Affairs (Justice, Rights and
Democracy) published Public sector data sharing: guid-
ance on the law in 2003 as a map to guide the practice of
data sharing in Britain.'® In the USA, the implementation
of environmental justice at the federal level was matched
by state programs.

Conclusion

In summary, any complex social problem can only be
solved by following certain laws and policies. In addition,
any creative theory and strategy can only be implemented
after following certain procedures. The established laws,
policies and procedures can only be effectively imple-
mented after an adequate assessment, reporting and
feedback mechanism is in place. Therefore, the establish-
ment of sound laws and policies is the first step towards
achieving public health data sharing. Afterwards, the
implementation of the clearly defined laws and policies
and a strong monitoring mechanism for this implementa-
tion will lead to improving data sharing for public health in
China.
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