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Abstract

In this thesis, we make contributions to secure and privacy preserving use of electronic credentials in

three different levels.

First, we address the case in credential systems where a credential owner wants to show her credential
to a verifier without taking the risk that the ability to prove ownership of her credential is transferred
to the verifier. We define credential ownership proof protocols for credentials signed by standard
signature schemes. We also propose proper security definitions for the protocol, aiming to protect the
security of both the credential issuer and the credential owner against concurrent attacks. We give two
generic constructions of credential ownership proofs based on identity-based encryption and identity-
based identification schemes. Furthermore, we show that signatures with credential ownership proofs
are equivalent to identity-based identification schemes, in the sense that any secure construction of
each implies a secure construction of the other. Moreover, we show that the GQ identification protocol
yields an efficient credential ownership proof for credentials signed by the RSA signature scheme and

prove the protocol concurrently-secure.

Then, we give a generic construction for universal (mutli) designated-verifier signature schemes from
a large class of signature schemes, referred to as Class C. The resulting schemes are efficient and
have two important properties. Firstly, they are provably DV-unforgeable, non-transferable and also
non-delegatable. Secondly, the signer and the designated verifier can independently choose their
cryptographic settings. We also propose a generic construction for (hierarchical) identity-based sig-
nature schemes from any signature scheme in C and prove that the construction is secure against
adaptive chosen message and identity attacks. We discuss possible extensions of our constructions to
identity-based ring signatures and identity-based designated-verifier signatures from any signature in
C. Furthermore, we show that it is possible to combine the above constructions to obtain signatures

with combined functionalities.

Finally, inspired by the recent developments in attribute-based encryption, we propose threshold
attribute-based signatures (t-ABS). In a t-ABS, signers are associated with a set of attributes and
verification of a signed document against a verification attribute set succeeds if the signer has a
threshold number of (at least t) attributes in common with the verification attribute set. A t-ABS
scheme enables a signature holder to prove possession of signatures by revealing only the relevant (to
the verification attribute set) attributes of the signer, hence providing signer-attribute privacy for the
signature holder. We define t-ABS schemes, formalize their security and propose two t-ABS schemes:
a basic scheme secure against selective forgery and a second one secure against existential forgery, both

provable in the standard model, assuming hardness of the computational Diffie-Hellman problem. We

\Y%



show that our basic t-ABS scheme can be augmented with two extra protocols that are used for effi-
ciently issuing and verifying t-ABS signatures on committed values. We call the augmented scheme
a threshold attribute based c-signature scheme (t-ABCS). We show how a t-ABCS scheme can be
used to realize a secure threshold attribute-based anonymous credential system (t-ABACS) providing
signer-attribute privacy. We propose a security model for t-ABACS and give a concrete scheme using
t-ABCS scheme. Using the simulation paradigm, we prove that the credential system is secure if the

t-ABCS scheme is secure.
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Notation

x4 X(a;r:0)

A~(X)s B|C

(s,) < [X(2) & Y(y)] (@)

TriX(z) © Y(y)l (@)

ZK-PoK{z : a = ¢*}

algorithm Xyz
security notion Xyz
oracle Xyz

string Xyz

the empty string

the set of all algorithms polynomial time in k
internal state information of algorithm X
concatenation

set subtraction

bit length of the quantity z

cardinality of the set S

Euler’s totient function

value a is assigned to variable x
value a mod N is assigned to variable x

a member is chosen randomly from set X and assigned to variable x

algorithm X with access to oracle O, input a, and random tape r is
run and the output is assigned to variable x
A sends X to B if condition C' holds

interactive protocol between X with private input x and Y with
private input y is run with public input a, X outputs s and Y
outputs y

transcript of a protocol run with public input a between X with
private input x and Y with private input y

zero knowledge proof of knowledge of x such that a = ¢g*, where a and

g are public inputs to the protocol

algorithm X with input a and description [desc.] is run and z is

returned as output



Contents

Abstract \%
Acknowledgments VII
Publications IX
Notation X
1 Introduction 1
1.1 Credential Ownership Proofs . . . . . . .. . . ... . . 4
1.2 Universal Designated Verifier Signatures . . . . . . . . ... ... ... ... . 6
1.2.1  Further Identity-Based Constructions . . . . . .. ... ... ... ... .... 8

1.3 Attribute-Based Signatures . . . . . . . ... 9
1.4  Attribute-Based Anonymous Credential Systems . . . . ... ... ... ... ..... 11

2 Preliminaries 14
2.1 Public Key Cryptography and Provable Security . . . . .. .. ... ... ... .... 14
2.2 Computational Assumptions . . . . . . . . . ... L 16
2.3 Interactive Proof Systems . . . . . .. ... 18
2.4 Identification and Signature Schemes . . . . . . . .. ... L oL 21
2.5 Identity-Based Cryptography . . . . . . . . . .. . .. 25

3 Concurrently-Secure Credential Ownership Proofs 29
3.1 Imtroduction . . . . . . . . .. 29
3.1.1 Related Work . . . . . . . . o 30

3.1.2  Our Contributions . . . . . . . . . . . . 31

3.2  Defining Credential Ownership Proofs . . . . . ... ... ... ... ... .. .. .. 32
3.2.1 Defining Credential Ownership Proof Security . . . . . . .. .. ... ... ... 33

3.2.2 Security Treatment of Baek et al. . . . . . . . .. .. ... ... ......... 36

3.3 Generic Construction from IBE . . . . .. . .. ... 37
3.3.1 IBE and Its Security . . . . . . . . . . L 38

3.3.2 Naor Transform . . . . . . . .. ... L 39

3.3.3 IBE-Based COP . . . . . . . . e 40

3.4 Equivalence with IBI . . . . . . . . . . ... 42
3.5 Efficient COP from GQ . . . . . . . . . . . 43

XI



3.5.1 The GQ Identification Scheme . . . . . ... .. ... ... ... ... .. 44

3.5.2 RSA-FDH Credential Ownership Proof . . . . .. ... ... ... ... .... 45
3.5.3 Efficiency of the Scheme . . . . . . . ... ... oo 48
3.6 Concluding Remarks . . . . . . . . .. 49

Generic Construction of Universal Designated-Verifier Signatures and Identity-

Based Signatures 51
4.1 Introduction . . . . . . . . .. 51
4.1.1 Our Contributions . . . . . . . . . . . ... 52
4.1.2 Related Work . . . . . . . L 55
4.2 Preliminaries . . . . . . ... oL 56
4.2.1 Proofs of Knowledge . . . . . . . . . . . 56
4.2.2 The Fiat-Shamir Transform . . . . . . . . . . ... ... .. ... ... ..... 57
4.2.3 On Public-Private Key Pairs . . . . . . ... ... .. ... .. ... 59
4.2.4 The Forking and Reset Lemmas . . . . . ... ... ... ... ... .. ... 60
4.3 Defining the Class C of Signatures . . . . . . .. .. ... ... . ... . ...... 62
4.3.1 On Simulatability of Signature Schemes . . . . . ... ... ... ... ..... 64
4.3.2 Examples of Signatures in Class C . . . . . . ... ... .. ... ... ..., 65
4.4  Universal Designated Verifier Signatures . . . . . ... ... ... ... ... ..... 66
4.4.1 Definition and Security . . . . . ... 66
4.4.2 Generic Construction of UDVS And Its Security . . . ... .. ... ... ... 72
4.4.3 Comparison . . . . . . . ... e 81
4.5 Identity-based Signatures . . . . . . . . ... L 83
4.5.1 Generic Construction of IBS and Its Security . . . ... ... ... ... .... 83
4.5.2 Comparison . . . . . . ..o e e e e e 87
4.6 Combined Constructions . . . . . . . . . . . . ... 89
4.7 Concluding Remarks . . . . . . . . .. oL 90

Threshold Attribute-Based Signatures and Their Application to Anonymous Cre-

dential Systems 92
5.1 Imtroduction . . . . . . . . . . L 92
5.1.1 Our Contributions . . . . . . . . .. . e 94
5.1.2 Related Work . . . . . . . . .. 95
5.2 Notation and Preliminaries . . . . . . . . . .. ... Lo 96
5.3 Threshold Attribute-Based Signatures . . . . . . .. .. ... ... ... ... ..., 97
5.3.1 Definition . . . . . . .o 97
5.3.2 Additional Protocols . . . . . . . ... 99
5.3.3 Constructions . . . . . . . . . . L 101
5.4 Threshold Attribute-Based C-Signatures . . . . . . . . . .. .. .. ... .. ...... 106
5.4.1 Definition . . . . . . ..o 107
5.4.2 Construction . . . . . . . . . .. 108
5.5 Threshold Attribute-Based Anonymous Credential Systems . . . . ... ... ... .. 114
5.5.1 Security Framework . . . . .. ... .o 114

XII



5.5.2 Ideal Model for t-ABACS . . . . . . . . . ..o 116

5.5.3 A Concrete t-ABACS System . . . . . . .. . . . o 118

5.6 Concluding Remarks . . . . . . . . . L oL e 123

6 Conclusions and Open Problems 125
Bibliography 130
Index 141

XIII



List of Tables

3.1
3.2
3.3

4.1
4.2
4.3
4.4
4.5
4.6
4.7

6.1
6.2
6.3

Comparison of security notions for IBE with the new notion highlighted . . . . . . .. 38
Equivalence between S+COPsand IBIs . . . ... . ... ... ... .. ........ 43
Comparison of RSA-COP Costs with other ZK Solutions . . . . .. .. ... ... ... 49
Examples of 3 protocols for proof of knowledge . . . . . . . .. .. ... ... ... 57
Examples of signaturesin C . . . . . . .. ..o 66
Examples of signatures in C (Cont’d) . . . . . . . ... .. ... ... ... 67
Comparison of previous UDVS schemes with our GUDVS counterparts . . . .. .. .. 82
Comparison of previous UMDVS schemes with their GUMDVS counterparts . . . . . . 84
Four new IBS schemes based on discrete logarithms, RSA, and pairings . . . . . . .. 89
Comparison of previous IBUDVS schemes with counterparts in our construction . .. 90
Credential ownership proofs in comparison with other credential system solutions . . . 126
A summary of constructions in Chapter 4 . . . . . . . . ... ... L L. 127
Summary of how our UDVS constructions compare with previous schemes . . . . . . . 128

XIV



List of Figures

2.1
2.2
2.3
24
2.5
2.6
2.7
2.8
2.9

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12
4.13

5.1

The RSA experiment . . . . . . . . . . . . .. 16
One more RSA inversion experiment . . . . . . ... . ... .. ... .. 17
The discrete logarithm and CDH experiments . . . . . . . . ... .. ... .. ..... 18
A three-move public-coin protocol in the canonical form . . . . . ... ... ... ... 19
Identification scheme IMP-ATK-security experiments (ATK € {PA,AA,CA}) . . . . . .. 23
Signature scheme EUF-CMA-security experiment . . . . . . . . . .. ... ... ..... 24
The Fiat-Shamir transform . . . . . . .. ... 0L 24
Identity-based identification scheme ID-IMP-ATK-security exp’s (ATK € {PA,AA,CA}) . 26
Identity-based signature scheme ID-EUF-CMA-security experiment . . . . . . . .. ... 27
Credential ownership proof COP-IMP-ATK-security experiments . . . . . . . ... ... 35
Universal designated-verifier signature proof IM-TYPE-i security experiments . . . . . 36
Hypothetical IM-TYPE-3 security experiments . . . . . . . ... ... ... .. ..... 37
Identity-based encryption scheme OWE-ID-CCA-security experiments . . . . . . .. .. 39
The Naor transform of an identity-based encryption scheme . . . . . . .. .. ... .. 40
The identity-based encryption scheme based credential ownership proof . . . . .. .. 40
The GQ identification scheme . . . . . . . .. ... ..o 44
The RSA-FDH signature scheme . . . . . . . . .. .. ... ... ..., 45
Schemes constructed generically in this chapter based on signature Sin C . . . . . .. 55
A canonical X protocol for proof of disjunctive knowledge . . . . . . ... .. ... .. 58
The non-interactive proof from applying Fiat-Shamir to the protocol in Figure 2.4 . . 58
The signature scheme from applying Fiat-Shamir to the protocol in Figure 2.4 . . .. 59
RSA, GQ and DL family key generation algorithms . . . . . . ... ... ... ... .. 60
The bifurcation in the h; inputs of the forked aldorithm . . . . .. ... ... ... .. 61
Reset Lemma experiments . . . . . . . . . .. Lo L e 62
Mechanism of security proofs for non-FL-Based and FL-Based signatures . . . .. .. 65
Universal designated-verifier signature DV-EUF-CMA-security experiment . . . . . . . . 69
Universal designated-verifier signature PR-security experiments . . . . .. ... .. .. 70
Our generic construction of universal designated-verifier signatures . . . . . . .. . .. 73
Mechanism of GUDVS DV-EUF-CMA-security proof . . . . . . ... ... ... ..... 76
Our generic construction of identity-based signatures . . . . . . . . .. ... ... ... 85
The real model vs. the ideal model . . . . . . . . . .. .. ... oL 115

XV
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