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Pretace

An authentication protocol essentially provides a mechanism for verifying the identities
of nodes in an insecure network, and for the safe distribution of secrets. The subject of
authentication protocols is enormously subtle. It is surprisingly easy to design incorrect
protocols. A typical authentication protocol consists of an exchange of just a few
messages, may appear intuitively correct, and still not work as intended. It is common
to find examples of published protocols in the literature which have subsequently been
found to contain flaws. As a result, methods for verifying the correctness of protocols
have proliferated. A pioneering work in this area is a modal logic of Burrows, Abadi
and Needham. Their work has led to the development of a substantial number of
logics of a similar kind, often referred to as “authentication logics”. If authentication
logics are to be used to verify the correctness of protocols, then there is a need to
verify the correctness of the logics themselves. The latter is the metalogical problem
of obtaining assurance about the soundness of a logic. A meaningful solution to this
problem requires the development of an independently motivated semantics for the
logic. However, as compared to the formalisms in which authentication logics are
couched, the development of semantics for such logics has generally lagged behind.
Indeed, despite some notable previous work in the latter direction, it is rare to find a
rigorous proof of soundness for an existing authentication logic.

There are several other interesting areas in the study of protocols besides authen-
tication logics. These include alternative methods for analyzing protocols, and models
for analyzing protocol efficiency.

This thesis makes some contributions to the areas of authentication logics and

protocol analysis; the contributions made are summarized below.

1. Authentication logics

(a) A critical appraisal of an authentication logic of Gong, Needham and Ya-

halom:



It is shown that the above logic exhibits several undesirable features, in-
cluding instances of unsoundness, incompleteness, and redundancy. These

observations are used to highlight the need for a semantic basis for authen-

tication logics.

(b) A modification to the logic of Gong, Needham and Yahalom for automatic

analysis of protocols:

The proposed modification lends to a simple technique for automating de-
ductions in the modified logic. Not only does the automation provided serve
as an aid in analyzing protocols, but it also proves useful in confirming some

of the difficulties in using the original logic.

(c) A computational model for authentication logics:

The proposed model decouples the syntax and semantics of notions that are
central to existing authentication logics. The import of the resulting model
is that it provides a solid foundation for devising such logics.

(d) An authentication logic and its proof of soundness:

The model developed above is used to devise a new authentication logic and

to establish a soundness theorem for the logic in a rigorous manner.

2. Protocol analysis

A model for reasoning about lower bounds on rounds:

The proposed model is primarily motivated by the need to verify the correct-
ness of some informal bounds found in the literature. It provides a precise
definition of the metric number of rounds and a theorem which relates lower

bounds on rounds with security requirements.

The thesis is organized as follows. Chapter 1 is an introductory survey on authenti-
cation logics. The Chapters 2, 3, 4, and 5 cover parts (1)(a)-(d) above, respectively.

Chapter 6 covers part 2. Chapter 7 contains our conclusions.

Vi



Acknowledgments

I owe very much to the support and guidance that I have received from my co-
supervisors: Assoclate Professor Reihaneh Safavi-Naini and Dr. Peter Nickolas. Their
unrelenting technical feedback has led to the timely completion of this work. Rei has
been instrumental in securing my entry into the PhD program at the University of
Wollongong. Much of the financial support that I needed at various times while this
work was in progress has been arranged by her. I would also like to thank her for
introducing me to the subject of authentication logics, and for insisting that I keep
deadlines. Peter has been an excellent teacher to me. He has had a deep influence on
my research outlook; from him I have learnt to appreciate the power of mathematical
proofs and clear writing. His warm nature, integrity, and high standards have provided
me with a great deal of inspiration.

I have been privileged enough to have found an expert collaborator in Dr. Colin
Boyd. I have benefited a lot from many stimulating discussions with him on the subject
of protocol security. I am grateful to Professor Jennifer Seberry for her advice and
financial support. I would also like to acknowledge the financial support that I have
received from the University of Wollongong in the form of a postgraduate award for
the past two years. The University of Wollongong Research Office, the Department of
Computer Science, and the Centre for Computer Security Research have also provided
additional support to enable me to attend several conferences at various times. I thank
the two anonymous referees for their comments and criticism.

I would like to thank all my friends for their support behind the scenes and for
believing in me; in particular, Gopesh Rana (Bobby), Jyotindra Trivedi and Dhananjay
Patel. T am indebted to Bobby for bailing me out of a financial difficulty during the
course of this work. Finally, I am grateful to my parents and the rest of my family for

their love and understanding.

Vil



Mathematical preliminaries

This section contains a concise summary of some standard mathematical notations,

definitions, and results used in this thesis.

Integers

The notation Z denotes the set of all integers {...,—2,—1,0,1,2,...}.

Sets

If X is a finite set, the rank of X is the number of elements in X. Let X be some set
(finite or infinite). The powerset of X, written 2%, is the set of all subsets of X. Let
Y and Z be any two sets. The cartesian product of Y and Z, written Y x Z, is the set
{(y,2) |y € Y and z € Z}. A partition 7 of X is a set of non-empty subsets of X such
that: (1) the elements of 7 are pairwise disjoint, and (2) the union of all elements of 7

is the set X. An element of a partition is called a block.

Relations

Let X be some set (finite or infinite). A binary relation on R is a subset of X x X. If R
is a binary relation on X, we usually write z Ry instead of (z,y) € R, for z,y € X. A
relation R on X is: reflezive if, for every x € X, z Rz; transitive if, for every z,y,z € X,
whenever z Ry and yRz, then zRz; euclidean if, for every z,y,z € X, whenever z Ry
and z Rz, then yRz. A relation R on X is irreflezive if, for every z € X, (z,z) € X;
anti-symmetric if, for every z,y € X, whenever (z,y) € R, then (y,z) ¢ R. The
reflezive transitive closure of a binary relation R, written R*, is the smallest reflexive
transitive relation that includes R as a subset. A partial order is a binary relation that
is irreflexive, anti-symmetric, and transitive. Let R be a relation on X, and let X' be a
subset of X. Define the relation R’ on X' as R’ = RN (X' x X'); if R is a partial order
on X, then R’ is a partial order on X’. We normally use the symbol < to denote an

viil



arbitrary partial order. If < is a partial order on X, the ordered pair (X, <) is called
a partially ordered set, or a poset. A partial order R on X is a total order if, for every
z,y € X, xRy or yRxr. We normally use the symbol < to denote an arbitrary total
order. If < is a total order on X, the ordered pair (X, <) is called a totally ordered
set. If R is partial order on X, then an infinite descending chain with respect to R
is an infinite sequence z1,z,... of elements of X such that z,.; Rz, for all n; R is

well-founded if there are no infinite descending chains with respect to R.

Strings

An alphabet is a finite and non-empty set of symbols. If ¥ is an alphabet, the set of
all finite strings of symbols from ¥ is written as £*. We write the empty sequence as
(). If S is a finite sequence and s € ¥, then S - s denotes the sequence obtained by
extending S by s. If 51, Ss, ...is a (finite or infinite) sequence of finite sequences with
the property that S; is an initial segment of S;;; for each ¢« = 1,2,..., then call the

shortest sequence of which all the S; are initial segments the union of the 5;.

Graphs

A digraph is an ordered pair G = (V, R) where V is a set and R is a binary relation on
V. The elements of V are called the nodes of 7; the elements of R are called the edges
of G. An edge e = (a,b) is said to originate at node a and terminate at node b; the
node a is called the initial node of e and the node b is called the terminal node of e.
The number of edges which originate (respectively, terminate) at a node a is called the
outdegree (respectively, indegree) of a. A finite or infinite sequence of edges is called a
path if the terminal node of each edge in the sequence is the initial node of the next
edge, if any, in the sequence. A path is said to originate in the initial node of the first
edge and end in the terminal node of the last edge, if any, in the sequence. A path
that originates from a node a and ends in a node b is called a path from a to b. A path
that originates and ends at the same node is called a cycle. A digraph that does not

contain any cycles is called acyclic.

Trees

A tree is a digraph with a nonempty set of nodes such that: (1) there is exactly one
node, called the root of the tree, which has indegree 0; (2) every node other than the

root has indegree 1; and (3) for every node a of the tree, there is a path from the root

1x



to a. A tree is called finitely generated if each node of the tree has a finite outdegree.
A tree is called finite if it has only finitely many nodes; otherwise the tree is called

infinite. A branch of a tree is a path that originates at the root of the tree.

Konig’s lemma

Every finitely generated tree with infinitely many nodes must contain at least one

infinite branch.
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Chapter 1

A survey of BAN-like logics

This chapter surveys some prominent logics for reasoning about authentication proto-
cols. The seminal work in this area is a modal logic of Burrows, Abadi and Needham [1],
usually called, the BAN logic. This logic has been extremely influential in the authen-
tication protocol literature; it has stimulated widespread interest in the formal analysis
of protocols. The logics we will survey are more or less classified in the literature as
BAN-like logics. This nomenclature is somewhat loose, yet sufficiently descriptive to
convey our intent, viz: The BAN-like logics share the following two traits. (1) They
appear to be somehow related to the original BAN logic. (2) They were suggested by
others subsequent to the BAN logic and were motivated as extensions or improvements
over this logic.

We follow the usual convention of naming BAN-like logics after their authors. In

addition to the BAN logic itself, we will survey the BAN-like logics proposed by:
¢ Gong, Needham and Yahalom [2] (GNY);
o Gong [3] (G);
e CGaarder and Snekkenes [4] (GS);
e Kailar and Gligor [5] (KG);
e van Oorschot [6] (VO);
e Mao and Boyd [7] (MB);
e Abadi and Tuttle [8] (AT);
e Syverson and van Oorschot [9] (SVO);

e Wedel and Kessler [10] (WK).
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We will survey these logics in the order presented above, which is more or less chrono-
logical, with one exception. The logic of Abadi and Tuttle appeared prior to that of

Kailar and Gligor; however, we make the above rearrangement for the sake of conve-

nience.

1.1 Introduction

We begin with some terminology which is commonly used to describe mechanisms
referred to as: authentication protocols. Broadly speaking, an authentication protocol
consists of a sequence of message exchanges designed to achieve some security objective
using cryptographic functions. The design of authentication protocols usually makes
the following two characteristic assumptions (cf. Needham and Schroeder [11]). (1) A
protocol is subject to an adversarial environment: it is assumed that there is an enemy
who can see and manipulate messages exchanged in the communication network at will,
with the purpose of subverting the protocol objectives. (2) The cryptographic functions
that underlie a protocol are assumed to be secure—for example, an encrypted message
is considered to be impossible for anyone to decrypt without knowing the decryption
key. The goals of authentication protocols can vary depending on application, but they
broadly fall into the following two categories: entity authentication, in which the aim is
to verify the identities of one or more communicating principals; and authenticated key
exchange, in which the aim is to make available a shared key between some principals.
Some of the earliest examples of authentication protocols can be found in the paper
by Needham and Schroeder [11].

The terminology used to describe authentication protocols includes the following
terms: principals, keys, and nonces. A principal is an entity which takes part in a
protocol run. Typically, the keys used by a protocol are classified as: the long-term
keys (also sometimes called terminal keys), which are cryptographic keys assumed to
be available initially; the session keys, which are cryptographic keys to be securely
obtained via the protocol itself. Usually, a session key obtained in one run of the
protocol is deemed unsafe for use in subsequent runs of the protocol. In particular, a
sound protocol should be robust against replay of session keys. In other words, if A
and B are two principals wishing to establish a session key via a suitable protocol, then
it should not be possible for an enemy to manipulate the protocol messages to make
the principals believe that an old session key is a new one. A nonce is a quantity which

is typically used for verifying the freshness of messages [11]. The simplest example
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of a nonce is a random number: if A generates a random number 7 and sends a
message containing r, then A can be assured that any message which cannot be feasibly
constructed without the knowledge of r cannot possibly be made prior to the message
in which A originally sends r.

In the literature most protocols are schematically described by means of syntax
representing a sequence of message exchanges between some principals. It is worth
noting that a typical protocol description identifies the order in which the protocol
messages are meant to be exchanged in a successful run of the protocol. Specifically, a
message exchange of the form A — B : M means that, at the point where this exchange
appears in the associated protocol, (1) principal A is supposed to send a message M,
and (2) that this message is supposed to be received by principal B. This exchange
might be accompanied by additional checks which are performed by B upon receipt,
if any, of the message claimed as M; typically B does not proceed with the rest of the

protocol if the stipulated check is unsuccessful.

1.2 BAN logic

The BAN logic [1] is a logic for reasoning about authentication protocols in terms
of belief statements. It provides a useful formalism which reflects at a high level of
abstraction how authentication protocols are intuitively understood to work.

The syntax of the BAN logic distinguishes three types of primitive objects: princi-
pals, keys, and nonces. A protocol message is expressed as a formula of the logic. Let
P, Q, R range over principals; let K range over keys; let X, Y, X1, X5,... range over
formulas. The formulas of the logic along with their informal semantics can be giver

as follows.

PE X P believes X; P believes that X is true.

PaX P sees X; P has received a message from which it can read X.

P X P once said X; P has sent (or uttered) a message containing X.

P X P has jurisdiction over X; P is trusted on the truth of X.

(X)) X is fresh; X has not been sent previous to the current protocol run.

ré Q P and Q share key K which is good in the sense that it remains
confidential to P, Q and principals trusted by either P or Q.

& P P has K as its public key. The corresponding private-key K~ remains
confidential to P and principals trusted by P.

P é Q P and @ share secret X in the sense that it remains



1.2. BAN logic 4

confidential to P, @ and principals trusted by either P or Q.
{X}k X encrypted with key K.

(X)y X combined with Y; Y serves as a proof of origin of X.

The notation used above is from the original presentation of the logic [1]. A latter
presentation of the logic [12] uses a more verbose but mnemonic notation; for example,
P believes X instead of P |= X. However, we retain the original notation here. The logic
also includes as formulas the following expressions: (1) {X}k from P, which means
that the encrypted message identified originates from P; (2) (X,Y), which means
the conjunction of X and Y (the BAN logic uses ‘,’ as the propositional conjunction
operator). The logic treats conjunction as an operator on sets of formulas, leaving
properties such as associativity and commutativity implicit.

Essentially, the inference rules of the logic reflect intuitive consequences of the
semantics of the logical constructs. Typically, an inference rule is read, ‘if formulas
X1,..., Xy, hold then formula Y holds’, written more concisely as:

X150y Xy
Y

The main inference rules of the logic are [1]:

o Message-meaning rules:

PP Q, Pa{X)k
PEQRX

This rule allows the identity of the sender of an encrypted message to be deduced

from the encryption key used. It makes up one of the three message-meaning
rules of the logic; the message-meaning rules for public-keys and shared secrets

are given along similar lines.

o Freshness rule:
P E i(X)
PEHX,Y)
This rule allows the freshness of a message to be deduced from the freshness of a

subpart of the message.

e Nonce-verification rule:

PEYX), PEQRKX
PEQEX

This rule allows beliefs from freshly uttered messages to be derived.
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o Jurisdiction rule:

PEQR X, PEQEX
PEX

This rule allows beliefs based on jurisdiction to be derived.

There are several other inference rules which reflect other properties of the various
logical constructs; however, the ones given above are central to the logic. For the sake
of convenience we list the original set of inference rules in appendix A.

A protocol to be analyzed using the logic is first transformed into an idealized proto-
col, which is essentially the sequence of protocol message exchanges expressed in terms
of a set of logical formulas. Roughly speaking, a protocol idealization reflects some
intended interpretation of the protocol messages. An example helps convey the basic
idea behind idealization. Consider the message exchange S — A : {N,, B, Kuy }k.,,
in which a trusted server S distributes a session key K, to be shared between A and
B. Here K, is a key shared by A and S, and N, is A’s nonce, which is used by A to
verify that the message is not a replay. Suppose the above message exchange is part
of some protocol, and that this message exchange implies that S asserts K,, to be a
good session key for A and B. Then this assertion is typically reflected in the protocol
idealization by the formula: (1) A «{N,, A R Bl}k,,. To proceed with the analysis,
some formulas which express initial assumptions about the protocol in question are also
asserted, and the inference rules are then applied to determine whether the formulas
expressing the goal of the protocol are derivable using the logic. For example, the above
idealization can be accompanied by the following assumptions: (2) A E #(N,); and
B)AESE A %9 B. It is easy to see that we can derive the formula A £ A %% B
from (1), (2) and (3) using the logic. The import of the logical analysis is that it forces
us to make explicit the various assumptions needed to obtain the desired goals. If the
desired goals do not follow from an application of the logic, the pre-conditions to the
inference rules often provide a hint to further assumptions that might be needed. Intu-
itively, if an unreasonable assumption is found in the process, it suggests the presence
of a protocol flaw. For example, the BAN logic has been used to verify a flaw in the
Needham-Schroeder protocol pointed out by Denning and Sacco [13]. In analyzing the
protocol using their logic, Burrows et al. [1] show that this flaw manifests as a dubious
statement amounting to the assumption that one of the parties believes that the session
key distributed via the protocol is fresh.

The logic has also been used by Burrows et al. [1] to analyze several other well-
known protocols from the literature. As concerning their example protocol analyses

using the logic it is worth rehashing an observation of van Oorschot [6]. Namely, that
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the protocol analyses presented by them might give the impression that all assumptions
needed in a protocol analysis are known a priori. However, it should be stressed that
the assumptions included in their analyses are made beforehand only for the sake
of appearance. The main idea in the using the logic is to detect various unobvious
assumptions which might be needed in addition to those assumptions that are initially
made at the outset.

As noted by its authors [1], [14], the validity of the inference rules of the logic
depends on a number of subtle assumptions that are made outside of the logic. For
example, the validity of the message-meaning rule above requires the assumption that
P has not sent the encrypted message {X}x himself. This is reflected simply by
writing the encrypted message as ‘{X}x from R’ in the original rule together with
the side condition that P # R. Another important assumption concerns the nonce-
verification rule above. There it is assumed that the message X does not contain
any encrypted subparts (i.e., any subformula of the form {Y}g), since intuitively a
principal may not necessarily believe in a message that it cannot read. If we suppose
that this assumption is satisfied, the rule effectively implies that principals are honest,
in the sense that all message parts which a principal can read from the messages it sends
must be believed by that principal. However, Burrows et al. recommend a rather strong
operational notion of honesty: they require that a principal believe every message he
sends. This strong notion of honesty has drawn some criticism of the logic, despite
the fact that the soundness of the nonce-verification rule does not strictly depend on
this requirement. For example, Heintze and Tygar [15] note that such a requirement
precludes a BAN logic analysis of the Needham-Schroeder protocol, since this protocol
requires a principal to send an encrypted message he may not believe in (Message 3).
However, it is fair to say that the strong version of honesty recommended by Burrows
et al. appears to be an inadvertent slip; if we retain the weaker version of honesty, an
analysis of the protocol using the logic still goes through as intended. Moreover, the
original BAN logic analysis of the protocol does not conform to the notion of honesty in
the strong sense. On the other hand, the weak notion of honesty appears to be a quite
useful requirement to make in the logic. For example, Engberg [16] also enforces the
same weak notion of honesty while applying the logic; he shows that absurd conclusions
can be drawn using the logic otherwise.

The BAN logic also makes two general assumptions concerning encrypted mes-
sages. (a) It assumes message integrity in the sense that encrypted messages cannot

be spliced or aggregated without destroying the message structure—for example, that
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an encrypted message {M, M’} cannot be obtained from the sole knowledge of the
two encrypted messages {M }x and {M'}k (and vice-versa). However, there may be
protocols where the cryptographic mechanisms used do not provide such guarantees
(cf. Boyd [17] and Gligor et al. [18]). (b) It assumes that encrypted messages are verifi-
able in the sense that the result of a decryption can be somehow verified to be genuine.
To put (a) and (b) another way, the logic cannot be used to detect the lack of message
integrity or message verifiability in protocols.

Although the BAN logic is simple to use, proofs carried out in the logic require
subtle interpretation. An early example of the underlying subtlety is provided by a
protocol due to Nessett [19] (we omit Message 2 from the original protocol since it is

not relevant to the present discussion):

Message 1. A — B: {N,, Kap} g

Here B trusts A to generate a session key K,; to be shared between them. The
nonce N, is used by A to convince B that Message 1 is fresh. K;' is A’s private key
for use in a suitable public-key system. The corresponding public-key K, is publicly
known. Nessett [19] asserts some formulas meant to reflect the initial assumptions,
which include amongst others the formula A E A e B, and shows that the BAN logic
can be used to sanction the protocol in the sense that the formula B = A %4 B can be
derived from Message 1. The protocol of course is insecure, nevertheless, since everyone
knows K, and can thus decrypt Message 1 using K, to obtain K,;. Based on the above
example protocol analysis, Nessett claims that the BAN logic is flawed. However,
Burrows et al. [20] refute the grounds on which Nessett advances his claim. They
object to the assumption A = A %4 B above as being unjustifiable since Message 1
contradicts this assumption. The essence of the controversy surrounding Nessett’s
point and the counterpoint of Burrows et al. is not novel: a ‘proof’ is only as good as
the assumptions it makes. However, it does accurately point out a practical difficulty

in appealing to proofs in the logic.

1.3 GNY logic

The logic of Gong, Needham and Yahalom [2] is one of the earliest BAN-like logics.
Their logic largely modifies and adds to the BAN logic notation and rules in an attempt
to provide more features than the logic on which it is framed.

Unlike the BAN logic, the syntax of the GNY logic distinguishes between mes-

sages and assertions about messages. The former are represented in the GNY logic
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as formulas (which do not assume truth-values), whereas the latter are represented
as statements. Essentially, this distinction precludes messages from being treated as

believable expressions in the logic.

Let X, Y range over formulas, and let C' range over statements. The formulas of
the GNY logic include the following;:

{X}k encryption of X with shared key K.

{X}# decryption of X with shared key K.

{ X}k encryption of X with public-key +K.

{X}-k decryption of X with private-key — K.

H(X) one-way hash of X.

F(X,Y) a many-to-one function of X and Y which is one-to-one and invertible

when either X or Y is fixed; for example, X § Y.
X~ C X with eztension C; C reflects some interpretation of X.

Let P, @, R range over principals. Essentially, the new notions introduced in the

GNY logic are expressed by the following statements:

P axX P has received a message from which it can read X and
X is not-originated-from P in the sense that X has not

been previously sent by P in the current run.

P E ®(P) P can identify that certain messages never-originated-from him
in the sense that they have not been sent by P in any run.

P> X P possesses X; P has received X or can compute X.

P E ¢(X) P believes X is recognizable; P recognizes X in the sense that

P can forecast part or whole of the contents of X without
receiving X.
PEQ=QEx* P believes Q is honest and competent in the sense that

@ has jurisdiction over all his beliefs.

The remaining statements of the logic are made along similar lines to the BAN logic,
except that they are formed within the scope of the belief construct; for example, the
GNY logic includes a statement of the form P [= §(.X), but not §(X). The term shared
secrets is used to encompass both encryption keys as well as other types of secrets in
the GNY logic. Typically, the symbol S ranges over secrets. The logic uses a single
construct in place of the two BAN logic constructs ¢ and =. However, the GNY logic

notation for sharing of secrets is rather loose: P | P & (. This notation is rather
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restrictive since it does not admit of statements of the form R E P & @ when the
principal denoted by R is distinct from the principals denoted by P and Q. However,
such statements are often needed in practice, as is evident from the protocol analyses
given in the GNY logic paper; see, for example, the analysis of the Needham-Schroeder
protocol there (p. 241).

The GNY logic has over forty inference rules, many of them quite complex in
terms of the number of premises involved. For the sake of convenience we list them in
appendix B. Some of these are rules which are absent from the BAN logic but which

seem intuitively justifiable. For example, one part of the freshness rule F2,

PEHX), P3K
PE{X}k), PEI{X}K)

essentially captures an inference which did not seem to be required for the protocol

analyses carried out by Burrows et al. [1] using their logic. A large number of rules
reason about new notions introduced in the logic, for instance, those of possession and
recognizability.

The rest of this section discusses the intended role of the following notions found
in the logic: not-originated-from and never-originated-from, possession, recognizability,

and honesty.

Not-originated-from and Never-originated-from

The idea behind the notions of not-originated-from and never-originated-from is to
capture the side condition to the BAN logic message-meaning rules for shared keys.
Recall that the side condition reflects the assumption that a principal can tell whether
an encrypted message was sent by himself or not. The informal semantics of the notion
of not-originated-from is that, if P receives X at some point and X is not-originated-
from P (written P a*X), then P has not sent X since the start of the current protocol
run up to that point. The GNY logic is accompanied by a parser algorithm which
mechanically translates a protocol description into one with the not-originated-marker
*. There are two distinct ways the GNY logic attempts to capture the original BAN
logic side condition. Firstly, it reformulates the BAN logic message-meaning rule for
shared keys by including premises of the form P <« *{X}x and P E §(X) in place
of P «{X}k and the extra side condition; see the message interpretation rule I1 in
appendix B.6. An alternative reformulation simply distinguishes the side condition
by means of a premise of the form P E ®(P); see the never-originated-rule I1’ in

appendix B.8. Despite their intuitive appeal, the usefulness of the above two notational
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devices is rather limited. Since the parser algorithm only controls the current run of
the protocol, the GNY logic reformulation involving the not-originated-from notion is
of use only in the case of a protocol which requires a message X to be conveyed by
some principal P and such that the same message X is to be later told to P. The rule
I1 then produces the desirable effect of blocking the derivation of beliefs for P from X.
The reformulation which makes use of the never-originated-from notion simply seems
to be another way of writing the side condition. Since the GNY logic does not include
any rules with statement of the form P = ®(P) as conclusions, it is debatable whether

this notion represents an improvement over the BAN logic side condition.

Possession

The notion of possession is a noteworthy addition introduced in the GNY logic. This
notion underlies many rules of the BAN logic; for example, in the BAN logic message

seeing rule for shared keys:

PP Q, Pa{X)k
PaX ’

it is implicitly assumed that P possesses K. However, this assumption has the effect
of conflating the two distinct notions of possession of a key K and that of belief about
K. The GNY logic make this distinction explicit; the above rule is reworked as:

PQ{X}K, P> K

13 PaX

Recognizability

As noted in previous section, the BAN logic makes the implicit assumption that en-
crypted messages are verifiable. The GNY logic captures this assumption explicitly
by reformulating the BAN logic message-meaning rules; for example, in the message

interpretation rule I1 of the GNY logic,

Pax{X}k, P3K, PEPBQ, PEHX), PEHXK)
PEQRX, PEGR (X, PEQSE

the premise P = ¢(X) essentially reflects the implicit BAN logic assumption that en-

crypted messages are verifiable. An example protocol analysis which evidently demon-
strates the usefulness of the recognizability feature of the logic can be found in the
GNY logic paper, where the logic is shown to reveal the lack of message verifiability

in the enhanced Needham-Schroeder protocol. Specifically, an analysis of the protocol
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using the GNY logic does not yield a certain desired protocol goal, in contrast to a
BAN logic analysis. The difference is attributed to the fact that one of the message
exchanges used by the protocol is: () sends to P an encrypted message {N,}x, where
N, is a nonce generated by () and K is a session key between P and ). The lack of
recognizability of this message relative to P produces the desirable effect of blocking
the derivation of the following statement using the logic: P E Q@ E P & Q.

The GNY logic has several rules which allow derivation of statements of the form
P = ¢(X); see the ‘recognizability rules’ in appendix B.5. While the notion of recog-
nizability appears to be a useful addition to the logic, certain recognizability rules of
the GNY logic are problematic; we will discuss some of the problems involved in the

next chapter.

Honesty

Recall that the BAN logic makes the implicit assumption that principals are honest.
However, not all principals may be equally honest; in other words, the notion of honesty
can be specified relative to a trusting principal. The GNY logic makes such a viewpoint
explicit. Essentially, the BAN logic nonce-verification rule is reformulated in the logic

as the jurisdiction rule J2,

PEQRPQE* PEQKN (X ~C), PEHX)
PEQEC ’
where the premise P E @ B @ [E * means that () is trusted by P over his beliefs.

The honesty requirement is enforced during a protocol analysis using the GNY

logic by means of a belief consistency check: to idealize a protocol message exchange
P — Q:X as @ a *X ~ C a precondition is that the statement P = C holds.
Similarly, a possession consistency check is also carried out to enforce the intuitive
requirement that a principal can only send possessed messages: another precondition

to the above idealization step is that the statement P 3 X holds.

1.4 G logic

The original GNY logic has been revised by Gong [3] in his doctoral thesis. The revised
logic mostly expands the GNY logic set of rules concerning notions such as freshness
and message interpretation. Essentially, the only new feature to be found in this logic

is a notion called eligibility:
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Px X P is eligible to convey X; P holds the relevant possessions and beliefs

to convey X.

Here the requirement that P holds the ‘relevant’ possessions and beliefs for a formula
X ~ C is roughly understood to mean that the statements P > X and P k= C hold,
among other things. In the revised logic, the consistency requirement given in the
GNY logic paper is reflected by the rule T1 [3],
P->@Q: X, PxX
QX ’

which essentially excludes message exchanges not satisfying the belief or possession

consistency checks. Additionally, the logic includes several rules, called ‘eligibility
rules’, which allow statements of the form P « X to be derived. In effect, these rules

define the set of formulas which a principal is eligible to convey. For example, the rule
E1 3],

P>X

Px X’
says that a principal is eligible to convey any formula he possesses. It is worth noting
that in the revised logic P’s eligibility to convey {X}x ~» C is not intended to mean
the same thing as (1) P possession of X and K, and (2) P’s belief in C. This is

apparent from the eligibility rule E5 [3],

PxX, P>K, PeP&Q, PEC
PO({X}K’WC ’

where the premise P = P & (@ indicates a component of P’s ‘relevant’ beliefs which is
independent of P’s belief in C'. It is thus clear that the consistency requirement made
in the revised logic is more stringent than that motivated in the GNY logic paper.

The significance of the belief and possession consistency requirements is further
discussed by Gong [21]. He argues that their absence can lead to infeasible specifications
in the sense that: (1) protocols which do not meet the possession consistency check
cannot be realized, and (2) protocols which do not meet the belief consistency check
may allow non-causal beliefs to be derived. Here non-causality of beliefs means that
some statement of the form P £ @ = C holds, but that the statement @ | C does
not hold.

1.5 GS logic

The logic of Gaarder and Snekkenes [4], [22] extends the BAN logic in two ways: (1) It

reformulates the BAN logic notions and rules for public-key systems. (2) It introduces
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new notions for reasoning about freshness mechanisms which lie outside the scope of
the BAN logic. These two extensions are described below.

Recall that the notions of binding of a public-key and that of the secrecy of the
corresponding private-key are represented by means of a single construct in the BAN

logic: —. The GS logic distinguishes between these two notions using the following

constructs:

PK(K,P) K is P’s authentic public-key.
II(P) P’s private-key is good in the sense that it is a secret known

to P alone.

The above distinction is further reflected in the GS logic by the rule R13 [4],

P EPK(K,Q), PEIQ), Pdo(X, Q)
PEQRKX ’

which is essentially obtained by reformulating the BAN logic message-meaning rule

for public-keys; here o(X, Q) replaces {X}g-1 used in the latter rule to represent X
signed with @Q’s private-key. The GS logic also replaces the BAN logic message seeing
rule for public-keys with the following rule [4]:
Pao(X,Q)

PaX

Notice that the above rule makes the implicit assumption that a principal possesses

R14.

every principal’s public-key, including his own.

Essentially, the BAN logic nonce-verification rule tells us that no beliefs can be
derived from a message sent during a protocol run if that message is not fresh (i.e. if that
message has been sent previous to the current protocol run). However, some protocols
make use of mechanisms which do not rely on the notion of freshness in the above sense
and, yet, for which it is intuitively reasonable to establish the level of belief supported
by the nonce-verification rule. The basic idea underlying such mechanisms is the use of
a duration-stamp to indicate a time interval for which a message is claimed to be good.
The above observations essentially motivate the remaining GS logic extensions that
incorporate time into the logical syntax. In particular, the logic includes the following

constructs to reflect the associated notions of duration-stamp and good time interval.

(O(t1,t2),X) X tagged with duration-stamp ©(t1,t2); X holds in the interval ty, t2.
A(ty,t2) t1, to denotes a good time interval; the current time lies in the interval

between ty and t,.



1.6. KG logic 14

The logic includes the following rule to reason about duration-stamps [4]:

ris. PEQEA(LL), PEQ (Ot,t) X)
' PEQEX

Here it is assumed that the validity of a time interval is ascertained by a principal

relative to its own local clock. The rule R15 allows beliefs from uttered messages
attested by duration-stamps to be derived; it is framed similar to the nonce-verification
rule of the BAN logic.

The import of the above extensions is demonstrated in the GS logic paper [4] by
means of a concrete protocol which has been fielded for use: the CCITT X.509 protocol.
An analysis of this protocol using the extended logic is shown to compare favorably
with a BAN logic analysis of the same protocol. The main improvement concerns the
idealization of the certificates used to distribute public-keys in the protocol. A protocol
analysis using the BAN logic requires the dubious assumption that the certificates are
fresh, despite the fact that the actual working of the protocol does not make this
assumption. Stated another way, the timing mechanism used to guarantee the validity
of the certificates in the protocol can be captured in the GS logic, whereas in the BAN

logic it cannot.

1.6 KG logic

Kailar and Gligor [5] have devised a BAN-like logic to extend the applicability of the
original BAN logic. They argue that the BAN logic suffers from the following two
limitations: (1) The BAN notion of key jurisdiction is dependent on key generation;
that is, a principal who is authorized to generate a key only has jurisdiction over that
key. However, there may be protocols which do not satisfy key jurisdiction in the above
sense. Gligor et al. [18] sketch an example to motivate the restrictive nature of the
BAN logic notion of key jurisdiction. Suppose that (a) P trusts @ to read and forward
a key K generated by R, and (b) P trusts () to maintain the privacy of K. Although @
does not have jurisdiction over K in the above sense, P’s trust in @ should allow P to
infer K is a good key for use with Q. Nonetheless the BAN logic does not capture this
line of reasoning. (2) The BAN logic allows derivation of non-causal beliefs in certain
protocols. The KG logic is essentially aimed to address the above two concerns.

The syntax of the KG logic makes the ordering of protocol message exchanges ex-
plicit using the notion of a message round (also called, message instance). Specifically,
a message round corresponds to a transfer of a message contents X from a source prin-

cipal P to a destination principal @, possibly via other principals, with the property



that either: (1) X is signed with P’s private-key and encrypted with Q’s public-key,
or (2) X is encrypted with a key shared by P and Q. The idea of message ordering
can be explained by means of an example. Suppose we have a protocol which transfers

data values X and Y from S to A and B, respectively, as follows:

Message 1. S — A: {X,{Y}x,,}x..
Message 2. A— B: {Y}x,,

Here K,s and K, are keys shared by A and B with S, respectively. The above protocol
consists of two message rounds: one which transfers X from S to A and another one
which transfers Y from S to B. The Messages 1 and 2 above are then explicitly

represented in terms of message rounds using the following tuples, respectively:
{Ml,S,A, (X, {Mz,S,B,Y})} and {Mz, 5, B,Y},

where in general (1) a tuple of the form {M;, P,Q, X} denotes that X is transferred
from P to @ in message round ¢; and (2) the message rounds comprising the protocol
are consecutively denoted as: My, M,, ..., M, for a fixed positive integer (.

The additional notions introduced in the logic along with their informal semantics

can be given as:

Po{M;, P Q,X} P sends a message with contents X in round z to ().
Q<a{M;,P,Q,X} () sees a message with contents X in round i;
@ reads X and knows X originated from P.

KS(X, M;) the knowledge set of X at round M;; the set of all principals who
know X when the message identified in M; is seen.
Trustx (P, Q) P trusts () on the context X.

Apart from the BAN logic notation, some additional notation from predicate logic and
set theory is used in formulating the set of inference rules of the logic; for example, the
symbol V is used to denote universal quantification and the symbol € is used to denote

set membership. Below we list some of the rules of the KG logic [5].

o Belief in the uniqueness of the message recipient:

Po{M;,P,Q,X}, PE(R<{M,P,Q,X})
PE(R=Q)

Notice that this rule is cast from the perspective of a message originator instead

of the intended recipient of the message; it essentially replaces the BAN logic

message-meaning rules.
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o Set inclusion belief (1):

P & KS(X,M;), Pa{My1,Q,P, X}
P E KS(X,Miy;) = {P,Q}

This rule allows belief in the knowledge set of a message content to be derived

based on messages that are seen.

e Set inclusion belief (2):

P IE (Q ¢ KS(Xa Mi))’ Pv {Mi+laPaQaX}
P E KS(X, Mi+1) = KS(X, Mi) U {Q}

This rule allows belief in the knowledge set of a message content to be derived
based on messages that are sent; it reflects a notion of so-called ‘eager’ belief, not

present in the BAN logic.

e Belief in the freshness of message contents:

P'Eﬁ(XaMk)a PQ{M/C’Q’P)(X’Y)}
PIEﬂ(YaMk)

Here the premise P = §( X, M) is taken to mean that P believes X is fresh in

round k; and similarly for the rule’s conclusion.?

e Belief about another principal’s knowledge set beliefs:

Pa{My,Q,P, X}, PEJX, M)

- This rule essentially replaces the BAN logic nonce-verification rule.

o First-level beliefs:

P E{P,Q} C KS(K,M,), Trustg(P,R)VR € KS(K, M)
perPbQ

Here: (1) M, is taken to mean the last round of the protocol being analyzed, and
(2) the premise Trustx(P,R) VR € KS(K, M,) essentially says that P trusts all
principals who know K to maintain its secrecy. In effect, the above rule allows

beliefs about keys to be derived without the need for key jurisdiction in the sense
of the BAN logic.

ntuitively, this rule appears to be questionable. From the the BAN logic notion of freshness it is
apparent that we cannot infer that Y is fresh from the fact that (X,Y) is fresh, since this would imply
that if Y was sent previous to the current protocol run then so are all messages of the form (X,Y).
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o Second-level beliefs:

PEQE{P,Q}C KS(K,M), Pk Trustx(Q, R)VR € KS(K, M)
PEQEPEQ

Kailar and Gligor [5] give several examples of protocol analyses using their logic
to demonstrate its potential advantages over the BAN logic. Here we sketch one of
the example protocol analyses which they give to show that the BAN logic does not
preserve belief ordering. Specifically, a ticket-forwarding protocol is analyzed using the

BAN logic, based on the following idealization of the protocol [5, Subsection 5.3]:

Message 2. TGS — X : ... {X Xy SYkx_res
Message 3. X—=Y: ... {X Kyrss Syrx_y
Message 4. Y =+ S5: .. {X & Kvgs Sykxy—s

Kx/y-s
—

In the protocol analysis given, it is essentially shown that although Y E X E X
S is derived from Message 3, only S E X IE X (X/—Y>S S is derived from Message 4,
instead of the desired S EY E X E X X/Y ® §. Notice that the latter is still
possible to derive using the BAN logic if we appeal to the weak notion of honesty
discussed in Section 1.2. Accordingly, we cannot include the formula X X/Y ® S in
S does not
hold. However, in accordance with the honesty requirement we can include the formula

X E X “¥5° § instead, since Y £ X £ X £25° S holds. The desired formula
SEYEXEX RE1Y55 S is then easily derived.

X/Y s

the idealization of Message 4 above, since in their analysis ¥ E X

1.7 VO logic

Van Oorschot [6] provides an extension of the BAN and GS logics to cater for key agree-
ment protocols. The notion of key agreement used in such protocols can be described as
follows. Two principals wishing to establish a common secret key individually generate
a pair of keys consisting of a public key-agreement key and a private key-agreement key.
As these names suggest, each principal keeps its private key-agreement key secret, but
reveals its public key-agreement key. The common key is then obtained by each prin-
cipal as some suitable function f of its own private key-agreement key and the other
principal’s public key-agreement key, where f is chosen in advance and made public.
A characteristic feature of the above notion of key agreement is that the common key

established is not obtained from any trusted principal and is exclusively obtained by



the two principals who derive the key jointly. However, the BAN logic notion of good
keys cannot be used to distinguish this feature: recall that the BAN logic construct
JiS Q means that K is good for P and () in the sense that it is known only to P or Q)
or principals trusted by either of them. The above observation essentially motivates the

VO logic refinements of the broader BAN logic notion of good shared keys. Specifically,

the refinements include the following two constructs:

P Q K is P’s unconfirmed secret for use with @); P possesses K and knows
that no other principal except () can possibly obtain K.

PR Q  Kis P’s confirmed secret for use with Q; P receives evidence to the
effect that its unconfirmed secret meant for use with @ is indeed

possessed by ).

Here possession is treated as in the sense of the GNY logic. The VO logic includes
the construct P has K in place of the less verbose GNY construct P 3> K. As in the
GS logic, the notions of binding of a public-key and the secrecy of the corresponding
private-key are treated distinctly. In the VO logic, further distinction is made between
the asymmetric key pairs used for signature, encryption, and key agreement. However,
since the notation for asymmetric encryption key pairs is not exploited in the logic, we

omit it here.

PK,(P,K) K is the public signature-verification key associated with P.

PK;'(P) P’s private signature key K~ is good in the sense that it is
known only to P.

PK;s(P, K) K is the public key-agreement key associated with P.

PK;'(P) P’s private key-agreement key K~ is good in the sense that
it is known only to P.

{X}sp X signed with P’s private signature key.

{X}k X encrypted with shared key K.

confirm(K)  Current knowledge of K has been demonstrated in the sense that K
has been used to perform some cryptographic action such as encrypting

or hashing.

Notice that the constructs PK;1(P) and {X }.p essentially replace their GS logic coun-
terparts II(P) and o (X, P), respectively.

The logic introduces several rules for reasoning about key-agreement keys. For the
sake of notational convenience, the following adjustments are made in presenting the

rules there [6]:



1.7. VO logic 19

o PKs(P) is written in place of PKs(P, K) when K is evident from the context or

is not explicitly referred to, and

o PKs(P) is used to denote the value of the public-key agreement key of P.
The rules for key-agreement keys are given as follows [6].

o Unqualified key-agreement:
P has PK;5'(P), P has PKs(U)
P has K

Here K = f(PK;'(P), PKs(U)) is called an unqualified key for P, which is taken
to mean that the identity of principal U is not verified.

R30.

e Qualified key-agreement:

P E PK;'(P), P PKs(Q), P E PK;'(Q)

R31. S
p=r%Q

Here K — denotes that K is a qualified key, which is taken to mean that P knows
that K cannot be possessed by any other principal except Q.

e Key confirmation:

PEPE Q, Psces * confirm(K)

R32.
perPEQ

Here K+ denotes that K is a confirmed key, which is taken to mean that P has

obtained confirmation that ¢) actually possesses K.

The VO logic paper contains analyses of three well-known key-agreement protocols us-
ing the extended logic: the STS protocol, the Goss protocol and the Giinther protocol.
(An informal description of the working of some other notable key-agreement proto-
cols independent of any logical formalism can be found in a paper by Rueppel and van
Oorschot [23].) The analyses are shown to reveal some subtle differences between the
assumptions made and the goals reached by these protocols. The comparison are made
on the basis of six generic goals captured using the logical syntax. For example, the two
goals called secure key establishment (G3) and key confirmation (G4) are respectively
expressed as follows [6]: A E A % Band A E A Y B (and similarly for B), where
A and B denote the two principals wishing to establish a common key K via some
suitable protocol. All the above three protocols are shown to attain G3, whereas only

the STS protocol is shown to attain G4.
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1.8 MB logic

Mao and Boyd [7] have devised a BAN-like logic to address some of their objections
to the BAN logic. Their main criticism concerns the lack of well-defined rules for
protocol idealization in using the BAN logic. The point is that this difficulty can lead
to incorrect idealizations. A simplified version of the Otway-Rees protocol is used as an
example of a protocol which can be sanctioned using the BAN logic and yet for which
an attack is possible (cf. Boyd and Mao [24]). Their other criticisms of the BAN logic
include the lack of typing and the absence of a notion of confidentiality. The former
criticism concerns an oddity noted as early as by Burrows et al. [1] themselves, namely
that their logic does not make any distinction between messages and formulas (truth-
valued expressions); for example, the logical syntax allows as formulas expressions of
the form P = N, where N is a nonce. The latter criticism is motivated by means of
the flaw in Nessett’s protocol: the flaw is traced to a failure of the protocol to maintain
the confidentiality of the key distributed.

The syntax of the MB logic makes a distinction between messages and formulas
by means of a typing mechanism. The logical syntax is divided into three syntactic

classes: P (for principals), M (for messages), and F (for formulas). Typically,
o the letters P, Q, R, ...are used to denote elements of class P;
o the letters K, M, N, ...are used to denote elements of class M; and
o the letters X, Y, Z, ...are used to denote elements of class F.

Additionally, the symbol S is used to denote a set of principals; S¢ denotes the comple-
ment of the set of principals denoted by S. A set of formation rules defines the class M
of messages and the class F of formulas of the logic. For example, the belief formulas
are formed as follows: _ | _: P x F — F. The BAN logic constructs ¢, — and f
are similarly reformulated. Further, ‘A’ replaces ‘,’ used to represent the conjunction
operator in the BAN logic. The additional notions introduced in the MB logic can be

given as follows.

P }Ii M P said M using the encryption key K.
PhMm P sees M using the decryption key K.
sup(P) P is a super-principal.

SC 4| M the principals in the set S¢ cannot see M.
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Of these the first two are essentially refinements of the BAN logic notions of said and
seen messages. The idea here is to make the key used to convey a message or see a
message explicit; the original BAN logic constructs (without superscripts) are taken to
mean that the key used is not of particular significance. The notion of a super-principal
is used to capture unconditional trust in some principal. Notice that this notion is far
less expressive when compared to the BAN logic notion of jurisdiction. The notion
cannot see provides a basis to express confidentiality requirements.?

The terms challenge, replied challenge and response are used to capture the context-
dependent role played by message elements. Typically, a nonce issued by some principal
is called a challenge in a message where it is originally sent; it is called a replied challenge
in a message where it is received by the originator of the challenge. A response is
taken to be a primitive message which is combined with a replied challenge by the
originator of the message containing the replied challenge. The above terminology is
used to formulate rules for protocol idealization using two constructs, called ‘message
combinators’: | and R. The first of these, ¢|’, is used to associate challenges or responses;
the second, ‘R’, is used to associate responses with challenges, typically as response R
challenge.

Below we list the principal rules of the logic [7].

o Authentication rule (A1):

perPforrPiMm
PEQRM

o Confidentiality rule (C):

PEP@QAPESWMMAPﬁM
PE(SU{RY 4 M

o Nonce-verification rule (N):

PEYMAPEQRM
PeQEPLEQ

2We can formulate this notion more clearly, and without any loss of generality, as:

S 4| M the principals in the set S cannot see M.

However, we retain the more cumbersome formulation in deference to the original presentation of the
logic.
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o Super-principal rule (S):

PIEQEX/\PIEsup(Q)
PEX

o Fresh rule (F):
PEJHM)NPa«NRM

P& §(N)

o Good-key rule (G1):

PE{P,Q}° 4 KA PE|(K)
perbdq

A backward reasoning technique is recommended in analyzing protocols using the logic.
The aim of this technique is to derive the minimal sets of assumptions needed to infer
a fixed set of desired protocol goals using the logic. The reasoning technique is applied
to the Nessett protocol and it is shown that an application of the confidentiality rule
is needed to meet a specific protocol goal, which in turn requires an unreasonable

assumption.

1.9 AT logic

The BAN-like logics that we have discussed so far rely heavily on syntax, with little
apparent effort being made to define the semantics of logical expressions independently
of the syntax. The work of Abadi and Tuttle [8] marks a turning point in this regard:
it is one of the earliest works to make an attempt at providing such a semantics for a
BAN-like logic and to suggest a soundness theorem for the proposed logic.

The AT logic can be thought of as a reformulated BAN logic with a revised se-
mantics. As discussed by Abadi and Tuttle, the motivations for their logic include the

following semantic issues related to the original logic:

o The meaning of good keys: They note that the secrecy property stipulated in the
informal semantics of the BAN logic notion of good keys is not strictly necessary
for the soundness of the message-meaning rules of the logic. This point is reflected
in the formal semantics of the BAN logic, since there a good key K is defined
in terms of who sends messages encrypted with K. However, according to them,
this definition is also quite strong: if K is a good key between P and () then
anyone can send a message encrypted with K as long as P and @) are the only

principals using K to encrypt messages.
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o Possession v/s Belief: They argue that these two notions should be made distinct
in the logic, for the sake of a proper semantics. This observation is motivated by
the fact that the notion of possession is implicit in the BAN logic seeing rules,

where it is assumed that belief in a key implies possession of that key.

o Stability of beliefs: In the BAN logic, it is assumed that formulas are stable in
the sense that a formula remains true once it becomes true. In particular, the
stability of belief formulas is critical to the soundness of the nonce-verification
rule of the logic. However, this requirement can be removed by expressing the
conclusion of the rule slightly differently, viz: if P said X and X is fresh, then P
has recently said X. To carry this idea further, they suggest defining the notion
of jurisdiction in terms of the notion recently said in place of belief. The BAN
logic essentially takes the latter course because of the way the nonce-verification

rule is designed to work.

The syntax of the AT logic is designed to exclude messages from being treated
as formulas, unlike the BAN logic. Another difference concerns the fact that the
AT logic relates more closely to traditional propositional modal logics of belief: it
includes primitive propositions and the standard propositional connectives for negation,
disjunction, conjunction, implication, and equivalence, respectively denoted as =, V, A,

D, and =. Typically,
e the symbols P, @), R, S range over principals,
e the symbol K ranges over keys,
e the symbol X ranges over messages, and
e the symbols ¢, ¢ range over formulas.

The logic proper includes a set of axioms which essentially express the statements
captured via inference rules in the BAN logic as formulas in the logic itself. Most of
the logical axioms are formulated without the use of the belief operator. For example,

one of the axioms for message-meaning is stated as:
A5. P& QA Rsees{X5}k D Qsaid X

with the side condition that P # S. The axioms for belief are formulated separately;

for example, one of the axioms for belief is given as:

Al. P believes ¢ A\ P believes (¢ D 1) D P believes 3
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The logic also includes two inference rules typically found in more traditional logics:

modus ponens (R1) and belief necessitation (R2).
R1. From F ¢ and - ¢ D % infer - .
R2. From F ¢ infer & P believes ¢.

Here ¢ means that ¢ is derivable in the logic.

A model of computation is given to define a semantics for the logic. The main idea
of the model is to assign truth-values to formulas with respect to a run r and a time
¢, where a run typically represents an execution of a given protocol. Each principal is

assumed to be capable of performing the following actions:
e send(m,Q): the action of sending of message m to principal Q.
e receive(m): the action of receiving of message m.
e newkey(K): the action of generating key K.

Further, the two notions history and key set are associated with each principal. A
principal’s history in 7 is taken to be the sequence of all actions P performs in r; the
key set is simply the set of keys the principal holds. The notion of a key set is essentially
used to define two operations on messages: seen-submsgsc(M) and said-submsgs(M).
If K denotes the key set of some principal P, then roughly speaking: the first operation
determines the messages seen by P as a result of receiving M; the second operation
determines the messages said by P as a result of sending M. The notions sketched
above suffice to give a flavor of the truth conditions defined in the AT logic paper. For

example, the truth condition for P sees X is stated as,
(r,k) |E P sees X

iff, for some message M, at time k in 7:
1. receive(M) appears in P’s local history, and
2. X € seen-submsgs, (M), where K is P’s key set.

A notable aspect of the semantics of the AT logic is its treatment of the notion of
belief. This notion is defined in terms of possible worlds, where a world is a pair (r, k)
consisting of a run r and a time k: a principal P believes a formula ¢ in (r, k) if ¢ is
true in all the worlds P considers possible in (r, k). This contrasts with the syntactic

approach used in defining the notion of belief in the BAN logic.
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The AT logic paper includes a theorem (cf. Theorem 1 of Abadi and Tuttle [8])
which states that the logical axiomatization is sound with respect to the semantics

defined. However, no proof of this theorem has been published.

1.10 SVO logic

Syverson and van Qorschot [9] have devised a BAN-like logic to encompass selective
features from the logics BAN, GNY, VO and AT. The syntax and semantics of their
logic mostly follows the line of the AT logic with additional extensions. To deal with
the demands that their aimed expansion seemingly brings to the logical syntax, they
employ some notational short cuts. For example, the notation {X}x is used to denote
encrypted (using a public-key encryption or a shared key encryption function) as well
as signed messages. Additionally, the notation F(Xj,..., X)) subsumes the previous
notation and also the notation (Xi,...,X}) used to denote concatenated messages.
Notice that the authors of previous BAN-like logics have avoided such notational short
cuts. The syntax of formulas of the SVO logic includes constructs to denote binding
of public-keys for signature verification and public-keys for key agreement: PK, (P, K)
and PKs(P, K), which are essentially from the VO logic. Unlike the latter, however,
no explicit constructs are defined in the syntax to denote the VO logic concepts related
to goodness of corresponding private keys. The construct P receives X essentially
replaces the construct P sees X of the AT logic. The latter is reserved for the notion of
possession: P sees X is used to denote that P possesses X. The notation K~ is used
to denote the complement of key K. Most of the axioms and the inference rules found
in the AT logic are included in a slightly different form in the SVO logic. For example,

the message-meaning axiom (A5) of the AT logic is recast as:
3. P& QAR received {X®}k D Q said X

The SVO logic includes several other axioms to reflect the intended extensions. For

example, the following axiom is designed to reflect the VO logic notion of key agreement:
5. PKs(P,K,)APKs(Q,K,)> P& Q

where Ky, = f(K,, K1) = f(Kg, K;') for some key agreement function f. Similarly,
the axiom given below is designed to capture the possession rules of the GNY logic
collectively, barring the rules P1 and P3. (The latter two are reflected by means of

individual axioms.)

10. Psees Xy A--- AP sees X, D P sees F(Xi,...,X,)
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Perhaps the more interesting axioms are those that indirectly relate to the GNY logic

notion of recognizability. These are the two axioms called comprehending axioms:

11. P believes (P sees F'(X)) D P belicves (P sees X)
12. Preceived F(X) A P believes (P sees X) D P believes (P received F(X))

Here the expression P belicves (P sees X) is taken to replace the GNY logic statement
P E $(X).

The model of computation of the SVO logic is similar to that of the AT logic.
Essentially, the former is obtained by modifying the latter to include additional notions.
For example, the action of generating a key K, denoted newkey(K) in the model of
Abadi and Tuttle, is replaced by the more general action of generating a primitive
message X, denoted generate(X). This modification is used in defining the notion of
seen messages, with the aim of capturing the GNY logic notion of possession: a set of
seen messages is associated with a principal, which includes, amongst other things, the
messages that are received or generated by that principal.

The SVO logic paper contains a soundness theorem for the proposed logic. However,
the sketch of the proof given there leaves the soundness of most of the logical axioms

implicit.

1.11 WK logic

The logic of Wedel and Kessler [10] is one of the latest BAN-like logics along the
lines of the logics AT and SVO. One of the motivations underlying their logic is to
allow analysis of protocols relying on various cryptographic mechanisms that cannot
be adequately captured in these two logics. The authors of the WK logic take a middle
ground between the notations of BAN-like logics that predate the AT logic and the
notational short cuts introduced in the SVO logic. For example, the syntax of the WK
logic distinguishes between encrypted and hashed messages, unlike the SVO logic. The
WK logic notations for encryption, hashing and signing functions are respectively given
as enc, h, and o. However, the notation enc is variously used to cover symmetric or
asymmetric encryption functions as well as signature functions with message recovery;
the notation o is reserved for signature functions that do not provide message recovery.
The notation F' is used to denote either of enc, h, or o; the notation F'(M) is taken
to mean the structure of the message computed by F' on M, not its value. A notion
of message localized towards a principal is defined to capture what parts of a message

structure can be verified by the principal. If M is a message, the notation Mp is read
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M localized towards P; for example, if P possesses M then (h(M))p is defined to be
equal to h(M); this definition reflects the property that P can verify the hash of any
messages he possesses. A set of generalized messages Mp is defined to consist of all
messages that can be constructed from the basic message items and with the additional
property that it is closed under localization.

Unlike the logics AT and SVO, the syntax of formulas of the WK logic precludes
formulas from being treated as messages. Most of the constructs found in the logics
AT and SVO are also carried over to the WK logic with some adjustments. The
notation — is used to denote the propositional connective for implication. A primitive
construct P recognizes M is used to denote the notion of recognizability; this contrasts
with the SVO logic where recognizability is not defined as a primitive notion. The
constructs € P,o & P, and « & p replace their SVO logic counterparts PKy (P, K),
PK,(P,K), and PKs(P, K), respectively. The WK logic includes axioms similar to
those found in the logics on which it is framed. For example, the AT/SVO logic
message-meaning axiom for shared keys is modified to capture the associated side

condition in the logic itself:
Al. Rsees F(K,X)NP & Q A =P said F(K, X) — Q said (K, X)

Here F(K, X) is taken to variously denote shared-key encryption as well as hashing of
X using K. The jurisdiction axiom found in the AT/SVO logics is modified to bring

it closer to the original BAN logic rule, as follows:
J. P controls ¢ A P believes  —+ ¢

The logic also includes several additional axioms; for example, an axiom for recogniz-

ability is given as:
R1. P recognizes X; — P recognizes (X1, ..., Xk)

A noteworthy innovation of the authors of the WK logic concerns protocol idealiza-
tion. Unlike the logics AT and SVO, protocol analyses using the WK logic are carried
out without having to treat formulas as messages. The semantics of the WK logic is
developed along essentially similar lines to the logics AT and SVO. The authors of
the WK logic use their semantics to suggest instances of unsoundness in some earlier
logics; for example, the GNY logic recognizability rule R6. (We will have occasion to
return to this rule in the next chapter.) The proof of soundness of the WK logic follows
the line of the SVO logic paper: it leaves the soundness of most of the logical axioms

implicit.



Chapter 2

An informal proposal for rectifying some
problematic features of the GNY logic

This chapter highlights some problematic features of the GNY logic. In particular, we

will point out several classes of problems which arise in the GNY logic:
1. an unsound rule;
2. the possibility of drawing unsound conclusions by pairing rules;
3. the incompleteness of the set of rules; and
4. rules with redundant premises.

The notions of soundness and completeness of a logic are usually defined with respect
to an independently motivated formal semantics for the logic. However, as we shall
discuss in the following section, the GNY logic does not appear to have such a seman-
tics. Our use of the terms “unsound” and “incomplete” in this chapter must therefore
be understood informally. We will give specific instances of the above problems and
suggest some solutions to rectify these informally, at the syntactic level. A formal
justification for the suggested solutions, however, rests ultimately on provision of an
independently motivated semantics for the logic. Our purpose here is not to find a
semantic solution to the problems, but our observations clearly point out the need for
such a solution. In a later chapter, we will build an independently motivated semantic
model for BAN-like logics, which provides a step in the former direction.

(Parts of this chapter appeared in preliminary form elsewhere [25].)

28
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2.1 Soundness troubles: recognizability and fresh-

ness rules

Informally, if a logic is sound then false conclusions cannot be inferred from true
premises in the logic. A formal semantics for the logic provides a precise structure with
respect to which soundness can be proved. However, in order to obtain any assurance
about the soundness of the logic, the semantics itself must be sufficiently independent
of the logical syntax. As emphasized by Syverson [26], [27], an independently moti-
vated semantics can provide adequate assurance about the validity and power of the
logic, by means of soundness and completeness proofs, respectively.

Gong, Needham and Yahalom [2], like Burrows, Abadi and Needham [1], provide
an “operational” semantics for their logic, but as has been argued by others, most
notably by Syverson [27] and by Tuttle [28], the original semantics of these logics is
not independently motivated, as it takes its structure directly from the logical syntax.
For example, the authors of the BAN logic define the semantics of the # operator to
correspond directly to the freshness inference rule of their logic. A set of fresh formulas
F is defined for each run under consideration, as follows: F contains all formulas X
such that §(X) holds as an initial assumption, and additionally F is taken to enjoy the
closure property that, if X € F and X is a subformula of ¥ then ¥ € F. Then §(X) is
defined to be true in the corresponding run if X € F. (The GNY logic semantics of the
i operator is also taken to be defined similarly.) The problem with such a semantics
is that it does not provide us with any independent means to check the soundness of

the inference rules themselves. Indeed, we give examples below of unsound conclusions

derivable in the GNY logic.

2.1.1 Unsound rule

The GNY logic recognizability rule R6 states that if P possesses the hash of X, then P
believes X is recognizable. Note that recognizability of X is intended to mean that P
has prior expectations about the contents of X independent of the act of receiving it;
this interpretation of recognizability is part of the informal semantics given by Gong,
Needham and Yahalom [2, p. 236]. Surprisingly, the rule R6 enables the conclusion
that P believes X is recognizable from the premise that P possesses X: from P 5 X
it follows by rule P4 that P 3 H(X), and therefore, by R6, that P |E ¢(X). There is
nothing wrong with P4; it just says that a principal is capable of computing the hash

of a message he possesses. Seemingly, the problem lies with R6. The rule becomes
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problematic when we take into account the fact that a principal P’s possessions include
the following: (1) the messages received by P, and (2) the messages that can possibly
be computed from P’s possessed messages. This fact is evident from the possession
rules P1 through P8 of the logic. Since, by rule P1, every message P receives is also
possessed by P, the rule R6 in effect tells us that every message received by P is also
recognizable by P. However, this conclusion conflicts with a basic intuition underlying
the notion of recognizability. For example, consider a protocol where P generates a
random value Ny, and sends it to Q. Here N, is not recognizable by @, although @
possesses it.

The problem with R6 can also be seen from another viewpoint. Recall that the
notion of recognizability is meant to reflect the implicit BAN logic assumption that
encrypted messages are verifiable. For instance, the rule I1, which is the GNY logic
counterpart of the BAN logic message-meaning rule for shared keys stipulates a recog-
nizability premise, P E ¢(X), to express the BAN logic assumption explicitly. This
rule also has the following two premises: (a) P<*{X}k and (b) P > K. Given RS, it is
easy to see that the recognizability premise itself is derivable from these two premises
using the logic: From (a) and rule T1, P < {X}k, and therefore, from (b) and T3,
P a X. Hence, by P1, P 3 X, and so, by P4 and R6, P E ¢(X). It is clear here that
R6 really begs the recognizability feature of the logic.

Ironically enough, the unsoundness of R6 is perhaps best illustrated by appealing
to the analysis of the enhanced Needham-Schroeder protocol in the GNY logic paper,
which is used to promote the recognizability feature of the logic. As part of the protocol
handshake, @ sends to P an encrypted message {N,}x, where N, is a nonce generated
by @ and K is a session key known to P and (). In the protocol analysis given in
the paper (p. 242), it is argued that this message is unrecognizable to P, since N, is
unpredictable by P. Thus P can only gain possession of Ny (so that P 3 N,), but
not any beliefs from this message. The latter is essentially reflected in the logic by
the recognizability premise in the rule I1. To make the above message recognizable to
P, it is suggested that the message be modified to include @’s identifier: {Ny, Q}x;
the modified version is seen to allow the expected belief for P to be derived under
the additional assumption that P E ¢(Q). However, since we have P 3 N, R6
allows us to infer that P = ¢(V,), which does not require the extra assumption that
P E #(Q). It should be emphasized that we are not claiming that the protocol
modification suggested in the GNY logic paper is superfluous. The point of the above

exercise is only to reinforce our claim that R6 is at odds with the original purpose of
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adding recognizability to the logic.

2.1.2 Unsound conclusions from pairs of rules

We first recall an observation made by Anderson [29], namely that the freshness rules
F2 and F7 of the GNY logic, when used together, imply a “strange result”. Suppose
that for principal P all of the following conditions hold: (1) P believes that formula
X is recognizable; (2) P possesses a key K; (3) P believes that K is fresh. Then, by
F7, P E §({X} k), and therefore from F2 and the fact that {{X}x}%' = X, it follows
that P E §(X).

Curiously, although each of the rules F2 and F7 is plausible in itself, when used
together as above these rules produce a suspect conclusion. For example, we can extend
the analysis of the modified enhanced Needham-Schroeder protocol in the GNY logic
paper, to derive the nonsensical conclusion that P E §(Q), as follows. Observe that in
the protocol analysis given there (p. 241), the following statements hold: (a) P E #(Q);
and (b) P 3 K. (K is a session key known to P and ().) The statement (a) holds
by assumption, and the statement (b) holds from message 4 of the protocol in which
S sends to P the following: {N,,Q, K,...}k,,. To derive the nonsensical conclusion
using F'2 and F7, we need the statement P = #(K). This is a reasonable statement to
obtain, since the session key K, which is generated by the server S in the protocol, is
normally expected to be a fresh quantity. We can capture this in the logic as follows.
Firstly, we introduce two additional statements as assumptions: (c) S E §(K); and (d)
P E S = §(K). Secondly, we modify the idealization of the above message to include

the former statement in the extension attached to the message:
Pa+{. i~ (SEPEQSENK))

We can now derive the statement P = S E §(K) in an essentially similar way to which
the statement P E S E P & Q is derived from the original idealization in the GNY
logic paper. The required statement P = #§( K) then immediately follows from (d) and
the jurisdiction rule J1.

We note that the problem pointed out by Anderson is not only confined to the
freshness rules F2 and F7 used together. There are several other pairs of freshness and

recognizability rules which lead to essentially the same problem:
(i) R2 and F7;

(ii) F8 and I'4;
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(ii1) F9 and I3;
(iv) R3 and F9;
(v) R4 and F8.
Note that with the pairs (iii) and (v) we assume public-key schemes where {{X}_x }+x =
X for example, RSA [30].
2.1.3 Side conditions

To tackle the above problem, we suggest side conditions to several of the freshness and

recognizability rules of the logic. We begin by replacing each of the rules F2, F'7, and

R2 with two equivalent rules:

oy PENX), PO K

P E{({X}x)
Ly PEHX), P3K
P EH({X}K"
p PESX), PENK), P3K
P E{({X}xk)
pn PESX), PEUEK), P> K
PEH{X}K)
, PE¢X), P>K
R —FE (X Tn)
, PE®X), P>K
2 P E¢({X}x")

We proceed to include the following side condition to the rule F2": X is not of the
form {Y}x. The intuition used to arrive at this side condition is as follows. Let us
assume that the statements P |= #({Y }x) and P > K hold. In the absence of the side
condition, by F2' we can obtain the conclusion P £ #(Y). Now, the only way we could
have established P = §({Y }x) is by a prior application of either of the rules F2' or F7'.
Observe that: (1) If F2' were applied, then the statement P [= §(Y') holds a priory (2)
If F7' were applied, then the statements P £ ¢(Y) and P [ §(K) hold a priori. In
the former case, since the statement P = §(Y) holds already, deriving it through F2”

is of no use essentially. However, in the latter case, deriving the statement P = (V)
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through F2” is unsound since this statement does not necessarily hold. Intuitively
then, by the side condition on F2”, we have only omitted the possibility of an unsound
conclusion, without losing any useful derivations.

We can also argue for similar side conditions to each of the rules F3, F4, F7”, F8,

F9, R2”, R3, and R4. We list below these rules along with their corresponding side

conditions.

py PEHNX), P2 +K

, X is not of the form {Y'}_g

P E{({X}+k)
pq L it'g(){ XP}i;K, X is not of the form {Y}4x
prr L 'Egb()?"zi(if,(}?)’ P2 K % is not of the form {Y}x
ps 'E¢(X)1; é ';{%i)) P2 K ¢ is not of the form {Y}_x
pg L 'Egb(X)l;;";{ﬂ)((_}f(K); P35 =K % is not of the form {Y},x
Ry L fé(g(){’xi_{?)l( | X is not of the form {Y}x
Ry L ii(z(){ Xﬁij)LK " X is not of the form {Y}_x
re L iéi;(){ XP}_BIJK X is not of the form {Y},x

Similarly, we include the side condition: X is not of the form {Y}%', to the rules F2,
F7', and R2', for conventional cryptosystems in which {{X}x'}x = X; for example,
DES [31]. Note that the side conditions to F'3 and F8 are only needed for public-key
schemes in which {{X}_-k}+x = X.

2.2 Completeness troubles: The Yahalom protocol

In this section we give an example of a non-trivial rule which is not captured by the

GNY logic [2]. We find this rule to be essential for verifying the working of the Yahalom
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protocol, which according to the GNY logic paper, is apparently within the scope of
the logic (p. 243). While it has been suggested that in such logics rules may be added
when needed (cf. Gong [3, p. 18]), because of the variety of cryptographic techniques
possible, an independently motivated semantics is essential if we are to be able to
obtain assurance about the soundness of the added rules.

Essentially, the message interpretation rules of the logic enable the derivation of
beliefs from encrypted or hashed messages. As we shall see below, the GNY logic
lacks a message interpretation rule to reason about the use of a shared secret in the
Yahalom protocol. In analyzing this protocol, we use the protocol parsing scheme given
by Gong [3], instead of the scheme given in the GNY logic paper. First, we clarify the

reasons for not using the original parsing scheme.

2.2.1 Protocol parsing

The first step in analyzing a protocol described in the conventional notation is to
generate a form suitable for manipulation in the logic. In the GNY logic, this task is
performed by a protocol parser. For each protocol message X received by a principal
P (written P a X), the parser inserts symbolic information to distinguish those parts
of X which are not included in any message sent by P up to the point of receiving X
in the current protocol run. Specifically, for every statement of the form P ¢ X, the

parser inserts a not-originated-here marker, ‘*’

, in front of each complete subpart Y
of X, if Y does not appear as a subpart of any message P has sent previously in the
current run (p. 238).

We observe that the only message interpretation rules with a formula of the form
P « xX appearing as a premise are the rules I1, 12, and I3. In each of these rules,
the not-originated-here marker is either prefixed to an encrypted formula (I1 and 12,
respectively) or a hashed formula (I3). For the purpose of using the logic to derive
beliefs from encrypted or hashed messages, it makes no significant difference whether
the insertion of the not-originated-here marker is carried out for non-encrypted and
non-hashed message parts or not; we choose not to. Not only does this simplify the
parsing process, it also avoids a peculiar problem with original parsing scheme. In
particular, we note that the original scheme precludes some legitimate applications of
the message interpretation rules. For example, in the analysis of a voting protocol in
the GNY logic paper, the statement Q E @ B P s clearly required to apply I3 to
the second message of the protocol (p. 239). Presumably, we can derive this statement

from the protocol assumption @ E @ & P;, but there is nothing in the logic which



2.2. Completeness troubles: The Yahalom protocol 35

would enable us to do so. However, such a difficulty does not arise if we adopt the

modified parsing scheme given by Gong [3].

2.2.2 The Yahalom protocol

The goal of the Yahalom protocol [1] is to distribute an authenticated session key to
two principals A and B via a trusted third party known as the authentication server
5. The following sequence of messages describes a successful run of the protocol (p.
30):

1. A-B:AN,

2. B—= S:B,{A,N,, N} g,,

3. §—= A:{B,Ku,No, Ny }k.,, {A, Kb } k.,

4. A= B:{A K}k, {No} ko

As explained by Burrows et al. [1], this protocol makes use of an uncertified key: a key
which is used before its validity is established.

In the sequel, we refer to the protocol initiator A as ‘Alice’ and the other principal
B as ‘Bob’, following standard practice. Initially, Alice and Bob share keys K, and K,
with the authentication server S respectively. Alice initiates the protocol by sending
her identity and a nonce N, to Bob. In the second message, Bob sends to the server
his own name and an encrypted part {A, N,, My }k,,, where N, is Bob’s nonce. In the
third message, the server sends to Alice: {B, Kab, Nao, No} Kooy {A, Kab}k,,- The first
encrypted part tells Alice that K, is a good session key for communicating with Bob,
and also tells her Bob’s nonce. The second encrypted part is intended for Bob. In
the fourth message, Alice forwards this encrypted part to Bob, along with Bob’s nonce
encrypted with K,;. Bob decrypts the first encrypted part of this message to get K,
and uses it to decrypt the second encrypted part. If the latter decryption yields Bob his

nonce N,, then he obtains assurance that K,; is a good session key for communicating
with Alice.

2.2.3 Analyzing the Yahalom protocol using GNY logic

We begin the analysis by using the parsing scheme to produce a protocol description

containing *’s in the appropriate places:
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1. Ba AN,
2. Sa B,*{A,N,,Ny}x,.
Aqa +{B,Ka,N,, Ny}k,,~ S A% B,
A Ky)k, ~SEAS B
4. Ba *{A,Kulk, ~SE A% B,
N}~ AEAB

In the above description, we have also added extensions which describe the beliefs held

when the messages are sent. The following statements describe the initial protocol

assumptions:

A3 K,; AEA S, AsN,; Ak (V)
A E ¢(B)

B> K,; BEBS; B3N, BEHMN);
BE§N); BEAH B

S3 K. SEAYS S, S5 Ky SEBSY S
S 3 Ku; SEA}‘&”’B

That is, Alice possesses a secret K,; and believes it is a secret between herself and S.
Similarly, Bob possesses a secret K, and believes it is a secret between himself and S.
FEach possesses a nonce and believes that it is fresh. Alice believes that the identifier B
is recognizable to her. Bob believes that N, is recognizable to him. Also, Bob believes
that his nonce N, is a suitable secret with Alice. The server S possesses valid keys
K,s and K,; with Alice and Bob, respectively. It also possesses a session key K and

believes K is a suitable secret between Alice and Bob.

AESE SEx AESEALB

BESE SEx BESE AL B;

BEApR AE~«

Both Alice and Bob believe that S is honest and competent. They also trust S to invent

a suitable secret key for them. Also, Bob believes that Alice is honest and competent.

For a run of the protocol, we apply the inference rules to the messages, as follows:

Message 1: From P1 we obtain B > (A, N,).
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Message 2: From T2 and P1 we obtain S 3 B. From T2, T1, T3, and P1 we obtain
S>3 (A, N, Nb)

Message 3: The extension S E A %9 B attached to the two encrypted parts is valid

because it holds by assumption. From T1, T3, T2, P1 and the first encrypted
part, we obtain A > Ky, and A 3 N,.

From F1, R1, I1, J2, and J3 we obtain A = S = A %% B. Hence, by J1,
AEA %9 B. We can thus include this statement in the extension attached to

the second encrypted part of message 4.

Message 4: From T1, T3, T2, P1 and the first encrypted part we obtain B 3 K.
However, we cannot derive any beliefs from this part since the statement
B E #({A, Kab }k,,) does not hold. In the actual working of the protocol, Bob
deduces that Ko is shared with Alice if the decryption of the second encrypted
part yields his nonce. By appealing to the GNY logic rules, we find that the only
way we can proceed in the logic to reason in this manner is by first establishing
that Bob believes the extension attached to the second encrypted part. However,
none of the GNY logic rules enable this to be derived; the only applicable rule is
I1 which cannot be applied, since it requires the recipient of an encrypted mes-
sage to believe that the key used to encrypt the message is shared with another

principal a priori.

2.2.4 Adding a new rule

The incompleteness revealed by the above analysis motivates us to propose the addi-

tion of the following new message interpretation rule to the logic:

Pax{X, <S>}k, P3K,PEP&Q, PE#X,S), PEIX,S K)
PEQR(X,<S>), PEQR{X,<S>}x,PEQ3K

That is, suppose that for principal P all of the following conditions hold: (1) P receives

I8

a formula consisting of X concatenated with S, encrypted with key K and marked with
a not-originated here mark; (2) P possesses K; (3) P believes S is a suitable secret
for himself and @; (4) P believes that X concatenated with S is recognizable; (5) P
believes that at least one of S, X, or K is fresh. Then P is entitled to believe that:
(1) @ once conveyed the formula X concatenated with S; (2) @ once conveyed the
formula X concatenated with S and encrypted with K; (3) Q possesses K. (A similar

rule can be added along previous lines to the set of “never-originated-here” rules of the
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GNY logic.) The new rule I8 enables us to derive Bob’s beliefs in the validity of K,

as follows:

Message 4 (continued): From I8 and the second encrypted part we obtain
BEA>Kg,and BEARK {N}k, ~AEA B¢ B. From F2, J2, and J3 we
obtain BEAE A %4 B. We can include the statement A ESEA %% Bin
the extension attached to the second encrypted part, since this statement holds
from message 3. We also need an additional assumption which reflects Bob’s trust
in Alice to pass on the session key from the server: BlE AR (S E A e B).
This assumption is the logical embodiment of a curious feature of the protocol:
Alice can make Bob believe in a replayed session key. Notice that the statement
of the assumption essentially amounts to Bob believing that this does not take
place. The fact that we are forced to make the odd assumption explicit during
the analysis provides a good example of the virtue of the logic. (The above pro-
tocol feature also emerges from the BAN logic analysis of the Yahalom protocol,
cf. [1, p. 33].) From I8, J2, J3, and J1 we finally obtain B £ A B¢ B,

To conclude our analysis of the Yahalom protocol, we list the final position attained:

ASK, AEAS B

B> K BEAS B, BEA> K,
BEA=AYB

Both Alice and Bob possess the session key and believe in it. In addition, Bob believes
that Alice possesses the session key and believes in it.

The above analysis shows an interesting point: it hints at a possible redundancy in
the last message of the protocol. The analysis tells us that no beliefs about K, are
derived for Bob from the encrypted part which Alice forwards him from the server in
message 4: {A, Ku }x,,- Also notice that Bob binds the identity claimed by Alice to his
nonce, by concatenating them and encrypting with Kb, in message 2. Apparently then,
in the last message of the protocol, Bob’s nonce not only assures him of the freshness
of the encrypted half sent by Alice, but also guarantees that K, is shared with Alice.
Since Bob decrypts the encrypted part forwarded by Alice only to gain possession of

Ky, we can delete Alice’s name from this part:

31- S_> A : {Ba Kaba N(I)Nb}Kas’{I{ab}Kbs
4. A= B:{Ku}kp {Ns}Ka
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An analysis of the modified protocol using the logic confirms our above intuition: the

same final position as the original protocol is achieved by the modified protocol.

2.3 Redundancy in the logic

In this section, we give an example of a rule which contains a redundant premise.
Observe that the message interpretation rule 12 includes the following statements as
premises: (1) P a *{X,<S>}yk; (2) P> —K;and (3) P > S. In the original rule,
(2) and (3) are combined into one single premise using the conjunction operator A
P 3 (—K,S). We replace this premise by (2) and (3) only for the sake of convenience.
It is easy to see that (3) follows from (1) and (2): From T1 and (1), P a{X, <S>}k,
and therefore, from (2) and T4, P « (X,< S >). Hence, by T2, P a5, and so, by P1,
P 5 S. Thus, we see that the premise (3) of the above rule is redundant. (The message

interpretation rule 12’ exhibits a similar redundancy.)



Chapter 3

A modification of the GNY logic for
automatic analysis of protocols

This chapter proposes a modified GNY logic, and describes the implementation of a
protocol analysis tool based on that logic. The modifications are designed to allow the
logical statements derivable from any protocol represented by a finite set of statements
to be deduced in a finite number of steps, without losing any useful inferences. The
tool can be used to automatically generate proofs of statements representing protocol
goals.

(Parts of this chapter appeared in preliminary form elsewhere [32].)

3.1 Introduction

The BAN and GNY logics can be used to effectively explain the working of proto-
cols. Very often a protocol analysis using the logics reveals missing assumptions or
deficiencies in the protocol begin analyzed. This can lead to the assumptions or the
original protocol being revised and the inference rules being reapplied to determine if
the desired goal is then attainable. The process of applying and reapplying the infer-
ence rules, however, is in practice often tedious and error-prone to do by hand. Several
tools which relieve the manual burden of carrying out this task for the BAN logic or
modified versions of it can be found in the literature; see, for example, [16], [33], [34],
[35]. The appeal of tools for mechanical validation is clear, but such tools can also
assist in examining the role played by protocol messages and assumptions in attaining
the desired goal. In addition, such tools can also be used to verify proofs of protocol
goals which are obtained by manually applying the logic. Manual analysis of protocols
using the GNY logic is particularly unwieldy, as the logic has more than forty inference
rules. Moreover, the GNY logic operates at a finer level than its predecessor, so proofs
of protocol goals in the logic typically work out to be much longer than their BAN

logic counterparts.

40
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Our main aim in automating the logic is to be able to mechanically determine
whether one or more statements describing the goal of a protocol are derivable using
the logic from some initial assumptions. Furthermore, it is also desirable to obtain all
statements that are derivable from the initial assumptions. This allows us to analyze
the state of the principals after the execution of each protocol step. We therefore use a
forward-chaining strategy in automating the logic. This involves repeated application
of the inference rules of the logic to the set of statements consisting of the idealized
protocol, initial assumptions, and derived statements, until all statements derivable are
obtained. However, many of the inference rules of the original GNY logic are unsuitable
for forward-chaining. The problem is clear just from the freshness rule F1,

P EHX)
PE§X,Y)
which essentially says that if X is a fresh message and X is concatenated with any
other message Y, then the resulting message is also fresh. (The rule has one more
conclusion; however, the one shown suffices to illustrate the problem.) It is easy to see
that this rule can be used to derive an infinite set of statements starting from a finite
set of statements of the form P = §(X). Although the inference expressed by this rule
is intuitive and desirable, it is necessary to restrict the application of the rule for the
purposes of forward-chaining.

We will show that the set of inference rules can be modified in such a way that the
statements derivable from any protocol represented by a finite set of statements are
also finite in number. Essentially, the point of our modifications is to convert the set
of rules into a form which is directly amenable to forward-chaining. The modifications
are designed to produce a restricted logic in the sense that the modified logic does not
capture all inferences which are possible in the GNY logic. However, we will argue that
the inferences lost by the modified logic do not affect our central aim in using the logic:
that is, to reason about a principal’s possessions and his beliefs about the statements
conveyed by other principals, based on the messages received by the principal. In other
words, we can still use the modified logic to analyze protocols with the same intended

effect as the original GNY logic.

3.2 Modifying the GNY rule set

We now describe the modifications to the set of inference rules of the GNY logic, which

we make in order to obtain finiteness of derivations. Additionally, we include several
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new rules which are clearly required during protocol analyses using the logic, but which
are nonetheless absent from the original GNY logic [2]. The resulting set of rules is

given in appendix C, and a proof of finiteness of derivations for this rule set is given

in the next section.

3.2.1 Adding new rules

We add three new rules all of which enable dropping of extensions attached to formulae:

PaX~C

7 PaX

8 PEQRX~C
PEQRX

W PEQRX~(0,0)
PEQRX~C

While the above rules capture rather trivial inferences, these rules are nevertheless
required during protocol analyses. The first two rules, T7 and I8, are also present in
an extended version of the GNY logic found in Gong’s thesis [3]; the role played by
these rules should be intuitively clear. Surprisingly, the rule I9 is absent from both the
original GNY logic [2] and Gong’s extension [3]. Essentially, 19 enables the splitting
of message extensions which are conjunctions of two or more statements. The logical
use of this rule’s conclusion is made in the jurisdiction rule J2 where it appears as a
premise (see appendix C.6). A handy example of the need for I9 can be seen from the
analysis of the Yahalom protocol given in the previous chapter: there we tacitly made
use of this rule in proceeding with the derivation of the statement B E A %4 B from
the statement BlEE A ;b {Ny}k, ~ (AEASY B,AESE A% B).

3.2.2 Modifying existing rules

Like F1, several other freshness and recognizability rules cause problems by repeated
application. We deal with this problem by modifying these rules into a form suitable for
forward-chaining. Notice that every freshness and recognizability rule has a conclusion
of the form P [E §(X) and P E ¢(X), respectively. Our modification introduces an
additional premise of the form P 5 X in each of these rules; the modified freshness
and recognizability rules are listed in appendices C.3 and C.4, respectively. We now
discuss the rationale behind the modifications to the freshness rules; the modifications

to the recognizability rules are explained similarly.
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The idea behind the modifications to the freshness rules is to limit the original
rules to allow only those inferences which contribute to our purpose of reasoning about
a principal’s possessions and beliefs about the statements conveyed by other princi-
pals. Evidently, from the possession rules of the GNY logic we see that a principal
P’s possessions do not depend on P’s beliefs. Therefore what we can conclude using
a freshness rule for P is of no use for the above purpose if it does not affect P’s be-
liefs about statements conveyed by others. Essentially, the rule which enables us to
obtain such beliefs for P is the jurisdiction rule J2, which has a premise of the form
PE Q P (X ~ (). This premise reflects the requirement that P can only obtain be-
liefs from messages sent by some well-known principal ¢}, and appears as a conclusion
of the message interpretation rules I1, 12, 13, 14, 11, 12’, and 13’. Hence the statement
P = #(X) is of significance in deriving P’s beliefs in statements conveyed by others
only if it appears as a premise in one of these rules. Out of these rules, only 11, 12,
and I3 have a freshness premise. Further, each of these rules satisfies the following
property: if P E #(Xi,...,Xn) Is the freshness premise of the rule, then P 5 X;
for 1 = 1,...,m. For example, take I1; this rule has a freshness premise of the form
P E #(X, K). Since this premise is meant to denote P = §(X) or P E §(K) ([2], p.

245), we can replace I1 by the following two equivalent rules:

Pax{X}k, P3>K, PEPLQ, PEEUX), PEHX)
PEQRX, PEQRr{X}k, PEQYK
Pax{X}x, P2 K, PEPHQ, PE$X), PENK)
PEQrX, PEQr{X}k, PEQ>K

It is easy to see that in both I1’ and I1”, P possesses the formula appearing in the

I

Illl

corresponding freshness premise:

I1’: From the premise P @« x{X}k and rule T1, P « {X}k, and therefore, from the
premise P 3 K and rule T3, P « X. So, by P1, P 3 X, as required.

I1”: Trivially, P 5 K holds as a premise.

3.2.3 Deleting existing rules

We delete several possession rules of the logic: P2, P4, P6, P7 and P8. Each of these
rules can be applied indefinitely to derive new possessions. For example, suppose the

statements P 5 X and P 3 K hold. Then we can use the possession rule P6 for shared
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keys,
P5K, P35X
P5 (X}x, P3 (X"
to derive the infinite set of statements: P 5 {X}g, P 3 {{X}x}x, .... The above

rules are evidently useful in enforcing the possession consistency check, but their role
during protocol analyses otherwise is not so clear. Furthermore, we do not include
this check in automating the logic, since it is intended to be performed outside of the
logic. For our purposes, we simply find it convenient to delete these rules. Similarly,
we delete the GNY logic rationality rule, which states that if G 1s a rule, then so is
PEC ’

PECQC,

, for any principal P.

3.3 Finiteness of derivations

In this section, we prove that for the modified rule set given in appendix C:

The statements derivable from a finite set of idealized protocol steps and
inttial assumptions are finite in number, and are therefore derivable in a

finite number of steps.

Essentially, we will follow a a technique used by Engberg [16] to prove a similar property
for a modified version of the BAN logic.

We begin with a set-theoretic formulation of the statement which we wish to prove.
To this end, it is convenient to introduce the notation (D/E) to denote a generic
inference rule, where D is the set consisting of the premises of the rule and FE is
the conclusion of the rule; here we assume that rules with multiple conclusions are
decomposed in the obvious way into separate rules, each with a single conclusion.
Denote by R the modified set of rules. We define an operator p on sets of statements,

as follows: for any set of statements S,
p(8) =S U{E : there exists (D/E) € R such that D C S}.

Thus p returns S together with the statements derivable from S by applying the infer-
ence rules in R exactly once. The main idea of the proof is an argument showing that

there exists an n such that

where we use p™(S) to denote the infinite union UZL_g p™(S).



3.3. Finiteness of derivations 45

Recall that any statement of the logic is a statement of the form P4 X or P 3 X
or P E C. The key step in the argument is to construct a well-founded and finitary
relation over the set of statements of the forms P 3 X, P<X, and P = C. We construct
the required relation, denoted by <, in terms in terms of six subsidiary relations <,

<3, <3, 42, < and <, as follows:

(1) PaX<PaY iHfX<,Y
(2) P3>X<PqaY #HX<Y
(3) P>X<P3Y iX<3Y
(4) PEC<P3X ifC<2X
(5) PEC<PaX iC<EX
(6) PEC<PED ifC=<gD

The definitions of the subsidiary relations are derived from suitably chosen classes of
rules and are given below.

The definition of <, is read off the being-told rules T1, T2, T3, T4, T3, T6 and T7
(see appendix C.1), where T2 and T5 are used in their two symmetrical forms, giving
clauses as follows:

(1) X <q*xX
(2)1) X <.(X,Y)
(i) X <4 (Y, X)
3) X < {X}k
4) X < {X}k
(5)(i) X <« F(X,Y)
(i) X <4 F(Y,X)
(6) X <a{X}-k
(7) X<, X~ C
The definition of <2 consists of a single clause which is read off the possession rule P1
(see appendix C.2):
(1) X<3X

The definition of <5 is read off the possession rules P3 and P5 (see appendix C.2),

where both the rules are used in their two symmetrical forms, giving clauses as follows:

(1)) X <5 (X,Y)
(i) X <5 (Y, X)
(i) X <5 F(X,Y)
(i) X <5 F(Y,X)

1
(2)
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The definition of <f=_ consists of two clauses. The first clause is read off each of the
freshness rules F1', F1", F2', F2", F3', F4', F5', F6', F'7', F7”, F§', F9', F10', and F11’
(see appendix C.3). The second clause is read off each of the recognizability rules R1’,
R1”, R2', R2", R3, R4, and RY (see appendix C.4).

(1) #(X)<g X
(2) o(X)<E X

The definition of < is read off: (A) the message interpretation rules I1, 12, 13, 14 and
I5 (see appendix C.5), and (B) the rules for never-originated-here messages I1', I2 and
I3’ (see appendix C.7). Each rule contributes as many clauses to the definition as the

number of conclusions in the rule, giving clauses as follows:

1)) QR X <L (X}~ C
() QR{X}k~C <p «{X}x~C
(i) Q3K <t «{X}xk~C

2)() Qr X < +{X}sx~C
(i) Q@M {X}ixk~C =g «{X}kx~C
(ii1) Q3+K <L #{Xhk~C

(3)(0) QR X <L *H(X)~C
(i) QRHX)~»C <L *HX)~C

()0 QrX <t (X}x~C
() Qr{X}k~C <¢ (X}x~C

(5)(1) Q>-K <¢ {X}x
(i1) Q>X <g {X}xk

(6)() O X <g {X}xk~C
() Qp{X}k~C <¢ {(X}x~C

(™M) QX <L (Xhx~C
(i) Qp{Xlix~C <g {Xlix~C

(8)() QR X <@ HX)~C

() QP HX)~C =<g H(X)~C

The definition of < is read off: (A) the message interpretation rules 16, 17, I8 and 19

(see appendix C.5), where I7 and I9 are used in their two symmetrical forms, and (B)



3.3. Fliniteness of derivations 47

the jurisdiction rules J1, J2 and J3 (see appendix C.6), giving clauses as follows:

(1) Q353X < QphX
(2)(1) QX < Qpr(X)Y)
(ii) QX < QP (Y, X)
(3) QX < QR X~C
(4)(1) QR X~C < Qpr X~ (C,0C)
i) QFX~C < QR X~ (C,0)
C < QEC
QEC < @ (X~0)
QEC < QEQEC

This completes the definitions of the six subsidiary relations. Of the six relations, the

-] S Ut
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most critical in the analysis are: <4, <5, and <g. It is easy to see that each of these
three relations is well-founded. Consider the definition of the first of the three, <,: the
formula on the left in each clause is syntactically shorter than the formula on the right,
so there cannot be infinite descending chains with respect to <,. Well-foundedness of
<5 and < is equally easily proved. (Well-foundedness of the other three subsidiary
relations <3, %?E and <g is not required.)

We proceed to show that < is also well-founded; that is, there are no infinite
descending chains with respect to <. If we show that: (*) any infinite descending
chain with respect to < must contain an infinite chain of statements of one of the three
forms P 5 X, P< X, or P E C, then the well-foundedness of < follows from the
well-foundedness of <4, <5, and <g. It remains to show that (*) holds. So assume
there is an infinite descending chain --- < C5 < Cy < C, where each C; is a statement
of one of the three forms P« X, P 3 X, or P | C. We say that < occurs at Cj if
Ci;1 is obtained from an application of clause (6) in the definition of <; and similarly

in the case of the relations <g, %?E, <3, <5, and <..

Case (A): Suppose that <g occurs at C, for some n. It follows that < also occurs at C,

for all m > n; that is, there is an infinite descending chain with respect to <g.

Case (B): Suppose that < does not occur at C; for all :. It follows that %?E and <g do

not occur at C; for all 7.

Case (i): Suppose that <5 occurs at C, for some n. It follows that <5 occurs at Ci,
for all m > n; that is, there is an infinite descending chain with respect to

<3.
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Figure 3.1: Protocol analysis

Case (ii): Suppose that <5 does not occur at C; for all 7. It follows that <3 does not
occur at C; for all :. Therefore the only remaining case is that <, occurs at
C,, for some n. It follows that <, occurs at C,,, for all m > n; that is, there

is an infinite descending chain with respect to <..

A further property of all six subsidiary relations is that they are finitary; that is,
given any statement C of the form P 3 X or P <X or P E (', the set of statements
{D : D < C} is finite. This is easy to see in the case of the relation <4, and is equally
easily proved for the other five relations. It follows straightforwardly that < is also
finitary. Since < is well-founded as well as finitary, it follows by Ko6nig’s lemma that
for any C the set of statements {D : D <* C'}, where <* denotes the transitive and
reflexive closure of <, is finite as well.

Now the definitions of the subsidiary relations and of < are constructed so as to
give a straightforward guarantee that for each rule (D/E) € R, there exists C € D
such that £ < C; that is, in each rule the conclusion is smaller, with respect to <,
than at least one of the premises. Therefore, if S is the set of idealized steps and initial
assumptions of any protocol, then for every C € p*(S), there exists S € S such that
C <* S. Hence

p=(8)C |J{C: 0 < 5},

Ses
Now the right-hand side above is a finite union, since by assumption the set S is finite.
By the finitary property we established earlier, the set {C': C <* S}, for any S € S,

is finite as well. Therefore, we conclude that p>(S) is finite, as required.

3.4 Implementing the tool

We now outline an implementation of a tool based on the modified set of rules given

in appendix C. The tool is implemented along similar lines as in our previous work on
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Formula Structure

(X,Y) [X,Y]

{X}k encrypt (X, shared(K))
{X}E decrypt (X, shared(K))
{X}ik encrypt(X, public(K))
{X}-k decrypt (X, private(X))
H(X) h(X)

F(X1,...,X,) | £(X1, ..., Xn)

* X star(X)

X~ ext (X, C)

X ext (X, nil)

Table 3.1: Representing formulas

automating the BAN logic [35]. It consists of (1) an inference engine which produces
the complete set of logical statements derivable from an input specification consisting
of the idealized protocol and the initial assumptions, and (2) a routine to extract
proofs from the database of derived statements. Since the modification we make to the
original tool only concerns the representation of the logical syntax, we will mostly skip
the details of the remaining parts of the implementation. Figure 3.1 gives an overall
block diagram of how the tool is used in analyzing protocols [35]. As in the original
tool, we use Prolog as an implementation language and represent the logical syntax in

terms of Prolog structures.

3.4.1 Formulas and statements

In the logic, protocol messages are represented as formulas. The building blocks of
messages are constants like principal names, keys, nonces, etc. We typically represent
these constants by one or more lowercase letters. For example, a session key Kgs
for principals A and B is denoted by the Prolog atom kab. The remaining formulas
like concatenation, encryption, functions, etc. are represented by Prolog structures
chosen to represent their typographical counterparts wherever possible. We also use
the structure ext (X, nil) to represent a formula X without any extension. Table 3.1
shows how we represent the logical formulas by means of Prolog structures.

The statements of the logic are similarly represented by appropriately named Prolog
structures as shown in Table 3.2. It is straightforward to translate any formula or
statement in the logical syntax to its Prolog counterpart by looking up Tables 3.1 and
3.2.
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Statement Structure

PaX told(P, X)

P> X possesses(P, X)

PhX conveyed(P, X)

P E #(X) believes(P, fresh(X))

P E ¢(X) believes(P, recognizes(X))
PEQ SR believes(P, secret(Q,S,R))
PEQ believes(P, public(X,Q))
PEC believes(P, C)

PEQERC believes(P, controls(Q,C))
PE QB @Q E+ | believes(P, honest(Q))

C1, Cz [c1, c2]

Table 3.2: Representing statements

3.4.2 Derived statements

Apart from representing the logical constructs in Prolog syntax, we also need to main-
tain derivation information about statements obtained by applying the inference rules.
The predicate fact/3 which represents an inference step is used for this purpose. It

takes the form:
fact(Index, Stat, reason(PremIs, Rule))

Here the integer argument Index is used to index instances of fact/3. The second
argument Stat is bound to a derived statement. In the last argument, PremIs is a list

containing the indices of premises used in deriving Stat by an application of rule Rule.

3.4.3 Logical rules

The representation of the inference rules is best explained by means of an example; the

being-told rule T1 is defined by the following clause for told/2:

told(told(P, X), reason([I], °’T1’)) :-
fact(I, told(P, star(X)), _).

3.5 Using the tool: an example

We now demonstrate the use of the tool by means of one of the protocol analyzed in

the GNY logic paper [2]: the voting protocol. Our aim here is to illustrate how the
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tool confirms a problem with the parsing scheme, which we discussed in the previous

chapter.
The idealized protocol is given as follows (p. 239):

1. P« xN,
2. Q<] *Pi’*Ni’*‘/i’*H(Nq’*<Si>7‘/i)
3. Pia xR,xH(N;,<S;>, R)

Here S; is a secret between P; and @, and /N; and N, are nonces generated by P, and

@, respectively.

The following statements describe the protocol assumptions:

P;5S; P3N PBEQEP; PEHMN
Q3S; Q3N; QEQEP; QEHN)

It is straightforward to convert the above statements into the syntax of the tool using
Tables 1 and 2. For example, the second idealized message is represented by the Prolog
fact:

fact(2, told(q, [star(pi), star(ni), star(vi), ext(star(h([nq, star(si), vil)),
nil)]), reason([]l, ’Step’)).

The set of Prolog facts representing the idealized protocol and the initial assumptions

is then loaded into the analyzer to obtain all the logical statements derivable:

?- analyze(voting).

Analyzed in 4 cycles

The database of facts can now simply be queried to determine whether a particular goal

statement is attained or not. For example, according to the GNY paper, the statements
Q@ E P |~ V,and P, E Q b~ R hold for the protocol (p. 239). The following queries

can be used to verify this:

7- fact(I, believes(q,conveyed(pi,vi)), Rule).
no

7- fact(I, believes(pi,conveyed(q,r)), Rule).
I =237

Rule = reason([33],I7);

yes

The output of the above queries show that @ E P |~ V; does not hold, whereas
P, E Q |~ R holds. It is not difficult to explain the discrepancy behind this mis-
match. Looking at the analysis sketched in the GNY paper, we see that the conclusion
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Q E Pi p~ Vi is obtained from the message interpretation rule I3 and the second mes-
sage. It is easy to see that in the premises of the intended application of the rule,
the secret S; appears prefixed with a #; for example, one of the premises works out
to be: @ E Q 2 p. Although we have the statement Q E @ & P, as an initial
assumption, we see that the statement Q E Q & P, does not follow from the logic. As
we discussed in the previous chapter, this difficulty is best dealt with by modifying the
parsing scheme so that non-encrypted and non-hashed message parts are not marked

with *’s. The desired statement Q) = P; b~ V; is immediately derived once we alter the

idealization of the second message to reflect this change:

fact(2, told(q, [pi, ni, vi, ext(star(h([ngq, si, vi])), nil)]), reason([],
’Step?’)).

| ?- fact(I, believes(q, conveyed(pi, vi)), Rule).
I =37
Rule = reason([31]1,I7);

no

The proof explanation routine can be further used to obtain explicit representations of

proofs of derived statements. For example, we obtain the following machine-generated

proof of @ E P; p Vi:

7- explain_proof(believes(q, conveyed(pi,vi))).

1. told(q,[pi,ni,vi,ext(star(h([nq,si,vi])),
nil)]) {Step}

. told(q,vi) {1, T2}

. possesses(q,vi) {2, P1}

. possesses(q,si) {Assumption}

. possesses(q,nq) {Assumption}

. believes(q,fresh(nq)) {Assumption}

. believes(q,secret(q,si,pi)) {Assumption}

. told(q,ext(star(h([ng,si,vil)),nil)) {1, T2}

O O ~N O O od W N

. believes(q,conveyed(pi,[nq,si,vil)) {8, 7,
6, 5, 4, 3, 13}
10. believes(q,conveyed(pi,vi)) {9, I7}



Chapter 4

Semantic foundations for authentication
logics

The motivation for this chapter is perhaps best described by the title of a note written
by Tuttle [28]: “Flaming in Franconia: Build models, not logics.” Broadly speaking,
the problem statement is as follows: To develop a model capable of providing a semantic
basis for BAN-like logics, but which is essentially independent of any such logic itself.

In constructing a model in this chapter, we will attempt to isolate and formalize
the semantics of some of the notions found in existing logics, without appealing too
closely to the logical formalisms themselves. In the next chapter, we will devise a logic

based on the model constructed here.

4.1 Informal groundwork

We begin by reviewing some of the notions which form the mainstay of existing models
for BAN-like logics, namely the models due to Abadi and Tuttle [8], Syverson and
van Oorschot [9], and Wedel and Kessler [10]. Our intention is to highlight some of
the problems that arise in defining such notions semantically and to lay down some
groundwork for the model which we will construct in the next section.

As in existing works, we are interested in modeling a system of communicating,
message-passing principals. We assume that principals can perform some actions;
for convenience we divide the class of actions into two: communication actions, and
message-construction actions. For example: (1) The actions of sending and receiving
a message belong to the former class; (2) The action of constructing a constant term
such as the name of a principal belongs to the latter class.

The notions which are central to our model are those that associate various sets of

messages with principals: possessed messages, seen messages, and said messages.

93



4.1. Informal groundwork 54

4.1.1 Possessed messages

The notion of possessed messages essentially reflects the following intuition: (1) if a
principal P receives or constructs a message X, then X is possessed by P; (2) any
message that can be possibly computed by P from P’s possessed messages is also
possessed by P. Motivated by the above intuition, we can proceed to construct a
definition for the set of P’s possessed messages as follows: we form the set of all the
messages which P receives or constructs and close this set off under the operations
that are available to P within the system. We make the assumption that the available
operations include: keyed encryption function F_(-), keyed hashing function H_(+), and
concatenation function _ | - - - | _. To continue the previous definition we can require, for
example, that if a message X and a key K are in the set of P’s possessions, then so is
the message £ (X); of course, this also implies that so are the messages Ex(Ex (X)),
Ex(Ex(Ek(X))), .... However, the unbounded nature of this definition makes the set
of P’s possessed messages infinite; this means potentially all messages are possessed
by P. Furthermore, it introduces arbitrary messages, which does not seem necessary
for reasoning about messages that are actually constructed within the system. As in
existing approaches, we fix the set of P’s possessed messages for each time ¢, but we
do not allow this set to be infinite in our model. We will employ a limited notion of
possession, which works as follows. In defining the set of possessed messages for a given
time ¢, we restrict the closure operation to admit only those messages which occur in
the system at that time. Intuitively, a message occurs at time ¢, if it was constructed
by any principal at a time earlier than ¢t. A characteristic property of the resulting
definition is that the set of possessed messages is finite. As we shall see in the next
section, our definition also has many other interesting properties which appear quite
natural.

The notion of a message being constructed in the system also enables us to formulate
the assumption that ‘accidents’ do not happen. That is, we treat what is highly
improbable as impossible: we shall assume that a message can be constructed in the
system in only one way. For example, if a message is constructed as an encryption
then our assumption guarantees that the same message cannot be constructed as a
concatenation. As another example, if a message is constructed as an encryption of X
using K, then the same message cannot be constructed as an encryption of X' using
K’ unless X = X’ and K = K’. The assumption which rules out chance equality
between messages is crucial for our definitions to make sense. For example, one part

of the closure operation that we will use in defining P’s set of possessed messages at
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time ¢ roughly captures the following statement:

(*) if a message Y is in this set and Y = Ex(X) for some K, X such that K~ is
also in this set, then so is X, provided that some principal has encrypted X using

K, and thus constructed Ex(X), at a time earlier than ¢.

Essentially, it is by virtue of the assumption which says that messages can be con-
structed in only one way that we can fix X as intended in the above statement. Of
course, this assumption cannot hold with certainty in the real world. However, it
simply reflects an idealization and is not unrealistic to make for our purposes.

The statement (*) above reflects an example of how we capture decryptions in the

model. The role of deconcatenations is captured similarly; we will give an example of
this below.

4.1.2 Seen messages

The notion of seen messages is somewhat more restrictive than that of possessed mes-
sages. It essentially reflects what messages can be extracted by a principal from the
messages it receives: (1) if a principal P receives a message X, then X is seen by
P; (2) any message that can be possibly extracted from P’s seen messages, perhaps
using keys possessed by P, is also seen by P. The idea behind (2) is expanded as
follows: (2') if a message Y is seen by P and Y = Ex(X) for some X, K such that
K~ is possessed by P, then X is seen by P; and (2”) if a message Y is seen by P and
Y =X, | | X for some Xj,..., X, then P’s seen messages include X; for all 7. As
with the set of P’s possessed messages, we fix the set of P’s seen messages for each
time t. The closure operation that we will use in defining the set of P’s seen messages

at time ¢ has essentially the following two properties:

(**) if a message Y is in this set and Y = Ex(X) for some X, K such that K~! is
in the set of P’s possessed messages at time ¢, then X is in the set of P’s seen
messages at time ¢, provided that some principal has encrypted X using K, and

thus constructed Fx(X), at a time earlier than ¢, and

(***) if a message Y is in this set and Y = X | - -+ | Xj for some Xi, ..., Xk, then so
are Xi,..., Xy, provided that some principal has concatenated Xi,..., X, and
thus constructed X | --- | Xk, at a time earlier than ¢.

Again our assumption which says that messages can be constructed in only one way is
crucial to the intended meaning of the statements (**) and (***) above. Notice that

(**) shows an example of how we capture deconcatenations in the model.
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4.1.3 Said messages

The notion of said messages essentially reflects the following intuition: (1) if a principal
P sends a message X, then X is said by P; (2) if X is said by P, then so are the
messages from which X was immediately constructed, if those messages are possessed
by P. Intuitively, if X is a message then the messages from which X was immediately
constructed are those messages that allow X to be obtained as the output of a single
message-construction action. For example, to construct an encrypted message Ex(X)
the immediate messages that are needed are X and K. We emphasize that the notion
of ‘immediate messages’ is not inductive in nature: in the previous example X could
itself have been constructed as an encrypted message Fx/(X'); however, X’ and K’
are not amongst the immediate messages from which EFx(X) was constructed. In our
model, we will fix the set of P’s said messages for each time ¢. To define the set of said
messages along the above lines, we need to capture the notion of immediate messages.
This is done simply in terms of the notion of a message being constructed in the system.
For example, one part of the closure operation that we will use in defining P’s set of

sald messages at time ¢ roughly captures the following statement:

(1) if a message Y is in this set and Y = Eg(X) for some X, K such that X and
K are in the set of P’s possessed messages at time ¢, then X and K are in the
set of P’s said messages at time ¢, provided that some principal has encrypted X

using K, and thus constructed Fx(X), at a time earlier than ¢.

4.2 A computational model of communicating prin-

cipals

Let ¥ be a finite alphabet, and let M = ¥* be the set of all messages. For simplicity,
we take ¥ = {0,1}; the set M then consists of all binary strings of finite length. Let a
finite set of principal names P C M be fixed; henceforth we always refer to principal
names simply as principals. Let a set of nonces N' C M be fixed. Let the set of
all possible keys K C M be fixed. For each key K € K, we assume a one-to-one
function Ex : M — M is fixed, which we call a keyed encryption function. Assume
a set K~1 C M is fixed along with a one-to-one onto function ! : K — K~'. For
each K € K, we assume a non-invertible function Hg : M — M is fixed, which we
call a keyed hash function. For each natural number m > 1, we use the symbol |™ to

represent m-fold concatenation function over ©*. If Xy, ..., X, € M, we usually write
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"( X1,y Xm) as Xy |-+ | X,

Informally, for each K € K we use the value K~ to stand for the property that the
inverse function of Ek is accessible. The difficulty of decrypting a message encrypted
under K without the knowledge of K~! will be captured by the way we define certain
sets of messages in the model later. The collision-free property of keyed hash functions
will be captured as part of a restriction we will make on our model later.

We assume that there is a global notion of time which is linear and discrete; for
convenience we think of time as ranging over the set of all integers Z. We call our finite

collection P of principals a system (of principals). The actions a principal can perform

are defined by the following:
1. generate(m): This corresponds to generating a primitive term m.
2. send(m): This corresponds to sending a message m.
3. receive(m): This corresponds to receiving a message m.

4. encrypt(m, k), and hash(m,k): These correspond to encrypting, and keyed hash-

ing, respectively, of a message m using key k.

5. concatenate(my, ..., mg): This corresponds to concatenating messages my, ..., my.

We assume that at a given time a principal can perform at most one of the above
actions. We also include a null action, denoted null, assumed to be performed precisely
when none of the above actions is performed.

Fix a system: P = {P, P,,..., P,} for some positive integer n. Intuitively, the
notion of a run of the system describes an execution of the system over time. We shall
characterize a run r of the system by means of the following components: (1) a time
trst(r), called the start time for r, at which execution is assumed to begin; (2) for
each 1, a sequence h(P;,r), called the total history of P, in r, which describes all the

actions P; performs in 7.
Definition 4.1 A runr of the system is a tuple (tf6t(7), R(P1,7),. .., h(Pn,7)), where:
1. taost(r) € Z, and

2. for each 1, h(P;,r) is the union of the sequences h( P, r, tf,5t(7)), A( P, 7, teirst () +

1), ..., which are determined as follows:
() if ¢ = thst(r)
h(P;,rt) = h(P,r,t—1)-a ift> tarst(r) and a is the action
performed by P; at time ¢ — 1.
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It is convenient to call the sequence h(P;,r,t), for each i, the partial history of P; at
t in r. We emphasize that h(P;,r,t) includes all actions P; has performed in r up to,
but not including, time ¢.

Let a principal P and a run r of the system be fixed. The key component of the

model consists of the definition of several message sets. For convenience we define some

auxiliary sets first.

Definition 4.2 Let a denote the action P performs at time ¢ in 7.

{ {X} if a = generate(X)

a) S P,r,t
(2) genr( ) 0 otherwise

(b) Sreco( P, 7, 1) { {X} if a = receive(X)

0 otherwise
[ {X} if a = generate(X) or a = receive(X)
{Ex(X)} if a = encrypt( X, K)
(¢) Sposs(P,m,t) = ¢ {Hr(X)} if a = hash(X, K)
{(X1 |- | X¢)} if a = concatenate(Xs,..., Xk)
0 otherwise

{X} if a = send(X)

1) otherwise

(d) Ssaid(Prr:t) = {
The following lemma is easily proved from Definition 4.2.
Lemma 4.1

(a) Sgem«(P,r,t) - Spogg(P,r,t);

(b) Srecv(P,7,t) C Sposs(P,7,t).

In preparation for the lengthy definition that will follow, we begin by discussing
informally some of the sets to be defined there. For each time ¢, we will define the fol-
lowing message sets: M genr(P, r,t), Mreco( P,7,t), M poss(P, r,t), Mseen(P,r,t), and
M ggid(P, 7, t). Informally, the set Mgenr(P,1,t) (respectively, M recv( P,7,t)) consists
of all the messages P produces by means of the generate() (respectively, receive())
action at any time in r up to, but not including, time t. In other words, for all X:
(1) X € Mgenr(P,r,t) iff generate( X)) appears in h(P,r,t); (2) X € Mrecu( P, r,t) iff
receive( X ) appears in h(P,r,t). The sets Mposs(P,7,t), M seen(P,7,t), and M gq;q(P,7,t)

are meant to model the intuitive notions of possessed messages, seen messages, and said
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messages, respectively. As discussed in the previous section, in defining these sets we
shall use the idea of a message ‘occurring in the system’. Certain sets of tuples are
useful for capturing this idea: £(P,r,t), H(P,r,t), and C(P,r,t). The set E(P,mt)
(respectively, H(P,r,t)) consists of 2-tuples corresponding to message-key pairs; the
set C(P,r,t) consists of m-tuples of messages for various natural numbers m > 1.
Informally, we use the set £(P,r,t) to record all the pairs (X, K) such that P has
performed the action encrypt(X, K) at any time in r up to, but not including, time ¢;
and similarly for the sets H(P,r,t) and C(P,r,t), respectively. Notice that the union
of the sets £(P;,r,t) for all 7 identifies all encryptions that are constructed by any prin-
cipal in 7 at any time earlier than ¢; and similarly for hashes and concatenations. For
convenience we introduce the following additional sets to denote the respective unions:
E(ryt) = Uiy E(B,r,t), Hirt) = UL, H(P;,nt), and C(r,t) = UL, C(P;, 7, t).

To formulate the assumption that messages can be constructed in only one way, we
distinguish sets of messages occurring in the system according to the type of action
which gave rise to them. For example, we will define the set Mgenr(r,t) as the set
containing all the messages constructed by means of the generate() action by any
principal at any time in r up to, but not including, time ¢; and similarly the sets
Mener(r,t), Mpgsp(r,t), and Meone(r,t) for encrypted, hashed and concatenated
messages, respectively. The desired assumption is then stated in two parts: one part
which says that the above sets are pairwise disjoint; another part which says that
E (J) and H_(_) (respectively, _|---|_) are one-to-one functions when restricted to
those message-key pairs (respectively, message-tuples) which occur in the system.

We will make use of the sets &(r,t), H(r,t), and C(r,t) in defining the closure
operation that determines the set M poss(P,r,t). For example, suppose that a message
X and a key K are in this set. Then our definition implies that so is the encrypted
message Ex(X), but only if (X,K) € &(r,t), i.e. if the encrypted message already
occurs in the system at time ¢ in r. The sets Mgeen(P,7,t), and Mgy4(P,r,t) will
also be defined along similar lines.

The following definition brings together the above discussion and is central to our
model. It proceeds in two parts: Each of the above sets is defined to be empty at
t = tget (7). Then assuming all sets are defined at all times up to and including ¢ - 1,
we define them at t. In parallel with these definitions, we restrict the actions that can

be performed at a given time.
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Definition 4.3

1. Let t = tg6t(7)-

(i Mgenr(P r,t) = Mreco( Py, t) =0

(ii) E(P,r,t) =H(P,T, t)=C(P,r,t) =0

(ili) &(r,t) = H(r,t)=C(r,t) =0

(iv) Mgenr(r,t) = Mener(r,t) = Mpgep(rit) = Meone(r,t) =0
)

(V MpOSS(P T t) Mseen(P,T‘,t) - Msaz'd(P,T,t) = @

)
)

REO. The only action permitted is the generate() action.

2. Let t > tgqt(r).

(1) Mgenr(Pﬂ",t) = Mgenr(P,r,t — 1) U Sgenr( Pyt — 1)
(ii) Mrecv(P, T,t) = Mrecv(R r,t— 1) U Srecv(P, r,t— 1)

(i) E(P,r,t) =E(P,r,t —1)US, where

S - { {(X,K)} if P performs encrypt(X, K) at time ¢ — 1

) otherwise

(iv) H(P,r,t) = H(P,r,t =1)US, where

S - { {(X,K)} if P performs hash(X, K) at time ¢ — 1
Lo

otherwise

(v) C(P,r,t) = C(P,r,t —1)US, where

{(X1,...,Xx)} if P performs concatenate( X, ..., Xk) at
S = time ¢t — 1

0 otherwise
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(vi) E(r,t) = OE(P,',r,t)

1=1

n

(vil) H(r,t) = U H(P;,r,t)

1=1

n

(viii) C(r,t) = | JC(P;,r,1)

1=1

REL. (a) I (X, K),(X',K') € £(r,t) and Ex(X) = Eg/(X’), then X = X’ and

K=K

(b) If (X, K),(X',K") € H(r,t) and Hg(X) = Hx:(X"), then X = X' and
K=K

() I (Xny. s Xi), (X', X)) €C(ryt) and Xy | oo | X = X'y |-+ | X',

then k = k' and Xy = X'1, ..., Xi = X'p.
(ix) Mgenr(r,t) = L:)l Mgenr(P;,m, 1)

(x) Mener(r,t) = {Ex(X) | (X, K) € E(r, 1)}

(xi) Mpgsp(r,t) = {Hr(X) | (X, K) € H(r, 1)}

(xii) Meone(r,t) = {(X1 |- | X)) | (X1,..., Xk) €C(r, t)}

RE2. The sets Mgenr(r,t), Mener(ryt), Mpgsp(r,t), and M cone(r,t) are pair-

wise disjoint.

(xiii) M poss(P,,t) is the smallest set of messages such that:
I. (Basis)

MpOSS(P, T,t — 1) U Sposs(P, T,t - 1) C Mposs(P, T,t)
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I1. (Induction)

(a) Ex(X) € Mposs(P,r,t) if X,K € Mposs(P,r,t) and
(X, K) € E(r, 1)

(b) Hg(X) € Mposs(P,r,1) if X, K € Mpgss(P,r,t) and
(X, K) € H(r, )

() Xi|--+| Xk € Mposs(P,r,t) if X1,..., X € Mposs(P,r,t)
and (Xi,...,Xx) € C(r,t)

(d) X € Mposs(P, 1) if Ex(X), K1 € Moposs(P,7,1)
and (X, K) € &(r,t)

(e) Xi € Mposs(P,r,t) if Xy || Xk € Mposs(P,r,t)

and (X1,...,Xx) € C(r,t)

(xiv) Mseen(P,r,t) is the smallest set of messages such that:

[. (Basis)

Mseen(P, T,t —_ 1) U Srecv(P,T,t bt 1) C Mseen(P, T,t)
I1. (Induction)

(a) X € Mseen(P,r,t) if Ex(X) € Mseen(P,r,t) and
(X,K) € &£(r,t) and K™ € Mposs(P,7,1)
(b) X; € Mseen(P,r,t) i X1 |- | Xk € Mseen(P,r,t) and
(X1,...,Xk) €C(r,1)

(xv) Mgig(P,r,t) is the smallest set of messages such that:
I. (Basis)
Mgqig(Pyrt = 1)U Sgqiq( Pyt — 1) € Mqq(Pir,t)
II. (Induction)

(a) X,K € My;q(P,r,t) if Ex(X) € Mgqig(P,r,t) and

(X,K) € &(r,t)and X, K € Mposs(P,r, 1)
(b) X, K € M gq(P,r,t) if He(X) € Mgyiq(P;r,t) and

(X,K) € H(r,t) and X, K € Mposs(P, r,t)
(c) Xi€ Mgyq(Por,t) if Xp |-+ | Xk € Mggq(P,m,t) and

(X1,...,Xx) € C(r,t)
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RE3. If P performs receive(X) at ¢, then there exists a principal ¢ which performs
send(X) at some t’ < t.

REA4. If P performs send(X) at ¢, then X € Mposs(P,7,1).
RE5. If P performs encrypt(X, K) or hash(X, K) at t, then X, K € Mposs(P,r,t).
RE6. If P performs concatenate( Xy, ..., Xx) at ¢, then X1,..., Xi € Mposs(P,7,1).

(This completes Definition 4.3.)
The following lemmas are easily proved from Definition 4.3.
Lemma 4.2 For all t,t' such that t < t' the following holds:
(a) Mgenr(P,7,t) C Mgenr(P,7,t');
(6) Mrecv(P,m,t) C Mpeco(P, 7, t');
(c) E(P,r,t) C E(P,7,t');
(d) H(P,r,t) C H(P,71t');
(e) C(P,r,t) CC(P,r,t');
(f) Mposs(P,r,t) € Mposs(P,r,t);
(9) Mseen(P,r,t) C Mseen(P,1,t');
(h) Mgig(P,r:t) © Mgqia( P t).
Lemma 4.3 For all t, t' such that t < t' the following holds:
(a) E(r,t) CE(r,t');
(b) H(r,t) C H(r,t');
(c) C(r,t) C C(r,t').
Lemma 4.4 For each time t, the following sets are finite:

(a) Mgenr(P,T,t); and Mrecv(P,T’,t);
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(b) E(P,r,t), H(P,r,t), and C(P,r,t).

We will later prove the finiteness property for the sets Mposs(P,7,t), Mgeen(P,T,1),
and M gi4(P,7,t).

Lemma 4.5 For each time t, the following sets are finite:
E(ryt), H(r,t), and C(r,t).
Lemma 4.6 For all t, t' such that t < t' the following holds:
(a) Mgenr(r,t) C Mgenr(r,t');
(b) Mener(r,t) © Mencr(r,t');
(¢) Mhash(r,t) & Mpash(r:t');
(d) Mecone(r,t) € Mcone(r,t').-
Lemma 4.7 For each time t, the following sets are finite:
M genr(r,t), Mencr(r,t), Mpasp(r,t), and Meone(r, t).
Lemma 4.8
(a) If (X,K) € E(P,r,t) then X, K € Mposs(P,r,t —1).
(b) If (X,K) € H(P,r,t) then X, K € Mposs(P,r,t —1).

(C) If(Xl,...,Xk) - C(P,T',t) then Xl,...,X]c € Mposs(P,T',t— ].)

Proof. (By induction on t.) We only prove part (a); the remaining parts are proved

similarly.

1. (Basis) Let t = tgqt(r). By definition 4.3, E(P, 7, tapet(r)) = 0. Therefore, the

required statement holds vacuously.

2. (Induction) Let ¢ > tgyq4(r) be arbitrary. We assume the inductive hypothesis:
if (X,K) € &(P,r,t) then X, K € M poss(P,r,t —1); and we show this implies
that, if (X,K) € E(P,r,t +1) then X, K € M poss(P,7,t).

Suppose (X, K) € E(P,r,t+1). By definition 4.3 we need to consider the follow-

ing two cases:



4.2. A computational model of communicating principals 65

Case (A): (X, K) € E(P,r,t). The inductive hypothesis yields X, K € Mposs(P,r,t —
1). By Lemma 4.2(f) it follows that X, K € Moposs(P,r, ).

Case (B): P performs encrypt(X, K) at t. RE5 yields X, K € Moposs(P,, ).

(This completes the proof of Lemma 4.8.) O

In the sequel, we shall make use of a proof technique which is vital to proving
properties of the following inductively defined sets: Mposs(P,7,t), Mseen(P,r,t), and
M gaid(P,r,t). 1t suffices to explain this technique in context of the set M poss(P,7,t),
since it works similarly in other contexts. Essentially, the technique works as follows.
We construct a sequence of sets M},OSS(P, r,t) for 1 = 0,1,2,..., with the following
property: (1) the first set in the sequence is the basis set for M poss(P,7,t), and (2) each
of the remaining sets in the sequence is the union of the set which immediately precedes
it and the set obtained from the preceding set by applying the closure operation exactly
once. The point of the above construction is now obvious: for proving that a particular
statement holds for M poss(P,7,t), we use induction on 7 to show that it holds for all
sets M},OSS(P, r,t).

Definition 4.4 Let : > 0.
1. Let t = tgpst(r). Then M},OSS(P, r,t) =0 for all .
2. Let t > tq6(r). Then

Mposs(P,r,t —1) U Sposs(P,yr,t —1) if1=0

M (P,r,t) = ,
poss(Fo1) {M;,—(,ISS(P,r,t)us ifi>0

where

S = {Ex(X)|X,K € Mppss(P,r,t) and (X, K) € E(r,1)}
U{Hk(X) | X, K € Mipss(P,r,t) and (X, K) € H(r,t)}

U{(X0 ] | Xe) | Xaye o, Xk € Mige(Pymyt) and (X1, .., Xi) € C(r,1)}
U{X | Ex(X), K™ € Migss(P,r,t) and (X, K) € £(r, 1)}
U{Xi | (X1 |- | Xk) € Mippss(Pyr,t) and (Xu,..., Xk) € C(r, 1)}

The following lemma is easily proved from Definition 4.3 and Definition 4.4.
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Lemma 4.9

[ee]

Moposs(P’r,t) - M})oss(P, T,t) c-- C U M})oss(P, T,t) = MPOSS(P, r,t)

=0
Lemma 4.10

Mgenr(P, T,t) - Mposs(P, T,t)
Proof. By induction on t:

1. (Basis) Let t = tg,4((r). By definition 4.3,

Mgenr(P, 1, ths1(r)) = Mposs(P, 7, tgpsi(r)) = 0.

Therefore, the required statement holds.

2. (Induction) Let t > tg.4(r) be arbitrary. We assume the inductive hypothesis:

Mgenr(P,r,t) C Mposs(P,r,t); and we show this implies Mgenr(P,r,t + 1) C
Moposs(P,r,t +1).
From Lemma 4.1(a) and the inductive hypothesis it follows that M gens(P,r,¢)U
Sgenr(P,7,t) C Mposs(P,r,t) U Sposs(P,7,t). By definition 4.3, Mgenr(P,r,t +
1) = Mgenr(P,7,t) U Sgenr(P,r,t), and, by definition 4.4, Moposs(P, rt+1)=
Mposs(P,,t) U Sposs(P, 1, t). Hence Mgenr(P,r,t+1) C MYyss(Pyr,t+1). By
Lemma 4.9 it follows that Mgenr(P,7,t +1) C Mposs(P,r,t +1).

(This completes the proof of Lemma 4.10.) O
Lemma 4.11

Mposs(P, r, t) g Mgenr(?", t) U M encr(T‘, t) U Mhash('f', t) U Mconc(?", t)
Proof. By induction on ¢:

1. (Basis) Let t = tg4(r). By definition 4.3, Mposs(P,r,tg6(r)) = @ and

M genr(r, tirst (1)) UM encr(r, tirgt (7)) UM pagh (7 Lipst () )U Mcone(r, st (7)) =
(). Therefore, the required statement holds.

2. (Induction) Let t > tq.ct(r) be arbitrary. We assume the inductive hypothesis:
(HP1) for all ¢ < t, Mposs(P,7,t") € Mgenr(r,t') U Mencr(r,t')U Mpgop(r,t)U
M cone(r, t'); and we show this implies M poss( P, 7,t) C M genr(r,t)UM encr(r, tu
M pasn(T:1) U Meone(r,t).
By Lemma 4.9 it suffices to show that, for all Y and for all m, if Y’ € M7ys5(P,, t)
then Y € Mgenr(r,t) U Mencr(r,t) U M qn(r, ) U Mceonc(r,t). This assertion

is shown using induction on m:
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I. (Basis) Let m = 0. Suppose Y € M%OSS(P, r,t). By definition 4.4, Y €
Moposs(P,r,t — 1) U Sposs(P,r,t — 1).
Case (1): Y € Mposs(P,r,t—1). HP1 yields Y € Mgenp(r,t — 1)U Mener(r,t —
1) U M on(r,t = 1) U Meone(r,t — 1). By Lemma 4.6 it follows that
Y € Mgenr(r,t) U Mener(r,t) U Mpgen(r,t) U Meone(r, t).
Case (ii): Y € Sposs(P,7,t — 1).
Case (A): P performs generate(Y) at ¢ — 1.
By definition 4.3, Y € Mgenr(r,1).
Case (B): P performs receive(Y) at t — 1.
RE3 yields: there exists a @ which performs send(Y) at some
time ¢ < t — 1. RE4 yields Y € Mposs(@,7,t"). HPI yields
Y € Mgenr(r,t') U Mener(r,t") U M hash(T>t") U Meone(r,t'). By
Lemma 4.6 it follows that Y € M genr(r, ) UM ener(r, )UM pgsp(rs tHu
M cone(r, t).
Case (C): P performs encrypt(X, K) at ¢ —1 for some X and some K, where
Y = Ex(X).
By definition 4.3, Ex(X) € Mencr(r,t). Hence Y € Mener(r,t).
Case (D): P performs hash(X,K) at t — 1 for some X and some K, where
Y = Hg(X).
Similar to Case (C).
Case (E): P performs concatenate(X1,. .., Xx) at t — 1 for some Xi,..., Xk,
where Y = X1 | -+ | Xk
Similar to Case (C).

II. (Induction) Let m > 0 be arbitrary. We assume the inductive hypothesis:
(HP2) for all Y, if Y € Mss(P, r,t) then Y € Mgenr(r,t)U Mener(r, 1)U
M pgsh(r,t) U Meone(r, t); and we show this implies that, for all Y, if
Y € Mpgs(P,r,t) then Y € Mgenr(r,t) U Mener(r, 1) U M hash(T5t) U
M cone(r, t).
Suppose Y € MpS(P,r,t). By definition 4.4,

Y € Mgoss(P, r,t)
U{Ex(X) | X, K € Mposs(P57,1) and (X, K) € &(r,t)}
U {Hk(X) | X, K € Myss(P,r,1) and (X, K) € H(r, 1)}
U{(X1 |- | Xe) | Xuy- ooy Xi € Mipogs(Pyryt) and (Xa,..0, Xi) € c(r,t)}
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UA{X | Ex(X), K" € MPs5(P,7,t) and (X, K) € E(r, 1)}
U{Xi | (X1 |-+ | Xi) € Mppss(Pyr,t) and (X1,..., Xk) € C(r, 1)}

Case (A): ¥V € Mp,gs(P,r,t). HP2 yields Y € Mgenr(r,t) U Mencr(r,t) U
Mhpash(r,t) U Meone(r, t).

Case (B): Y € {Eg(X) | X, K € Mpye4(P,7,t) and (X, K) € E(r, 1)}
We have Y = Eg(X) for some X and some K such that (X,K) €
E(r,t). By definition 4.3, Ex(X) € Mener(r,t). HenceY € Mener(r, t).

Case (C): Y € {Hx(X) | X,K € Miyss(P,r,t) and (X, K) € H(r,1)}.
Similar to Case (B).

Case (D): Y € {(X1 |-+ | Xe) | X1,..0 s Xi € MPpgs(P,yrt) and (X1,..., Xi) €
C(r,t)}.
Similar to Case (B).

Case (E): Y € {X | Ex(X), K™' € MPpgs(P,r,t) and (X, K) € E(r,1)}.
We have (Y,K) € &(r,t) for some K. By definition 4.3, (Y,K) €
£(Q,r,t) for some Q. By Lemma 4.8(a), Y, K € Mposs(Q,r,t — 1).
HP1 yields Y € Mgenr(r,t — 1) U Mener(r,t = 1) U Mpggp(r,t — 1) U
M eone(r,t —1). By Lemma 4.6 it follows that Y € Mgens(r,t) U
Mener(r,t) U Mpgep(r,t) U Mone(r, t).

Case (F): Y € {Xi | (X1 |--- | Xk) € MPpss(P,7,t) and (X1,...,Xk) €C(r,1)}.
Similar to Case (E).

(This completes the proof of Lemma 4.11.)

Lemma 4.12

(a) Let (X,K) € E(r,t). If Ex(X) € Mposs(P,r,t') for some P and for somet' < t,
then (X, K) € E(r,1").

(b) Let (X,K) € H(r,t). If Hx(X) € M poss(P,r,t') for some P and for some
t' < t, then (X, K) € H(r,t').

(c) Let (X1,...,Xx) €C(ryt). If Xo |-+ | Xk € Mposs(P,r,t') for some P and for
some t' < t, then (X1,...,Xx) € C(r,t').

Proof. We only prove part (a); the remaining parts are proved similarly. We have
(X, K) € &(r,t). Suppose Ex(X) € Mposs(P,, t') for some P and for some ¢’ <. By
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definition 4.3, Ex (X) € Mencr(r,t). RE2 yields Ex(X) ¢ Mgenr(r,t)U My on(r, 1)U
Meone(r,t). By Lemma 4.6 it follows that Ex(X) ¢ Mgenr(r,t') U My qp(r,t') U
Mecone(r,t'). Since Ex(X) € Mposs(P,r,t"), it follows by Lemma 4.11 that Ex(X) e
Mgenr(r, t')U Mener(r, ) UM oo (r, "YU M one(r, t'). Hence Ex(X) € Mener(r,t').
By definition 4.3, Ex(X) = Eg/(X’) for some (X', K’) € E(r,t"). We have t > ¢/,
By Lemma 4.6 it follows that (X', K') € £(r,t). RE1 yields X = X’ and K = K.

Therefore, (X, K) € £(r,t"). 0

Lemma 4.13
(a) If X, K € Mposs(P,7,t) and (X, K) € E(r,t), then Ex(X) € Mposs(P,7,1).
(b) If X, K € Mposs(P,r,t) and (X, K) € H(r,t), then Hx(X) € Mposs(P,r,1).
(¢) If X1,..., X € Mposs(P,r,t) and (X1,...,Xy) € C(r,t), then Xy |-+ | X} €
Mposs(P,r,1).
(d) If Ex(X), K™ € Mposs(P,r,t) for some (X, K) € E(r, 1), then X € Mposs(P, 7).

(e) If X1 | -+ | Xk € Mposs(P,r,t) for some (Xy,...,Xi) € C(r,t), then Xq, ..., Xx €
Mposg(P,T',t).

Proof. We only prove part (a); the remaining parts are proved similarly. Sup-
pose X, K € Mposs(P,r,t) and (X, K) € &(r,t). By Lemma 4.9 it suffices to show
that Ex(X) € M;,OSS(P, r,t) for some I. Since X, K € Mposs(P,1,t), it follows by
Lemma 4.9 that X, K' € Mposs(P,7,t) for some m. By definition 4.4, MP3(P,7,t) 2

{Ex(X) | X, K € M,s6(P,r,t) and (X, K) € £(r,t)}. Hence Ex(X) € Mpfi(P,r,t).
a

Definition 4.5 Let : > 0.
1. Let t = tg6¢(r). Then Moo (P, r,t) = 0 for all 2.

2. Let t > tg,5¢(r). Then

Mseen(P,r,t — 1)U Sreco( Pyt — 1) if 1 =10

i P, ’t = y
seen( P51, 1) { Mfs;zflzn(P’ r,t)US if1>0

where
S =

{X | Ex(X) € Mf;eén(P, r,t) and K1le Mposs(P,r,t) and (X, K) € E(r,t)}
U{X: | (X1 || Xi) € Mby(P,r,t) and (X, ..., Xk) € C(r,t)}.
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The following lemma is easily proved from Definition 4.3 and Definition 4.5.

Lemma 4.14

Moseen(Pa""at) - Mlseen(Pa rt) S C U Miseen(Parat) = Mseen(P,7,t)

1=0

Lemma 4.15

M pecv(P,r,t) € Msgeen(P,7,t)
Proof. By induction on ¢:
1. (Basis) Let t = tq,q¢(7). By definition 4.3,
Mreco( P,7, tirt (1)) = Mseen(P, 7 Lipst(r)) = 0.
Therefore, the required statement holds.

2. (Induction) Let ¢ > g4t (r) be arbitrary. We assume the inductive hypothesis:
M ecn(P,m,t) C Msgeen(P,7,t); and we show this implies Mopecy(Pyryt +1) C
Mseen(Pa""at + 1)-

By the inductive hypothesis it follows that
Mrecv(P, Tat) U Srecv(R "",t) - Mseen(P, ""at) U Srecv(P, "",t)-

By definition 4.3, M reco( P, 7, t+1) = Myeco( P, t)USrecu( P, 7, t), and, by defini-
tion 4.5, M%een(P,r,t+1) = Mseen(P,r,t)USreco( P, 7,1). Hence Mpecy( P, t+
1) € MS%een(P,r,t +1). By Lemma 4.14 it follows that Mypecy(P,7,t + 1) C
Meen(P,r,t + 1).

(This completes the proof of Lemma 4.15.) O

Lemma 4.16
Mgeen(P,r,t) C Mposs(P, r,1)
Proof. By induction on ¢:
1. (Basis) Let t = tgpqi(r). By definition 4.3,

M seen(P, st (7)) = Mposs(Pym st (7)) = 0

Therefore, the required statement holds.
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2. (Induction) Let t > tg.t(r) be arbitrary. We assume the inductive hypothesis:
(HP1) Mgeen(P,r,t) € Mposs(P,r,t); and we show this implies Mgseen(P,r,t +
].) Q Mposs(P, T,t + ].)

By Lemma 4.14 it suffices to show that, for all m, MGee, (P, 7, t4+1) € Mposs(P, 7,1+

1). This assertion is shown using induction on m:

I. (Basis) Let m = 0. From Lemma4.1(b) and HP1 it follows that M seen(P,,t)U
Srecv(P,r,t) C Mposs(P,r,t)USposs(P,,t). By definition 4.5, Mo (P, t+
1) = Mseen(P,7,t) U Sreco( P,7,t), and, by definition 4.4, Moposs(P, r,t+
1) = M poss(P,7,t)USposs(P,r,t). Hence MGeen(P,m,t+1) C Moss( Py, t+
1). By Lemma 4.9 it follows that MG, (P, 7.t 4+ 1) € Mposs(P,7,t + 1).

II. (Induction) Let m > 0 be arbitrary. We assume the inductive hypothesis:
(HP2) MTen(P,ryt + 1) C Mposs(P,r,t + 1); and we show this implies
MTEL(Prt + 1) C Mpogs( Pyt +1).

It suffices to show that, for all YV, if Y € MELL(P,r,t + 1) then Y €
M poss(P,r,t+1). Suppose Y € MZEL(P,r,t +1). By definition 4.5,

Y € MGeen(P,r,t + 1)
U{X | Ex(X) € Mgen(P,r,t+1) and (X, K) € E(r,t + 1) and
K™™' € Mposs(P,r,t +1)}
U{X: | (Xa |- | Xk) € MGeen(Pyryt +1) and (X1,..., Xi) € C(r,t+1)}.

Case (1): Y € MTeen(P,r,t +1). HP2 yields ¥ € M poss(P,r,t +1).

Case (ii): Y € {X | Ex(X) € MZeen(P,r,t + 1) and (X, K) € E(r,t+1) and
K=1 € Mposs(P,r,t + 1)}.
We have, for some K, Ex(Y) € MTen(Pyr,t+1), (Y, K) € E(r,t +1),
and K~' € Mposs(P,r,t+1). HP2 yields Ex(Y) € Mposs(P,r,t 4+ 1).
By Lemma 4.13(d) it follows that Y € Mposs(P,r,t + 1).

Case (iii): Y € {X; | (X1 |-+ | Xx) € MEeen(P,7,t + 1) and (Xi,...,Xk) €
C(r,t+ 1)}
We have Y = X; for some ¢ and for some X; | -+ | Xp € MEeen (P, 7,1+
1) such that (Xi,...,Xx) € C(r,t +1). HP2 yields X; |-+ | Xk €

Mposs(P,r,t + 1). By Lemma 4.13(e) it follows that Xi,...,Xk €
Mposs(P,r,t +1). But Y = X; for some i, so Y € Mposs(P,7,t + 1).

(This completes the proof of Lemma 4.16.) O
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Lemma 4.17 LetY € Mseen(P, T,t). Then

(a) if Y = Ex(X) for some (X,K) € E(r,t) and K~' € Mposs(P,7,t), then X €
Mseen(P,T, t), and

(b) if Y =Xy |- | Xy for some (X1,...,Xy) € C(r,t), then

Xi,..., Xk € Mseen(P,1,t).

Proof. We only prove part (a); part (b) is proved similarly. Since Y € Mgeen(P,r,1),
it follows by Lemma 4.14 that Y € M., ,(P,r,t) for some m. Suppose Y = Ex(X)
for some (X, K) € £(r,t), and further suppose K~' € Mposs(P,7,t). By definition 4.5,
MZEL(P,r,t) 2 {X | Ex(X) € MEep(P,r,t) and (X,K) € E(r,t)and K71 €
Mposs(P,r,t)}. Hence X € ME&L(P,r,t). By Lemma 4.14 it follows that X €
Mseen(P,r,t).

]

Definition 4.6 Let 1 > 0.
1. Let t = tyg(r). Then M% . /(P,r,t) = for all u.
2. Let t > tg,5¢(r). Then

Mggig(Pyryt — 1)U Sgqiq( Pyt —1) ife=0

P,rt) =
saidP.7) {M’ L(Pr ) uS if 1 >0

where

{X,K | Ex(X) € M} (P,r,t) and X, K € Mposs(P,r,t) and
(X,K) e &(rt)}
U{X,K | Hx(X) € M}
(X, K) € H(r,t)}
U{Xi | (X1 ]| X)) e M2

(P,r,t) and X, K € Mposs(P,r,t) and

said

(P,r,t) and (Xi,...,Xx) € C(r,1)}.

said

The following lemma is easily proved from Definition 4.3 and Definition 4.6.

Lemma 4.18
Msazd(Pa rt) C Msazd(Pa rnt) S C U Msazd (Pyr,t) = Msaid(P’ r,t)
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Lemma 4.19

Mgaid(Pyr,t) C Mposs(P,r,t)
Proof. By induction on t:

1. (Basis) Let t = tg,4(r). By definition 4.3,

M said(Pyr st (1)) = Mposs(P, 7ty (1)) = 0.
Therefore, the required statement holds.

2. (Induction) Let t > tg.4¢(r) be arbitrary. We assume the inductive hypothesis:
(HP1) Mgyiq(P,r,t) € Mposs(P,r,t); and we show this implies M ¢,;4(P,7,t +
].) g MpOSS(P7 T',t —I— ].)

By Lemma 4.18, it suffices to show that, for all ¥ and for all m, if ¥ €
T (Pt + 1) then Y € Mposs(P,r,t + 1), This assertion is shown using
induction on m:

I. (Basis) Let m = 0. Suppose Y € MS . (P,7,t+ 1). By definition 4.6,
Ye Msaid(Pv r,t) U‘Ssaid(P’ r,t).

Case (A): Y € Mgy;q(P,r,t). HP1 yields Y € Mposs(P,7,t). By Lemma 4.2(f)
it follows that Y € Mposs(P,7,t +1).

Case (B): Y € Sgqig(P,r,t). By definition 4.2, P performs send(Y') at ¢. RE4
yields Y € Mposs(P,r,t). By Lemma 4.2(f), Y € Mposs(P, 7,1 +1).

I1. (Induction) Let m > 0 be arbitrary. We assume the inductive hypothesis:
(HP2) for all Y, if Y € M7 . (P,r,t + 1) then Y € Mposs(P,7,t + 1);

said
and we show this implies that, for all Y, if ¥ € Mrsn;;.b(P,r,t + 1) then
Y € Mposs(P,T',t + ]_)

Suppose Y € M™FL(P r ¢t 4+ 1). By definition 4.6,

said

YeM? (Prt+1)

said

U{X,K | Ex(X) € M7 (Pt +1) and X, K € Mposs(P,r,t +1) and

(X,K) e &(rt+1)}
U{X,K | Hx(X) € M™ . (P,r,t +1) and X, K € Mposs(P,7,t +1) and

said
(X, K) € H(r,t+1)}
U{Xi | (X1 |- | Xx) € M7, (Pt + 1) and (Xq,..., Xk) € C(r,t + 1)}
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Case (i): Y € MTsnaid(P’ r,t +1). HP2 yields Y € Mposs(P,r,t + 1).

Case (ii): Y € {X,K | Ex(X) € MT . (Pyrt+1) and X, K € Mposs(P,r,t+1)
and (X, K) € E(r,t +1)}.
WehaveY = X orY = K for some X, K such that X, K € Mposs(P,r,t+

1) Therefore, Y € Mposs(P, T',t + 1)
Case (iii): Y € {X, K | Hx(X) € M7 . (P,r,t+1) and X, K € Mposs(P,r,t+1)

and (X, K) € H(r,t +1)}.

Similar to Case (ii).

Case (iv): Y € {Xi | (Xy|---|Xk) € M7 (Prt +1)and (Xy,...,X,) €
C(r,t+1)}.
We have Y = X; for some 1 and for some Xj | --- | Xy € MT (P, r,t+

1) such that (Xi,...,Xs) € C(r,t +1). HP2 yields (Xi,..., X)) €
Muposs(P,r,t + 1). By Lemma 4.13(e) it follows that Xy,..., X} €
Mposs(P,r,t 4 1). But Y = X; for some 1,50 ¥ € Mposs(P,r,t + 1).

(This completes the proof of Lemma 4.19.) D

Lemma 4.20

(¢) If Ex(X) € Mggiqg(Pir,t) for some (X, K) € E(r,t) such that X, K € Moposs(P,r,t),
then X, K € Mggi4(P,r,t).

(b) If Hx(X) € Mggq(P,r,t) for some (X,K) € H(r,t) such that X, K € Mposs(P,7,1),
then X, K € Msaid(P,’r‘,t).

(c) If Xy |- | Xk € Mgqig(P,r,t) for some (Xq,...,Xx) € C(r,t), then Xq,..., X} €
Msaid(P’r>t)'

Proof. We only prove part (a); the remaining parts are proved similarly. Suppose
Ex(X) € M ggiq(P,r,t) for some (X, K) € E(r,t) such that X, K € Moposs(P,r,t).
By Lemma 4.18 it suffices to show that X, K € Mlsaid(P,r,t) for some [. Since

Ex(X) € Mggig(P,r,t) it follows by Lemma 4.18 that Ex(X) € M7 . /(P,r,t) for
some m. By definition 4.6, MTEL(P,rt) D {X,K | Ex(X) € MY, (P,r,t) and

said said
(X, K) € &(r,t) and X, K € Mposs(P,r,t)}. Hence X, K € M’;;Z-:i(P, r,t).
(This completes the proof of Lemma 4.20.) O

Proposition 4.1 For each time t, the following sets are finite:
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(a) Mposs(P,r,t);
(b) Mseen(P,r,t);
(¢) Misaig(P,7,1).
Proof.
(a) Follows from Lemma 4.11 and Lemma 4.7.
(b) Follows from Lemma 4.16 and part (a).

(c) Follows from Lemma 4.19 and part (a).

The following corollary to Proposition 4.1 is easily proved.
Corollary 4.1 For each time t, the following holds:
(a) Mposs(P,r,t) = MZOSS(P, r,t) for some k;
(b) Mseen(P,r,t) = M. eopn(P,7,t) for some k;

(c) Mggia(Pyryt) = ME . (P,1,t) for some k;

said

Proposition 4.2
Let Y € Myss(P,7,t) for some m, and suppose that Y ¢ Mseen(P,r,t).

(a) If Y = Ex(X) for some (X, K) € E(r,1), then X, K € MPyss( Py, 1).
(b) If Y = Hi(X) for some (X, K) € H(r,t), then X, K € MZpys5(P,1,1).
(c) If Y = X, | --- | Xi for some (X1,...,Xk) € C(r,t), then

Xla' o >Xk € MZLOSS(P>T)t)‘

Proof. We prove parts (a), (b) and (c¢) simultaneously by induction on ¢:

1. (Basis) Let ¢t = tfp6¢(7). By definition 4.4, M})OSS(P,T‘, t) = 0 for all 7. Therefore,

the required statement holds vacuously.

2. (Induction) Let ¢ > tg..((7) be arbitrary. We assume the inductive hypothesis:
(HP1) for all m, if Y’ € M7,g5(P,r,t) and Y & Mseen(P,r,t) then
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(a) f Y = Ex(X) for some (X, K) € £(r,t) then X, K € M™ (P,r,t), and

poss

(b) if Y = Hg(X) for some (X, K) € H(r,t) then X, K € M™ (P,r,t), and

poss

() if Y = Xy |---| Xy for some (Xi,...,X;) € C(r,t) then Xi,..., X, €
M?oss(P’ ryt).

We show the above hypothesis implies that, for all m, if Y € Mposs(Pyryt + 1)
and Y g Mseen(P,T',t + ].) then

(a) if Y = Eg(X) for some (X, K) € £(r,t+1) then X, K € MBoss(P,r,t +1),
and

(b) if Y = Hg(X) for some (X, K) € H(r,t+1) then X, K € MBoss( Py, t+1),
and

(c) f Y =Xy | -] X for some (X1,...,X;) € C(r,t + 1) then X;,..., X, €
MBoss(Pyrst +1).

The above assertion is shown using induction on m:

I. (Basis) Let m = 0. Suppose Y € Mioso(P,7,t+1) and Y & Mgeen(P,r,t+
1). By definition 4.4, Y € Mposs(P,7,t) U Sposs(P,,1).

Case (i): Y € Mposs(P,r,t). By Lemma 4.9 it follows that ¥ € MTP?O'SS(P, r,t)
for some m'.
Case (a): Y = Ex(X) for some (X, K) € E(r,t +1).
By Lemma 4.12(a) it follows that (X, K) € &(r,t). Since Y &
M seen(P,r,t+1), it follows by Lemma 4.2(g) that Y &€ M seen(P,r,t).
HP1 yields X, K € MZ‘OISS(P, r,t). By Lemma 4.9 it follows that
X, K € Mposs(P,r,t). Hence, by definition 4.4, X, K € M355(P,7,t+
1).
Case (b): Y = Hg(X) for some (X, K) € H(r,t + 1).
Similar to Case (a).
Case (c): Y = Xy |-+ | X for some (Xi,...,Xy) €C(r,t +1).
Similar to Case (a).
Case (ii): Y € Sposs(P,7,t).
Case (a): Y = Ex(X) for some (X, K) € E(r,t + 1).
By definition 4.3, Ex(X) € Mencr(r,t+1). HenceY € Mencr(r, t+
1).
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Case (A):

Case (B):

Case (C):

Case (D):

Case (E):

P performs generate(Y) at t.

By definition 4.3, Y € Mgenr(r,t 4+ 1), which is impossible by
RE2.

P performs receive(Y') at t.

By definition 4.3, Y € Mgeen(P,r,t + 1), which is impossible by

assumption.

P performs encrypt( X', K') at t for some X’ and some K', where
Y = Ex/(X').

RE5 yields X', K’ € Mposs(P,r,t). By definition 4.3, (X', K') €
E(r,t +1). REL yilelds X = X’ and K = K'. Hence X,K €
Mposs(P,,t). Therefore, by definition 4.4, X, K € M%OSS(P, T, t+
1).

P performs hash(X', K') at t for some X' and some K', where
Y = Hg(X').

By definition 4.3, Y € M, (r,t 4 1), which is impossible by
RE2.

P performs concatenate(X},...,X;) at t for some Xi,..., X},
where Y = X | --- | X}.
Similar to Case (D).

Case (b): Y = Hg(X) for some (X, K) € H(r,t +1).
Similar to Case (a).

Case (¢): Y = Xi | -+ | X for some (Xy,..., X)) € C(r,t +1).

Similar to Case (a).

II. (Induction) Let m > 0 be arbitrary. We assume the inductive hypothesis:
(HP2) for all m, if Y € MPoss(P,7,t + 1) and Y & Mseen(P,r,t + 1) then

(a) ifY =

Ex(X) for some (X, K) € E(r,t+1) then X, K € MPos5( P, 7, 4

1), and

(b) ifY =

Hy(X) for some (X, K) € H(r,t+1) then X, K € MTPp55(P,7,t+

1), and

(c) ifY =

m

X1 |- | X for some (Xi,...,Xx) € C(r,t+1) then Xy, ..., Xy €

poss(PaT',t +1).

We show the above hypothesis implies that, if Y € Mp(P,r,t + 1) and
Y ¢ Mseen(P,T,t + 1) then
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(a) f Y = Eg(X) for some (X, K) € E(r,t+1) then X, K € MpJL(P,r t+

DOSS
1), and

(b) if Y = Hg(X) for some (X, K) € H(r,t+1) then X, K € Mpfs(P,r, t+
1), and

() Y = X; |-+ | Xk for some (X7i,...,Xk) € C(r,t+1) then Xy,..., X\ €

MpSs(Pyryt + 1),
Suppose Y € MpFs(P,r,t+1)and Y & Mseen(P,r,t+1). By definition 4.4,

Y € Mposs(P,rt+1)
U{Ek(X) | X,K € Mpyss(P,r,t +1) and (X, K) € E(r,t + 1)}
U{HK(X)| X, K € Mipss(P,r,t+1) and (X, K) € H(r,t +1)}
U{(Xy |- | Xe) | Xy ooy Xk € Miposs(Pyr,t+ 1) and
(X1,...,Xg) €C(r,t +1)}
U{X | Ek(X), K™ € Mpoes(P,ryt +1) and (X, K) € E(r,t + 1)}
U{Xi | (X1 |- | Xi) € Mioss(Pyr,t+1) and (Xq,..., Xi) € C(r,t+ 1)}

Case (A): Y € MP,g5(P,7,t +1). The required statement follows from HP2 and
Lemma 4.9.
Case (B): Y € {Ex(X) | X, K € Mp,ss(P,r,t + 1) and (X, K) € E(r,t+1)}
We have Y = Ex/(X') for some X', K" € Mip,s(P,7,t + 1) such that
(X',K") € E(r,t +1). By definition 4.3, Exi(X') € Mener(r,t +1),
and therefore, Y € Mener(r,t +1).
Case (a): Y = Ex(X) for some (X, K) € E(r,t +1).
REI yields X = X’ and K = K'. Hence X, K € Mpys(P,7, 1 +1).
By Lemma 4.9 it follows that X, K € Mpfs(P,r,t +1).
Case (b): Y = Hg(X) for some (X, K) € H(r,t + 1).
By definition 4.3, Y € M gp(r,t+ 1), which is impossible by RE2.
Case (c): Y = X, | -+ | Xj for some (Xu,...,Xk) € C(r,t+1).
By definition 4.3, Y € Monc(r,t + 1), which is impossible by RE2.
Case (C): Y € {Hg(X) | X, K € Mppss(Pyr,t + 1) and (X,K) € H(r,t +1)}.
Similar to Case (B).
Case (D): Y e {(X1| | Xi) | X1,..., Xk € Moss(P,r,t+1) and (X1,...,Xk) €
C(r,t+1)}.
Similar to Case (B).
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Case (E): Y e {X | Ex(X), K ! ¢ MPoss(Pyr,t +1) and (X, K) € €(r,t + 1)}.
We have Ex(Y), K=' € Mpos5(P,r,t+1) for some K such that (Y, K) €
€(r,t+1). By Lemma 4.9 it follows that Ex(Y), K~ € Moposs(P,r,t+
1). Since Y ¢ Mseen(P,r,t + 1) it follows by the contrapositive of
Lemma 4.17(a) that Fx(Y) ¢ Mseen(P,r,t + 1). HP2 yields Y, K €
MPposs(P,r,t +1). The required statement then follows from HP2 and

Lemma 4.9.

Case (F): Y € {Xi | (Xy|--+|Xk) € MBoss(Pyryt + 1) and (Xy,...,X;) €
C(r,t+1)}.
We have Y = X; for some i and for some X | -+ | Xix € Mp,s(P, 7 t+

1) such that (Xy,..., X)) € C(r,t 4+ 1). Since X; & Mgeen(P,r,t + 1)
for some ¢, it follows by the contrapositive of Lemma 4.17(b) that
Xp || Xk & Mseen(P,r,t+1). HP2 yields X1,..., X\ € MBoss(Pyr,t+
1). But Y = X, for some ¢, s0 Y € MPoss(Pyr,t +1). The required

statement then follows from HP2 and Lemma 4.9.

(This completes the proof of Proposition 4.2.) O

Looking back at the proof of Proposition 4.2, it is apparent that we could have proved
a stronger statement. We can refine the hypothesis further to prove the following
result, for example: Suppose Y € M;‘OSS(P, r,t) for some m, and suppose that Y ¢
Mseen(P,r,t). If Y = Ex(X) for some (X, K) € £(r,t), then

X, K c Mposg(P, T,t - ].) 1fm =0andt > tﬁI‘St(T)
MBL(P, 7, ) if m > 0.

However, the statement of Proposition 4.2 is less cumbersome and proves to be more
direct for our purposes.

The following theorem is easily proved from Proposition 4.2 and Lemma 4.9.
Theorem 4.1 Let Y € Mposs(P,7,t), and suppose that Y & Mgeen(P,,1).
(a) If Y = Ex(X) for some (X, K) € E(r,t), then X, K € Mposs(P,r,t).
(6) If Y = Hg(X) for some (X, K) € H(r,t), then X, K € Mposs(P,7,1).

It is apparent that we have omitted the following case from the statement of Theo-
rem 4.1: (¢) If Y = Xy |- | Xy for some (X1,...,Xk) € C(r,t), then Xq,..., X} €
Mposs(P,r,t). We do this simply because the omitted case is exactly part (e) of
Lemma 4.13, which, however, does not require the extra hypothesis that Y & Mseen(P, 7, 1).
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Theorem 4.2 If X € Mgeen(P,7,t), then X € Mg,;4(Q,r,t') for some Q and for
some t' < t.

Proof. By induction on ¢:

1. (Basis) Let t = tq.q¢(r). By definition 4.3, Mgeen(P, 7, tg.5¢(r)) = 0. Therefore,

the required statement holds vacuously.

2. (Induction) Let ¢t > tg,44(r) be arbitrary. We assume the inductive hypothesis:
(HP1) for all ¢ < t, if X € Mseen(P,r,t"), then X € M y4:4(@Q,r,t") for some
Q and for some t” < t'; and show this implies that, if X € Mgeen(P,r,t) then
X € Myiq(@,r,t') for some @) and for some t' < ¢.

By Lemma 4.14 it suffices to show that, for all m, if X € M7, (P,7,1), then
X € Mgy;9(Q,r,t") for some @ and for some ¢’ < t. We show this by induction

on m:

I. (Basis) Let m = 0. Suppose X € MGeen(P,r,t). By definition 4.5, X €
Mseen(P,T‘,t — 1) U ST‘ECU(P, T’,t — ].)

Case (i): X € Mgeen(P,r,t —1).
HP1 yields X € M g4;4(Q,r,t") for some @ and for some ¢’ < ¢ — 1.

Case (ll) X € S'recv(P,T',t — ].)
RE3 yields: there exists a () which performs send(X) at some ¢’ <
t — 1. By definition 4.2, X € Sg44i4(Q,7,t'), and therefore, by defi-
nition 4.6, X € M° . (@Q,r,t' + 1). By Lemma 4.18 it follows that

said
X € Mggig(Q,r,t' + 1), which is as required, since ¢ + 1 < ¢.

II. (Induction) Let m > 0 be arbitrary. We assume the inductive hypothesis:
(HP2) if X € MTpen(P,r,t), then X € M4ig(Q, ;1) for some ¢ and for
some t' < t; and we show this implies that, if X € MGER(P,7,t), then X €
M 4i4(Q, . t') for some @) and for some ' < t. Suppose X € MZEL(P,r,t).
By definition 4.3,

X € MGeepn(P,r,t)
U{Y | Ex(Y) € Migeen(P,r,t) and (Y, K) € &(r,t) and
K™t € Mposs(P,r,t)}
U{Y; | (Y4 || Ya) € Migen(P,r,t) and (Y1,...,Yk) € C(r,t)}

Case (A): X € Men(P,,t).
HP2 yields X € M ,;4(Q,r,t") for some @ and for some t’ < t.
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Case (B):

Case (C):

X € {Y | Ex(Y) € M%Ben(P,r,t) and (Y, K) € &(r,t) and K71 ¢
Moposs(P,r,t)}.

We have, for some K, Ex(X) ¢ MGeen(Pyr,t), (X, K) € &(r,t),
and K~' € Myposs(P,r,t). HP2 yields Ex(X) € Mgu0(Q,r,t') for
some () and for some t' < t. Consider the smallest ¢ < ¢ for which
there exists @ such that Ex(X) € Mg,4(Q,r,t"), and fix one such
Q. Thus, for all R and for all t" < ', Ex(X) ¢ Mgug(R,7,t").
By the contrapositive of the inductive hypothesis HP1 it follows that
Ex(X) & Mseen(Q,7,1'). Since Ex(X) € Mgq:4(Q,7,t"), it follows by
Lemma 4.19 that Ex(X) € Mposs(@,r,t'). Also, we have (X, K) €
&(r,t) and t’ < t. By Lemma 4.12 it follows that (X, K) € &(r,t").
Since Ex(X) € Mposs(Q,7,t') and Ex(X) & Mseen(Q,r,t'), it follows
by Theorem 4.1 that X, K € Mposs(Q,7,t'). By Lemma 4.20(a) it
follows that X, K € M,;4(Q,r,t').

XelYi|(M| | Ya) € MGeen(P,r,t) and (Y3,...,Ys) € C(r,1)}.
We have X =Y; for some ¢ such that Yj |-+ | Y, € MTeen(P,7,t) and
(Y1,...,Y:) € C(r,t). HP2yields Yy | -+ | Yi € M44(Q, 7, 1) for some
@ and for some ¢’ < t. By Lemma 4.19 it follows that Y, |-+ | Y% €
Mposs(Q,r,t'). Also, we have (Yi,...,Y;) € C(r,t) and ¢ < ¢. By
Lemma 4.12(c) it follows that (Y;,...,Y%) € C(r,t’). By Lemma 4.20(c)
it follows that Y7,...,Y, € M ,;4(@,7,t"). But X =Y; for some 1, so
X € M 4@, 1),

(This completes the proof of Theorem 4.2.) 0

4.3 Related work

The semantic model developed in this chapter alleviates some major deficiencies of ex-

isting models for authentication logics proposed by Abadi and Tuttle [8], and Syverson

and van Oorschot [9]. In particular, the problems it addresses include the following:

e A fundamental problem with existing models is that they reflect the syntax of

the corresponding logics. As emphasized by Syverson [27], this makes the proof

of soundness of such logics largely trivial and uninformative.

e A more compelling problem with existing models is that the definitions made as

part of the models are generally not made sufficiently accurate. As a result, there
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i1s often confusion about exactly what properties can be proved as a consequence
of such definitions. For example, the AT logic paper claims that the logic pro-
posed by its authors is sound with respect to the model defined in that paper.
However, it has been subsequently reported that one of the axioms of the AT
logic is unsound (cf. Syverson and van Qorschot [9]). Indeed, no detailed proofs

of soundness of the logics AT and SVO have been published yet.

e Existing models leave implicit some critical assumptions that underlie authenti-
cation logics; for example, the assumption that messages can only be constructed
in a unique way within the system, which is formally captured in our model as
restrictions RE1 and RE2. It is difficult to see how proofs of properties which

depend on such assumptions can be carried out formally in existing models.

Overall, existing models do not appear to enable proofs of desired properties to be
carried out rigorously.

Although our model is motivated by notions found in previous works, it is essen-
tially independent of any logical syntax. It formalizes various critical assumptions that
underlie authentication logics, but which are nonetheless absent from existing models
for such logics. In contrast to previous works, we have provided detailed and accurate
proofs of the properties of our model. Our model is therefore a major advance as

compared to the models of Abadi and Tuttle 8], and Syverson and van Qorschot [9].



Chapter 5

The soundness of a logic of authentication

This chapter presents a logic for analyzing authentication protocols. The logic pre-
sented here is motivated by the model developed in the previous chapter. The se-
mantics we give for the logic is based on this model; thus our logic has an essentially
independently motivated semantics. We demonstrate the virtue of this approach by
giving a mathematically rigorous and intuitively convincing proof of soundness of the
logic. While the syntax of the logic presented in this chapter is somewhat similar in
appearance to that of the logics AT and SVO, there is a significant underlying dif-
ference nonetheless; namely, that the soundness of our logic is proved rigorously. As
emphasized elsewhere in this thesis, claims regarding the soundness of the logics AT

and SVO appear unsupported by published evidence.

5.1 Logic

5.1.1 Syntax

We begin by defining a formal language ¢. Although £ is defined without essential
regard to the intended interpretation, its structure is motivated by that interpretation.

The symbols of £ are defined as follows.

1. Logical symbols
| # E !
- AV = &

occurs_encr occurs_hash occurs_conc
fresh

generates recewved sees said  Says has recognizes

“

83
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believes controls

2. Parameters

Py, P, ..., P, (for some fixed natural number n)

Ky, K, ...
Ni, No, ...

qdi, 42, ...

The classification of the symbols into the above two classes is motivated by their
intended interpretation: the logical symbols are the symbols whose interpretation will
be fixed, whereas the interpretation of the parameters will be allowed to vary. However,
this distinction plays no essential role in characterizing the language itself. The symbols
Py, ..., P, are called principal symbols. The symbols K; are called key symbols. The
symbols IV; are called nonce symbols. The symbols g; are called propositional symbols.

The symbols P;, K;, and NV; are called primitive symbols.

Formation rules

We distinguish two classes of expressions in £: the terms and the formulas. The
terms are the expressions which under their intended interpretation represent messages.
The formulas are the expressions which under their intended interpretation represent
assertions about messages.

The terms are defined as follows.
T1. Any primitive symbol is a term.

T92. For each fixed positive integer k if X;,..., X} are terms, then X; | -+ | X is a

term.
T3. If X is a term and K is a key symbol, then Ex(X) and Hg(X) are terms.
T4. If K is a key symbol, then K~! is a term.
T5. No expression is a term unless it can be shown to be so from (T1)-(T4).
The formulas are defined as follows.
F1. Any propositional symbol is a formula.

F2. If ¢ is a formula, then so is —¢.
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F3.

F4.

F5.

F6.

F7.

F8.

F9.

F10.

If ¢ and ¢ are formulas, then so are ¢ A1), ¢V 1, ¢ = ¢, and ¢ & .

If X isa term and K is a key symbol, then occurs_encr(X, K) and occurs_hash(X, K)
are formulas.

For each fixed positive integer k if X7, ..., Xy are terms, then occurs_conc(Xx, ..., Xk)

is a formula.
If X is a term, then fresh(X) is a formula.

If P is a principal symbol and X is a term, then P generates X, P received X,
P sees X, P said X, P says X, and P has X are formulas.

If K is a key symbol and P and @) are principal syrnbols, then P & Q is a

formula.

If P is a principal symbol and ¢ is a formula, then P believes ¢ and P controls ¢

are formulas.

No expression is a formula unless it can be shown to be so from (F1)~(F9).

Formal system

We now define a formal system, called L, which consists of the language £ together

with a deductive apparatus for £. The deductive apparatus is specified by defining the

following: (1) a set of axioms; (2) a finite set of inference rules.

The axioms of L are divided into two classes: the logical azioms and the proper

azioms (also called, nonlogical azioms). We shall fix a set of formulas as the logical

axioms. The set of proper axioms consists of formulas which are protocol-specific, and

is thus left unspecified. By an inference rule p we mean a relation among formulas:

if a set of formulas I is in relation p to a formula ¢, then we say that ¢ is a direct

consequence of the formulas in I' by virtue of p.

The set of logical axioms and the set of inference rules is fixed as follows.

1.

Logical axioms

We define the set of logical axioms in terms of aziom-schemas, all instances of
which are logical axioms. To give the axiom-schemas, we need several classes of

metavariables. Let

o &, X, 1 be metavariables ranging over formulas,
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e P, (), R be metavariables ranging over principal symbols, and

e X, X1, X, ... be metavariables ranging over terms.

Let k range over the set of all positive integers, and let ¢ range over the set

{1,.

.., k} for each fixed k.

The following are the axiom-schemas of L:

Al.
A2.
A3.
A4.
AS.
A6.
AT.
A8.
A9.
A10.
All.
Al2.
A13.
A14.

A15.

Al6.

AlT.

A18.
A19.
A20.

= (x = ¢)

(¢=(x=¥)=((¢=x)=(6=1))

(=x = ~¢) = (ox = ¢) = X)

P generates X = P has X

P sees X = P has X

P said X = P has X

P has X A P has K A occurs_encr(X, K) = P has Ex(X)

P has X A P has K A occurs_hash(X, K) = P has Hx(X)

P has X\ A+ A P has Xy A occurs_cone(Xy, ..., Xp) = P has Xy | -+ | X
P has Ex(X) A occurs_encr(X, K) A P has K=' = P has X

P has Xy | -+ | Xk A occurs_cone(Xy, ..., Xx) = P has Xy A--- A P has Xk
P received X = P sees X

P sees Ex(X) A occurs.encr(X, K) A P has K™' = P sees X

Psees Xy |- | Xe A occurs_conc(Xi,. .., Xk) =
P sees X1 A -+ N P sees Xi

P said Ex(X) A occurs_encr(X,K) A P has X N P has K =
P said X N\ P said K

P said Hi(X) A occurs_hash(X,K) A P has X A P has K =
P said X A P said K

P said X1 | -+ | Xk A occurs_cone(Xq, ..., Xi) =
P said Xy A -+ N\ P said Xi

P says X = P said X
P said X A fresh(X) = P says X
fresh(X:) A occurs_cone(X1,. .., Xk) = fresh(Xy | -+ | X&)
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A21. fresh(X) A occurs_encr(

S

, K) = fresh(Ex(X))
, K) = fresh(Ex(X))
I :

S

A22. fresh(K) A occurs_encr(

(
A23. fresh(X) A occurs_hash(X, K
(

S

)
) = fresh(Hg (X))
A24. fresh(K) A occurs_hash(X, K) = fresh(Hx (X))
A25. PE Qe P
A26. P& QA R sees Ex(X) A occurs_encr(X, K) =
(P said X AP said Ex(X)AP has K)V(Q said X AQ said Ex(X)AQ has K)

A27. P & Q AR sees Hi(X) A occurs_hash(X, K) =
(P said X A\ P said Hg(X) A P has K)V
(Q said X N Q said He(X) A Q has K)

A28. P believes ¢ A\ P believes (¢ = ) => P believes ¢
A29. P believes ¢ => P believes (P believes ¢)

A30. =P believes ¢ = P believes (—P believes ¢)

A31. P controls ¢ N\ P believes ¢ = ¢

2. Inference rules

R1. (Modus Ponens) If ¢ and ¢ are any formulas, then 1 is a direct consequence

of ¢ and ¢ = .

R2. (Necessitation) If ¢ is any formula and P any principal symbol, then

P believes ¢ is a direct consequence of ¢.

(This completes the definition of L.)
For the purpose of studying properties of L, we define some standard proof-theoretic

notions: proof in L, theorem of L, and deduction in L from a set of formulas.

Definition 5.1 A proof in L is a finite sequence of formulas ¢y, ..., ¢k such that, for
each i, either ¢; is an axiom, or ¢; is a direct consequence of some preceding formulas

by a rule of inference.

Definition 5.2 A formula ¢ is a theorem of L (written Fp ¢) if ¢ is the last formula

of a proof in L.

Notice that all axioms (logical or proper) of L are theorems of L.
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Definition 5.3 A deduction in L from a set of formulas T is a finite sequence of
formulas ¢y, ..., ¢x such that, for each i, either ¢; is an axiom, or ¢; is an element of

I', or ¢; is a direct consequence of some preceding formulas by a rule of inference.

Definition 5.4 A formula ¢ is deducible in L from a set of formulas T (written T b ¢)

if ¢ is the last formula of a deduction in L from T.

The following lemma is easily proven from the above definitions.

Lemma 5.1 Let ¢, ¢ be any formulas and I', A any sets of formulas. Let P be any

principal symbol.
(a) If T is the empty set, then T b ¢ iff b o.
(b) IfT Fp ¢ then TUA Fp, ¢.
(¢c) T'F ¢ iff there is a finite subset ¥ of I' such that ¥ Fr, ¢.
(d) IfTFL ¢ and T Fp ¢ = o, then T by .

(e) If ' \r ¢ then T b P believes ¢.

5.1.2 Semantics

We introduce a possible worlds framework. Fix a system, say, Pi,..., F,, where n is
the number of principal symbols in . Intuitively, a world is an ordered pair (r,t),
which consists of a run r of the system and a time t. Let R be the set of all runs of
the system. If R C R, call {(r,t) | 7 € Rand ¢t > tq5(r)} the set of worlds of R,
denoted w(R). The semantics we define is of a model-theoretic nature; it rests on the
usual notions: interpretation, truth for an interpretation, and validity. Roughly, an
interpretation is a structure relative to which truth is defined. The class of structures
we take as interpretations is essentially due to Kripke. (Since their invention Kripke
structures have become a pervasive tool in giving semantics for modal logics.) For our
purposes an interpretation consists of the following components: a set of runs £ C R,
a truth assignment to the primitive propositions with respect to the set of worlds of R,
n binary relations (one for each principal) on the set of worlds of R, called possibility

relations, and a function f which maps terms of £ to messages in M.

Definition 5.5 Let ®, be the set of propositional symbols of £. An interpretation of
is a tuple I = (R, m,~1,...,~n, f), where:



89

3. for each i, ~; is a binary relation on w(R) (so that ~; C w(R) x w(R)) which 1s

transitive and euclidean, and

4. (a) f maps each principal symbol to a distinct element of P (the set of principal

names);

(b) f maps each key symbol to an element of K (the set of keys);
(c) f maps each nonce symbol to an element of N (the set of nonces);

(d) if Xi,..., Xk are terms, then f(Xi|--- | Xx) = f(X1) [ -+ | f(Xk) (the
concatenation of the strings f(X1),..., f(Xk));
(e) if K is a key symbol and X is a term, then f(Ex(X)) = Esx)(f(X)) (the

symbol E on the right-hand side is the semantic keyed encryption function
defined in the model);

() f(Hr(X)) = Hyy(f(X)) (the symbol H on the right-hand side is the
semantic keyed hash function defined in the model);
(g) if K is a key symbol, then f(K™') = (f(K))™" (the symbol ~! on the right-

hand side is the function from K to K~! specified earlier).

Although the above definition fixes the possibility relations to be transitive and eu-
clidean, there is considerable flexibility in choosing alternative properties. We follow
the usual idea that a principal’s possibility relation determines its beliefs, and that the

properties of the possibility relation govern the properties of the notion of belief.

Convention. We normally suppress f; for example, instead of f(K) we write K.
Any resulting ambiguity is resolved from the context.

Fix an interpretation I = (R, m,~1,...,~n, ). If (r,t) € w(R), we say that (r,t)
is in I. We now define what it means for a formula ¢ to be true for (r,t) in I (written

|={T,t) #). The definition proceeds by induction on the structure of ¢.
Definition 5.6 For all 4,5 € {1,...,n} and for all positive integers [:
1. |:(Ir’t) gm iff (1,t) € 7(gm), form =1,2,....

2. }=(Im) ¢ iff not |:(Ir’t) @.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

iy @AY Iff By ¢ and =, .
Flry ¢V ¥ iff {
(r,t) 1 ':(T,i) ¢ or ':(T,i) 'l/) or both.

':{r,t) ¢ = ¢ iff either not ':fr,t) ¢, or ':fr,t) 1, or both.

. l——-(lm) ¢ < ¢ iff either |=(Im) ¢ and l——-(Im) 1, or not l——-(Ir’t) ¢ and not |=fm) P.

|—_—(Im) P; generates X iff X € Mgenr(Ps,7,1).

l'—'fr,t) P; received X iff X € Mpecy(Ps,7,1).

|—_—{m) P; sees X iff X € Mgeen(Pi,r,t).

=l Piosaid X iff X € Mggig(Pi,m,t).

|—_—(Im) P; says X iff X € Mggig(Pi,m,t) \ Mggig(Pism, 0).
=14y P has X iff X € Mposs(Pi,7,1).

l—_—fr’t) occurs_encr(X, K) iff (X, K) € &(r,1).

l—_—fm) occurs_hash(X, K) iff (X, K) € H(r,1).

=,y occurs_conc(Xa, ... X)) iff (X, .., X0) € C(n,t).
l—_—(lm) fresh(X) iff X & Mggig(Pe,7,0) forallk=1,...,n.
=1 P& Pyiff for all ' < ¢, for all X, for all k=1,...,n:

(a) if Ex(X) € Mggig(Pr,m,t') and (X, K) € E(r,t'), then
Ex(X) € Mseen(Py,r,t") or P € {P;, P;} or both, and

(b) if Hr(X) € Mggig(Pe,,t") and (X, K) € H(r,t'), then
HK(X) € Mseen(Pk,r,t’) or P, € {Pi,Pj} or both.

l——-(Im) P; believes ¢ iff for all worlds (r',t') in I, if (r,¢) ~; (r’,t') then l—_-(lr,’t,] b.

l’—'fr,t) P; controls ¢ iff l’—‘fr’t) P; believes ¢ implies i::(lr,t) é.

The truth conditions defined above need some explanation. Clause (1) reflects what

has already been noted before: we fix the truth of propositional symbols by means

of . Clauses (2)—(6) reflect standard propositional truth assignments for =, A, V,
=, and <. Each of the clauses (7)-(15), with the seeming exception of clause (11),

reflects notions that we have independently developed in the model of the previous
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chapter. However, says is simply a derived notion: the truth condition for says is
essentially that for said with an added restriction. A similar comment applies to the
notion reflected by clause (16); the only novelty here is that we quantify over all sets
of said messages for a fixed time of 0. Essentially, the truth condition for «<» captures
the following intuition: a key K is shared between principal P and @ iff P and @ are
the only principals encrypting and hashing messages using K. Clause (18) reflects the
standard possible worlds view of belief. Roughly, it says that a principal P believes

exactly those facts that are true in the worlds P considers possible.
To this point, the notion of truth is defined relative to a given interpretation and a
world in that interpretation. As usual, we extend this notion to truth with respect to

a given interpretation and define validity in terms of truth for all interpretations.

Definition 5.7 A formula ¢ is true for an interpretation I (written =7 ¢) iff ¢ is true

for every world in .

Definition 5.8 A formula ¢ is valid (written |= ¢) iff ¢ is true for every interpretation.

The following proposition shows that the inference rules preserve truth with respect to

interpretations.

Proposition 5.1 Let ¢, 3 be any formulas and P any principal symbol. For any

interpretation I:
() FE ¢ and =1 &= ¢, then ET 9.
(b) If =1 ¢, then [=" P believes ¢.
Proof.

(a) Suppose there is an interpretation I such that =1 ¢ and = ¢ = +. Then =, ¢
and L ¢ = o for every w in I. Therefore, by condition 5 of definition 5.6,
=1 4 for every w in [; that is, =1 1, as required.

(b) Suppose there is an interpretation I such that = . Then = ¢ for every w in
I. Therefore, by condition 18 of definition 5.6, =! P believes ¢ for every w in [
that is, =1 P believes ¢, as required.

(This completes the proof of Proposition 5.1.) 0

Corollary 5.1 Let ¢ and ¢ be any formulas and P any principal symbol.

(o) If & ¢ and |= ¢ = 1, then = 3.
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(b) If = ¢, then = P believes ¢.

Hereafter we write f~7 ¢ to mean not =" ¢; and similarly for the cases with or without
subscripts and superscripts. If P denotes a principal symbol, write ~p to stand for the
possibility relation of the principal denoted by P.

We now proceed to show that all the logical axioms of L are valid.
Lemma 5.2 The following formulas are valid:
(¢) &= (x = ¢)
(b) (6= (x=¥)) = (¢=x)= (6=19))
(c) (=x = =¢) = ((-x = ¢) = x)

Proof. We only prove part (a); the remaining parts are proved similarly. Take an
arbitrary interpretation I and an arbitrary world w in I such that =!I ¢. From con-

dition 5 of definition 5.6 and the fact that |=L ¢, it follows that =L x = &, as required.

(This completes the proof of Lemma 5.2.) 0

Lemma 5.3 The following formulas are valid:
(a) P generates X = P has X
(b) P received X = P sees X
(c) P sees X = P has X

(d) P said X = P has X
Proof.

(a) Take an arbitrary interpretation / and an arbitrary world (r,t) in I such that
lz(lr’t) P generates X. Then, by condition 7 of definition 5.6, X € Mgenr(P,,t),
and therefore, by Lemma 4.10, X € Mposs(P,r,t). Hence, by condition 12,
|:(Ir,t) P has X, as required.

(b) Follows similarly using Lemma 4.15.
(¢) Follows similarly using Lemma 4.16.

(d) Follows similarly using Lemma 4.19.
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(This completes the proof of Lemma 5.3.)

Lemma 5.4 The following formulas are valid:

(a) P has X A P has K A occurs_encr(X, K) = P has Ex(X)

(5) P has X A P has K A occurs_hash(X, K) = P has Hy (X)

(c) P has Xi A~ A P has Xy A occurs_conc(Xn,..., Xi) = P has X | -+ | X,
(d) P has Ex(X) A occurs_encr(X,K) A P has K=" = P has X

(e) P has X1 |- | Xk A occurs_conc(Xy, ..., Xx) = P has Xy A--- AN P has X

Proof. We only prove part (2); the remaining parts are proved similarly. Take an
arbitrary interpretation I and an arbitrary world (r,t) in [ such that |:fr’t) P has
X A P has K A occurs_encr(X, K). Then, by conditions 3, 12, and 14 of defini-
tion 5.6, X, K € Mposs(P,r,t) and (X, K) € E(r,t), and therefore, by Lemma 4.13(a),
Ex(X) € Mposs(P,r,t). Hence, by condition 12, |:{r,t) P has Ex(X), as required.

(This completes the proof of Lemma 5.4.) O
Lemma 5.5 The following formulas are valid:
(a) P sees Ex(X) A occurs_encr(X, K) A P has K=' = P sees X

(b) P sees X1 |- | X A occurs_conc(Xy, ..., Xx) = P sees Xy A -+ A P sees X

Proof. We only prove part (a); the remaining part is proved similarly. Take an arbi-
trary interpretation I and an arbitrary world (r,t) in I such that |:fm) P sees Ex(X) A
occurs_encr(X, K) A P has K~'. Then, by conditions 3,9, 12, and 14 of definition 5.6,
Ex(X) € Mseen(P,r,t), (X,K) € £(r,t), and K™1 € Mposs(P,r,t), and therefore,
by Lemma 4.17(a), X € Mgeen(P,r,t). Hence, by condition 9, t:fr,t) P sees X, as

required.

(This completes the proof of Lemma 5.5.) O

Lemma 5.6 The following formulas are valid:
(a) P said Ex(X) A occurs_encr(X, K) A P has X N P has K = P said X AP said K

(b) P said Hx(X)Aoccurs_hash(X, K) AP has X A P has K = P said X AP said K
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(¢) P said Xy |- | Xk A occurs_cone(Xy,...,Xx) = P said X; A--- A P said X

Proof. We only prove part (a); the remaining parts are proved similarly. Take an
arbitrary interpretation / and an arbitrary world (r,t) in [ such that i:{r,t) P said
Ex(X) A occurs_encr(X, K) A P has X A P has K = P said X A P said K. Then, by
conditions 3, 10, 12 and 13 of definition 5.6, Ex(X) € Mg q(P, 7, 1), (X, K) € E(r, 1),
and X, K € Mposs(P,7,t), and therefore, by Lemma 4.20(a), X, K € Mg4;q(P,7,1).
Hence, by conditions 3 and 10, i:{r,t) P said X A P said K, as required.

(This completes the proof of Lemma 5.6.) O

Lemma 5.7 The following formulas are valid:
(a) P says X = P said X
(b) P said X A fresh(X) = P says X

Proof.

(a) Take an arbitrary interpretation I and an arbitrary world (r,t) in I such that
|={M) P says X. Then, by condition 11 of definition 5.6, X € M ggig(Prrit) \
M gg;q(P,7,0), and therefore, X € M ggiq(P,7,t). Hence, by condition 11, I:(IM)
P said X, as required.

(b) Take an arbitrary interpretation I and an arbitrary world (r,t) in I such that
}z(lm) P said X A fresh(X). Then, by conditions 3, 10 and 16 of definition 5.6,
X € Mgy yPr,t) and X ¢ M gi9(Q,7,0) for all @; in particular, X ¢
M gig(P,7,0), and therefore, X € M ggid(Pyrit) \ Mggig(P,r,0). Hence, by
condition 11, I:{T’t) P says X, as required.

(This completes the proof of Lemma, 5.6.) O
Lemma 5.8 The following formula is valid:
fresh(Xi) A occurs_cone(Xy, .- . Xk) = fresh(Xq |-+ | X&)

Proof. (By contradiction.) Suppose there is an interpretation I for which the formula
fresh(X;) A occurs_cone(X1, ..., Xx) = fresh(Xq | --- | Xk) is not true. Then there ex-
ists a world (r,t) in I such that f&(, ,y fresh(Xi) A occurs_conc(X1, ..., Xx) = fresh(Xq |
.+ | Xi). By condition 5 of definition 5.6, I:{T,t) fresh(X;) A occurs_conc( X1, - - Xk)
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and l?/:(lr,t) Jresh(Xy | -+ | Xi). By conditions 3, 15 and 16, X; ¢ Mguiq(P,r,0) for
all P, (Xu,...,Xk) € C(r,1), and X, | -+ | Xx € M y;0(Q,7,0) for some Q. If
(X1,...,Xk) € C(r,0), then, by Lemma 4.20(c), X1,..., Xk € M 44;4(Q,7,0), and the
required statement follows by contradiction. It remains to show that (X1,...,Xx) €

C(r,0).

Case (i): Let ¢ < 0. From (Xi,...,X;) € C(r,t), it follows that (X,...,X) € C(r,0),
trivially when ¢ = 0, and by Lemma 4.3 when ¢t < 0.

Case (ii): Let ¢ > 0. Since Xy | --- | Xx € M4;4(@,7,0), it follows by Lemma 4.19 that
X1 || Xe € Mposs(Q,7,0). Also, (X,...,Xk) € C(r,t). By Lemma 4.12(c)
it follows that (X4,...,X%) € C(r,0).

(This completes the proof of Lemma 5.8.) o

Lemma 5.9 The following formulas are valid:
(a) fresh(X) A occurs_encr(X, K) = fresh(Ex (X))
(b) fresh(K) A occurs_encr(X, K) = fresh(Ex (X))
(c) fresh(X) A occurs_hash(X,K) = fresh(Hg (X))

(d) fresh(K) A occurs_hash(X, K) = fresh(Hg (X))

Proof. (By contradiction.) We only prove part (a); the remaining parts are proved
similarly. Suppose there is an interpretation I for which the formula fresh(X) A
occurs_encr(X,K) = fresh(Ex(X)) is not true. Then there exists a world (r,t) in
I such that I;é(lr’t) fresh(X) A occurs_encr(X, K) = fresh(Ex(X)). By condition 5 of
definition 5.6, |:(Ir,t) fresh(X) A occurs_encr(X, K) and I;é(lr,t) fresh(Eg(X)). By con-
ditions 3, 13, and 16, X ¢ M 4;4(P,r,0) for all P, (X,K) € &(r,t), and Ex(X) €
M p;a(@,7,0) for some Q. Consider the smallest ¢ < 0 for which there exists R
such that Ex(X) € Mgy;4(R,7,t'), and fix one such R. Thus, for all R’ and for
all ¢ < t', Ex(X) ¢ Mggg(R',7,t"). The contrapositive of Theorem 4.2 yields
Ex(X) € Mseen(R,r,t"). Since Ex(X) € Mgqiqg(R,7,1'), it follows by Lemma 4.19
that Ex(X) € Mposs(R,7,t"). We now show that (X,K) € &(r,t'). Recall that
(X, K) € &(r,t).

Case (i): Let ¢ < t'. It follows that (X,K) € &(r,t'), trivially when ¢t = t', and by
Lemma 4.3 when ¢ < ¢
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Case (ii): Let ¢t > ¢'. By Lemma 4.12(a) it follows that (X,K) € &(r, 1.

Thus, (X, K) € £(r,1'). By Theorem 4.1 it follows that X, K € Muposs(R,r,t"). Since
Er(X) € Mggq(R,r,t") it follows by Lemma 4.18 that Ex(X) € M7 i(R,r,t") for
some m, and therefore, by definition 4.6, X, K ¢ M’;{;’ib(R,r, ). By Lemma 4.18,

X, K € Mggig(R,r,t'), and therefore, by Lemma 4.2, X,K € M, ;4(R,r,0) since
t" <0, which contradicts the fact that X ¢ Mg;4(P,r, 0) for all P.

(This completes the proof of Lemma 5.6.) O

Lemma 5.10 The following formula is valid:

. P& Qe Ep
Proof. Obvious. O

Lemma 5.11 The following formulas are valid:

(a) P & QAR sees Er(X) A occurs_encr(X, K) =
(P said X A P satd Ex(X)A P has K) V (@ said X A Q said Ex(X) A Q@ has K)

(6) P& QA R sees Hg(X) A occurs_hash(X, K) =
(P said X N P said Hg(X)A P has K) V (Q said X A Q said Hx(X) A Q has K)

Proof. We only prove part (a); the remaining part is proved similarly. Take an
arbitrary interpretation I and an arbitrary world (r,¢) in I such that i:(lr’t) r&
Q@ N R sees Ex(X) A occurs_encr(X, K). Then, by condition 3 of definition 5.6,

{T’t) P&, }——-(IM) R sees Ex(X), and i:(lr)t) occurs_encr(X, K). By condition 9,
Ex(X) € Mseen(R,7,t), and therefore, by Theorem 4.2, Ex(X) € M,q4(R',7,t") for
some R’ and for some ¢’ < t. Consider the smallest ' < t for which there exists R’
such that Ex(X) € Mgy;4(R,7,t'), and fix one such R'. Thus, for all R” and for all
" <t', Eg(X) & Mggg(R",r,t"). By the contrapositive of Theorem 4.2 it follows that
Ex(X) € Mgeen(R',r,t"). Since Ex(X) € Mgqiq(R',7,1'), it follows by Lemma 4.19
that Ex(X) € Mposs(R',r,t"). By condition 14, (X, K) € &(r,t), and therefore, by
Lemma 4.12(a), (X, K) € &(r,t') since ¢’ < t. Hence, by condition 18(a), R’ € {P,Q}.
Also, by Theorem 4.1, X, K € Mposs(R',7,t'). Since Ex(X) € Mggig(R',r,t'), it
follows by Lemma 4.18 that Ex(X) € MT . (R',r,t') for some m, and therefore,

by definition 4.6, X, K € M7 (R r,¢'). By Lemma 4.18, X, K € M ;4(R,r,t).

said



5.1. Logic 97

Hence, by Lemma 4.2, Ex(X),X € Mg, 4R r,t) and K € Mposs(R',r,t) since
t' < t. Hence, by conditions 3, 4, 10 and 12, |={T,t) (P said X A P said Ex(X) A P has
K)V(Q said X A Q said Ex(X) A Q has K), as required.

(This completes the proof of Lemma 5.11.) O
Lemma 5.12 The following formulas are valid:

(a) P believes ¢ A P believes (¢ = 1) = P believes ¢

(b) P believes ¢ = P believes (P believes ¢)

(¢) P believes ¢ = P believes ~( P believes ¢)
Proof.

(a) Take an arbitrary interpretation / and an arbitrary world w in I such that }=}
P believes ¢ A P believes (¢ = ). Then, by conditions 3 and 18 of definition 5.6,
=L, ¢ and EL, ¢ = o for every w' in I such that w ~p w’. Therefore, by
condition 5, | ¢ for every w' in I such that w ~p w'. Hence, by condition 18,

=L P believes 9, as required.

(b) Take an arbitrary interpretation I and an arbitrary world w in [ such that L
P believes ¢. Then, by condition 18 of definition 5.6, (*) for every w’ in I such
that w ~p w', =L, #. We wish to show that |=], P believes (P believes ¢). By
condition 18 it suffices to show that for every w’ in I such that w ~p w’, and for
every w” in I such that w' ~p w"”, =L, ¢. This statement clearly holds by the

transitivity of ~p and (*).

(c) Take an arbitrary interpretation / and an arbitrary world w in I such that =%
~P believes ¢. By conditions 2 and 18 of definition 5.6, (**) there exists a world
wo in I such that w ~p wo and =L —¢. We wish to show that =1 P believes
~(P believes ¢). By conditions 2 and 18 it suffices to show that for every w' in I
such that w ~p w' there is a w” in I such that w’ ~p w" and =L, —¢. But if o'
is a world in I such that w ~p w', then from the euclideanness of ~p and (**) it

follows that wg is a world in I such that w’ ~p wo and szuo -, as required.
(This completes the proof of Lemma 5.12.) ]
Lemma 5.13 The following formula is valid:

P believes ¢ A P controls ¢ = ¢
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Proof. Take an arbitrary interpretation I and an arbitrary world (r,t) in I such
that l:{r,t) P believes ¢ A P controls ¢. Then, by condition 3 of definition 5.6,
]:fr,t) P believes ¢ and l:fr,t) P controls ¢. Hence, by condition 19, ]Z(IT ) ¢, as required.

(This completes the proof of Lemma 5.13.) O

Theorem 5.1 Every logical aziom of L is valid.

Proof.

L.

2.

10.

11.

12.

Axioms (Al)-(A3) are valid, by Lemma 5.2.
Axioms (A4)-(A6), and axiom (A12) are valid, by Lemma 5.3.

Axioms (A7)-(Al1l) are valid, by Lemma 5.4.

. Axioms (A13)-(A14) are valid, by Lemma 5.5.

Axioms (A15)-(A17) are valid, by Lemma 5.6.

. Axioms (A18)-(A19) are valid, by Lemma 5.7.

Axiom (A20) is valid, by Lemma 5.8.

. Axioms (A21)-(A24) are valid, by Lemma 5.9.

Axiom (A25) is valid, by Lemma 5.10.
Axioms (A26)-(A27) are valid, by Lemma 5.11.
Axioms (A28)-(A30) are valid, by Lemma 5.12.

Axiom (A31) is valid, by Lemma 5.13.

(This completes the proof of Theorem 5.1.) 0

Soundness theorems

Let Lo be the system L with an empty set of proper axioms. Thus, the only axioms of
Lo are the logical axioms (Al) through (A32).

We are now ready to establish the main soundness theorem.

Theorem 5.2 Every theorem of Lg is valid.
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Proof. Let ¢ be a theorem of Lg. The required statement is proved by induction on
the length of a proof in Ly of ¢.

Let ¢4, ..., n = ¢ be the sequence of formulas of a proof in Lg of ¢. We show, by
induction on 7, that = ¢; for 1 <1 < n.

1. (Basis) Let i = 1. Then ¢; must be a logical axiom, and therefore, by Theo-
rem 5.1, E ¢.

2. (Induction) Let 7 > 1 be arbitrary. Assume the inductive hypothesis that, for all
j<i ¢

Case (1): ¢; is a logical axiom. As in the basis step, = ¢i.

Case (2): ¢; follows by modus ponens from formulas ¢; and ¢,,, where j < 1 and
m < i, and ¢, is of the form ¢; = ¢;. By the inductive hypothesis, = ¢;
and = ¢; = ¢;, and therefore, by Corollary 5.1(a), = ¢

Case (3): ¢; follows by necessitation from a formula ¢;, where j < %, and ¢; is of
the form P believes ¢; for some principal symbol P. By the inductive
hypothesis, |= ¢;, and therefore, by Corollary 5.1(b), = P believes ¢;, which

is as required.

(This completes the proof of Theorem 5.2.) ]

Note that the statement of Theorem 5.2 does not hold for L, since in general we allow
L to contain proper axioms which can be arbitrary formulas. However, a modified form
of the soundness theorem can still be obtained for L. Technically, when carrying out
deductions in L we are only interested in those interpretations for which all the proper
axioms are true. We can then prove soundness of L relative to such interpretations.

(This idea is routinely used in the study of formal systems with proper axioms.)
Definition 5.9 An interpretation I is a model of L iff every axiom of L is true for I.
Theorem 5.3 Every theorem of L is true for any model of L.

Proof. Suppose that I is an interpretation for which all the axioms of L are true. Let
& be a theorem of L. The required statement is proved by induction on the length of a
proof in L of ¢.

Let ¢1, ¢2, ., dn = ¢ be the sequence of formulas of a proof in L of ¢. We show,
by induction on z, that =g, for 1 <1 <n.
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1. (Basis) Let : = 1. Then ¢, must be an axiom, and therefore, by supposition,

= 6.
2. (Induction) Let 7 > 1 be arbitrary. Assume the inductive hypothesis that, for all
j<i, = ;.
Case (1): ¢; is an axiom. As in the basis step, ! ¢;.
Case (2): ¢; follows by modus ponens from formulas ¢; and ¢, where 7 < 1 and

m < 1, and ¢,, is of the form ¢; = ¢;. By the inductive hypothesis, =1 ¢
and |=! ¢; = ¢;, and therefore, by Proposition 5.1(a), = .

Case (3): ¢; follows by necessitation from a formula ¢;, where j < 7, and ¢; is of the
form P believes ¢; for some principal symbol P. By the inductive hypothesis,
=! $;, and therefore, by Proposition 5.1(b), =T P believes ¢;, which is as

required since ¢; is of the form P belicves ¢;.

(This completes the proof of Theorem 5.3.) a



Chapter 6

A model for reasoning about lower bounds
on rounds

In this chapter we introduce a new model, which allows reasoning about lower bounds
on rounds for a class of authentication protocols. This continues the theme of formal
reasoning developed in the preceding chapters. The motivation for the model intro-
duced here is a largely informal body of bounds arising from the work of Gong [36], [37],
[38]. Our aim in developing the model is to provide a systematic means for deriving
such bounds. In particular, we will show how some of the bounds intuitively obtained
by Gong are formally derived in our model.

(Parts of this chapter appeared in preliminary form elsewhere [39].)

6.1 Introduction

An authentication protocol, in its barest form, consists of a sequence of message ex-
changes. The appeal of defining metrics for comparing authentication protocols is
obvious. Of course, the most important aspect of a protocol is its correctness and
there is a sizable amount of literature on this subject. However, the literature on met-
rics for authentication protocols is rather sparse. An essentially similar observation to
the one made above motivates Gong [36], [37], [38] to study some efficiency metrics
for authentication protocols. Specifically, he defines two efficiency metrics: the number
of messages and the number of rounds. The former metric simply means the total
number of message exchanges comprising a protocol. To define the latter metric, Gong
uses the notion of round: a round consists of protocol messages that can be exchanged
simultaneously—the number of rounds is then taken to mean the minimum number
of rounds needed to complete the protocol. Notice that the notion of round reflects
the concurrency inherent in a distributed protocol: multiple participants may simul-
taneously send or receive messages in one round. In his works, Gong [36], [37], [38]

gives lower bounds on the above two metrics for some common protocol classes, in an

101
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informal manner. Independently, Yahalom [40], [41] has devised a model for analyz-
ing bounds on the number of messages for a class of secure asynchronous protocols.
The model provides constructs for expressing security requirements using the notion
of verifiable causality, which is related to Lamport’s [42] happened before relation. Ya-
halom [40] employs the model to define a class of secure data ezxchange protocols, and
derives a lower bound on the number of messages for this class. However, the metric
of rounds is not addressed in his work.

Set against the above background, we introduce a model to formally derive bounds
on rounds from security requirements. The idea behind our model can be sketched as
follows. We adopt Yahalom’s notion of verifiable causality between events as a means
of specifying security requirements for asynchronous protocols. This allows us to define
the notion of an abstract protocol class in terms of verifiable causality. A characteristic
property of this notion is that it induces a partial order on an associated set of events;
this partial order is a causal order in the sense of Lamport [42]. A round then precisely
consists of a set of causally unordered events. The key upshot of the definitions we
make to exploit this fact is that they lead us to a theorem for proving lower bounds on
the number of rounds. The theorem gives rise to a simple graph-theoretic technique

for finding bounds.

6.2 Basic model

We begin by recalling some of the notions described by Yahalom [40].

A system consists of a collection of nodes, also called principals, which communicate
solely by asynchronous message passing. ‘That 1s, we assume that: (1) the principals do
not maintain synchronized clocks, and (2) the only means of communication between
principals is via message exchanges. Each principal can generate a new pseudoran-
dom value, called an up-nonce, which is unpredictable by others. It is assumed that
principals may act maliciously, that Is, they can see, modify, or replay any message
exchanged within the system. Further, any principal can inject fake messages into the
system.

An event is an action taken by a principal. The actions a principal can perform
include the following: (i) sending a message M, denoted send(M); (ii) receiving a
message M, denoted receive(M ). Each node maintains its own local abstract clock. It
is assumed that the local clock value at a principal is incremented at least once between

two successive events at that principal. Each event E is associated with the local clock
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reading, c(F), at the principal where that event occurs.

Following Lamport [42], we define a happened before relation, denoted —, as the

smallest binary relation on the set of events of a system satisfying the following condi-

tions:
1. E = E’ holds:

(i) if E and E’ are events occurring at the same principal such that ¢(E) <
c(E"), or

(ii) if E = send(M) and E' = receive(M) for any message M exchanged between

two principals, or

(iii) if F — E"” and E” — E' for some E".
2. E A F forall E.

The above definition essentially generalizes the following two basic observations about
the order of events in a distributed system (cf. [43]): (a) A principal is a sequential
process; that is, the events occurring at the same principal are totally ordered; (b)
Whenever a message exchange takes place, the event of sending the message occurs
before the event of receiving the message. It is easy to see that — is an irreflexive,
transitive, anti-symmetric relation; that is, a partial order on the events of a system.
A basic property of — is concerned with a notion of information flow between
events. If E; = E; for events E; and Ej at two different principals P; and P;, respec-
tively, then the above definition implies that there exists a send event, send(M), at
P., and a receive event, receive(M'), at P;, for some messages M and M’, such that
send(M) — receive(M’). We then say that there is an information flow from F; to Ej.
Note that the happened before relation effectively captures the notion of potential
causality: E — E’' means E may (but does not necessarily) causally affect E’. The
basic idea underlying Yahalom’s notion of verifiable causality is to capture strict causal
dependence between events, in that the occurrence of one event is precluded without
the occurrence of another event. This notion is relativised to principals, and causal
dependence is further distinguished as precedence or succession between events, as

follows.

Definition 6.1 ([40]) An event E; of one principal F; verifiably-precedes an event
E; of another principal P; if F; can establish that E; could not be generated without
P; receiving some information derived from the occurrence of E; or from some event

at P: that occurred after E;.
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Definition 6.2 ([40]) An event E; of one principal P, verifiably-succeeds an event

E; of another principal P; if, at the time it generates E;, P: can establish that E; has
occurred.

As noted by Yahalom [40], the notions of verifiable precedence and verifiable succession
defined above are strictly independent: E; verifiably-precedes E; does not necessarily

imply that E; verifiably-succeeds E; (and vice-versa).

The following propositions relate verifiable causality with potential causality.

Proposition 6.1 ([40]) For any two events E; and E; that have occurred at different
principals, if E; verifiably-precedes E; then E; — E;.

Proposition 6.2 ([40]) For any two events E; and E; that have occurred at different
principals, if E; verifiably-succeeds E; then E;, —» E;.

As noted by Yahalom [40], the two notions represented by E; verifiably-precedes E;
and E; verifiably-succeeds E; are strictly stronger than E; — FE;. The converses of
Propositions 6.1 and 6.2 do not hold.

The following definition is intended to capture the notion of an event at one principal

occurring relatively recently with respect to an event at another principal.

Definition 6.3 ([40]) An event E; of one principal P; A-precedes an event E; of
another principal P; if P; can establish that E; was generated at most A ticks (as

measured by P; on its local site clock) before the generation of E;.

In Yahalom’s model, the notion of A-precedence is central to capturing the security
requirement that principals be able to determine that certain messages are fresh and
not replays of earlier ones.

The following theorem (Theorem 1 of Yahalom [40]) gives necessary and sufficient

conditions for A-precedence.

Theorem 6.1 An event E; of a principal P; at one site A-precedes an event E; of

principal P; at another site if and only if the following conditions hold:

1. There exists another event E!, generated by principal F;, such that E; verifiably-

precedes L.
2. F; verifiably-succeeds E;.

3. ¢(E;) —c(E) < A.
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Note that the first condition above asserts that for a principal P; to establish that an
event E; at a different principal P; A-precedes an event E; at P;, there must exist
another event E; at P;, from which there is an information flow to £;. This information
flow implicitly includes a receive event (respectively, send event) of some message at
P; (respectively, P;). The received message at P; is referred to as a A-precedence
establishing (A-pe) message by Yahalom [40].

Informally, a protocol defines a sequence of events at various principals. An ezecu-
tion of a protocol consists of a realization in which various protocol events take place
at the principals involved. Each event is associated with the protocol execution where
it occurs. Events that occur in different executions at the same principal are assumed
to be unrelated, in that the clock values associated with such events are incomparable.

For the purpose of deriving bounds, the significance of the above model is that
it allows us to deduce the information flows that are needed to satisfy some security
requirements. Essentially, Yahalom [40] exploits this fact to obtain a lower bound on

the number of messages for a particular class of protocols.

6.3 Extending the model: Rounds

For our purposes, we abstract a class of secure asynchronous protocols as a collection of
protocols that achieve some goal defined using Yahalom’s notions of verifiable causality.
We represent such a goal in general by means of the following: (1) a finite set & of
base events at various principals, and (2) a set C of verifiable causal relationships over
&, defined using verifiably-precedes, verifiably-succeeds, or A-precedes. Clearly, C
induces a partial order, defined by —, on the set E = & U &y, where &; is a possibly
empty set of additional events induced by Theorem 6.1. We thus represent a protocol
class formally as a partially ordered set IT = (€, <), where < denotes the partial order
associated with &.

As an aside, we note that in light of the poset formulation for a protocol class, it
appears natural to view an individual protocol of class II as a totally ordered set (€,<),
where < is a total order on & consistent with <; that is, such that £ < E’ implies
E < E', for all E,E' € £. In other words, a protocol of class II may be thought of as
a topological sort (cf. [44]) of the poset (€, <). However, we do not explore the notion

of an individual protocol further, since the protocol class abstraction suflices here.
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6.3.1 Rounds and causality

Gong [36] defines the metric number of rounds as follows:

The number of rounds in a protocol is the total number of time units from
the instant that the [protocol] originator sends the first message till the

instant that the last message is received, under the best execution scenario.

(p. 28)

Further, “A round consists of all messages that can be sent and received in parallel
within one time unit” ([36], p. 27). For the sake of the above definition, Gong makes the
following two idealized timing assumptions: (i) exactly one time unit elapses between
sending and receiving of a message; and (ii) the processing time for any event is exactly
zero time units. As Gong observes, the number of rounds gives a rough estimate on
the execution time of a protocol.

For our purposes more precision is required than the definitions used by Gong.
In our model, the notion of ‘time’ is captured by the happened before relation. We
effectively use this relation to formulate below our counterparts to Gong’s notions on

rounds. First, we need to fix a message set associated with a protocol class.

Definition 6.4 A message M is a triple (P,Q,m), P # @, denoting that principals

P and Q are the sender and recipient, respectively, of the message contents, m.

Thus, messages with the same contents but which are sent or received at different
principals are distinct messages for our purposes. The case where a principal is meant
to send the message contents to itself does not appear to be meaningful in our context.
(Such messages do not serve to establish verifiable causality.) The side condition in the
definition rules out this uninteresting case by excluding messages of the form (P, P, m).

We fix a message set M on any protocol of class II = (£, <) as the set of messages

corresponding to the prescribed send (or alternatively, receive) events in &:
M ={M | send(M) € £}

Following Lamport [42], we say that events E and E' are concurrent if E /4 E' and
E' /4 E, and write this as E || E’. We then define a round to consist of a subset of M

for which the corresponding send events are concurrent.

Definition 6.5 Let M’ C M be non-empty. Then M’ is a round of M, if send(M) ||
send(M') for all M, M" € M’
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Intuitively, the rounds comprising a protocol are mutually exclusive and exhaustive:

each element of the message set belongs to exactly one round.

Definition 6.6 A round partition of M is a partition m of M such that every block
of m is a single round of M.

We call a round partition linear if its blocks may be totally ordered to be consistent

with <; this is intended to capture the idea that there is an execution order over that

round partition.

Definition 6.7 A round partition m of M is linear if there exists a total order < on
7 satisfying the following restriction: for all m;, 7; € 7, if there exist messages M; € ;

and M; € m; such that send(M;) < send(M;), then m; < ;.

A round partition may not necessarily be linear. For example, consider a hypothetical

protocol class with:

M = {My, My, M3, My}
< = {(send(Ml),send(Mg)),(Send(Ms)aSCnd(M4))}

where My, M,, M, and M, are all distinct messages. In this example, the set
{{My, Ms},{M,, M}} is a round partition of M but not a linear round partition.

We can now define the number of rounds.

Definition 6.8 The number of rounds for II is the rank of the smallest (having fewest
blocks) linear round partition of M.

Notice how our definition pins down the intended meaning of the phrase, “best execu-

tion scenario,” seen in Gong’s informal definition earlier.

6.3.2 Rounds and directed acyclic graphs

We now proceed to relate lower bounds on rounds with the structure of the poset

defining a protocol class.

Definition 6.9 Let II = (£, <) be a protocol class. Define & C € and <; C< such
that:

1. & ={FE | E € £ and E is a send event}, and

2. '<s:'< n (gs X gs)-
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Then the poset (&, <;) is called the send-poset of I1.

Implicit in the above definition is the fact that <, is a partial order on &,. This fact
follows directly from clauses 1 and 2. Technically, the send-poset of a protocol class

II = (&€, <) is simply a restriction of the poset (€, <) to the send events in &.
As before, let M denote the message set on II.

Lemma 6.1 Let ny and ny be the ranks, respectively, of the smallest round partition

and the smallest linear round partition of M. Then ny < ny.

The proof of this lemma is immediate from the fact that the set of linear round parti-
tions of M is a subset of the set of round partitions of M.

We can now state our main theorem.

Theorem 6.2 Let Q(I1) be the number of rounds for a protocol class II whose send-
poset is (E;,<;). If there exist send events send(My), send(Ms), ..., send(M,) € &
such that:

send(My) <, send(My) <, -+ <, send(M,),
then Q(1I) > n.

Proof. Assume that send(M;) <, send(M;41) for ¢ =1, ..., n — 1. Since <, is irreflex-
ive, we have M; # M;, when ¢ # j. Therefore, the set M' = {M, ..., M,} has exactly
n elements. Clearly, M’ C M. Now, any subset of M containing two or more distinct
elements of M’ cannot be a round of M. This follows from Definition 6.5, by the
assumption: for all M, M’ € M', M # M', we have send(M) |f send(M’). Then any
round partition of M must contain at least n blocks. Hence by Lemma 6.1 it follows

that the smallest linear round partition of M must also contain at least n blocks. O

To obtain the best lower bound implied by Theorem 6.2, we obviously need to find
the longest chain of send events in &. This is conveniently viewed in graph-theoretic
terms: we can view the poset (&,,<;) as an acyclic digraph G, with & as the set
of vertices and <, as the set of edges. The longest chain of send events in & then

corresponds to the longest path between any pair of vertices in G.

6.4 Case study

We shall now demonstrate our model by deriving lower bounds on rounds for several

classes of authenticated key exchange protocols informally analyzed by Gong [36].
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The overall setting is as follows (cf. [36]): Two clients A and B share secret keys
with a trusted server S. The protocol aim is to distribute a fresh temporary session
key for use between the clients, followed by an optional handshake using the session
key to verify the presence of clients. In particular, each client must be convinced that
the message from where it gets the session key, as well as the message from which it
confirms the presence of the other client, have not been replayed. (Hereafter, we refer
to such messages as session key message and handshake message, respectively.) This
is achieved using either nonces or timestamps as freshness identifiers, distinguished as
nonce based — NB or timestamp based - TB. The session key goal is distinguished as
AQO - authentication only, or AH — authentication with handshake. The candidates for
choosing the temporary key are distinguished as SO - server only, CO - one client only,
or CC - both clients. In the CC case, the temporary session key is suitably derived
from two individual partial key values respectively chosen by the clients.

The choice of the above setting parameters gives twelve protocol classes in all.
We distinguish them using Gong’s [36] shorthand notation: TB/NB + AO/AH +
SO/CO/CC. (Examples of concrete protocols for each class can be found in Gong’s
paper [36].)

Since our model precludes synchronized clocks, it does not apply to the TB cases.
The remaining six asynchronous (NB) cases, labeled Case 7-12 in Gong’s paper [36],
fit in with our model; we will consider each of these cases in turn below. First, we

recall some general assumptions made by Gong [36, p. 28]:

H1 A client cannot send out a handshake message before it has received
the temporary key. Thus, the last handshake message cannot be sent

before all clients have received the temporary key.

H2 A client without a synchronized clock cannot accept a temporary key

before it sends out a nonce.

H3 The protocol responder (client) or the server cannot send out any
message (e.g., a nonce) before the protocol originator sends out a no-

tification message.

(For convenience we have labeled Gong’s assumptions above.) Further, client A is

designated as the protocol originator and client B is called the protocol responder.
Some remarks on Gong’s above assumptions are in order: (H1) implicitly reflects

that knowledge of the temporary key is necessary to form the handshake message.

(H2) is essentially captured in our model using Yahalom’s Theorem 6.1. To see the
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connection between the two, note that (H2) is informally based on the requirement
that a client be able to verify the freshness of session key messages [36, p. 27]; the
notion of A-precedence allows us to express such requirements precisely. Observe that
(H2) is simply a derived fact about the system, as implied by condition 1 of Yahalom’s
Theorem 1. We will directly capture (H1) and (H3) using the happened before relation.
(H1) applies to the three AH cases, whereas (H3) is common to all six cases.
Without loss of generality, we assume in the following that the generation event
of a message coincides with the send event of that message. For all protocol classes

considered below, we make the following event definition:

|;eA,0 [ send of protocol start message at A |

In the remainder of this section, we prove lower bounds on rounds for the six

protocol classes:

e NB+AO+50

NB+AH+SO

NB+AO+CO

NB+AH+CC

¢ NB+AO+CC
e NB+AH+CC

In our proofs, we make use of a Prolog procedure for maximal path finding in DAGs,

which is shown in appendix D.

6.4.1 Protocol class NB+AO4SO

To specify this class, we define the following events:

es1 | send of session key message for A at S
es2 | send of session key message for B at S
€41 | receive of session key message at A
ep1 | receive of session key message at B

and capture the session key goal as follows:

CR1 eg; A-precedes ey
CR2 esy A-precedesep
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CR1 and CR2 imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2 that there

exist send events e 2 and ep,, respectively, at A and B such that:

CR3 €A2 — €51
CR4 €51 —7 €A1
CR5 €B,2 — €52

CR6 €52 — €B1

To satisfy (H3), we stipulate the following constraints:

CR7 €A0 — €51

CRR €40 — €B2

We collect the above events and happened before relationships to form the required

posets.
(E7,=<7):
g = {GA,O, €4,1,€4,2,€B,1,€B,2, €51, 65,2}
<7 = {(ean es1),(es1,ean) (€Ba es2),(€s2,€B1)s (€a0,es1),(€a0,€B2)}

The partial order shown above does not explicitly include every pair of events which is
ordered by —, since the omitted pairs are deduced by the path-finding algorithm used

later. We will tacitly follow this convention hereafter.

(E7,<D):

7
83 = {eA,O> €4,2,€B,2,€5,1, 65,2}

'<Z = {(eA,Qa eS,l)) (63,2) 65,2)) (eA,O) 65,1)? (eA,O) eB,Q)}

We now use the path finding program given in appendix D to obtain the best lower

bound implied by Theorem 6.2. To save space, we only show the resulting output here:

MaxPath = [e(a,0),e(b,2),e(s,2)]
Bound = 3;

It is instructive to compare the maximal path found above with Gong’s [36] informal

proof:

The responder [B] has to be notified before it can send out its nonce and

later receive a fresh message; thus three rounds is a lower bound. (p. 30)
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6.4.

2 Protocol class NB4+AH4SO

We define the following additional events:

€A,3
€B,3
€A.4
€B,4

send of handshake message for B at A
send of handshake message for A at B
receive of handshake message at A
receive of handshake message at B

and capture the handshake goal as follows:

CR9  es3 A-precedesep 4
CR10 epg3 A-precedes ey 4

We capture (H1) using the following constraints:

CR9

exist

CR11 €A1 —7 €43
CR12 €B,1 — €B3

and CR10 imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2 that there

send events ep s and e, 5, respectively, at B and A such that:

CR13 €B5s —7 €43

CR14 €A3 — €B4
CR,].E) €A5 — €B3
CR16 ep3— €au

To satisfy (H3), we stipulate the following additional constraint:

CRI17 eso0— €Bgs

7

= & U{eA,3,eAA,eA,S)eB,BaeB,4aeB,5}
7

= <X U

{(6,4)1, 6,4)3), (63)1 , 63,3), (GB,S, eA,B), (eA,3a eB,4)a (eA,5’ 63,3)’ (63,3’ eAA)) (eA,O’ 63,5)}

838 = {6,4,0, €A2,€A,3,€A4,5,€B,2,€B,3,€B,5,€5]1, 65,2}
< = {(GA’2,GS,1),(65)1,6,4’3),(63’2, 65‘2),(6512,63’3),(eA,anS,l)a(eA,anB,Q))

(eB,Sa eA,B)) (eA,Sa eB,3)a (eA,Oa CB’S)}
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MaxPa’th = [e(a,O) ,e(b,2) ’e(s’2) ’e(b’3)]
Bound = 4;

The above path is simply an extension of the path found in the previous case. It is

again instructive to compare with Gong’s [36] informal proof:

at least one more round is needed than in Case 7 [NB4+AO+SO] to
complete the handshake [after both clients have received the temporary

key|; thus four rounds is a lower bound ... (p. 30)

6.4.3 Protocol class NB+AO+4CO

Here we assume that the protocol responder chooses the session key. (The case where
the protocol initiator chooses the session key can be similarly worked out.) To specify

this class, we define the following events:

es1 | send of session key message for A at S
e | receive of session key message at A
ep1 | send of session key message for S at B

and capture the session key goal as follows:

CR1 es1 A-precedesey
CR2 ep1 A-precedesey;

CR3 ep verifiably-precedes e

CR1 and CR2 respectively imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2

that there exist send events e4» and e 3 at A such that:

CR4 eq2 —esa
CR5 es1 — ean
CR6 ea3— €Ba
CR7 epi1 — eay

CR3 implies by Proposition 6.1 that:
CR8 €ep1 — €31
To satisfy (H3), we stipulate the following constraints:

CRY €4,0 — €S1
CR10 eso— €Ba
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(€9,<%):
£ = {eA,o,6A,1,eA,z,eA,s,eB,1,65,1}
9 _

< = {(eA,2765,1)7(eS,laeA,l)a(eA,:i,eB,l)a(eB,laeA,l),(6311,65,1),(6,4,0,65,1),(eA,anB,l)}
(€£2,<2):

53 = {GA,O,€A,2,€A,3,€B,1,65,1}

9

s = {(BA,z,es,l),(eA,s, 613,1),(63,1,65,1),(6,4,0,65,1),(GA,O,BB,1)}
MaxPath = [e(a,3),e(b,1),e(s,1)]
Bound = 3;
MaxPath = [e(a,0),e(b,1),e(s,1)]
Bound = 3;

6.4.4 Protocol class NB4+AH+CO

We introduce the following additional events:

esq | send of handshake message for Bat A
ep,2 | send of handshake message for Aat B
eas receive of handshake message at A
eps receive of handshake message at B

and capture the handshake goal as follows:

CR11 eaq A-precedesep
CR12 ep, A-precedeseys

We capture (H1) using the following constraint:
CR13 €A1 — €A4

CR11 and CR12 imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2 that there

exist send events ep 4 and e, respectively, at B and A such that:

CR14 ep4 — €au
CR15 esq4 — €B3
CR16 €A6 — €B,2

CR17 epa2—€aps
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To satisfy (H3), we stipulate the following additional constraints:

CRI18 €A0 — €B2
CRI19 €A0 — €B4

(510’_<10):
£ = EQU{eAA,eA,s,€A,6,63,2,63,3,63,4}
10 __ 9
<1 = <% U{(eanseau); (€Bas€an)s (€an,eBa), (€as, €B2); (€B2,€45),

(6,4,0, 6B,2), (GA,O, 68,4)}

(5‘10 _<10):

10
& = {6,4,0, €4,2,€A4,3,€A4,4,€A,6,€B,1,€B,2, B4, 65,1}
10

= {(eA,% eS,l)a (65,1, 6A,4), (GA,S, 6B,1), (6B,1, eAA)a (eB,l, 65,1), (GA,O, 65,1),

(GA,O, 6B,1), (63,4, 6A,4), (6A,6, 6B,2), (6,4,0, 63,2), (GA,o, 6B,4)}

MaxPath = [e(a,3),e(b,1),e(s,1),e(a,4)]
Bound = 4;

MaxPath = [e(a,O),e(b,1),e(s,1),e(a,4)]
Bound = 4;

6.4.5 Protocol class NB+AO+CC

To specify this class, we define the following events:

€51
€5,2
€Al
€A,2
€B,1
€B,2

send of partial session key message for A at S
send of partial session key message for Bat S
send of partial session key message for 5 at A
receive of partial session key message at A
send of partial session key message for S at B
receive of partial session key message at B

and capture the session key goal as follows:

CR1 es; L -precedeses
CR2 esy [\-precedesepy

CR3 ep;1 D-precedes eq
CR4 ea A-precedesep,s
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CR5 ep, verifiably-precedes s

CR6 ey, verifiably-precedes es
CR1 and CR2 imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2 that there

exist send events e4 3 and epg 3, respectively, at A and B such that:

CR7 es3 — es
CR8 es; —ea:
CR9 ep3 — es2
CRI10 es; — epp

CR3 and CR4 imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2 that there

exist send events e4 4 and ep 4, respectively, at A and B such that:

CR11 esq —epg
CR12 epj — eaz
CR13 epa4— ea:
CR14 esa; — eBy2

CR5 and CR6 imply by Proposition 6.1 respectively the following:

CR15 €B1 — €51
CR16 €A1 — €52

To satisfy (H3), we stipulate the following constraints:

CR17 €4,0 — €B,1
CR18 €A0 — €B3

CR19 €A4,0 — €B4

(511’ 411):
et = {GA,0>eA,1>eA,z,6A,3>€A,4,€B,1,GB,2,eB,s,eBA,eS,hes,z}
<M = {(GA,3,65,1),(65,1,6,4,2),(GB,3>€S,2)>(eS,2>eB,2)>(eA,4>eB,1)>(eB,1>eA,2)>

(63’4, eA,l)) (eA,1> eB,Z)) (eB,1> eS,l)) (eA,l) 65,2)) (eA,0> eB,l)) (eA,O) 63,3),

(CA,O, 6B,4)}

(811 _<11):

g;l = {eA,o,eA,l,eA,g,6,4,4,63,1,GB,3,€B,4>€S,1,GS,2}
{(1,1 = {(GA,s,65,1),(63,3,65,2),(GA,4>€B,1)>(eB,4>eA,1)>(eB,beS,l)’(eAyl’eSﬂ)’

(CA,O, eB,l)) (eA,O) 63,3), (eA,07 eB,4)}
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MaxPath = [e(a,0),e(b,4),e(a,1),e(s,2)]
Bound = 4;

6.4.6 Protocol class NB+AH+CC

We introduce the following additional events:

eas | send of handshake message for B at A
eps | send of handshake message for A at B
eaps | receive of handshake message at A
ep | receive of handshake message at B

and capture the handshake goal as follows:

CR20 es5 A-precedesepgs
CR21 eps A-precedes ey

We capture (H1) using the following constraints:

CR22 eq2 —eas
CR23 ep2— €Bgs

CR20 and CR21 imply by Theorem 6.1, Proposition 6.1, and Proposition 6.2 that there

exist send events ep 7 and ea 7, respectively, at B and A such that:

CR24 €B,7 — €A
CR25 CA,5 — €B,6
CR26 €a,7 — €B5

CR27 €B5 — €ApB

To satisfy (H3), we stipulate the following additional constraints:

CR28 €A,0 — €B5

CR29 €A,0 — €B7

12 12\.
(€12, <)
812 — 811U
{eA,5> €A,6,€A,7,€B,5, €B,6; 6317}
12 11
2= iy

{(enn, eas), (eB2,eBs), (€87 eas), (€as: €Bs), (€ar,eBs), (€5 €ap)

(eA,0> 6315), (eA,0> 63,7)}
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(812 _<12):

s

8312 = {eA,o,eA,1,eA,g,eAA,eA,5,eA,7,63,1,63,3,63,4,63,5,63,7,65,1,65,2}
‘<l2 = {(6A13’6511)’(65r1’eA15))(63,3)65,2))(65,2)68,5),(6A,4,GB,1),(CBA,CAJ),

(eB1,€51), (€an1,es2),(€a0,€B,1), (€0, €B3),(€a0,€B,4), (BT €A5),

(ear,€Bs), (6A,0> €B,s); (€0, €B,7)}

MaxPath = [e(a,0),e(b,4),e(a,1),e(s,2),e(b,5)]
Bound = §5;



Chapter 7

Conclusions

The subtlety which underlies reasoning about authentication protocols is well-recognized
in the literature. It is also recognized that both formal as well as informal methods are
useful to tackle the underlying subtlety [61], [62]. Authentication logics constitute a
significant class of formal methods for reasoning about protocols. This thesis lays some
semantic foundations for such logics. It also contributes to reasoning about efficiency
metrics for protocols. Appendix E illustrates the use of an existing informal method
for protocol analysis and design due to Boyd and Mao [45]. We show how it can be
heuristically used to explain flaws in several well-known protocols and to design new,
improved protocols. Below we look back on the main developments of this thesis and

suggest some directions for future work.

7.1 Summary

In Chapter 1 we review several existing authentication logics and discuss some of
the motivations underlying their evolution. In Chapter 2 we stress the need for a
semantic basis for authentication logics. We make our case by means of some convincing
examples based on a well-known authentication logic of Gong, Needham and Yahalom,;
our intention is not criticize their logic but only to draw attention to the problematic
nature of semantically unsupported syntactic definitions. In Chapter 3 we modify the
logic of Gong, Needham and Yahalom to obtain a modified logic with the property
that derivations in the logic are finite. This allows a direct automation of the modified
logic using forward-chaining. In Chapter 4 we develop a model to explain some of the
notions that existing logics attempt to capture, not in terms of any logical formalism
but within a framework which we can appeal to on independent grounds. One of the
virtues of our model is that it forces us to make explicit various assumptions that
are needed to formally establish the properties which are usually associated with the

above notions. In Chapter 5 we exploit the model developed earlier to help devise a new

119
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authentication logic which is sound with respect to that model. The soundness theorem
established there gives us confidence that our logic correctly models in syntactic terms
the properties which we wish to capture. The conventional metalogical machinery we
employ in carrying out the proof of the soundness theorem should enable comparisons
of the logic with more traditional logics. We emphasize that the proposed logic is rather
modest in regards to the number of features it offers for protocol analysis: it does not
capture many interesting notions found in other logics. However, it stands out from
these logics in a unique way—it is accompanied by a rigorous proof of soundness. It is
our understanding that some notable researchers have lately expressed concern about
the lack of solid foundations for authentication logics [63], [64]. We believe our work

represents a positive step in this direction. Indeed, in the words of Tuttle [28],

“...let’s go back to basics and concentrate on [emphasis ours] meaningful
models and definitions. Then let’s see what new logics these definitions

suggest.”

In Chapter 6 we develop a general model for reasoning about the round complexity
of authentication protocols. The model draws upon some existing notions of causality
to build a definition of the metric number of rounds. The upshot of our definition is a

key theorem that yields lower bounds on the number of rounds.

7.2 Future work

There are a number of directions to consider for future work. This includes modeling
of the notion of recognizability using the computational model developed in Chapter 4.
A preliminary attempt at this is documented in Appendix F. However, it remains to
be seen how the notion of recognizability can be integrated into the logic developed in
Chapter 5. It is not clear that the traditional possible worlds semantics for belief that
we have adopted best fits our purposes. It would be worthwhile to find a more natural
semantics for belief. An interesting problem is to investigate whether the notion of
recognizability holds the key to defining a more natural semantics for belief.
Although we have used the model proposed in Chapter 6 to verify the correctness
of some existing bounds on rounds from the literature, the model should also provide
a means to investigate bounds for more complex protocol classes. It would also be
desirable to make our model applicable to a synchronous setting. Such a move seems

feasible since the definitions that we make to capture the notions related to rounds
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are essentially independent of the assumption that the system is asynchronous. A
theoretically stimulating direction is to provide a formal semantics for the notion of

verifiable causality; this would compel us to develop a more solid foundation for the
model proposed in Chapter 6.
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Appendix A

A.1 Message-meaning rules

PEQSE P Pa{X)k
PEQRKX

PESQ, Pa{X)}g
PEQKX

PEQ=P, Pa(X),
PEQR X

A.2 Nonce-verification rule

PEHX), PEQKX
PEQEX

A.3 Jurisdiction rule

PEQR X, PEQEX
PEX

A.4 Belief rules
PEX,PEY PE(X,)Y) PE
P

PE(X,Y) PEX

A.5 TUtterance rule

PEQR(X,Y)
PEQRX
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BAN logic rules



A.6. Message seeing rules
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A.6 Message seeing rules

P<(X,Y)
PaX

P a(X)y
PaX

PEQL P Pa{X}k
PaX

PES P Pa{X}x
PaX

PESQ, Pa{X}
PaX

A.7 Freshness rule

P = #(X)
P E}(X,Y)

A.8 Shared key and shared secret rules

P=rRER PEQERLE
per&ER PEQERER

PERER PEQER=FR
PERAER PEQERSR

A.9 Supplementary rules

PERFQE P Pa{X}k
PaX

PEQ H(X), PaX
PEQRX

PEQp H(X1,...,Xa), PaXi,...,PaXy

PEQP Xy, Xk)



Appendix B

B.1 Rationality rule

PEC
PECGC”

-

If % is a rule, then for any principal P, so is

N

B.2 Being-told rules

PaxX

Tl PaX

P4(X,)Y)

12 PaX

PQ{X}K, P> K

13 PaX

Pa{X}ik, P> -K
PaX

T4

P4F(X,)Y), P53 X

15 PaY

Pa{X}_k, P> +K

16 PaX

B.3 Possession rules

PaX
Po X

P3X, P3Y
P> (X,Y), P> F(X,)Y)

P1

P2

P> (X,Y)

P3 P> X
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GNY logic rules



B.4.

Freshness rules
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P4

P5

P6

pP7

P8

P> X
P> H(X)

P3Y

P>K, P>X
P> {X}k, P3{X}%

P>+K, P> X
P> {X}ik

P>-K, P>X
P> {X}_k

B.4 Freshness rules

Fl

F2

F3

F4

F3

F6

F7

F8

F9

F10

P E #(X)
P E§(X,)Y), PEHF(X))

PEH#X), P3K
P Et{({X}k), PEI({X}K)

PE

4(X), P>+K
= 1({X}+x)

4(X), P> —-K
= ({X}-x)

P E {(+K)

b
P E §(-K)
P E §(-K)
P
P

P
PE
P

Ef

E §(+K)
E ¢(X), PEYK), P> K
P E({X}k), PEI{X}K)
PE#X), PEH+K), P3+K

P E $({X}+k)
PE#X), PEH-K), P3>-K

P E1({X}-K)

PENX). P2 X
P E §(H(X))
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F11

P EH(H(X)), P> H(X)
P = #(X)

B.5 Recognizability rules

R1

R2

R3

R4

R5

R6

P = ¢(X)
PE#X,)Y), PE¢F(X))

PE$X), P5K
PE¢({X}x), PE{X}Z)

PE $(X), P3+K
P ¢({X}ix)

PEX), P5—K
PE ¢{X} k)

PE#X), Po>X
P ¢(H(X))

P> H(X)

P ¢(X)

B.6 Message interpretation rules

I1

12

I3

14

I5

16

Pax{X}k, P>K, PEPEQ PE¢X), PEHXK)
PEQrX, PEQr{X}x, PEQ2K

Pa x{X,<S>}sk, P2 (-K,S), P}Eﬁ’( P,
PEP&Q, PE#XS), PEHX,S +K)
PE QR (X,<5>), PEQI{X,<S>}4x, PEQ3 +K

Pa+H(X,<S>), P3(X,5), PEP&Q, PENX,S)
PEQR(X,<S5>), PEQIH(X,<S>)

Pa{X}_x, P3>+K, PEH Q, PE#X)

P'EQ}NXa PEQ%’{X}—K

Pa{X}.x, P32+K, PE Q, PE#X), PEHX, +K)

PEQ>(-K,X)

PEQK X, PEIX)

PEQ@>X
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1 PEQR(XY)
PEQRX

B.7 Jurisdiction rules

1 PEQEC PEQEC
PEC

jg PEQRRQE* PEQRN(X~C), PEYX)
PEQEC

;3 PEQRQE PEQEQEC
PEQEC

B.8 Never-originated-here rules

v PelX3k, P K, PerPLQ, PEHX), PERP)
PEQRKX, PEQK{X}k

Pa{X,<S>}ix, P> (S, -K), PES P,

oy _PEP&Q PEHX,S) PESP)
PEQR(X,<5>), PEQN{X <S>}k

PaH(X,<S§5>), P3(X,S), PEP&Q, PE#X,S), PE®P)

1¥ PEQR(X,<S>), PEQRHAX,<5>)




Appendix C

Modified GNY logic

C.1 Being-told rules

PaxX

T PaX

P4(X,Y)
PaX

T2

Pa{X}x, P> K

T3 PaX

PQ{X}-FK) P>-K
PaX

T4

PaF(X)Y), P> X

15 PaY

Pa{X}_x, P> +K

16 PaX

PaX~C
17 PaX

C.2 Possession rules

PaX

Pl P> X

P> (X,Y)

P3 Ps X

P> F(X,Y), P> X

bs P3Y
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C.3 Freshness rules
pp PEHX), P> (X)Y)

PEIX,Y)
pr D EMNX), P> F(X)
P E§(F(X))
por D EHNX), POK, P>{X}k
P E{({X}x)
por PENX), POK, P3{X}}
P EH({X}:
py LEHX), P5+K, P> {X}ix
P EY({X}+x)
py DEHX), P3-K P>{X} g
P E{({X} k)
. PEY(+K), P>-K
T PENCR)
, PEH-K), P>+K
R EIG)
! P'E¢(X)> P'Eﬁ(K), PBK, PS{X}K
o PENX )
, PE#X), PEWK), P>K, P>{X}}
o P I
. PE¢X), PEH+K), P>+K, P> {X} ik
e P E ({X)2r)
/ P'EQS(X)’ Pl'fﬁ(—K)> PS_K’ PS{X}—K
" P EH{X)r)
, PEYX), P>X, P> H(X)
o P EHH(X))
pry PEHHX)), P> HX), P> X

P EH(X)



C.4. Recognizability rules
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C.4 Recognizability rules

ry LE¢X), P> (XY)

P E#(X,Y)
ryr LESX), P> F(X)
P E ¢(F(X))
Ry PE¢X), P5>K, P>{X}x
P E¢({X}k)
Ro" PE¢X), P>K, P>{X}3
P Es({X}%)
ry PESX), P>+K, P3{X}k
P E ¢({X}ik)
re P E ¢(X), P>-K, P3{X}_g
PE{X} k)
R’ PE®X), P>X, P> H(X)
P E ¢(H(X))

C.5 Message interpretation rules

I1

Pax{X}k~C, P>K, PEPLQ, PE¢X), PEHX,K)

PEQKX, PEQr{X}k~C, PEQ3K

Pa +{X,<S>},xk~ C, P> (=K,S), PES P,
PEPSQ, PEHX,S), PENX S +K)

12

PEQRN(X,<5>), PEQR{X,<S>}hk~C, PEQ>+K

I3

PaxH(X,<5>)~ C, P>3(X,S), PEP&Q, PEHX,S)

PEQP(X,<5>), PEQM H(X,<5>)~C

I4

Pa{X}-x~C, P> +K, PEE Q, PE¢(X)

PEQRX, PEQR{X}-x~C

I5

Pa{X}_x, P3+K, PEX Q, PE#X), PEIX,+K)

PEQ@>(-K,X)

PEQKX, PEHX)

16 PEOSX
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P ~ (X.Y)

=0
PEQRX
EQRX~C
PEQRX

o PEORX~ (0
PEQRX~C

17

P
I8

C.6 Jurisdiction rules

, PEQEC PEQEC
PEC

g PEQBRQE* PEQR (X~ (), PEYX)
PEQEC

;3 PEQPQE« PEQEQEC
PEQEC

C.7 Never-Originated-Here rules

Pa{X}k~C, P3K, PEPEQ, PE#X), PE®P)

= PEQRX, PEQR (XJx~ C

Pa{X,<S>}sk ~ C, P> (S,-K), PES P,

PEP&Q, PEUX,S), PE®UP)

2 P EOR(X.<55), PEQR (X,<S5}sx < C

PaH(X,<S>)~C, P>(X,8), PEP&Q, PE#X,S), PEQP)

¥ PEQ (X,<5>), PEQ R H(X,<5>) ~ C




Appendix D

Path finding program

The following Prolog procedure for path finding in DAGs is adopted from the text by
Bratko [65] with slight simplifications. It employs a brute force technique to determine

maximal paths, and is thus highly inefficient. We nonetheless use it for the sake of

simplicity.

% lbr(Digraph, MaxPath, Bound):
% MaxPath is the longest path between

% any pair of vertices in Digraph

1br(Digraph, MaxPath, Bound) :-
path(_, _, Digraph, MaxPath, Bound),
not ((path(_, _, Digraph, _, Cost),
Cost > Bound)).

% path(A, Z, Digraph, Path, Cost):

% Digraph is represented as

% digraph(Nodes, Edges), where

% Nodes is a list of vertices and

% Edges is a list of edges in Digraph
b

% Path is an acyclic path with

Y cost Cost from A to Z in Digraph

% p(X, Y) means there is an edge

Y from X to Y in Digraph

path(A, Z, Digraph, Path, Cost) :-

139



140

path1(A, [Z], 1, Digraph, Path, Cost).

path1(A, [A|Path1], Costi,

[A|Path1], Cost1l).
path1(A, [Y|Pathl], Costi,
digraph(Nodes, Edges), Path, Cost) :-
member(p(X, Y), Edges),
Cost2 is Costl + 1,
path1(A, [X, YIPathl], Cost?2,
digraph(Nodes, Edges), Path, Cost).



Appendix E

An informal al[()proach to the analysis and
design of some key exchange protocols

In this appendix, we investigate the security of several existing key exchange protocols
using a methodology proposed by Boyd and Mao [45]. The main idea behind this
methodology is to view the security of key exchange protocols in terms of two design
principles based on confidentiality and authenticity properties. The purpose of this
appendix is to demonstrate the effectiveness of the above view by means of case studies
of some published protocols. Specifically, we will analyze several notable key exchange
protocols from the literature that are based on one-way functions. The analyses we
carry out provide valuable insight into the working of the protocols and reveal security
weaknesses in some of the protocols. Alternative protocols will be devised that can not
only be shown to be secure in a specific sense, but which are also simple and elegant
when compared with the protocols analyzed.

(The contents of this appendix are based on a recent work co-authored with Colin
Boyd [46], and an earlier work by the author [47]. Colin Boyd provided an unpublished
manuscript to the author, which formed a substantial basis for the joint work with the
author.)

E.1 Introduction

Key exchange protocols involve an exchange of messages between two or more users
with the aim of establishing a shared key among the users. Such protocols employ
cryptographic functions to provide confidentiality and authenticity of the distributed
keys. A variety of such functions are available in practice, and it is important to select
them judiciously while designing protocols. Although the majority of key exchange
protocols found in the literature use either symmetric cryptosystems or public key
cryptosystems, such protocols can equally be designed using one-way hash functions.

The idea of using one-way hash functions as a basis for key exchange protocols appears

141
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to be due to Gong [48]. It has also been adopted by IBM in their KryptoKnight
authentication and key distribution system [49), [50].

A one-way hash function f can be characterized as follows (cf., e.g., Merkle [51]):
(1) Given z it is easy to calculate the hash value f(z); and (2) Given a hash value y,
1t 1s computationally infeasible to find a value z such that f(z) = y. Moreover, the
function produces a fixed length output, but allows an input value of arbitrary length.

As noted by Anderson [52] and by Berson et al. [53], the above characterization of a
one-way hash function is not adequate for the security of key exchange protocols of the
type suggested by Gong and other similar protocols found in the literature. In partic-
ular, such protocols make use of a secret value in the input to the function, in a keyed
manner, so there are additional constraints governing the use of the function that do
not follow from the above definition, and which must therefore be made explicit. The
desired functions are commonly labeled as keyed hash functions or message authenti-
cation codes (MACs) [54]. The exact properties required of a keyed hash function may
well be application specific; however, for the protocols we are concerned with here it
appears suitable to assume the properties of a Secure Keyed One-Way Hash Function
(SKOWHF) defined by Berson et al. [53]. For convenience we recall their definition
below.

A function g() that maps a key k and a second bit string z to a string of a fixed
length is a SKOWHEF if it satisfies five additional properties:

1. Given k and z, it is easy to compute g(k,z);
2. Given k and g(k,z), it is hard to compute z;

3. Given k it is hard to find two values z and y such that g(k,z) = g(k,y), but
z 7 Y;

4. Given (possibly many) pairs z and g(k, ), it is hard to compute k;
5. Without knowledge of k, it is hard to compute g(k,z) for any z.

We also assume that the mapping from input to output has the property that it is
impossible to predict any portion of the output, other than by computing the function.

It is possible to construct keyed hash functions using conventional unkeyed hash
functions such as MD5 [55]. There are some potential advantages of using one-way hash
functions instead of conventional cryptosystems in designing key exchange protocols.
Namely, that hash function implementations may have less export restrictions than

conventional cryptosystems and may also be faster as compared to such cryptosystems.
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E.2  Channels for secure key exchange

We begin by briefly reviewing the methodology due to Boyd and Mao [45].

Cryptographic transformations can broadly be viewed to provide the following two

primitive security services:

o Confidentiality of a message guarantees that only the authorized users will be
able to read it.

e Authenticity of a message guarantees that only an authorized user could have

created it.

The authorized users here are defined by their possession of the required cryptographic
keys. The above two properties form the basis for the notion of abstract channels of

confidentiality or authentication that may be used to characterize a secure key exchange

protocol. The notation

S5 A:m

denotes that m is sent by S over a confidentiality channel to A. It implies S knows no

one except A could possibly read m. The notation
A S:m

denotes that m is received by A over an authentication channel from S. It implies
A knows no one except S could have possibly sent m. The above notations differ

fundamentally from the conventional notation
S—>A:m

which only indicates that m is meant to be received by A supposedly from S. It does
not imply that m remains confidential to A or that S has actually sent m.

The basic goal of a key exchange protocol is to establish a shared key between two
or more users for a subsequent session. We recall below two principles for secure key

exchange (cf. Boyd and Mao [45]):

Key confidentiality The key must not be divulged to any unauthorized user. In
other words, there must exist a confidentiality channel from the generator of the

key to each recipient of the key.
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Key authenticity Each recipient of the key must be sure that the key comes from an
authorized user and is a new key for use with the stated users. In other words,

there must exist an authentication channel from the generator of the key to each
recipient of the key.

The first principle suggests that the new shared key is all that needs to be sent along a
confidentiality channel from the key originator to a key recipient. The second principle
suggests that this key must also be sent along an authentication channel from the key
originator to the recipient together with a freshness identifier and the names of each
recipient of the key. Typically, the freshness identifier used is an unpredictable nonce
previously sent by the recipient.

It is easy to show that adherence to the above two principles suffices to guarantee
the security of the resulting protocol in the following sense [45]: The key recipients
know that the key must have newly originated from an authorized user and they also
know who else this key is shared with. This security guarantee is demonstrable in a,
simple manner, without appealing to specific attacks.

In practice, a variety of concrete protocols may be designed by defining the required
confidentiality and authentication channels in various ways using the available cryp-
tographic functions. On the other hand, existing protocols can also be analyzed by
investigating how these channels are possibly realized in the protocols, even when they
might not have been specifically identified by the authors of the protocols. For a sample
application of such an approach on several existing protocols employing conventional
cryptosystems, cf. Boyd and Mao [56].

In the protocols considered in the following sections we shall focus only on key
exchange. Some of the existing protocols we analyze using the above approach appear
to include an additional feature that allows users to mutually confirm their receipt of
the session key. However, as explained later in the appendix this feature lies outside
the scope of the analysis approach. Therefore, we do not attempt to address key
confirmation while using the analysis approach.

For the sake of uniformity in presenting the protocols below, we make slight adjust-

) usually

ments to the original notation used by the protocol authors. The notation
denotes concatenation. Following standard practice, we extend the notation f(k,z) and
write f(k,z1,%2,...,%,) to mean that the second argument of f is the concatenation

of zy,z2,...,Zn.
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E.3 Gong’s Protocols

The first protocol suggested by Gong [48] is both novel and ingenious, and appears
to represent the original idea of using a one-way function as the basis for the security
of a key exchange protocol. The scenario is a typical one for such protocols; a server
S is trusted by a pair of users to distribute a session key for use in a subsequent
session between the users. The server initially shares a secret Py with each user U.

The messages exchanged in a successful run of the protocol between A and B are as

follows [48, p. 9]:

A= B: A /B,ny,

B—S: A B,na,ng

S — B: ns, f(Pg,ns,ng, A) & (k,ha,hs),g(Pp,k,ha, hp)
B— A: ng,hp

A— B: hy

S e

Here f and g are publicly known keyed one-way (hash) functions. The values n4 and
npg are random values chosen for a one-time use (nonces) by A and B respectively. If,
for example, B receives a message containing np, then B can be sure that the message
is new. The value ng is similarly a nonce chosen by S, but as we shall explain below, it
is for the purpose of confidentiality and not authentication. The values k (the shared

session key), ha, and hp are extracted using the following equation:
(k,ha,hg) = f(Pa,ns,na, B)

Here it is assumed that the procedure for extracting the fields k, h4, and hp from the
value computed as f(P4,ns,n4,B) is known in advance.

It is immediately apparent from the above equation that the protocol is highly
asymmetrical with respect to A and B. Both S and A contribute to the value of the
session key via ns and n4, respectively, but B has no influence on it. (Although B’s
name appears in the above equation, it remains fixed in every run.)

We now isolate the confidentiality and authentication channels used to deliver &k to

A and B respectively.

Channels from S to A We first note that k is generated by A and S jointly using
their shared secret P4. We can regard the value ng relayed by B to A (from S) as
analogous to k encrypted with Ps. We draw this analogy essentially by observing that
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Py is a secret value that is required to recover k using ns. Thus we may consider the
confidentiality channel from S to A:

S5 A:k
to be defined as
B — A:ng

where f(P4,ns,...) = (k,...). Notice that the channel definition is quite restrictive in
the choice of the session key. The server S cannot choose the key value independently
of A. Furthermore, this value is the result of an application of a one-way function.
This implies that the key cannot be chosen to have specific structure.

Authentication of k to A is provided by the value hp relayed by B to A. The
properties we assumed of f imply that it is feasible to derive the value hAp only with
the knowledge of P4. Furthermore, since only A and S share P4, A may be sure that S
must have originally sent hp, as A itself does not send it in the protocol. Additionally,
A may be sure that & and Ap must be new since both are obtained as a function of

na. Thus we may consider the authentication channel from S to A:
A S kna B

to be defined as
B— A: hB

where f(Pa,...,na,B)=(k,...,hp).
It is now apparent that the confidentiality and authentication functions are tied

together, and this appears to make the analysis complex.

Channels from S to B The authentication and confidentiality channels from S to
B are rather different.

We may consider the confidentiality channel from S to B:
S—=sB:k

to be defined as
S — B: f(PB,ns,...)EBk

Since ng is randomly chosen each time by S, we can consider f(Pp,ns,...) to be
essentially random. Moreover, it is infeasible to form f(Pg,...) without knowledge of
Pg. So the confidentiality channel can be simply viewed as analogous to the Vernam

cipher with a non-repeating random ciphering key, known as the one-time pad (cf. [57]).
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We may consider the authentication channel from S to B:

B+~ S:kng A
to be defined as

S — B: f(PB,...,TLB,A)EB(k,hA,hB),g(PB,k,hA,hB)

We observe a curious feature of the channel definition. The authentication function is
coupled with key delivery in such a way that B has no real assurance that & is new.
Indeed, it is possible for A to circumvent this channel. Suppose that A knows an old
session key k' from a previous run of the protocol between some user X and B. Then
A can force B to accept k' for a new session with A, as follows. In the attacking run,

the first two protocol messages are exchanged as in a normal run.

1. A-B: A /B,ny
2. B—=S: A,B,na,ng

The next message from S which is actually meant for B is intercepted by A.

3. S—A: nSaf(PB)n57nBaA)@(kah‘Aah‘B)ag(PBakahAahB)

Now A computes the value (k,ha,hp) = f(Pa,ns,na, B), and computes the exclusive-
or (XOR) of this value with the intercepted value f(Pg,ns,ng,A) @ (k,ha,hp), to
extract f(Pg,ns,npg,A). Then A pretends to be S and sends the following message to
B:

3. A— B: ns,f(Ps,ns,np,A)® (K',khx,hs),9(Ps, k', ks, h'5)
Here we assume that h'y, h’g, and g(Pp,k’, by, h'g) were recorded by A from the previ-
ous run between X and B. The rest of of the protocol is then successfully completed

as follows.

4, B— A: ns,hl
5. A— B: h)y
The above attack is rather unconventional, because here A itself purportedly de-
feats the security of the subsequent session with B. It is easily precluded under the
assumption that B trusts A to let a session key between the two to faithfully pass from
S to B. Nonetheless, such an assumption appears to be only implicit in Gong’s dis-
cussion [48] and may be viewed as a potential weakness. In suggesting general design
guidelines for cryptographic protocols, Abadi and Needham [58] caution that such trust
assumptions may not always apply and should be adjudged carefully. The particular
assumption seems to arise in Gong’s protocol not so much as a genuine requirement,

but rather as a result of a misplaced authentication channel.



E.4. A protocol of Bull, Gong and Sollins 148

E.3.1 Gong’s alternative protocol

In the same paper [48], Gong suggests an alternative protocol in which the responsibility
for key generation rests solely with S. The server S now randomly chooses all of k,

ha and hp to be of the appropriate size. And the message 1t sends is symmetric with
respect to A and B [48, p. 10]:

3. S—B: ns,f(PA,ns,nA,B) &, (k‘,hA,hB),g(PA,k,hA,hB),
f(PB)nS)nB)A)@(k)hA)h‘B))g(PBak)hA)hB)
4. B— A: 'I'LS,f(PA,TlS,TlA,B)@(k,hA,hB),g(PA,k,hA,hB),hB

The rest of the messages remain the same as in the previous protocol, and are omitted
for the sake of brevity.

The confidentiality and authentication channels to A and B are now essentially the
same as those to B in the original protocol. So the curious feature applies to both A
and B; each of them can make the other accept a previously shared old key. Again it

is crucial to make this assumption explicit.

E.4 A protocol of Bull, Gong and Sollins

We now explain how the analysis technique enables us to discover the cause of a flaw in
a protocol due to Bull et al. [59]. In this protocol, the message sent by S is somewhat
similar to the one in Gong’s alternative protocol. A successful run of the protocol

between A and B can be given as follows.

A— B: A f(Pa,B),na
. B—S: AB,f(PsS,A, f(Pa,B),n4),na,nB
3. S— B: f(Pg,Ang)®k,f(Pg,Ans,k),
f(Pa,B,na) @k, f(Pa,B,na,k)
4. B— A: f(Pa,B,na) @k, f(Pa,B,na,k)

It is easy to see that in this protocol the session key k is not sent over a confidentiality
channel from S. For note that S cannot possibly be sure that n4 or np is new. As a
result there is no guarantee that the session key is XORed with a new random value
each time. So we can regard the particular channels used by S as analogous to the
Vernam cipher with a possibly repeating ciphering key (cf. [57]). Thus in contrast to
Gong’s protocols, the channels here no longer provide a confidentiality service. For

example, suppose each of k’ (an old session key) and k (a new session key) is XORed
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with the same ciphering key z, giving the ciphertexts =z @ k' and ¢ & k, respectively.
Then given k' we can easily break the ciphertext zk by computing (z®k’)® (zDk)DK’,
to reveal k.

In more concrete terms, suppose that in the above protocol an attacker E knows an
old session key k’, and that she has also recorded n'y, f(Pa, B) and f(Pa, B,n")) ® K/,
all from the corresponding run. We also make the reasonable assumption that S and

B ignore replays of nonces not generated by them. An attacking run on the protocol

proceeds as follows, with E masquerading as A [47]:

1. E— B: A f(Ps,B)n,

2. B=S: AB,f(Ps,S,A, f(Pa,B),n),n’s,np

3. S— B: f(Pg,Ang)®k, f(Pg,A,np,k)
f(Pa,B,n'y) @k, f(Pa, B,n'y, k)

4. B—= E: f(Pa,B,ny)®k, f(Pa,B,ns,k)

Although k is intended to be a new session key A and B, an attacker E can easily

compute
(f(Pa, B,ny) @ k) @ (f(Pa, B,ny) @ K) @ K

to obtain k. At the end of the attacking run B believes k is shared with A, whereas
in fact it is shared with an impostor F; it is easy to construct a similar attack where
F masquerades as B to A. This concludes the modus operandi of our attack on
the protocol. However, the gist of the above attack is that the protocol makes a
fundamentally wrong use of a cryptographic algorithm.

In the same work [47] where the above attack was first published by us, we also

suggested the following improved protocol to counter this attack:

1. A—» B: A/ng

2. B—S: A/ B,nsg,np

3. S—= B: ngs, f(Ps,Ang,ns)®k, f(Ps,A,np,k),
f(Pa,B,na,ns)®k, f(P4, B,na,k)

4. B— A: ng, f(Pa,B,na,ns)®k, f(Pa,B,na,k)

Ironically, we later discovered that our improved protocol suffers from essentially the
same curious feature found in Gong’s protocols. Observe that in this protocol k s
sent over a confidentiality channel from S to B. So the improved protocol does in-
deed represent a marked improvement over the protocol of Bull et al. However, the
confidentiality channel used in this protocol is still not quite in its simplest form. In

particular, it is unnecessary to include A’s name and np in defining this channel, since
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these fields are already included in the authentication channel from S to B. In fact,
their inclusion in the confidentiality channel is not only superfluous but, as explained
below, also serves to potentially undermine the authentication channel.

Consider the confidentiality channel definition, inclusive of the superfluous elements:
S — B: f(Pg,A,np,ns) Dk

And consider the authentication channel definition, which is actually in its adequate

form:

S — B: f(Pg,A,ng, k)

It becomes apparent that the inclusion of redundant fields in the confidentiality channel
results in a striking similarity between the formats of the hashed components used in
the two channel definitions. This symmetry can be exploited to construct essentially
the same type of attack we demonstrated on Gong’s protocols earlier. For instance, A
can force B to accept ns as a session key between the two by intercepting message 3

and replacing it with message 3', as follows.

3. S—=A: ng, f(Ps,A,npg,ns)®k, f(Ps,A,ng, k),
f(PA,B,nA,nS)@k,f(PA,B,nA,k)
3. A—~ B: ng,f(PB,A,nB,ng) b ng,f(PB,A,nB,ng),. .

Undoubtedly, it is possible to assume away such an attack by putting side conditions on
the protocol. For example, we can require that k& and ng be somehow made distinct by a
protocol implementation. Or, as in Gong’s protocols, we can make a trust assumption
on B’s side about A’s actions. Alternatively, here we can even eliminate such an
assumption, by requiring B to perform an additional check. Still further, the attack
can be avoided by constraining protocol implementations to follow a particular ordering
on the fields before hashing. (Such countermeasures are by no means exhaustive.) In
principle, however, such measures do very little to address the unnecessary confusion
of the confidentiality and authentication channels. (An essentially similar discussion

applies to the channels from S to A.)

E.5 KryptoKnight protocols

KryptoKnight [49], [50] is an authentication and key distribution system developed by
IBM. The KryptoKnight protocols have been implemented as part of IBM’s NetSP
(Network Security Program) system.
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E.5.1 Initial version

The original KryptoKnight mechanism described by Molva et al. [49] enables a user A

to obtain a session key generated by S for use between A and B, as follows:

1. A5 N4
2. S A: nyns, B, T, f(Pa,ns @ B,na,ns®S,T)D k

(A similar exchange also essentially takes place between S and B.) Here T is the
duration for which the session key k is meant to remain valid. In contrast to Gong’s
protocols, ns is not chosen at random by S, but is obtained as the encryption of n4

under k£ using a non-reversible encryption function E:
ns = E(k,n4)

(E may be considered to have the same properties as f.) However, ng can be considered
as essentially random, since k is randomly chosen by S. Thus the confidentiality channel
from S to A is similar to that in Gong’s alternative protocol.

The authentication channel from S to A is essentially based on the binding between

k and ns, albeit in a highly convoluted fashion. We may consider the authentication

channel:

A(a—S:k,nA,B

to be defined as
S— A: ns,f(PA,ns@B,...)EBk

where nsg = E(k,na). Notice this channel definition appears rather peculiar when
compared with its counterpart from the protocol of Bull et al. Relatedly, the simplicity

associated with the latter definition is no longer preserved.

E.5.2 Recent version

The above key exchange mechanism appears to have been simplified by Bird et al. [50]
to derive some recent protocols of the KryptoKnight family. Although our analysis of
the original KryptoKnight mechanism did not reveal any specific weaknesses, we find
surprising failures in the recent protocols.
Let us consider a specific instance of the basic key exchange protocol of Bird et

al. [50, p. 35]:

1. A—>S: B,nga

2. S>> A: T,f(Pa,B,ns,T)Dk
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It is apparent that this protocol provides neither session key confidentiality nor au-
thenticity. The cause for loss of confidentiality is similar to that in the protocol of Bull
et al., which we discussed in the previous section. On the other hand, there is no au-
thentication channel from S to A; A cannot be sure that the session key it supposedly
recovers upon a protocol execution is indeed from S.

We note that several key exchange protocols proposed by Bird et al. ([50], pp-
36-38) are meant to cover the above instance as well, although the specific protocols

proposed there employ the following message format:

S — A:ng, T, f(Pa,na,ns,S,B,T)®k,...

Unlike the original KryptoKnight mechanism, here ng is randomly chosen by S, inde-
pendently of n4; ny4 itself is randomly chosen by A. Surprisingly, Bird et al. suggest

that the nonce ng is of no particular value in their protocols:

...the use of Ni [ns] in the tickets does not serve any particular purpose.
Ny, [ns] is used here simply to preserve some homogeneity between ticket

format in all scenarios, but for no other significant purpose. ([50], p. 38)

Nevertheless, it is easy to see that ng is crucial for maintaining session key confiden-
tiality in their protocols. Indeed, if we act on the above suggestion of Bird et al. and
omit ng from their protocols, then an attack similar to the one that we demonstrated
on the protocol of Bull et al. in the previous section follows immediately.

On the other hand, Bird et al. admittedly allow loss of session key integrity. They
note that B can change the session key, without A’s knowledge ([50], p. 37). However,
the resulting situation appears rather dubious with the protocols of Bird et al., when
compared with Gong’s protocols. For now B can even arrange that A and C share
the same session key, and thus authenticate each other, although each of them may
be purportedly authenticating B. Below we demonstrate an attack on one of their
proposed protocols: the A-B-K ticket distribution protocol (expanded version). A

successful run of the protocol between A and B can be given as follows [50, pp. 37]:

A— B: Ang
2. B—S: nu,npAB
3. S— B: ns,T,f(Pa,na,ns,S,B,T)®k,
f(Pg,np,ns, S, A, T) @k
4. B— A: ns,T,f(Pa,na,ns,S,B,T)®k

For simplicity of presentation, we have omitted certain message elements from the

original protocol since they do not affect our attack. In the following ‘triangle’ attack
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on the above protocol, B engages in two parallel runs of the protocol, one with A and
the other with C. S generates k and &’ as the session keys for use between A and B,
and C and B, respectively: k, is a value chosen by B.

l. A= B: Any
2. B> S: na,ng, A, B
S—= B: ns,T,f(PA,nA,ng,S,B,T)@k,
f(Pg,ng,ns,S, A, T)® k
4. B— A: ns, T, f(Pa,na,ns,S,B,T)® k,

. C—-B: C,n¢
2. B=S: ng,ng,C,B
3. S—=B: kT, f(Po,nc,nk,S,B,T)® K,
f(Pg,n’%,n%s,S,C,T) ® K
4. B—C: o, T, f(Po,ne,ns, S, B, T) @k,
Now A and C unexpectedly end up sharing k,, although they did not directly partici-

pate in a mutual run with each other.

E.6 Alternative designs using secure channels

The protocols examined in the previous sections reflect a mix-up of confidentiality
and authentication channels. In particular, these protocols exhibit confusion about
the purpose of the message fields and the use of cryptographic transformations. It
is tempting to speculate that this confusion might have even been the root of flaws
or unusual features in some of the protocols. We can easily avoid such defects by
addressing the desired channels explicitly at the design stage itself. In fact, the same
technique we used to analyze existing protocols can be applied equally well to design
new protocols that can be shown to be secure. A key exchange protocol is designed
by simply defining the required channels from the key originator to the key recipients.
We illustrate this concept below by designing two concrete protocols using one-way

functions.

E.6.1 Three-party key exchange

Consider a conventional key exchange scenario where a shared key k needs to be estab-

lished between two principals A and B via a trusted server S. The server S is assumed
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to share secrets P4 and Py with A and B, respectively. The desired channels from S
to A are specified as [45]:

S5 A: k
A<~ S: kA BN

where N is a nonce used to convince A that k is new. The channels from S to B are
similarly specified. We can look upon the above specification as a generic key exchange
protocol. A concrete protocol is derived from the specification by implementing the
required channels using the available cryptographic functions.

We shall define the required confidentiality channel from S to A as:
S — A: f(Pa,ns)®k

where ns is a random value chosen by S. And we shall define the required authentica-

tion channel from S to A as:
S %AZf(PA,k‘,B,TLA)

where n 4 is a random value chosen by A. Recall that the hash value f(P4,...) cannot
be formed without the knowledge of P4. Furthermore, P4 is a shared secret between
A and S. We can thus regard A’s name as being implicitly included in the use of
P4, and thereby omit it from the actual definition. (The desired confidentiality and
authentication channels from S to B are similarly defined.)

We assume that the ordering of messages is irrelevant, except for the constraint
that certain messages must necessarily precede others. A protocol that makes the
desired confidentiality and authentication channels concrete is now easily constructed

as follows:

1. A—>B: A,B,n4

2. B—S: A /B,nanB

3. S— B: ns, f(Pg,ns)®k,f(Ps,k,A,ng), f(Pa,ns) @k, f(Pa,k, Byna)
4. B—A: ng f(Pa,ns)®k, f(Pa,k,B,n4)

It is clear that the precise formulation of the channel requirements enables us to op-
timize the design by using exactly what is needed in each channel. The protocol is
conceptually simple and elegant—the confidentiality and authentication channels now
only contain those elements that are relevant to the function of each channel. Conse-
quently, the channels are now transparent, which makes the purpose of the protocol

messages quite clear.
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E.6.2 Conference key exchange

The above design extends straightforwardly to a conference key protocol. Assume that
there are n different participants from a set 2 = {U1,Us,...,U,}, and that each U; €
shares a secret Py, with S initially. Let k denote a conference key chosen by S to be

shared among the participants contained in &. Then each U; € U generates its own

nonce, ny,, and carries out the following exchange with S:

1. Ui—)S: U,TLU,-
2. 52U ns, f(Py,ns) @k, f(Py,, k, U\ Us,ny,)

(“\” denotes the set difference operator.)

E.7 Discussion

Throughout this appendix we have employed a methodology of Boyd and Mao [45]
to pinpoint problems of varying seriousness in several existing key exchange protocols
based on one-way functions. Furthermore, we used the insight gained from the analyses
carried out to design a simplified protocol which we claim is as secure as any published
protocol of its type, and still enjoys a transparent and elegant design. The simplicity
of this approach has further enabled us to design a new conference key protocol as an
obvious extension.

It may be argued that our protocols are susceptible to guessing attacks on the long-
term secrets assumed initially if these secrets were user chosen passwords. However, all
the previous protocols we considered also have the same feature. Although we make
guessing infeasible by simply assuming that the initial secrets are well-chosen, it may
be desirable to relax this assumption and investigate alternative designs that allow
passwords to be used.

As noted by Boyd and Mao [45], their approach is targeted at key exchange only.
We emphasize that it does not directly apply to the analysis of protocol properties
that are essentially independent of key exchange. We illustrate this scope limitation

by means of an example here. Consider the following protocol due to Bull et al. [59]:

I. A S: ny

2. S A: ng,k@f(PA,nA,nS)af(kanS)’ﬁS
3. A—=S: f(k,ns)

4. S = A: flk,n,)
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Here S generates two nonces ng and fg. The first two messages constitute the key
exchange phase of the protocol: these messages are used to transfer a new session key
k from S to A for use between them. It is not difficult to isolate the confidentiality
and authentication channels used to transfer & from S to A. Indeed, the reason we
are giving this example is not because we are concerned with the key exchange phase
here. It is to show that the working of the subsequent phase lies outside the scope
the analysis approach that we have used so far. The phase consisting of the last two
messages essentially constitutes a handshake using the session key k. The intended
interpretation of this handshake is as follows: the third message is used to confirm A’s
receipt of the session key; and the fourth message is used to confirm S’s receipt of A’s
confirmation. However, the latter message provides no such guarantee, as shown by an

attack we found on this protocol earlier [47].

In the attacking run, an attacker F copies the opening message from A:

1. A= S: nu (copied by F)

The next message from S, which is actually meant for B, is intercepted by E:

2. S FE: nS)k@f(PA)nA)nS))f(kanS))ﬁS

Now F simply replaces g with n4 in the above message. She also sends the resulting

message to A pretending to be S:

2. E— A: nS)k@f(PA)nA)nS))f(kanS))nA
She then prevents A’s response from reaching S and instead plays it back to A:

3. A—>E: f(k,na)
4, E— A: f(k,na)

At the end of the attacking run, A wrongly believes that S has responded to its
handshake message, although S in fact did not participate in the handshake.

The above attack essentially rests on the inability of a principal to detect a replay
of one of its own messages. Such attacks are not new; similar attacks have been
addressed in the past (cf., e.g., Mitchell [60]). For example, if the hash used as a
handshake message also includes the name of the originator then the above attack is

easily averted:

3. A—>S: f(k,ns, A)
4. S—> A: f(k,na,S)
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Other possible solutions include the use of direction bits or of different hash functions

in the handshake messages. For a discussion on the use of similar countermeasures in
a more general setting, cf. Gong [21].



Appendix F

Modeling of recognizability

Treat this section as though it followed on directly from the end of Chapter 4.

The notion of recognizable messages essentially reflects the following intuition: (1)
if a principal P generates a message X, then X is recognizable by P; (2) any message
that can be possibly verified on the basis of P’s recognizable messages, perhaps using
keys possessed by P, is also recognizable by P. The idea behind (2) is expanded as
follows: (2') if a message X is recognizable by P and Y = Eg(X) for some K such
that K~' is possessed by P, then Y is recognizable by P (since P can decrypt Y using
K to reveal the recognizable message X); (2”) if a message X is recognizable by P
and Y = Ex(K) for some K such that K is possessed by P, then Y is recognizable by
P (since P can encrypt the recognizable message X using K to obtain Y); (2”) if a
message X is recognizable by P and Y = Hg X for some K such that K is possessed
by P, then Y is recognizable by P (since P can hash the recognizable message X using
K to obtain Y); and (6) if a message X is recognizable by Pand Y =Y; |--- | ¥, for
some Y;, ..., Y such that X =Y; for some 7, then Y is recognizable by P (since P can
reveal from Y the recognizable message X). We fix the set of P’s recognizable messages
for each time. The closure operation that we use in defining P’s set of recognizable

messages at time ¢ roughly captures amongst others the following statement:

(*) if a message X is in this set and ¥ = Eg(X) for some K such that K=" is in
the set of P’s possessed messages at ¢, then Y is in the set of P’s recognizable
messages at t, provided that some principal has encrypted X using K, and thus

constructed Ex(X), at a time earlier than ¢.

For each time t, we define the message set Myecg(P,7,t) to model the intuitive

notion of recognizable messages.
Definition F.1

]_. Let t - tﬁrst(r). Then Mrecg(P’ 'r’t) = @_
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2. Let t > tgqt(r). Then Myecg(P,7,t) is the smallest set of messages such that:
I. (Basis)

Muyecg(P,m,t — 1) U Sgenr( P,7,t — 1) C Myecg(P,,1)
IT. (Induction)

(a) Ex(X)€ Mypecg(P,r,t) if (X,K) e &(r,t) and
X € Mrecg(P,r,t) and
K € Mposs(P,r,t)

(b) Ex(X) € Myeeg(P,r,1) if (X,K) € &(r,t) and
X € Myecg(P,r,t) and
K™' € Mposs(P,r,1)

(¢) Hi(X) € Mrecg(P,r,t) if (X,K) € H(r,t) and
X € Mrecg(P,r,t) and
K € Myoss(P,r,1)

(d) Xi|---| Xk € Mrecg(P,r,t) if (X1,...,Xk) € C(r,t) and
X; € Myecy(P, r,t) for some 1

Lemma F.1 For allt, t' such that t <t' the following holds:

Mrecg(P,r,t) C Myecg(P,,t")
Definition F.2 Let : > 0.

1. Let t = tgyst(r). Then M’}ecg(P, r,t) =0 for all 2.

2. Let t > tgpgt(r). Then
: Mecg(P,r,t — 1) U Sgenr(P,r,t = 1) ifi=0
reeg P t) = { febg(Pr, ) US ifi >0
where
S = {Ex(X)|(X,K)e&(rt)and X € Mitg(P,r,t) and
K € Mposs(P,r,t)}
U{Ex(X) | (X,K) € &(r,t)and X € Mijety(P,r,t) and
K™' € Mposs(P, )}
U{HK(X) | (X,K) € H(r,t) and X € Migtg(P,r,t) and
K € Mposs(P,r,t)}
U{(X0 | | Xe) | (Xus.-., Xi) €C(r,t) and
X; € M";eég(P, r,t) for some j}.
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The following lemma is easily proved from Definition F.1 and Definition F.2.

Lemma F.2
0 = ;
Mrecg(P, rt) C M;“ecg(R ri) - C U Mzrecg(P’T’t) = MT@CQ(R r,t)
=0

Lemma F.3

Mgenr(P,r,t) C Mrecg(P, r,t)

Proof. By induction on t:

1. (Basis) Let t =t (r). By definition 4.3 and definition F.1, Mgenr(P, 7, thegt(r)) =
Mrecg(P,r,tg5¢(r)) = 0. Therefore, the required statement holds.

2. (Induction) Let t > tg.4¢(r) be arbitrary. We assume the inductive hypothesis:
Mgenr(P,r,t) € Myecg(P,7,t); and we show this implies Mgenr(P,r,t +1) C
Mpecg(P,r,t + 1).

By the inductive hypothesis it follows that M genr(P,r,t) U Sgenr(P,r,t) C
Mrecg(P,r,t)USgenr(P,7,t). By definition 4.3, M genr(P,r,t+1) = Mgenr(P,r,t)U
Sgenr(P,r,t), and, by definition F.2, M.q( P, 7, t+1) = Mrecg( P, r,t)USgenr( P, 7, t).
Hence Mgenr(P,7,t +1) C© MSeeq(P,r,t +1). By Lemma F.2 it follows that
Mgenr(P,r,t+ 1) € Myecg(P,r,t 4 1).

(This completes the proof of Lemma F.3.) 0

Lemma F.4
Mrecg(R r,t) C Mgenr(r’ t)u Mener(r,t) U Mhash(r’t) U Mecone(r, )
Proof. (Similar to proof of Lemma 4.11.) By induction on ¢:

1. (Basis) Let t = tgpq;(r). By definition 4.3 and definition F.1, Mrecg(P, 7, tfp6¢(7)) =

0 and  Mgenr(r, thirst(r)) U Mener(r, thirst(r)) U Mpggp(r, tisg(r))U
M eone(ry tgrst(r)) = 0. Therefore, the required statement holds.

2. (Induction) Let ¢t > tg.4¢(r) be arbitrary. We assume the inductive hypothesis:
(HP1) for all ' < t, Myecg(P,7,t") € Mgenr(r,t')U Mencr(r,t') U Mpggp(r, ') U
M cone(r, t'); and we show this implies M pecg(P,7,t) € Mgenr(r,t)UMencr(r, 1)U
Mpash(r, 1) U Meone(r, ).
By Lemma F.2 it suffices to show that, for all Y and for all m,if Y € MTeg(P,7,t)
then Y € Mgenr(r,t) U Mencr(r,t) U My o5 (r,t) U Mcone(r,t). This assertion

is shown using induction on m:
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L. (Basis) Let m = 0. Suppose Y ¢ MBecg(P,7,t). By definition F.2, Y €
Mecg(Py 1yt — 1) U Sgenr(P,r,t — 1).

Case (i): Y € Mupecg(P,7,t —1). HP1 yields Y € Mgenr(r,t = 1)U Mener(r,t —
D) UMpep(rt—1)U Mecone(r,t — 1). By Lemma 4.6 it follows that
Y € Mgenr(r,t)U Mener(r,t) U Mpash(r,t) U Meone(r, t).

Case (ii): Y € Sgenr(P,r,t — 1),
By definition 4.2, P performs generate(Y) at ¢ — 1, and therefore, by
definition 4.3, Y € Mgenr(r,t).

IT. (Induction) Let m > 0 be arbitrary. We assume the inductive hypothesis:
(HP2) for all Y, if Y € MTeey(P,r,t) then Y € M genr(r,t) U Mener(r, t) U
Mpash(rit) U Meone(r,t); and we show this implies that, for all Y, if
Y € M7Ly(Port) then Y € Mgenr(r,t) U Mener(r,t) U Mpgep(r,t) U
M eone(r,t).

Suppose Y € MJhA(P,r,t). By definition F.2,
Y € MPey(P,r,1)
U{Bx(X) | (X, K) € £(r,t) and X € MTspy(P,r,t) and
K € Mposs(P,r,1)}
U{Ex(X) | (X,K) € £(r,t) and X € Meyy(P,r,t) and
K € Mposs(P,r, 1)}
U {Hk(X) | (X,K) € H(r,t) and X € Mey(P,r,t) and
K € Maposs(P,r,1)}
U{(X1 ]| Xe) | (Xu,...,Xz) €C(r,t) and
X; € Micq( Py, ) for some j}.

Case (A): Y € MTpeo(P,r,t). HP2ylelds Y € M genr(r,t)UM ener(r, t)UM pasp(r, 1)U

MCOnc(T',t).
Case (B): Y € {Ex(X) | (X,K) € &(r,t)and X € Mipy(P,r,t) and K €
Mposs(P,r,t)}.

We have Y = E(X) for some X and some K such that (X, K) € &(r,1)
and X € Mey(P,r,t) and K € Mposs(P,r, t). By definition 4.3,
Ex(X) € Mener(r,t). Hence Y € Mencr(r,1).

Case (C): Y € {Ex(X) | (X,K) € &(r,t) and X € MTeey(P,r,t) and K~ €
Moposs(P,r,1)}.
Similar to Case (B).
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Case (D): Y € {Hg(X) | (X,K) € H(r,t) and X € MPpeg(Prt) and K €
Mposs(P,T‘,t)}.
Similar to Case (B).

Case (E): YV e {(X1 |-+ | X&) | (X1,...,Xx) € C(r,t) and X; € MTecg( Py, t)
for some 7}.

Similar to Case (B).
(This completes the proof of Lemma F.4.) O
The statement of Lemma F.4 is rather weak; 1t is apparent from the proof of this

lemma that we can also obtain the following stronger statement: Mpecg(P,7,t) C

Mge'n,r(P, T,t) U Me’n,cr(’l’,t) U Mhash(’l“,t) U Mconc(r,t).
Lemma F.5 Let X € Myecg(P,7,t). Then

(a) if (X,K) € E(r,t) for some K such that K € Mposs(P,r,t), then Ex(X) €
Mrecg(P,T‘,t), and

(b) if (X,K) € E(r,t) for some K such that K=t € Mposs(P,7,t), then Ex(X) €
Mrecg(P,T‘,t), and

(c) if (X,K) € H(r,t) for some K such that K € Mposs(P,7,t), then Hk(X) €
MT‘CCQ(P7 T‘,t), and

(d) if X1 |- | Xz € C(r,t) and X = X; for somed, then X1 |-+ | Xp € Mrecg(P,r,t).

Proof. We only prove part (a); the remaining parts are proved similarly. Suppose
(X,K) € E(r,t) for some K such that K € Myposs(P,r,t). By Lemma F.2 it suffices
to show that Ex(X) € Ml,«ecg(P, r,t) for some [. Since X € Myecg(P,r,t), it follows
by Lemma F.2 that X € M7ecq( P, r, t) for some m. By definition F.2, M7ets(P,7,t) 2
{Ex(X) | (X,K) € &(r,t) and X € MTecg(P,7,t) and K € Mposs(P,r,t). Hence
Ex(X) € MTetg(P,r,1). O

Proposition F.1 For each time t, the set Mrecg(P,7,t) is finite.
Proof. Follows from Lemma F.4 and Lemma 4.7. 0

Corollary F.1 For each time t, Mrecg(P, rt) = M’}":ecg(P, r,t) for some k.
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