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Construction of highly non-linear cubic homogeneous
Boolean functions on GF*"*1(2)

Jing Wu, Tianbing Xia *

and Jennifer Seberry *

* School of IT and CS
University of Wollongong
Wollongong, NSW 2522
Australia

Abstract

The work studies highly nonlinear Boolean
functions in GF?*"*1(2), i.e. for the di-
mensions where bent functions do not ex-
ist. We prove that for every n > 2 there
exist homogeneous Boolean functions on
GF(2)?"*! with non-linearity greater than
or equal to 22" — 2" and without linear
structures.
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1 Introduction

Homogeneity is an important property
when cryptographic algorithms use the
Feistel structure such as these applied in
MD4 and MD5 hashing algorithms or in
the DES encryption algorithm. It was
showed in [2] that homogeneous functions
permit to re-use evaluations from previ-
ous iterations if the Feistel structure con-
tains n > 4 wires (inputs/outputs) and

the rotation is used as the diffusion P-box.
These Boolean functions create a class of
rotation-symmetric functions. An impor-
tant property of rotation-symmetric func-
tions is that they can be decomposed into
one or more homogeneous parts. To keep
a round function f(z) short, one would
prefer a homogeneous rotation-symmetric
function.

It turns out [5] that homogeneous bent
functions of degree m do not exist on
GF?(2) when n > 3. However, cubic
homogeneous bent functions on GF?"(2)
exist for all n > 3 and n # 4 (see [4]).

In this paper we give constructions for
homogeneous function on GF?"+1(2), n >
2 and n # 4. The constructed functions
attain high nonlinearity and contain no
linear structures. These features are com-
mon with bent functions making the func-
tions attractive for cryptographic applica-
tions.



2 Background

Let V,, = GF™(2) be the set of vectors
with n binary co-ordinates. V), contains
2" different vectors from ag(0,0,---,0)
to agn_1(1,1,---,1). A Boolean function
f Vi = GF(2) assigns binary values to
vectors from V,. Let z(zq, - -,z,) and
y(y1, -+ ,yn) be two vectors in GF(2)".
Throughout the paper we use the follow-
ing notations:

e The inner product of x and y
(r,y) = 2QY=01Yy1 D © Tpyn

= > ziy; (mod 2);
il

e The inner addition of x and y
@Y= (1B Y1, ,Tn B Yn)

Note that inner addition is equivalent
to bit-by-bit XOR addition;

e The Hadamard product of vector
a = (a1, --,a,) and vector b =
(bla"'abn)

ax*b= (albl,---,anbn)/

where the symbol “/” means trans-

pose of the vector or matrix.

A function f(z) on V,, is called an affine
function if f(z) = a1z1 ® - apzy, d ¢
where a; € GF(2), i1 = 1,---,n, ¢ €
GF(2). When ¢ =0, f(z) is called a lin-
ear Boolean function. The sequence of an
affine (or linear) function is called affine
(or linear) sequence.

Definition 1 (Hamming weight and dis-
tance) The Hamming weight of a wvector
a € V,, denoted by W(a), is the num-
ber of ones in the vector. The Hamming
weight of a Boolean function f(z), denoted
by W(f), is the number of ones in its truth
table.

The distance between two wvectors a and
B, denoted by d(a, ), is the number of
co-ordinates which are different. Clearly,
d(a, B) = W(a® ). The distance between
two Boolean functions f(x) and g(x), de-
noted by d(f,g), is equal to W(f(z) &

9(x)).

Definition 2 (Propagation Criterion) A
function f(z) on V,, satisfies the propaga-
tion criterion with respect to o # 0 if the
derivative f(z) ® f(x ® ) is balanced, i.e.
contains the same number of ones and ze-
ros in its truth table.

Definition 3 (Homogeneous

Boolean Function) A Boolean function f :
Vi — GF(2) is homogeneous of degree k
if it can be represented as

fl@)= D

1<iy < <ig<n

Qjyoogf, Ly = Ty, - (1)

where z(x1,...,z,). Each term x;, - -z, ,
ajy.iy, € GF(2) is a product of precisely k
co-ordinates.

Let Ny denote the non-linearity of a
Boolean function f(z). The Ny is defined
as follows:

Ny = min{d(f,y) | ¢ is an affine function}.

Following the definition of nonlinearity of
boolean functions, on even size boolean



spaces there is a special class of boolean
functions which are called bent boolean
functions that have Hamming distances to
any affine function either 27~ — 251 or
271 4 93~1 Bent functions have max-
imum nonlinearity, 2"~ — 2%71, on the
space they exist.

The following well known results are
given for completeness.

Lemma 1 Let f(z) and g(x) be two
Boolean functions on V,, and let & and n

be their sequences. Then

d(fag) = 2n_1 - %(g,’)’])

Lemma 2 Let f(z) be any Boolean func-
tion on V,. Then the non-linearity of

f($)7

1

Nf S 2n—1 _ 2§n—1

Definition 4 (Linear Structure) Let f(x)
be a Boolean function on GF(2)" and «
be a non-zero wvector from V,. Then «
is called a linear structure of f(x) if its
derivative f(z ® o) ® f(z) is constant.

Lemma 3 Let A be a nonsingular n X n
matriz, « be a vector from V,, and ¢(z)
be an affine function on V,. Then an ar-
bitrary function f(z) : V, — GF(2) and
9(z) = f(xA® a) ® p(z) share the same
nonlinearity, or

Ny = N,.

Theorem 1 Suppose f(z) is a Boolean
function on Vaop, 1 with Ny > 92m _ gm

which has no linear structure. Then there

exists a Boolean function F(x) on Vapyq
that has no linear structure and its non-
linearity Np > 22" — 2" for every n > m.

Corollary 1 Let f(x) be a Boolean func-
tion on Vopi1 with Ny > 220 _ 92" and
g(y) be a bent function on Va,. Then
F(z) = f(z)®g(y) is the Boolean function
on Va(nym)+1 with Np > 22(ntm) _ gntm,

3 Homogeneous
Boolean Functions with
High Nonlinearity

Definition 5 Let m > 1, F € R,,,. The
ranks ri(F), 1 <1i < m are defined induc-
tively on deg(F):

1. When deg(F) <1

ri(F) = rank(B{™) (F(2))).

, (2)

where 1 <1 < m.

2. When deg(F) = t > 1, let ri(F),
1 <4 < m be given by (2). Write F ~

f(wla"'axr) D g($1,"-,$m) where
deg(f) =t r= 'rt(F); deg(g) <1,
and

’)",(F) = ri(g(oa"' voaxr-l-la"'axm))a (3)

1 <5 <t

The meaning of the ranks is this: If
deg(F) = t, then r;(F) = 0 for i > ¢, and
r¢(F') is the least number of independent
linear combinations of z1,- -, z,, needed
in the degree ¢ part of F'. Setting these



linear combinations equal to 0, the result-
ing function is used to define r;(F') for
i < t(see Hou [1]).

When we construct highly non-linear
cubic homogeneous Boolean functions, we
only consider the case r3(f(z)) > n and

ra(f(x)) = 0.

Notation 1 Let T = (t1,---,t,) be an
m X n matriz, where t;, 1 < 1 <
n are the wvectors of the columns with

where C' = By (f(2)), T = (t1,-- -, ta)
with t;, 1 <14 < n, are column vectors of
n coordinates, Ty = (t1,--, 1), T(o) =
(tT'-I-la e atn)a and

L (i,j) €S, i>j
0, otherwise

Q= (g5) aj= {

= (®(j,k)eE1,k>104jtka"'a

®(j7k)EEr—1,k>T'—1 a]tk’ 0) .

m—dimensions. We define 1<i<mn, 1<j5<r,
T" = (tixto, - tyxtn,toxtg, -, 4) Proof
b *tyy ooty ¥ 1) root.
Let (a,B,¢) € Gp. We have

to be an m x ( ;l ) matrix.

Lemma 4 Let A be an n X n matriz, with
all its entries in GF(2). Then zAz =
(B,x) for some B €V, if and only if A =
A

Theorem 2 Let r =
f(z) ® g(x) where

(@) = @ijrer TiTjTk,
1<i4,5,k <r<mn,

(5)

F(z) is equivalent(=) to a cubic homoge-
neous Boolean function iff there exists a
nonsingular n X n matriz T and a constant
vector o = (e, -+, ) such that:

(T7yC @ TQ® R) Ty,

=Ty (T} CoTQ® R)I , (6)

(a};ﬁ,c)(F(x)) =F(zT & a) ® (B,z) & c,

FaT®a) =
faT®a) =

[T @ a) ®g(zT @ a),
P (zti ® ) (at; & o))
(i,4,k)EE
(ztk © ag)
= @ {ztiztjzty ® ogat;xt;
(ij,k)EE
Bajrtirty O Ozixtjxtk} ® p1(x)
= @ zt;xtjxty © a:RT(Il)xl
(i,4,k)EE
De1(z)
= H(z)® 2T(,CT)y)z

(8)

©zRT )z & ¢(z),

where H is a cubic homogeneous function,
and ¢1(x) is an affine function.

g@T®a) = (2T ® a)Q(zT() ® a(l))'

a:TQT(’l)xl ® po(x),



where ¢y(z) is an affine function, and
o) = (a1, -+, ;). Now

(a,f,¢) (F(z)) = H(z) © p3(x)®

2(T3,C©TQ® R)T, o', 1
where

@3(z) is an affine function. (a, 3, c)(F(x))
is a cubic homogeneous function if and
only if z(T7,C ® TQ ® R)Tjyz is an
affine function. From lemma 4 we get
(T CeTQea R)T(/l) is a symmetric ma-
trix so Equation (6) holds. O

Theorem 3 There exist cubic homoge-
neous functions on Vopy1 without linear
structure, except possibly n = 4, and the
non-linearity of such functions are no less
than 22" — 2" forn > 1,

Proof. On V, let F(z) = 212023 P1124D
zoxs. We know that F(z) has no linear

structure, and its non-linearity 12. Now
r =r3(F(z)) = 3, and take

10 0 00
01 000
T = (t1,t9,t3,t4,t5) = 0 0 1 0 O
01110
1 01 01
We compute
0 00
0 00
*
T(l)C = 0 00
1 00
010

= (f4,15,0) =TCQ

|

N
o~ oo o
e =E=R=
coocoo

and (6) holds.

On
Ve, let f(I) = I12923PT2L4T5DL3L4LeD
T1T4PToT5BroT7PBr3T7. It is easy to
check f(z) has no linear structure and
Ny =56. r =r3(f(x)) = 6. Take

01 00 00O
1 00 0110
0 001 0 0O
T=(t,---,t7) =1 0 0 0 1 1 0 0
0 01 01 01
0 01 0111
1 00 1 111
We have
0 00 0O00 O
0 000 00O
000 0O00 O
T(*l)C = 01 00 00O
000 0O00 O
0 00100
011000
= (0,t1 Dts D t7,t3 D t7,t1 S t6,0,0)
and
TQ (t4a t5 S t7a t7a 07 Oa O)a
R = (t250305t610?0)'
Now

(T};)C © TQ & R)T,
= (ty ® ty)t, ® t1(ty B ta) D tats.




and it is a symmetric matrix. In this case
F(zT @& ) & z(t3 @ t7) is a cubic homo-
geneous function with Np = Ny = 56 and
has no linear structure.

For any m > 3 and m # 4, we know,
from [4], that there exist cubic homoge-
neous bent functions on Vs,. For any
n>4letm=n—-—0>3+#4, F(z) =
f(z) ®g(y) where f(z) is a cubic homoge-
neous cubic function with Ny > 22l _ 9t
g(y) is a cubic homogeneous bent function
on Vaoy—gy, 2(7,y), € Vag+1,y € Vo_py.
From Theorem 1, Corollary 1 and The-
orem 2([4]), we get cubic homogeneous
functions with Ny > 22" — 2" and with
no linear structure. g

4 Explicit Solutions

In this section we give transformation ma-
trix solutions for each of the remaining
seven inequivalent cases for V7 and give
results for V,,, n odd, n > 11. We discuss
the properties of these solutions.

4.1 Homogeneous Cubic Func-
tions on Vj
Let
[(z) = 2323, Tiy © T4y T3y ® Tiym5, (11)
where {il,iQ,i3,’i4,i5}{1,2,3,4,5}. As-

sume the following linear transformation
T:

Ti — Tiy D xiy, Tiy, = Tjy, D T4y,
Tis — Tijy D T4y D T4y,
Tiy — Tjy, Tis — Tjy-

(12)

Clearly, matrix 7T is nonsingular and
f(@T) = D1<upw<s TuToTuw B Tiy Tir Tiy D
Ty TigTi, 1S a cubic homogeneous function
with non-linearity Ny = 12.

There are 60 different functions of the
form (11). They are equivalent under the
action of T as defined by (12). There are
15 different cubic homogeneous Boolean
functions with Ny = 12 which are equiva-
lent under the action of (12).

4.2 Homogeneous Cubic Func-
tions on 1%

Including the Boolean function on V7
which given in theorem 3, we found 8 cu-
bic functions of 7 variables. Every one of
them is equivalent to a cubic homogeneous
function under the action of G7. But they
are not equivalent to each other. We con-
tinue to search for a generalised construc-
tion for the matrix 7" and the vector a so
that f(zT@®a) = H(z) ® p(z) where H(x)
is cubic homogeneous function, and ¢(z)
is an affine function. The cases just given
are positive evidence for such a construc-
tion.

4.3 On ‘/QTL-I—l, n >4

The cubic homogeneous Boolean func-
tions, f(z), exist on V5 with high non-
linearity Ny = 12, and cubic homogeneous
bent functions, ¢g(y), exist on Vg. From
theorem 1 and corollary 1 we can con-
struct a cubic homogeneous Boolean func-
tion F(z) = f(z) ® g(y) on Vi1 with high
non-linearity Np = 210 — 2% = 992,



Example 1 Let [4]

f(z) = 13973 ® T1T214 & T1X9T5
DPr1231L4 D T1L3T5 D ToL3L4

Drorsrs @ x37T475,
and [5]

9(y) = y1y2y3 © y1y2y1 © Y1y2Y5 © Y1y3Y4
Dy1Y3ye D Y1Yays D Y1YayYe
DY1YsYs D Y2Y3Ys D Y2Y3yse
DY2yays D Y2Yays D Y2YsYe
DY3Yays D Y3yays D Y3ysys,

then F(z) = f(z) ® g(y) is a cubic homo-
geneous Boolean function and Np = 992.

Using this method, we can construct cu-
bic homogeneous Boolean functions F' on
Vop+1 for n > 4 which high non-linearity
Np > 2% —2n,
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