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1 Introduction

Schemes in which a dealer distributes partial information (shares) to a
group of participants in such a way that only pre-designated collections of
participants are able to re-create the password (secret or key) are called
access schemes or secret sharing schemes. Access schemes are used
in financial institutions, communications networks, computer systems and
the military; see [2, 15]. In [20], Seberry and Street introduced a way to
use combinatorial designs to create a conditionally perfect access scheme.
In this paper, we extend the ideas that were presented in [20].

A t-(v,k, \) design is a set of subsets of size k (blocks) chosen from a
set of v elements in such a way that every set of ¢ elements occurs in exactly
A blocks. A 2-(v, k, \) design is often referred to as a (v, k, \) design.

A 2-(7,3,1) design based on the set X = {1,2,3,4,5,6,7} is given by
the set of blocks

B={1:124, 2:235, 3:346, 4:457, 5:561, 6:672, 7:713}

where the boldface numbers label the blocks, and the elements of each block
are listed without commas or brackets. We write F to denote this (7,3,1)
design, or more explicitly F = (X, B). In this paper we are concerned both
with simple designs, that is, those in which no block is repeated, and with
non-simple designs.

We now consider certain subsets of blocks of the design F. The three
blocks 1,5,7 can be completed to a (7,3,1) design in two different ways:
by adjoining the blocks 2,3, 4, 6 of the original design, or by adjoining the
blocks 257,236,345, 467 to give another (7,3,1) design. Similarly any set
of three blocks from F which contain a common point can be completed to
two different (7,3, 1) designs. However, any set of three blocks which do not
contain a common point have the property that they complete to a unique
(7,3,1) design. Thus the set S consisting of the blocks 1,2, 3 must lead to
a (7,3,1) design containing the blocks 6 (since 2 must appear with 6 and
7), 4 (since 4 must appear with 5 and 7), and so on, giving our original
design F.

Since the set S has a unique completion to a (7,3,1) design we call it a
defining set of the design. Since no set of one or two blocks forces a unique

completion to F, § is a smallest defining set of the design. A minimal



defining set is a defining set which does not properly contain any other
defining set. In this design every minimal defining set is in fact a smallest
defining set, but in many designs there are sets of blocks which are minimal
but not smallest defining sets; these will be referred to as other minimal
defining sets. The notion of a defining set was introduced by Curtis [3] for
the 5-(24, 8, 1) design, but the formal definitions were introduced in 1990 by
K.Gray, in a series of three papers [9, 10, 11]. He proved several theoretical
results on defining sets as well as finding bounds on the size of minimal
defining sets.

Closely related to the concept of a defining set is that of a trade in a
design. Suppose that a design D contains a set 7; of blocks, and that this
set has the following property: there exists another set of blocks 75, with
Ti N Tz = 0, such that (D \ 7;) U T3 is another design with the same
parameters as D. In this case, the pair (71,72) is said to be a trade.
The collection 75 is said to be a trade mate of 7;. Note that when a
particular design D is being considered, a single collection of blocks 77 is
often referred to as a trade, with the understanding that a trade mate 7
exists. However, this convention may lead to confusion in the study of the
enumeration of trades. An example of a trade in our (7,3,1) design F
above is the set 71 consisting of the blocks 2, 3, 4, 6 of F, with trade mate
T = {257,236,345,467}. Clearly any defining set must contain at least
one block from each trade in a design.

Defining sets of designs can be used to create an access scheme in the
following way. The dealer chooses a t-(v, k, ) design. Note that the pa-
rameters t, v, k and A\ might be public knowledge. The dealer then finds
a minimal defining set S for that design. The dealer partitions the set of
blocks of § into p shares and distributes the shares among the p participants.
When these p participants combine their shares, they can reconstruct the
minimal defining set S and hence find the design. The key will be located
in the strongbox of the design, which we define in the next section.

2 Access schemes using defining sets

In [20], the ideas of Fitina [7] were adapted, giving rise to the definitions of

the nest, power and influence of a block within a defining set, as well as the



strongboz of a defining set. These concepts provide some measure of how
secure the defining set access scheme is. Here we review these definitions,
illustrating them with the design F listed in the previous section, and its
minimal defining set Sy = {124, 235, 346}.

Let D be a t-(v,k, \) design with minimal defining set S and let B be
a block of S. The nest of B in S, N'(S, B), is the set of blocks of S\ {B},
together with all the complete and partial blocks forced by the information
in §\ {B} and the parameters of the design. More precisely, we write

N(8,B) = (S\{B})UN'(S,B)UN"(S, B)

where N'(S, B) is the collection of complete blocks forced by the informa-
tion in S\ {B} and N"(S, B) is the collection of partial blocks of size at
least ¢ + 1 forced by the information in S \ {B}. The nest of the block 124
in Sr is

N (SF,124) = {235,346, 137}.
Here N'(Sx, B) consists of the single block 137 and the set N"(Sg, B) is
empty since there are no partial blocks of size greater than ¢ = 2.

The power of B in S, P(S, B), is the number of completions of S\ { B}
to a design with the same parameters as D. In the design F with defining
set Sg, P(Sx, 124) = 2, since the set of blocks {235, 346} can be completed
to a (7,3,1) design by adding either the blocks

{137,124, 156,267,457},

or the blocks
{137,126, 145,247, 567}.

The influence of B in S, Z(S, B), is the number of complete blocks of
D which are not entirely determined by the information in S\ {B}. More
precisely, Z(S,B) = |D \ (S \ {B})| — |N'(S, B)|. The design F contains
seven blocks and the nest of 124 contains three complete blocks, so the
influence of the block 124 in S is four.

The strongbox of a set of blocks S is the set of complete blocks of
the design D which are not contained in the nest of any block of S. More
precisely it is the set

(P\S)\ |J N'(S.By).

B;eS



Consider the defining set Sz of the (7,3,1) design F. The nest of 124
contains the three complete blocks:

235,346, 137.
The nest of 235 contains the three complete blocks:
124, 346, 457.
The nest of 346 contains the three complete blocks:
124, 235, 267.

Taking the union of the nests gives only six complete blocks, so there is one
complete block of F not contained in any of them. The strongbox of the
defining set S is this single block 156.

These definitions give us a way of measuring how secure our defining
set access scheme is. If, in our defining set access scheme, each participant
receives a share consisting of one block, then the nest of each block gives an
indication of how much information a maximum size unauthorized subset
of participants could calculate about the design, and the power of the block
gives the number of possibilities they would have to consider if they were
to guess the design. The influence of a block gives an indication of how
much of the design would remain secret if that participant was missing.
The strongbox of a defining set gives an indication of how much of the
design would remain secret, regardless of which unauthorized subsets of
participants collaborated in an attempt to cheat. In our access schemes we
would like the power of each block to be quite large. We would also like
the influence of each block, B, to be close to the size of D\ (S \ {B}), and
the size of the strongbox to be large.

We say that a block B, in the defining set S of design D, has perfect

influence if the influence of B is the number of blocks in D\ (S \ {B}).
That is, if no complete blocks outside the defining set can be determined
without knowledge of B.
Example: Consider the 2-(15,7,3) design, PG(3,2), based on the under-
lying set of 15 elements 0,1,...,9,4a,...,e, and developed from the differ-
ence set By = 012458a (mod 15). Then block B; of the design is By + i,
(mod 15). Here the design has a smallest defining set S of size nine [12],
consisting of the blocks B;, for i =0,1,2,3,4,5,6,7,9.



For each block B; in the defining set, there are three completions of
S\ {B;}, so the power of each block is three. The only complete blocks in
the nest of B; are the blocks in S\ {B;}, so each block has perfect influence.
The strongbox of this defining set has size six, being the set of blocks in
D\S.

3 Keys and pointwise defining sets

There are many possibilities for the key of such a defining set based access
scheme. Clearly, it would be advantageous in this type of scheme to have
the key be dependent on the strongbox of the defining set. One possibility
is to write each block of the strongbox in lexicographic order, create an
integer from a string of k integers ajas ...a; where a; is the sum of the
ith elements of the blocks, and then subtract this integer from a suitably
large number. The difference would then be the key of the access scheme.
Applying this idea to the example above, based on the design PG(3,2),
and choosing the suitably large number to be 9876543210123 gives a key of
7753700612941. The blocks in the strongbox written in lexicographic order,
with the letters a =10, b =11, c=12,d = 13 and e = 14 are

13 8 9 10 12 13
0 3 5 10 11 12 14
01 4 6 11 12 13
1 2 5 7 12 13 14
0 23 6 8 13 14
013 4 7 9 14.

Summing the columns of this array and concatenating the sums to form an
integer gives 2122842597182. Subtracting this number from 9876543210123
gives the key of 7753700612941. Of course, there are many other ways of
hiding the key in the strongbox of a defining set.

The definitions of nest, power, influence and strongbox can be applied
to access schemes involving defining sets of block designs, provided that
the defining sets involve only complete blocks. Our work on defining set
access schemes leads us to wonder whether pointwise defining sets, which

contain partial and/or complete blocks, may be more useful in certain access



schemes than blockwise defining sets. The following example illustrates one
of the extra complexities that arise when considering pointwise defining sets.
Example: Consider the 2-(11,5,2) design generated by the block 13459
cycled modulo 11, which has two non-isomorphic smallest defining sets S;

and S, where

S; = {13459,2456a, 35670,79a04,90126}.
S5 {13459, 2456a, 35670, 46781,57892}.

Each of these has a strongbox consisting of just one block: a1237 for &;
and 79a04 for S,. If two people are to share access to the secret, one could
be given three blocks and the other the remaining two.

However if we attempt to share access to a secret hidden in this design
by giving two people portions of each block instead of complete blocks, we
may run into problems, since we may inadvertently give one participant
a pointwise defining set. The defining set S; has eight non-isomorphic
pointwise defining sets contained within its blocks, and S, has 26; see [5].
For instance, the following five 4-element subsets of the blocks of Sy form
a defining set:

S, = {3459,456a,3567,6781,7892}.

In these two examples the secret is hidden in the strongbox. Hence the key
can be the block in the strongbox or some function thereof. By definition
the strongbox has the property that no n — 1 of the n sets in the smallest
defining set can recreate any of the information in the strongbox, so we
have an n out of n secret sharing scheme. In the case where each share
consists of one or more blocks and the secret is one block, the information
content of the secret is less than or equal to the information content of each
share.

We plan to adapt the definitions of nest, power, influence and strongbox
to take into account pointwise defining sets and to study their applications

in access schemes in a subsequent paper.

4 Strongboxes

Our study of strongboxes revealed another more surprising possibility. Con-
sider the 2-(16,4,1) design listed as P; in Appendix B. There are four in-



equivalent defining sets, with strongboxes of sizes 2, 7, 8, 8 respectively.
Each smallest defining set has seven blocks.

Again the secret is hidden in the strongbox, so the key can be the blocks
in the strongbox or some function thereof. Since each strongbox has s > 1
blocks, if each share is one block and the secret is s > 1 blocks, then the
information content of the secret is greater than the information content
of each share: each share has one block, each secret is a function of two
or more blocks. Here we compare information content by considering the
number of binary bits required to represent the information.

Furthermore in two cases the information content in the strongbox is
larger (8 blocks) than the total information content of the shares (7 blocks).

We obtained some surprising results, as follows:

e for some designs the strongbox is the complement of the smallest (or
other minimal) defining set of size s, and for some it is nearly the

complement, that is, it misses by one block being the complement;

e for these designs with complementary or near-complementary strong-
boxes, the total information required to reconstruct the whole design
is less than the information contained in the strongbox;

e for these designs, the information size of the secret, which can be a
suitable function of the blocks in the strongbox, can be greater than

the total information distributed in the shares.

We suspect that any ‘missing’ information is in fact held in the rules for
constructing the design.

In an effort to determine which types of designs give the most secure
defining set access schemes, we have developed a program for calculating
these measures and have investigated many designs. The program and
results are summarised in the next section and in the appendices; for details
see also [14].

5 Calculating nests and strongboxes

In this section we give a brief outline of the algorithms used to calculate the
nests, powers, influences and strongboxes of defining sets of designs. Given



a design D and a minimal defining set S of D, these algorithms calculate
the nest, power and influence of each block in & and the strongbox of S.
Automorphism information about the set S is also generated.

Every defining set must intersect every trade within a design in at least
one block, and the automorphism group of a defining set is a subgroup
of the automorphism group of the design; see K.Gray [9, 10, 11]. These
properties have been essential in the development of algorithms for finding
minimal defining sets; see Greenhill [13] and Delaney [6]. In developing fast
algorithms that find all completions of a partial design to a design with
specified parameters, block intersection patterns have also been important,
especially linkage; see Ramsay [19], Utami [21] and Lawrence [16].

The nest calculating program uses the computer algebra system MAGMA
[1], and interfaces with a version of the design completion program cad,
originally part of the complete package written and described by Delaney [4]
but later modified by Ramsay [18]. Automorphism information is calculated
using the AutomorphismGroup function provided by MAGMA, which in turn
makes use of the program nauty [17].

Note that in these programs designs are allowed to be non-simple and
so design block-sets are multisets; set differences of multisets where they
occur respect these multiplicities.

Given a design D and a minimal defining set S, the program deletes each
block B of S in turn. It stores all the completions of S\ {B} to a design
with the parameters of D and thus the power of B in § is calculated. By
identifying the complete blocks which are common to all the completions
of S\ {B}, the set N'(S, B) is computed. This allows the calculation of
the influence of B in §. The partial blocks in the nest of B are found by
considering the partial blocks of size i in decreasing order of i from i = k—1
toi =t+ 1. At each stage the partial blocks of size ¢ which are common
to all the completions of S\ {B} and which have not occurred in a partial
block of larger size are added to the set N"(S, B). (Note that the program
also considers the partial blocks of size ¢, but these are not really of interest
in the calculation of the nest.) These calculations are carried out for each
block of S. At the very beginning of the program a set A is initialized to be
the set of blocks in D\ S. As each block B is dealt with, the set N'(S, B)
is used to remove blocks from A so that once all the blocks of S have been

considered, the set A is the strongbox of S.



Thus this program returns the power, nest and influence of each block
in a given defining set, as well as the strongbox for the defining set as a
whole. A detailed account of the program is given in Appendix A and the

results of this program for several designs are summarised in Appendix B.

6 Choosing the design and defining set

As usual, we write b for the number of blocks in the design D and s for the
size of a defining set S of D. Clearly, in choosing a design D and a defining
set S for use in this type of access scheme, we would like the powers of the
blocks of S to be quite large, the influence of each block of S to be close to
|D\ (S \ {B})| and the size of the strongbox to be large. For a design D
and a defining set S for which the size of the strongbox is |[D\ S| = b — s,
we say that the defining set has a complementary strongbox. Similarly
if the size of the strongbox is |[D\ S| —1 = b — s — 1. we say the defining
set has a near-complementary strongbox. From the information about
power and influence of each block of S, we calculate two extra measures.
The average strength, AS, of a defining set S is the sum of the powers
and influences of the blocks of S divided by s. The average influence, Al,
of a defining set S is the sum of the influences of the blocks of S divided
by s.

We applied the algorithms described in the previous section to many
small designs, and the results are summarised in Appendix B. We noticed
the following trends.

1. If AS > b, then the strongbox is unlikely to be empty.

2. If AS < % and AT <%, then the strongbox is likely to be very small
or empty.

3. f AT =|D\ (S\B)| =b—s+1, then there is a large strongbox.

4. If AT < %”, then the strongbox is likely to be empty.

10



7 Applications of defining set access schemes

7.1 Key Management

A participant involved in a number of secret sharing schemes may find it
hard to memorize a different share for each scheme, hence reducing the
security of each scheme. In this case we would like a key management
system in which either the key and some shares are common to a number
of secret sharing schemes or we have a collection of secret sharing schemes
which have different keys but still have one or more shares in common. In
such a system, the shares are chosen so that the primary share(s), neces-
sary for the reconstruction process of each scheme, is held by the common
participant(s).

Example: Suppose we require a pair of access schemes with three com-
mon participants. We could use a pair of 2-(15, 3, 1) designs with a common
2-(7,3,1) subsystem. Let D; be the 2-(15,3,1) design with blocks

123,145,167, 246,257,347, 356;
189, 1ab, 1cd, 1ef;28a, 29b, 2ce, 2df; 38b, 39¢c, 3af, 3de; 484, 49a, 4be, 4cf;
58f, 59e, bad, 5bc; 68e,69f, 6ac, 6bd; 78c, 79d, Tae, 7bf;

and let Dy be the 2 — (15,3, 1) design with blocks

123,145, 167,246,257, 347, 356;
289, 2ab, 2cd, 2ef; 48a,49b, 4ce, 4df; 68b, 69c, 6af, 6de; 38d, 39a, 3be, 3cf;
18f,19e, 1ad, 1bc; 78e,79f, 7ac, 7bd; 58c, 59d, bae, 5bf.

The design D; has defining set

123,167, 257;
189, 1cd, 28a, 4be, 4cf, 59¢, 6ac, 6bd, 7bf;

and the design D, has defining set

123,167, 257;
289, 2cd, 48a, 3be, 3cf, 19e, Tac, 7bd, 5bf.

Thus the three common participants can be given one block each from
the set {123,167,257} and the remaining participants in each separate

scheme can be given blocks from the appropriate defining set.

11



7.2 Multilevel schemes

In a company with a hierarchical structure, the value of a person’s share
in an access scheme is often required to reflect their clout in the company.
For example, in an access scheme the shares of two junior officers might be
able to replace the share of a senior officer, in case the senior officer was
unavailable at the appropriate time. These situations call for a multilevel
scheme. The shares given to s individuals of rank 1,..., r are such that if
a person of rank 7 is incapacitated, then the share of a person of rank j > i
or the shares of a set of individuals of rank | < i may replace the missing
share.

Example: Suppose we have a data file that may be accessed by two vice-
presidents of a company. If one of the vice-presidents is absent, then we
need two senior officers to be able to replace that share. The dealer could
choose the (9,3,1) design Ds:

123, 147, 159, 168
456, 258, 267, 249
789, 369, 348, 357

with {123, 456, 147, 258} as a defining set, for use in the secret sharing
scheme. The two vice-presidents could be given the shares {123, 456}
and {147, 258} respectively. Other minimal defining sets of this design
include {123, 456, 369, 348, 249} and {147, 258, 789, 348, 249}, so we
could give four senior officers the shares {369}, {789}, {249} and {348}
respectively. If the first of the vice-presidents were absent she could be
replaced by senior officers 2, 3 and 4; if the second of the vice-presidents
were absent he could be replaced by senior officers 1, 3 and 4.

8 Conclusion and open problems

Clearly the proposed access scheme based on defining sets is not perfect.
The security of the scheme depends on the total number of block designs
having the chosen parameters as well as the number of block designs con-
taining the pooled information of any unauthorized subset of participants.
However, we believe that the number of designs of order n is large enough
to make it feasible to use their defining sets in access schemes.

12



8.1 Open problems

There are many areas which require further investigation in order to de-
termine the feasibility of the suggested defining set access scheme. These

areas include, but are not restricted to, the following problems:

e Determining whether pointwise defining sets, containing partial blocks,
could be more useful than blockwise defining sets in the creation of
hierarchical access schemes;

e Refinement of the definitions of influence and strongbox to measure
the amount of information gained from partial blocks as well as com-

plete blocks.
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Appendix A Outline of nests program

For a t-(v, k, ) design D, we suppose the following functions are defined:

FuncTION Points(D) {Returns the point-set of cardinality v of D}
FuncTION Blocks(D) {Returns the blocks of D}

FuNcTION Parameters(D) {Returns the parameters t,v, k, A of D}
FuNcTION tParameter(D) {Returns the parameter t of D}

Suppose also that #(X) returns the cardinality of X for any set X.

Note that designs are allowed to be non-simple and so design block-
sets are multisets (i.e. sets of blocks with multiplicities possibly greater
than one); and set differences of multisets where they occur respect these
multiplicities, e.g. {z,z,y, 2} \ {z,y} = {z, z}.

The following function interfaces with a version of the design comple-
tion C program cad originally part of the complete package written (and
described) by Cathy Delaney [4] which was later modified by Colin Ram-
say [18] so that it conformed more with the usual input-output conventions
of UNIX. To facilitate its use from within the computer algebra system
MAcGMA [1], Greg Gamble made some further minor modifications.

Function CadCompletions(S, D, simple)
{Returns the set of designs (sets of blocks) that are all the
design completions possible for the partial design S on the
15



parameters Parameters(D). If simple = true the design is
assumed to be simple (i.e. the -s option is passed to cad)}
END.

The following AutomorphismGroup function is essentially provided by
MAGMA [1], which in turn uses Brendan McKay’s nauty [17].

FuncTion AutomorphismGroup(D, S)
{Returns, for the set S of blocks of the design D, the
permutation group on Points(D) that preserves S.
This is implemented by defining a MAGMA
IncidenceStructure with points Points(D) and blocks
S and then using MAGMA’s AutomorphismGroup
function on the object formed.}
END.

The following iSets function returns the i-sets which are common to all

completions.

FuncTion iSets(C, 4)
{Returns the i-sets covered by the blocks of C'}

return J {{i-subsets of b} : b € C'};
END.

The following NDDash function returns the set of partial blocks of sizes
t to kK — 1 which are common to all completions. Observe, that in the code
for NDDash, we could have continued the for loop to ¢ (rather than ¢ + 1)
and returned UNddi immediately after the for loop, but the reason given
in the comment after the for loop allows us to simplify the body of the for
loop in the case i = t.

FuncTioN NDDash(eztraC, t)

{Returns the N" component of the Nest(S, B), where S is a
defining set of a t-design and B is a block of S, given a set
of sets of blocks extraC, which is the set of complements
(S\ B) UN' of completions of S\ B, and the parameter
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t of the t-design.}
LOCAL VARIABLES: k, UNddi, i, Nddi, c;

{Define N = Uie{t,...,
where N"*) = ) and
N = {i-sets common to elements of extraC'}

\ {i-sets of Ujeqior. g N"V'3 )

o (@

k := #block of an element of extraC;
UNddi := 0; {UNddi = U,y NV = N0}
for i from k — 1 downto ¢t + 1 do
{Nddi = N"}
Nddi := ((N{iSets(c, i) : c € extraC'}) \ iSets(UNddi, i)
UNddi := UNddi U Nddi; {UNddi = U;c(; o N7}
od;
{All elements of extraC cover the same t-sets.
So the common t-sets covered by elements of extraC
are just the t-sets covered by any element of extraC'}
¢ := any element of extraC;
Nddi := iSets(c, t) \ iSets(UNddi, t);
return UNddi U Nddz;
END.

The following procedure prints the nest data for a minimal defining set
S of a t-design D.

PROCEDURE ComputeNests(S, D, simple)

{Compute and print data associated with the nests of the partial
design S, where S consists of a subset of the set of blocks of the
design D. If simple = true the search for design completions is
restricted to simple designs.}

LOCAL VARIABLES: Scomplement, Strongbozx, partialS, C, extraC,

N’, N

{Print the defining set itself and its automorphism group}
print "Defining set S:", S;

17



print "AutS = ", AutomorphismGroup(D, S);

Scomplement := Blocks(D) \ S;
Strongbox := Scomplement; {Initialise Strongbox for loop}
for B in S do
partialS := S\ {B};
print "Deleted block B = ", B;
print "S\ {B} = ", partialS;
C := CadCompletions(partialS, D, simple);
{Power(S, B)}
print "Power (S, B) = #Completions of S\ {B} = ", #C;
{N' = non-(S\ {B}) blocks common to all completions}
extraC := {c \ partialS : ¢ € C};
N':=N{c: c € extraC};

print "N’ = Extra Common Blocks = ", N';
{N" = common partial blocks of completions}
N" := NDDash({c \ N’ : ¢ € extraC}, tParameter(D));
print "N” = " N
{Influence(S, B)}
print "Influence(S, B) = ", #Scomplement + 1 — #N';
Strongbox := Strongboz \ N';
od;
{Strongbox(S)}

print "Strongbox(S)", Strongbox;
if Strongbox = Scomplement then

print "Strongbox(S) is the complement of S";
ﬁ.

bl

Appendix B Summary of Computer Results

The following tables give a summary of the computer results obtained using

the nests program described in Section 5 and Appendix A. Each table

gives information on designs with particular parameters. For each design
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considered, we list the automorphism group of the design and how many
smallest defining sets and other minimal defining sets were considered. Note
that in the tables, the heading minimal defining sets means other minimal
defining sets. The columns of the tables provide information on the power,

influence and strongboxes of the defining sets, under the following headings.
|DS| gives the size of the defining set.
Aut(DS) gives the automorphism group of the defining set.

cases gives the number of defining sets which are described by this row of
the table.

op summarises the range of powers found by deleting each block of the
defining set. If the distribution of powers is listed exactly then the
notation z%y’ ... indicates that the power z occurs a times, power y
occurs b times, etc. If the distribution of powers is not given exactly,
then the notation [z,y] indicates that the values of the powers are

between z and y (inclusive).

or summarises the range of influences found by deleting each block of the
defining set, using similar notation to that for the powers.

AS gives the average strength for the defining set which is the sum of all
the powers and all the influences divided by |DS].

AT gives the average influence for the blocks of the defining set.

|SB| gives the number of blocks in the strongbox of the defining set. A
complementary strongbox is indicated by a { symbol. The symbol
* indicates a near-complementary strongbox, that is, a strongbox of

size one less than complementary.

In some cases, defining sets with the same size and strongbox size have
been grouped together. In these cases, the columns for average strength
and average influence have been left empty. More detailed information
on each of these designs (and more designs) is available on the website
[14], which provides more information on all of the designs listed in these
tables as well as information on designs with the following parameters:
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2-(9,3,2), 2-(15,3,1), 2-(19,9,4), 2-(23,11,5), 2-(25,5,1), 2-(31,6,1), 2-
(31,15,7), 4-(11,5,1). Tt also describes the designs as being simple, non-
simple, reducible or irreducible. In the tables in this Appendix, the designs
have been labelled using consecutive letters of the alphabet in order to avoid
the confusion of having two different designs with the same label. However
this is inconsistent with the labelling used on the website, so the caption of
each table lists, in parentheses, the labelling used on the website.

In the listing of automorphism groups the following notation is used:
I is the identity group, Z,, is the cyclic group on n elements, A B is the
wreath product of A by B, S, is the symmetric group on n elements, A,, is
the alternating group on n elements, D,, is the dihedral group of order 2n,
PSL,(p) is the projective special linear group of the n-dimensional space
over GF(p), AGL,(p) is the affine general linear group of the n-dimensional
space over GF(p), PT'L,(p) is the projective general linear group of the n-
dimensional space over GF(p), F, is the Frobenius group of order n and
V, is the elementary abelian group of order g for ¢ a prime power.

Obviously, for some sets of parameters, there are simply too many dif-
ferent designs, or designs with too many different defining sets, to provide
complete summaries here. The number of designs considered for each set
of parameters is given in the caption for the table. For the small cases,
all non-isomorphic minimal defining sets of all non-isomorphic designs were
considered. However, for the parameters 2-(10,4,4) (Table 9) only one de-
sign was considered (the 3-(10,4, 1) design viewed as a 2-design), and only
one smallest defining set and one other minimal defining set were consid-
ered. For the parameters 2-(13,3,1) (Table 11) only the smallest defining
sets were considered, and for the parameters 2-(15,7,3) (Table 13) only a
selection of smallest and other minimal defining sets were considered. For
design Eg with parameters 2-(7,3,3) (Table 5), information is missing on
two of the 219 minimal defining sets.

In Table 2, design B, is two copies of design Ay of Table 1. In Table 4
and 5, designs Dy and E, are two and three copies, respectively, of design
C; from Table 3. It is interesting to note that when multiple copies of a
design are taken, the size of the strongbox of a defining set of the non-simple
design is less than that of the simple design.

It is worth noting which of the designs and their defining sets have

complementary and near-complementary strongboxes.
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e The 2-(10,4,2) design Hj (see Table 8 and the list of blocks in [13])
has two defining sets with complementary strongboxes, the unique
smallest defining set {1,2,7,10,15} and one of the other 59 minimal
defining sets {1,2,3,6,7,10}.

e The 2-(13,3,1) design L; (see Table 11) has one smallest defining set
with a near-complementary strongbox; this is a cyclic design (modulo
13) with starter blocks 1,14, where 1 = 125,14 = 139. The small-
est defining set with blocks 1,2,3,8,10,16,18,22, 26 has strongbox
consisting of all the other blocks of the design except block 20.

e The 2-(15,7,3) design N5 (see Table 13) has a smallest defining set
with a complementary strongbox; the design is cyclic (modulo 15)
with starter block 0 = 012458a and the smallest defining set con-
sists of the nine blocks 1,2,3,4,5,6,7,8,10 with complementary
strongbox. Interestingly, the other minimal defining set has 10 blocks,
namely, 0,1,2,5,6,7,9,10,11,13, and an empty strongbox.

e The 2-(21,5,1) design Ry (see Table 16) is also cyclic (modulo 21),
with starter block 1 = 1,4,5,10,12. Its smallest defining set with
eight blocks 1,2,3,4,5,7,8,10 has a complementary strongbox. In-
terestingly, its three minimal defining sets with nine blocks each have
either an empty strongbox (in two cases) or a strongbox with only
one block.

e Although not summarised in the tables here, it is worth noting that
the 2-(19,9,4) design constructed from a starter block consisting of
the quadratic residues 1,4,5,6,7,9,11, 16,17 has a smallest defining
set of blocks 1,2,3,4,7,10,12,18 with complementary strongbox.

e Similarly the 2-(31,15,7) design constructed from the starter block
of quadratic residues 1,2,4,5,7,8,9,10, 14,16, 18,19, 20, 25, 28 also
has a smallest defining set of blocks 1,2,3,4,5,8,9,10,26 with com-

plementary strongbox.

In Tables 9 and 18, the same design is considered, once as a 2-(10, 4, 4)
design, Ji, and once as a 3-(10,4,1) design, 7;. B.Gray and Ramsay [8]
have shown that if s; and sy are the sizes of smallest defining sets of

a design considered as a t-design and a (¢ 4+ 1)-design, respectively, then
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s¢ > St+1 + 1. Here we have s; = 16 and s3 = 4 so these values lie well
within the bounds.

Table 1: 2-(6,3,2) design A;, #blocks =10 (D)

|S|  Aut(S) cases op or AS Al |SB|
Design A;, Aut(A;) = As, 1 smallest DS
3 Za 1 2241 4281 8 5.33 1

Table 2: 2—(6, 3, 4) designs Bl,BQ, B3, B4, #blOCkS =20 (Dl, DQ, D3, D4)

IS|  Aut(S) cases op or AS ATl  |SB]
Design By, Aut(B1) = Sg, 1 smallest DS

6 Sy 1 68 106 16 10 0
Design Bs, Aut(Bs) = As, 1 smallest DS

6 Zs 1 2442 4482 8 5.33 0
Design Bs, Aut(Bs) = A4 X Zs, 6 smallest DS

6 Zs 5 2,7] [4,11] 0
6 Zyx Zy 1 2462 44102 9.33 6 0
Design By, Aut(B4) = Sy, 4 smallest DS, 2 minimal DS

6 Zyx Zy 1 5442 9482 13.33 8.67 0
6 Zs 2 223292 4262122 12 7.33 0
6 I 1 21325162 416291102 11.67 7.5 0
7 Zo 1 223451 4%2649! 8.86 5.86 0
7 1 1 245162 4491102 10 6.43 0

Table 3: 2-(7,3,1) design Cy, #blocks =7  (F)

|S|  Aut(S) cases op oy AS Al |SB]
Design C1, Aut(Cy) = PSL(7), 1 smallest DS
3 S3 1 22 43 6 4 1
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Table 4: 2-(7,3,2) designs Dy, Do, D3, Dy, #blocks = 14 (D1, Dy, D3, Dy)
|S|  Aut(S) cases op or AS Al |SB]
Design D1, Aut(Dq1) =2 AGL1(7), 17 smallest DS

6 7 6 [2,4] [4,8] 0
6 I 11 [2,6] [4,9] 0
Design Ds, Aut(D1) = PSLs(7), 1 smallest DS

6 Ss 1 26 45 6 4 0
Design D3, Aut(D3) = S4, 20 smallest DS

6 I 72,4 [4,8] 0
6 Zs 10 [2,7 [4,8] 0
6 Ss3 1 26 45 6 4 0
6 ZyxZy 1 2472 4482 9 533 0
6 Z4 1 2472 4482 9 533 0
Design Dy, Aut(D4) = Sy X Zs, 8 smallest DS

6 Z 2 2,3 [4,7] 0
6 ZoxZy 5 [2,3] [4,7] 0
6 D 1 26 45 6 4 0

Table 5: 2-(7,3,3) designs E1, Ea, Es—Eg, #blocks =21 (D;-Djq)

S|  Aut(S) cases op or AS Al |SB|
Design Ei, Aut(Ey) =& AGL,(7), 2 smallest DS, 18 minimal DS
7 Zs 1 97 127 21 12 7
7 D, 1 97 127 21 12 7
8 TorZ ) 59152 99132 175 10 1
9 TorZ 10 [3,9] [6,12] 0
10 Tor Z 3 210 410 6 4 0

Design Es, Aut(Es) = PSL(7), 1 smallest DS
9 Ss 1 2° 4° 6 4 0
Designs E3 to Ey: each of these designs has many defining sets but all

(except possibly two defining sets of Ey) have empty strongboxes.
Design Eig (only irreducible), Aut(E1o) = S3, 378 smallest DS
9 TorZ 7 1
9 JTorZy, 371 0
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Table 6: 2-(8,4,3) designs Fi, F», F5, Fy, #blocks = 14 (D, D2, D3, Dy)

S|  Aut(S) cases op or AS AT  |SB]
Design Fy, Aut(Fy) = AGL3(2), 1 smallest DS, 1 minimal DS

6 SiXxZy 1 56 76 12 7 2
8 Dy 1 3424 7444 8 5.50 0
Design Fy, Aut(Fy) = Sy X Zy, 7 smallest DS, 5 minimal DS

6 Zs X 7y 1 3452 6472 10  6.33 2
6 Zs X Zs 3 [3, 3] [6,7] 0
6 7 2 [3, 6] [6,9] 0
6 Dg 1 36 6° 9 6 0
7 TorZ 3 [2,4] [4, 8] 0
8 TorZ, 2 2, 3] [4,7] 0
Design F3, Aut(F3) = A4, 32 smallest DS, 2 minimal DS

6 IorZ, 32 [2,9] [4,9] 0
7 I 2 4141322122 8171726142 9 6.13 0
Design Fy, Aut(Fy) = Fo1, 27 smallest DS

6 1 1 6244 9284 11.14 8.33 4
6 I 1 6442 9482 14 867 6
6 I 25 [2, 8] [4,9] 0

Table 7: 2-(9,3,1) design G, #blocks =12 (Dy)

|S] Aut(S) cases op oy AS Al |SB|
Design Gy, Aut(G1) 2 AGLy(3), 1 smallest DS, 1 minimal DS
4  group size 8 1 4t 8t 12 8 6

) Zy 1 25 65 8 6 1
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Table 8: 2-(10,4,2) designs Hy, Hy, Hs, # blocks = 15  (H,, Ho, Hs3)

|S|  Aut(S) cases op or AS Al |SB|
Design Hy, Aut(H;) = S, 4 smallest DS, 1 minimal DS

8 Dy 1 3124 7444 8 9.5 0
8 Zy 1 3124 7444 8 9.5 0
8 Zy 1 3325 7345 750 5.13 0
8 Dy 1 28 48 6 4 1
9 Ss3 1 29 49 6 4 0

Design Hs, Aut(Hs2) = S4 x Z3, 3 smallest DS, 13 minimal DS

6 I 2 613° 1017° 11 7.5 0
6 Zs3 1 36 76 10 7 0
7 TorZ 8 2641 4591 7 4.71 0
7 TorZ 3 27 47 6 4 0
7 I 2 413221 917241 814 557 0
Design Hs, Aut(Hs) = A4 x Z5, 1 smallest DS, 59 minimal DS
5 1 1 85 115 19 11 107
6 Zs3 1 2363 10%10° 14 10 9t
6 I 5 2,4 [7,10] 4
6 I 9 2,4 [7.10] 3
6 I 22 [2,4] [7,10] 2
6 ITorZy 18  [2,4] [7,10] 1
6 I 4 2,4 [7.10] 0

Table 9: 2-(10,4,4) design Jy, #blocks =30 (L)

|S|  Aut(S) cases op or AS Al |SB|
Design Jy, Aut(J;) = PTLy(9), 1 smallest DS, 1 minimal DS
16 I 1 [2,15] [4,15] 0

17 I 1 [3,26] [10.14] 3
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Table 10: 2-(11,5,2) design K, #blocks =11 (SQ)

|S|  Aut(S) cases op oy AS Al |SB]|
Design K, Aut(K;) = PSL,(11), 2 smallest DS
) Zy 1 25 65 8 6 1
5 Dy 1 2 6 8 6 1

Table 11: 2-(13,3,1) designs Ly, Lo, #blocks = 26 (D1, D>)

|S|  Aut(S) cases op or AS Al  |SB|
Design Ly, Aut(L;) = Fzg, 17 smallest DS

9 I 1 [5,44]  [11,17] 4
9 1 [4,20]  [12,17] 6
9 1 1 [8,32] [13,18] 7
9 I 2 [7,59] [8,18] 8
9 I 3 [6,66] [13,18] 9
9 I 2 4,40 [12,18] 11
9 1 1 [8,38] [13,18] 12
9 I 2 [6,59] [15,18] 13
9 I 1 8,41]  [15,18] 14
9 I 2 [8,55]  [17,18] 15
9 1 1 [10,32] [17,18 37.56 17.89 16*

Design Ly, Aut(L2) = Ss, 2 smallest DS

8 I 1 [16,248] [16,19] 14
8 I 1 [16,432] [16,19] 11

Table 12: 2-(13,4,1) design M, #blocks =13 (D)

|S|  Aut(S) cases op oy AS Al |SB]|
Design M;, Aut(M;) = PSL3(3), 2 smallest DS
6 Sy 1 260 6% 8 6 3
6 Ss 1 260 6% 8 6 1
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Table 13: 2-(15,7,3) designs Nj, No, N3, N4, N5, Fblocks = 15
(D17D27D37D4:D5)

|S] Aut(S) cases op or AS ATl  |SB|
Design Ny, |Aut(Ny)| = 168, 14 smallest DS

7  group size 21 or Z3 2 27 87 10 8 1
7 Zs 2 302! 7681 10 7.14 1
7 1 2 302! 7681 10 7.14 1
7 I 8 3522 7582 10 729 0
Design Na, |Aut(N2)| = 96, 6 smallest DS, 2 minimal DS

7 Zs 1 27 47 6 4 0
7 Zs 2 413122 9'7%42 929 643 0
7 I 2 423322 927342 971 6.71 0
7 1 1 423421 927%4' 1029 7.14 1
8 I 2 3226 7246 7 475 0
Design N3, |Aut(Ns)| = 168, 10 smallest DS

7 Zgorl 2 3021 754! 943 6.57 0
7 I 4 37 77 10 7 0
7 I 4 3522 7542 886 6.14 0
Design Ny, |Aut(Ny)| = 576, 2 smallest DS, 5 minimal DS

8 Zy X Z 1 3622 7642 9 6.25 0
8 Zy 1 3523 7543 825 583 O
9 Zy or Zy X Zy 3 3128 7148 733 433 0
9 Dg or Sz X S P 29 49 6 4 0
Design N5, |Aut(N5)| = 20160, 1 smallest DS, 1 minimal DS

9 S31 725 1 3? 79 10 7 61
10 Ss 1 210 410 6 4 0

27



Table 14: 2-(16,4, 1) design P;, #blocks =20 (A)

|S|  Aut(S) cases op or AS Al |SB]
Design Py, |Aut(Py)| = 5760, 4 smallest DS, 8 minimal DS

7 Ds 1 47 127 16 12 8
7 S3 1 462t 12681 15.14 11.43 7
7 Zy 1 462t 12681 15.14 11.43 2
T Zy X Zy 1 462t 12681 15.14 11.43 8
8 I 3 28 88 10 8 0
8 Zy 2 28 88 10 8 0
8 Zs 1 28 88 10 8 1
8 Zy 1 28 88 10 8 0
8 Ss3 1 28 88 10 8 0

Table 15: 2-(16,6,2) designs Q1, Q2,Qs, #blocks =16 (G1,G2,G3)

|S] Aut(S) cases op or AS AT  |SB]
Design @1, |Aut(Q1)| = 11520, 2 smallest DS, 1 minimal DS

9  group size 72 1 29 49 6 4 1
9  group size 8 1 3425 7445 778 533 0
10  group size 60 1 210 410 10 4 0
Design @2, |Aut(Q2)| = 768, 1 smallest DS, 3 minimal DS

7 Zs 1 636 10'7%  10.86 9.43 0
8  group size 8 1 28 48 6 4 0
8 Zy 2 4127 94T 6.83 450 0

Design @3, |Aut(Q3)| = 384, 10 smallest DS

7 Z3 1 4324 9384 8.67 6.56 1
7 I 1 4324 9384 8.67  6.56 2
7 I 2 412231 918271 911  6.56 2
7 I 1 422233 928273 845 6.11 1
7 I 1 432232 938272 8.67 6.33 0
7 I 1 422233 928273 845 6.11 1
7 I 2 432232 938272 867 6.33 1
7 I 1 432232 9°823%2 867 6.33 0
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Table 16: 2-(21,5,1) design Ry, #blocks =21 (P)

|S]| Aut(S) cases op oy AS Al |SB|
Design Ry, |Aut(Ry)| = 120960, 1 smallest DS, 3 minimal DS
8  group size 48 1 48 148 18 14 13}

9  group size 12 1 22 g8 10 8 1

9 Zy or Ly 2 2 8% 10 8 0

Table 17: 3-(8,4,1) design Sy, #blocks = 14 (D)

|S|  Aut(S) cases op oy AS Al |SB]|
Design S1, |Aut(S1)| = 1344, 1 smallest DS
3 Ss 1 22 8 10 8 3

Table 18: 3-(10,4,1) design Ty, #blocks =30 (L)

|S] Aut(S) cases op or AS ATl |SB|
Design T4, |Aut(Ty)| = 1440, 3 smallest DS, 29 minimal DS

4  group size 24 1 44 204 24 20 4

4 Zo 1 42122 202262 31 23 13
4 Zo 1 43121 202261 275 215 8

) Zy 1 424241 26225220* 284 244 19
) I 1 61414241 24'26'25220'1 284 24 18
5  group size 8 1 443! 254181 274 23.6 17
5 I or Z 2 [2,4] [16,26] 12
5 I or Z 6 [2, 6] [16,26] 11
) I 1 624122 242251162 25 21 10
5 Ior Zs 6 [2,4] [16,25]

5 I or Z, 4 [2, 6] [16,26] 7

) I 1 6144122 241251201162 23.8 20.2
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