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On plateaued functions

Abstract

The focus of this correspondence is on nonlinear characteristics of cryptographic Boolean functions.
First, we introduce the notion of plateaued functions that have many cryptographically desirable
properties. Second, we establish a sequence of strengthened inequalities on some of the most important
nonlinearity criteria, including nonlinearity, avalanche, and correlation immunity, and prove that critical
cases of the inequalities coincide with characterizations of plateaued functions.We then proceed to prove
that plateaued functions include as a proper subset all partially bent functions that were introduced
earlier by Claude Carlet. This solves an interesting problem that arises naturally from previously known
results on partially bent functions. In addition, we construct plateaued, but not partially bent, functions
that have many properties useful in cryptography.
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On Plateaued Functions bers of variables, can be balanced and correlation-immune.
The remaining part of the correspondence is organized as follows.
Yuliang Zheng Senior Member, IEEENd Xian-Mo Zhang Section Il introduces basic concepts on Boolean functions that are

used. Section Il surveys properties of bent functions and partially

bent functions that are relevant to this work. This is followed by
- ; ) : ) . Sections IV, where the concept of plateaued functions is introduced.
istics of cryptographic Boolean functions. First, we introduce the notion . . L .
of plateaued functions that have many cryptographically desirable proper-  IMportant properties of p_Iateaued fu_nCt'Or‘s are studied in Sections V
ties. Second, we establish a sequence of strengthened inequalities on some @nd V1. Section VIl investigates relationships between plateaued func-
the mostimportant nonlinearity criteria, including nonlinearity, avalanche,  tions and partially bent functions, while Section VIII shows methods
and correlation immunity, and prove that critical cases of the inequalities oy constructing plateaued functions that have useful cryptographic

coincide with characterizations of plateaued functions. We then proceed to . . . :
prove that plateaued functions include as a proper subset all partially bent properties, such as balance, high algebraic degree, strict avalanche

functions that were introduced earlier by Claude Carlet. This solves anin-  Criterion (SAC), and correlation immunity. Finally, Section IX closes
teresting problem that arises naturally from previously known results on  the correspondence with a pointer to some latest developments in the
partially bent functions. In addition, we construct plateaued, but not par-  research into plateaued functions.

tially bent, functions that have many properties useful in cryptography.

Abstract—The focus of this correspondence is on nonlinear character-

Index Terms—Bent functions, cryptography, nonlinear characteristics, 1l. BOOLEAN FUNCTIONS
partially bent functions, plateaued functions. ) ) ) )
We consider functions fronV,, to GF(2) (or simply functions

on V;,), whereV;, is the vector space of tuples of elements from
I. MOTIVATIONS GF(2). Usually, we write a functionf on V,, as f(x), where

In the design of cryptographic functions, one often faces the problein= (1: -+ Zn) is the variable vector iy;,. Thetruth tableof a
of fulfilling the requirements of a multiple number of nonlinearity cri-function f onV;, is a(0, 1)-sequence defined by
teria. Some of the requirements contradict others. The most notable (F(ao), flar) Fla )
example is perhaps bent functions—while these functions achieve the 0 SR sy JATZE
highest possible nonlinearity and satisfy the avalanche criterion Wiljq thesequencef f is a(1, —1)-sequence defined by
respect to every nonzero vector, they are not balanced, not correla- , , ‘
tion-immune, and exist only when the number of variables is even. (=1)f o) (—p)fler(—1)flean—)y
Another example that clearly demonstrates how some nonlinear
characteristics may impede others is partially bent functions intréthere
duced in [1]. These functions include bent functions as a proper subset. (© 0, 0)
g = s ey Uy
o1 = (0, ey 0, 1), ey Qiom = (17 ey 17 1)
Manuscript received September 21, 1999; revised February 25, 2000. The
work of X.-M. Zhang was supported by a Queen Elizabeth Il Fellowship (227 ZBhe matrix of f is a (1, —1)-matrix of order2™ defined by M =
1002)_. Th? materiaI’in this corresponder_}ce was presented in part as “Platee{qedl)f(%@ﬂj)) where denotes the addition if,,. f is said to be
Functions” at ICICS'99, Sydney, Australia, November 911, 1999, . balancedif its truth table contains an equal number of ones and zeros.
Y. Zheng is with the School of Network Computing, Monash Univer-~ _. . H
sity, Frankston, Melbourne, Vic. 3199, Australia (e-mail: yuliang.zheng@ C_;'Ven two sequ_encas = (“"_' ces Um) gndb = (brs ooy D),
monash.edu.au). theircomponentwise produi defined by b = (aibi, ..., ambm)
)_(.—M. Zha_ng is_ with the School of Information Technology and Qomput(_aand thescalar produciof a andb, denoted bya, b}, is defined as the
igﬁ:qze@%g'niﬁ'gﬁf;’\f)"'0”90”9vW°”°”9°”9' NSW2522, Australia (e-maikm of the componentwise multiplications, where the operations are
Communicated by D. R. Stinson, Associate Editor for Complexity and Cryﬁj—eflned in the underlylpg field. In pa}rtlcular, mfz,. =2 arldaw, _b are
tography. the sequences of functiorfisandg onV,,, respectively, thef x b is the
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An affinefunction f onV,, is a function that takes the form of g is a function onV,, that does not have nonzero linear structures, and
B - _ h is a linear function oiV;,. Hencey is equal to the linearity of .
Fler, ooy wn) = a1 @ B antn S c There exist a number of equivalent definitions of correlation-im-
where= denotes the addition in GB) anda;, c € GF(2), j = Mmunefunctions([5], [6]. The following definition is closely related to[5,
1, 2, ..., n. Furthermoref is called dinear function if c = 0. Definition 2.1].

A (1, —1)-matrix A of orderm is called aHadamardmatrix if
AAT = mI,,, whereA” is the transpose ol andI,, is the identity
matrix of ordenn. A Sylvester—Hadamard matrix of ord#&t, denoted

Definition 5: Let f be a function ori/,, and let¢ be its sequence.
Thenf is called akth-order correlation immune functidfi (¢, ¢) = 0
for every/, the sequence of a linear functigr{z) = {«, z) on'V,

by H.,,, is generated by the following recursive relation: constrained byl < W(a) < F.
H,_, H,._, The following lemma is the restatement of a relation proved in [1,
H():l HnI 7121,2,.... S “
anl _Hn—l ecC. ]

. Lemma 2: For every functionf onV;,, we have
Let¢;,0 < i < 2" — 1, be theith row of H,,. Then,/; is the

sequence of a linear functiop;(z) defined by the scalar product ’ ’ Nl
wi(x) = (o, ), wherea; € V,, corresponds to the binary represenEA(ao)" Alaa), - Alazn 1)) Hn

tation of an integef,i = 0, 1, ..., 2" — 1. = ((& Lo)*, (& 01)*, .o (€ Lan1)?)
The Hamming weighof a (0, 1)-sequence, denoted by HW¢),
is the number of ones in the sequence. Given two functipmsd where(; is theithrow of H,,,j =0, 1, ..., 2" — 1.

g on'V,,, theHamming distance( f, g) between them is defined as

the Hamming weight of the truth table ¢fz) & g(x), wherex =

(21 o) I1l. BENT FUNCTIONS AND PARTIALLY BENT FUNCTIONS
Notation 1: Let f be a function orl/,, ¢ the sequence of, and/;

Definition 1: The nonlinearity of a function f on V,,, denoted denote theth row of H, i = 0. 1. ... 2" — 1. Set

by N, is the minimal Hamming distance betweg¢rand all affine
functions onV,,, i.e., Ny = min,_; »  on+1 d(f, ¢;), whereyy, ' o
V2, ..., Yyns are all the affine functions of,. I={il0<i<2" -1, ( ;) #0}

R={a|Aa € Vo
The following characterization of nonlinearity will be useful (for a R={a]A(@)#0, a €Va}

proof see for instance [2]). and
. . Ay = max{|A(«a)], V. —{0}}.
Lemma 1: The nonlinearity off can be expressed by v = max{|A(a)], o € {03}
a1 ' _— Note that to be more precis#, R, andA »; should have been written
Np=2"" = 5 max{[(§, (). 0< i< 2" — 1} as3y, Ry, andA s, 7, respectively. The subscript is omitted when no
confusion occurs.

where ¢ is the sequence of and(; is theith row of H,, i = 3, R, andA yr share an interesting property. Name$ss, # R, and
0,1,...,2" —=1. A,y are invariant under any nonsingular linear transformation on the

variables, wheret denotes the cardinal number of a set.

Definition 2: Let f be a function onV,,. For a vectora € V,,, Parseval's equation states that

denote by («) the sequence of (= @ a). Thus,£(0) is the sequence
of f itself and&(0) x £(a) is the sequence of(z) & f(x & «). Set e
A(a) = (€(0), &(w)), the scalar product &f(0) andé(a). A(«) is Z (6. £;)2 = 22"

also called the autocorrelation gfwith a shifta. =

Definition 3: Let f be a function orV,,. We say thatf satisfies L N . .
the avalanche criterion with respect to if f(x) @ f(x @ a)isa (7, P-416]). NoticingA(ao) = 2", we can see that neithérnor R
balanced function, where = (z1. ..., z,,) anda is a vector in¥,. 1San empty sety reflects the correlation-immune propertyfafwhile
Furthermore is said to satisfy thavalanche criterion of degreke if R reflects its avalanche characteristics @ng forecasts its avalanche

it satisfies the avalanche criterion with respect to every nonzero vecRPPety. Therefore, information of3, #X, and Ay, is useful in

a whose Hamming weight is not larger thar(see [3]). investigating cryptographic characteristicsfof
Thestrict avalanche criterion (SAQH] is the same as the avalanche Defigition 6: A funcFion fonV, is called abent fynctiqn[S] if
criterion of degree one. (& L))" = 2" foreveryi =0, 1, ..., 2" — 1, where(; is theith row
Obviously,A(«) = 0 ifand only if f(z) & f(z & «) is balanced, of Hyyi=0,1,....,2" = 1.
i.e., f satisfies the avalanche criterion with respectto A bent function onV;, exists only 1Whem is even, and it achieves
Definition 4: Let f be a function of,. a € V, is called dinear  the maximum nonlinearitg”~' — 22"~". From [8] and Parseval's
structureof f if |[A(a)| = 27. equation, we have the following theorem.

For any functionf, A(ag) = 2", whereay, = 0, the zero vector ~ Theorem 1: Let f be a function orY/,, and¢ denote the sequence of
on V... Hence, the zero vector is a linear structure of every functioh Then the following statements are equivalent:
onV;,. Itis known that the set of all linear structures of a functjpn i) fis bent:
form a subspace df,,, whose dimension is called thi@earity of f. - ' . )
Itis also well known that iff has nonzero linear structures, then there i) for eachi, 0 <@ < 2" — 1, (¢, (;)* = 2", where(; is theith
exists a nonsingulat x n matrix B over GK2) such thatf(«B) = rowof Hy,i=0.1,....2" = 1
g(y) @ h(z),wherer = (y, z),2 € Voo,y € Vp, 2 €V, p+q=n, i) #R = 1;
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iv) Ay = 0; ¢+ the sequence of a plateaued function onV,

2571 —1. L, : theset of all 2" linear sequences of length 2"

1

v) the nonlinearity off, Ny, satisfiesN; = on—l
vi) the matrix of f is an Hadamard matrix. 3 the set of linear sequences /; such that <§,lj> =0

An interesting theorem of [1] explores a relationship betwgeh |<§,lj> =7

and#R. This result can be expressed as follows.

— 2n—r/2

(&.1,)

Theorem 2: For any functionf onV,,, we have(#3)(#R) > 2",
where the equality holds if and only if there exists a nonsingularn
matrix B over GH(2) and a vectoy3 € V,, such thatf(zB @ 3) =
g(y) ® h(z),wherex = (y, 2),x € Vo,y € Vp, 2 €V, p+ g =n,
g is a bent function ov,,, andh is a linear function orv.

Based on the above theorem, the concepiaofially bentfunctions
was also introduced in the same paper [1]. #3=1 L,

Definition 7: A function onV/, is called gpartially bent functiorif r=0(affine) O<r<n r = n (bent)

(#3)(#R) = 2" | | N |
] ) ) _ Fig. 1. Profiles of (¢, ¢,)| of plateaued (including affine and bent) functions.
One can see that partially bent functions include both bent functions

and affine functions. Applying Theorem 2 together with properties of
linear structures, or using [9, Theorem 2] directly, we have the fol-
lowing. Notation 2: Let f be a function orl/, and¢ denote the sequence
of f. Let x denote the real-value), 1)-sequence defined as =
(C(), Cly «uuy Cony )7 where

V. CHARACTERIZATIONS OF PLATEAUED FUNCTIONS

Proposition 1: A function f onV/, is a partially bent function if and
only if each|A(«)| takes the value df™ or () only. Equivalently,f is a
partially bent function if and only it is composed of linear structures. ;= {

1, ifjes
0, otherwise

Some partially bent functions are highly nonlinear and satisfy th da; € Vi, is the binary representation of an integelVrite

SAC. Furthermore, some partially bent functions are balanced. El
these properties are useful in cryptography. XHn = (50, 81, .., S2m_1) 1)
where eachy; is an integer.
We note that

IV. PLATEAUED FUNCTIONS (€, lo)?
) \2 omn_
Now we introduce a new class of functions called plateaued func- (€ ) . — (€ ”z — o2n
tions. Here is the definition. A : PSRN
: =
Definition 8: Let f be a function oV, and¢ denote the sequence (&, fan_4 )2

of f. If there exists an even number0 < r» < n, such that#¥ = 2" where the second equality holds thanks to Parseval's equation. By using
and eacH¢, ¢;)* takes the value d*"~" or 0 only, where(; denotes Lemma 2, we have

thejthrowofH,,,j =0, 1, ..., 2" —1, thenf is called an-th-order Alag)
plateaued functiolnV,,. f is also simply called alateaued function Alar)
onV,, if we ignore the particular order. YH., . =2
Due to Parseval’s equation, the condition tfa¥ = 2" can be ob- A(m‘n )
tained from the condition that “eady, (,)* takes the value df*"~" N - ! . _
or 0 only, wheref; denotes thgthrow of H,,j = 0, 1, ..., 2" —1."  Noticing A(ag) = 2", we obtainso2" + 3 5_,~ 5;A(ay) = 22",
For the sake of convenience, however, we have mentioned both corfgiRce
tions in Definition 8. )
The following result can be obtained immediately from Definition 8. Afa;) =0, if a; R 2
Proposition 2: Let f be a function ori,,. Then we have we have
"I) if f is anrth-order plateaued funf:tIOI-’l thermust b_e even; 502" 4+ Z 5;A(0,) = 22"
ii) fis annth-order plateaued function if and onlyffis bent; a €R, G50

iii) f is aOth-order plateaued function if and onlyffis affine.
) 1 P vi As 5o = #3, where# denotes the cardinal number of a set, we have

To help understand the definition of plateaued functions together Z siA(0)) = 27 (2" — #3)
with their relationships with affine and bent functions, profiles of I ! ! ‘ '
[(& ¢)],5 =0,1,...,2" — 1, of plateaued functions are depicted Y

in Fig. 1. The following is a consequence of [9, Theorem 3]. Note that

PO g T s

Proposition 3: Every partially bent function is a plateaued function.

a; €ER, j>0
An interesting question that arises naturally from Proposition 3 is < Z Is;A(a,)]
whether a plateaued function is also partially bent. In the following P o !
az e,y

sections, we characterize plateaued functions and disprove the converse
of the proposition. <smAp(#R - 1) )
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wheresyr = max{]s;|, 0 < j < 2" — 1}. Hence, the following From (7), we have

inequality holds:

Z $;A(ay) = Z [s;A(aj)]-

SMAM (#R - 1) Z 2”(2" - #S) (4) o ER a ;€N
From (1), we obtain Hence, (8) can be expressed more accurately as follows:
21 Alay) = vsj, aj ER (10)
#3 2n — Z 5? . J 7 . .]
= wherer > 0 is a constant. From (7), it is easy to see that
or 9y
2" Z s? = Z 32
o~ /an o~ 7 J
#3I(2" - #3) = Z 5. (5) @ ER =0
=t Hence

Now we prove the first inequality that helps us understand properties
of plateaued functions. 5; =0, if a; & R (11)

Theorem 3: Let f be a function ori/,, and¢ denote the sequence

of f. Then

where the equality

Proof: By using (3), the property of Holder’s inequality [10], and

(5), we obtain

Combining (10), (11), and (2), we have

oy o v(80, $1, vvy S2m_1)
Z A2(a']') > i\\g = (A(ao), Alar), .oy Alazn_1)). (12)
J=0 Noting (1), we obtain

holds if and only jfis a plateaued function. vxH, = (A(ao), Alar), ..., Alagn_1)). (13)

Furthermore, noting the equation in Lemma 2, we obtain

n , 2"y = ((&, o2, ..., (€, Lan_1)?). 14
92n _ Z s;A(aj) < Z IsiA(a;)| rX ((f 0)" o (& Lam 1) ) (14)
o ER o  ER It should be pointed out that is a real-valued0, 1)-sequence, con-
taining# <3 ones. By using Parseval’s equation, we ob2&in( #3) =
22" Hencev(#%) = 2", and there exists an integewith 0 < r < n
< Z 5% Z AZ(ay) such that#3 = 2" andv = 27", From (14), it is easy to see that
a;ER a ER (€, £;,)? = 2277 or 0. Hence,; must be even. This proves thais a
plateaued function.
2nt 2nt Conversely, assume thatis a plateaued function. Then there exists
< Z 52 Z A?(ay) . < S — or A2
= , J : J an even number, 0 < r < n, such that#S = 2" and(¢, (;)° =
J=0 J=0 22"~ or (0. Considering Lemma 2, we have
on_1 2" —1 2" 1
2 a—n ) —n T n—2r A3n—r
= #3230 A%(a)). 6 > Ay =27" Y (e )t =27 2n 2t = 9
7=0 7=0 3=0
[ o7 . . . 2" 1 A2 N 931
Hence% < Y7L, ' A%(ay). We have proved the inequality in theHence we have proved that,_;" A%(a;) = %5 =

theorem.

Lemma 3: Let f be a function ori;, and¢ denote the sequence of

Assume that the equality in the theorem holds, i¥; ;" £. Then the nonlinearityV; of f satisfies

A% (aj) = j;—S This implies that all the equalities in (6) hold. Hence Lot
. Nyp<2t — =
2% = Z siA(aj) = Z [s; A(a;)] VHS
o ER a;ER where the equality holds if and only jfis a plateaued function.
Proof: Set
=12 ]| 2 A%y pur = max{[{€. ()], j=0.1,....2" — 1)
o €R a;ER where/(; is thejth row of H,,. Using Parseval's equation, we obtain

pi,#3 > 22", Due to Lemma 1, we obtain

<2n—1 ) <2n—1 gn—1
Z 52 Z Az(aj)> Ny<2nlo .
= J\= ' VH#S

Assume thatf is a plateaued function. Then there exists an even

= L numberr, 0 < r < n, such that#S = 2" and each, (;)? takes
=\ | #32 Z A%(aj)- (7)  either the value 022"~ or O only, where(; denotes thgth row of
= 1
) =0 ] ) H,,j=0,1,...,2" — 1. Hencepy = 2" 2". Once again noting
Applying the property of Holder’s inequality to (7), we conclude that| o inma 1, we have
|A(O"J')| = V|sf|7 ay € 4 (8) j’\/'j- = 277,—1 _ 271—%7*—1 — 271—1 _ 2"‘_1\.
wherer > 0 is a constant. Applying (8) and (5) to (7), we have #3
Conversely, assume that
] 21L—l
(9) Z\/vf = 2’l_l —_— —.

¥

#S
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From Lemma 1, we have alsd/; = 2"~' — lpy. Hence,
pvV/#S = 27, Since bothpas and /#S are integers and, more

importantly, powers of two, we can I3 = 2", wherer is an integer
with 0 < » < n. Hencepys = 2" 2. Obviously,r is even. From
Parseval's equatio. ;¢ « (¢ () = 22”] together with the fact that
p5#3 = 22", we conclude thaté, ¢;)* = 2" " forallj € 3.
This proves thaf is a plateaued function. O

From the proof of Lemma 3, we can see that Lemma 3 can be state

in a different way as follows.

Lemma 4: Let f be a functionf onV,, and¢ denote the sequence
of f. Set

par = max{(g, (). =0.1,.... 2" ~ 1}

where(; is the jth row of H,,. Thenpy/#I > 2", where the
equality holds if and only iff is a plateaued function.

Summarizing Theorem 3, Lemmas 3 and 4, we conclude.

Theorem 4: Let f be a function or¥;,, and¢ denote the sequence
of f. Set

by = max{|(§, [J>|* ] = 07 17 R 2" — 1}

where(; is thejth row of H,,. Then the following statements are equiv-

alent:

i) fis a plateaued function oW, ;

i) 320 A% (ag) = 25
i) the nonlinearity off, N, satisfiesV; = 2"~' —
V) puVES = 27

n
V) Np=2""t -2z

on—1

#S

L A% (ay).

1219

Thanks to Lemma 1, we have proved the inequality

The rest part of the theorem can be proved by using Theorem @

Jheorem 3, Lemmas 3 and 4, and Theorem 4 represent characteri-
zations of plateaued functions.

To close this section, let us note that sidteyvy ) =2" and#3 <27,
we have

2n—1

2‘",—1 _ 2—5—1 Z Az(aj) S 271—1 _ 25—1
=0
and
271—‘] n
anl _ : < 27171 2271
#3
Hence both inequalities
Ny <2t -2
and
_ 217,—1
Nyp<o2m! -
#S

are improvements on a more commonly used inequality

Np<2m™h—2270,

Proof: Dueto Theorem 3, Lemmas 3 and 4, i)-iv) hold. v) follows

from ii) and iii). O

We now proceed to prove the second inequality that relates; )
to nonlinearity.

VI. OTHER CRYPTOGRAPHICPROPERTIES OFPLATEAUED FUNCTIONS
Lemma 1 implies that the following statement holds.

Proposition 4: Let f be anrth-order plateaued function oW, .

Theorem 5: Let f be a function orV,, and¢ denote the sequence of Then the nonlinearityV; of f satisfiesN; = 2"~ ! — gn=51,

f. Then the nonlinearity; of f satisfies

where the equality holds if and only ffis a plateaued function di, .
Proof: Set

par = max{[(&, £;)], j=0,1,...,2" —1}.

Multiplying the equality in Lemma 2 by itself, we have

2" 1

>«

=0

21

&Y <pir D (&)
=0

21

2” Z AZ((J]):
=0

Applying Parseval’'s equation to the above equality, we have

271
> Aay) < 2"
=0
Hence
pu >2 2

The following result is the same as [11, Theorem 18].

Lemma 5: Let f be a function oV, (n > 2), £ be the sequence
of f, andp is aninteger2 < p < n. If (&, ;=0 (mod 2" P*+?),
where/; isthejthrow of H,,, =0, 1, ..., 2" —1, then the algebraic
degree off is at mosty — 1.

Using Lemma 5, we obtain:

Proposition 5: Let f be anrth-order plateaued function oW, .
Then the algebraic degree pfdenoted byleg( f), satisfiesleg(f) <
5+ 1.

2

We note that the upper bound on algebraic degree in Proposition 5 is
tight forr < n. For the case of = n, thenth-order plateaued function
is a bent function orv,,. Reference [8] gives a better upper bound on
the algebraic degree of a bent functionlan That bound is; .

The following property of plateaued functions can be verified by
noting their definition.

Proposition 6: Let f be anrth-order plateaued function dn,, B
be any nonsingulas x » matrix over GH2), and« be any vector in
V... Then,f(xB 4 «) is also anrth-order plateaued function dn, .

Next we show thatth-order plateaued functions have the property
that their linearity is bounded from above by- r.
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Theorem 6: Let f be anrth-order plateaued function dn,. Then From (17), we can see that all the equalities in (18) hold. Hence,
the linearity off, denoted by;, satisfies; < n — », where the equality N
holds if and only iff is partially bent. Anr(#R = 1)#S = Z [558(a)]. (19)
Proof: There exists a nonsingular x » matrix B over GF(2) oy EF, 720
such thatf(zB) = g(y) & h(z), wherez = (y., z),y € V,, = € V,, Note that|s;| < #3I and|A(w;)| < Ay, for j > 0. Hence, from
p + ¢ = n, g is a function onV,, that does not have nonzero linear(19), we obtain
structures, and is a linear function ori’;. Hence,q is equal to the ls;] = #3,
linearity of f. Setf*(x) = f(xB). ! ’
Let¢, n, and¢ denote the sequences ff, ¢, andh, respectively. and|A(a;)| = Ay forall o; € R with j > 0.
Then,£ = 5 x ¢, wherex denotes the Kronecker product [12]. From Applying (20) to (5), and noticing that = #3, we obtain

whenever; € ® andj > 0 (20)

the structure off,,, we know that each rou of H,, can be expressed 2m 1
asL = ( x e, where( is a row of H, ande is a row of H,. Then we #3-2"= > 57> > 5 = (#R)(#3)
have j=0 o ER
g is results i2™ > (#9 <). Together with the inequality in The-
(€ L) = (n, 4, ). (15) Thisresultsire” > (#R)(#3). Together with the inequality in Th

orem 2, it proves that#R)(#3) = 2", i.e., f is a partially bent func-
Sincer is linear,{ must be a row off,. Replacing: by ¢ in (15), we tion.

have Conversely, assume thaf is a partially bent function, i.e.,
, (#3)(#R) = 2. Then the inequality in the theorem is specialized as
<E? L > = <]]> (> <C’ C> = 2(7 (777 '(/> (16) n [a¥ n n o
Anr(2" = #3) 2 27 (2" — #9). (21)

whereL' = ¢ x ( is still a row of H,,.

Note thatf™ is also arvth-oEder plateaued function dn,. Hence, We need to examine two cases. Casg® = 2". Obviously, the

. ‘ equality in (21) holds. Case S # 2". From (21), we have\y >
(¢, L) takes the vlalue af2"72" or 0 only. Due to (16)(n, () takes o Thys A,,; = 2", This completes the proof. 0

the value oft2"72"7% = £2P72" or 0 only. This proves thag is an

rth-order plateaued function dry. Hencer < p andr < n — ¢, i.e., Next we consider a nonbent functigh With such a function we

haveA s # 0. Thus, from Theorem 7, we have the following result.

g <n-—r.

Assume thay = n = Thenp = r. From (16), eacly, () takes  Corollary 1: For every nonbent functiofi on V., we have
the value of:22 = £+22 or0 only, where( is any row ofH,,. Hence, N 27 (2" — #3) N
applying Parseval's equation to we can conclude that for each row (#3)(#R) > Ay +#S

(of Hy, (3, () cannot take the value %f zero. In other words, for eaCvr\]/here the equality holds if and only ffis partially bent (but not bent).
row( of H,, (n, () takes the value a£2 2 only. Hence we have proved

thatg is a bent function oi,. Due to Theorem 2f is partially bent. ~ Proposition 7: For every nonbent functiofi, we have
Conversely, assume thgtis partially bent. Due to Theoren; 4,isa 21 (2" — #J) % > 9"
bent function ori’,. Hence eachliy, () takes the value of-22 only, A TH#S 2

where( is any row of . As both¢ ande are rows ofHy, (C. ¢)  where the equality holds if and only #3 = 2" or f has a nonzero
takes the valué? or 0 only. From (15), we conclude thé&f, L) takes |inear structure.

the value:I:Q‘H% or 0 only. Recall thatf is anrth-order plateaued Proof: SinceAs < 2", the inequality is obvious. On the other
function onV,.. Henceg + & = n — §. This implies that = p,i.e., hand, itis easy to see that the equality holds if and only if
g=n-—r. U " 3

1 (2" — Au)(2" — #3) = 0. O

VII. RELATIONSHIPS BETWEEN PARTIALLY BENT FUNCTIONS AND

PLATEAUED FUNGCTIONS From Proposition 7, one observes that for any nonbent fungtjon

Corollary 1 implies Theorem 2.
To examine more profound relationships between partially bent

functions and plateaued functions, we introduce a new characterizatlioH—,heorem 8:Let f be anrt.h-(?rder plateaued function. Then the fol-
of partially bent functions as follows. owing statements are equivalent.

Theorem 7: For every functionf onV,,, we have i) f is a partially bent function;

no__ o A || % = 27777‘;

% S A—ﬁ](#ﬁ - 1) ) # 9 — 92n—r on .

R 2 i) Ap(#R-1) =2 -2"
where the equality holds if and only ff is partially bent. iv) the linearityq of f satisfiesy = n — r.
Proof: From Notation 2, we have,s < so = #3. As a conse-

: - o . Proof:
quence of (4), we obtain the inequality in the theorem. Next we consider, s . . . ~ .
the equality in the theorem. Assume that the equality holds, i.e., n') ,'!)' Sincef is a partially bentfunctlon_, wgﬁa\(#r\s)(#%) -
2". As f is also anrth-order plateaued functiog:S = 2" and hence

A (#R — D#S = 2" (2" — #9). a7 4R = 2
From (3), we have if) = iii). Whenr = n, we have#R = 1 and henceiii) holds. For
27(2" — #3) < Z s, A (o) the case of < n, using Theorem 7, we have
e it AT )
<A Z s;] #3 2n
== Y which is specialized as
a;€R, 7>0
A]w

< An(#R — 1)#S. (18) 2N -l 2T -, (22)
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From (22) and the fact that; < 2™, we obtain Note that
_ P(y) =T &(8, y)D (v, =)
e At s i &= 3 (-1
2" 1< Q—ff(Q —1) <21, it
_ _1Ew -1 (P(y)®7)=T
HenceAxr =2". Since i) holds, we havé ys (#R — 1) =22"""-2", y;t( ) ;g (=1
iii) = i). Note that iii) implies y
:2"' Z (_1)(3-5’)
2" — #3 _ Ay (#5)? —1) P(y)=~
#3 2n . 3 p1(s _ :
_ {2’”(—1)““’ "), if PTY() exists 24)
where#3 = 27, By Theorem 7 f is partially bent. 0, otherwise.

Due to Theorem 6, we have ig=> ). L' Thus,f is anrth-order plateaued function dr, .
Next we prove thatf has no nonzero linear structures. Let=
VIIl. CONSTRUCTION OFPLATEAUED FUNCTIONS AND DISPROOF OF ({3, ) be a nonzero vector i, whereg € V; and~ € Vj,

THE CONVERSE OFPROPOSITION3
. . Afa) = (& &(a))
A. Existence of Balancetth-Order Plateaued Functions and
Disproof of The Converse of Proposition 3 = .
Lemma 6: For any integek with k& > 2, there exis& + 1 nonzero Ve et - -
vectors inVi, say~o, 71, - .., 7, such that for any nonzero vector Z (—1)F@h) Z (—1)(PDEPLEM=" " (25)
~ € Vi, we have yEV, eV,

(—1)P(?’)2T@'P(!f®ﬂ)(Z€BW)T

There exist two cases to be considerggs 0 ands = 0. When3 # 0,

(o s (s 7)o s 1) # (0, 0,1, 0) due to the property i) oP, we haveP(y) # P(y®3). Hence we have

and
(P(y)@P(y®p))T _
(s 7 (715 s e (e ) # (L Ly ), 2 (FyHEE =0
€V}
Proof. We ck_loosek linearly independent vectors ifi, say from which it follows thatA (a’) = 0. On the other hand, wheh= 0,
", ..., V. Fromlinear algebrd{vi, v), ..., (v, v)) goes through we have
all the nonzero vectors if;. exactly once whiley goes through all
the nonzero vectors . Ala) = 2F Z (_1)F’(y)vT_
Hence, there exists a uniqué satisfying vev,
(v ¥ ooy (e YY) = (1,0, 1), Due to Lemma 6P(y)+" cannot be a constant. Hence,
As a consequence, for any nonzero vectoE Vi with v # ~, > (=1)P77 £ pot
{(vi,¥), .-, (7, 7)} contains both one and zero. yEeVy
Let~o be a nonzero vector ivi,, such that v, v*) = 0. Obviously, L : )
oY , : v) # 2t
Y € {7, ..., W} Itis easy to see thaf, 1, ...,y satisfy the \rll\/:::zr:elrr;ﬁlrlueez:hset‘:ﬁé?u)r; Thus, we can conclude th#has no
property in the lemma. O )

Finally, due to the property iii) oF, f must be balanced. Therefore,
Lett andk be positive integers with < 2' < 2. Setn = t+kand we have the following lemma.
r = 2n — 2k = 2t. We now prove the existence of balane¢hd-order . S . ol ok
plateaued functions oni, and disproves the converse of Proposition 3t L(;mme:j’?.l__e;f,_[t_&hbe E[)r(])s&ble_lr;tegebrslwnh; 2 d< ZI 'tn - d
In this section, we will not discussth-order andith-order plateaued + t an ’V_th id en teLe exists a aanl_ce -ort ertp ateaue
function onV;, as they are simply bent and affine functions, respeg-mc lon onv that does not have a nonzero finear structure.

tively. Lemma 7 not only indicates the existence of balanced plateaued
Sincet < k, there exists a mapping from V; to V;, satisfying function of any order with 0 < » < n, but also shows that the con-
iy P(3)#£ P(3")if 8 #£38,; verse of Proposition 3 is not true.

- ' a . . f has some other interesting properties. In particular, dueTto Propo-
_'_'_) 705 Vs w0 7k € P(V2), whereP(Ve) = {P(F)[5 € Vi), sition 4, the nonlinearityV; of f satisfiesN; = 2"~! — 2"727!,
i) 0 ¢ P(V,) where 0 denotes the zero vectorin. Sincef is not partially bent, Theorem 2 tells us thigt ) (#R) > 2".

This proves tha#?)‘]i > 2"7". On the other hand, from (25?, we have

We define a functiory on 1 as follows:
#R < 28 = 27737, Thus, we hav@” " < #R < 2" 3", ltis

f(x) = f(y, z) = P(y)z" (23) important to note that such functions A®xist onV,, both forn even
and odd.
wherex = (y, z),y € V4, andz € V.. Denote the sequence gfby Now we summarize the relationships among bent, partially bent, and

£. plateaued functions. Ld8,, denote the set of bent functions &p, P,

Let L be a row ofH,,,. Hence,L = e x { wheree is a row denote the set of partially bent functions ®jp, and F,, denote the
of H; and/ is a row of H,. Once again from the properties ofset of plateaued functions dri,. Then the above results imply that
Sylvester—-Hadamard matriceb,is the sequence of a linear functionB, C P, C F,, whereC denotes the relationship of proper subset.
Vitk, denoted byy, ¥(x) = {a, x), « = (3, 7), andx = (y, z) We further letG, denote the set of plateaued functionsignthat are

wherey, 5 € V; andz, v € Vi.. Hencey (x) = {3, y) D (v, 2). not bent and dmot have nonzero linear structures. The relationships
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VIII-B, we can obtain anrth-order plateaued function dni, having
algebraic degreg + 1 and satisfying all the properties of the function
constructed in Sections VIII-A and VIII-B. It should be noted that the
function constructed in this subsection achieves the highest possible
algebraic degree given in Proposition 5. Thus, the upper bound on the
algebraic degree of plateaued functions, mentioned in Proposition 5, is
tight. Hence, we have the following result.

All Functions on v,

F,

n

Plateaued

Theorem 9: Let k, ¢ be possible integers with < 2f < 2F,
n = t+k,andr = 2¢. Then there exists a balanceti-order plateaued
function onV,, that does not have a nonzero linear structure, satisfies
the SAC, and has the highest possible algebraic degred.

Partially-Bent 7,
D. Constructing Balancedth-Order Plateaued and Correlation

Immune Functions

Fig. 2. Relationship among bent, partially bent, and plateaued functions.
Let V,,, £ be the sequence ¢f and¢; denote theth row of H,,,

) o i=0,1,...,2" — 1. Recall that in Notation 1, we defined
among these classes of functions are shown in Fig. 2. Lemma 7 ensures . ' . ]
thatG,, is nonempty. Iy ={il0<i<2" = 1,{§ &) # 0}
Now let

B. Constructing Balancedth-Order Plateaued Functions
Satisfying SAC Np={a;|0<i<2" —1,i €3y}

Next we consider how to improve the function in the proof of Lem.
ma 7 so as to obtain arth-order plateaued function dn, satisfying . A
the SAC, in addition to all the properties mentioned in Section VIII-Af.unCtIonS that are correlation immune.

Note that ]ifr > 2,i.e.,t > 1, then from Section VIII-A, we have  Lemma 10: Let f be a function or¥/,,, ¢ be the sequence g¢f and
#R < 27727 < 2"~ In other words#R" > 2"~ whereR® (: denote the'th row of H,,. Also let¥ be anr-dimensional linear
denotes the complementary setidfHence, there exist linearly in-  subspace of’, such thatt; C W, ands = 7|, where[ | denotes
dependent vectors iR°. In other words, there existlinearly indepen- the maximum integer not larger thén Then, there exists a nonsingular
dent vectors with respect to whighsatisfies the avalanche criterion.” X » matrix B on GF(2) suchthat(y) = f(yB)isan(s—1)th-order
Therefore, we can choose a nonsingulax n matrix A over GF(2)  correlation-immune function.
such thay(z) = f(xA) satisfies the SAC (see [13]). The nonsingular Proof: For the sake of convenience, {(gtdenote the all-zero se-
linear transformationt does not alter any of the properties pidis- duence of length and1; denote the all-one sequence of lengtDe-

R ¢ will be used in the following description of constructing plateaued

cussed in Section VIII-A. Thus, we have the following lemma. fines; € Vi, j =1, ..., r, as follows:

Lemma 8: Let » be a positive number antdbe any even number o1 =(15,0s, ..., 05, 0 _(r_1)s)
with 0 < » < n. Then, there exists a balanceth-order plateaued o2 = (04, 15, 05, ..., 0sy Op(rmi)s)
function onV,, that does not have a nonzero linear structure and satis-
fies the SAC.

Tro1 =0y «vy 04y 1oy On_(r1)s)
C. Constructing Balancecdth-Order Plateaued Functions Satisfying 0r =05, .0y 05y Lo (rmi)s)-

SAC and Having Maximum Algebraic Degree Sincen > s, the length ofl,, _(,_,). is at least. Note that the linear

We can further improve the function described in Section VIlI-Bombinations of+, ..., o, form anr-dimensional linear subspate
so as to obtain anth-order plateaued functions dn, that have the ofV,,, and each nonzero vectorlihhas a Hamming weight of at least
highest algebraic degree and satisfy all the properties mentioned in Sgicice boti?” andlU arer-dimensional, there exists a nonsingulasn

tion VIII-B. matrix B on GF(2) satisfying B = W, whereU B = {vB|y € U}.
Reference [7, Theorem 1, Ch. 13] allows us to verify that the foDefine a function: onV;, such that:(y) = f(yB). SinceX; C W,
lowing lemma is true. we haveX, C U. Let« be a nonzero vector il;,, whose Hamming

weight is at most — 1. Obviously,a ¢ U and hencev ¢ R;,. There-
fore, for any sequencéof a linear functiong(x) = («, x) on V5,
constrained byl < W(a) < s — 1, we have(y, {;) = 0, where

Lemma 9: Let ¢ be a function ori,,. Then the degree af is equal
ton if and only if #{«|g(a) = 1, « € V,, } is 0dd.

As k > t,itis easy to construct two mappind® and P” from 7 denotes the sequence bf This proves that(y) = f(yB) is an
V; to Vi such that both satisfy properties i)-iii), mentioned in Seds — 1)th-order correlation-immune function. O
: _ ! _ "e | !
tIL?,r‘(S’)"' A, furthermore, P'(a) = P"(a) for a # 0, and P'(0) # By using the method described in Section VIII-A, we can construct

plateaued functions that are correlation-immune, highly nonlinear, and
do not have nonzero linear structures. More specifically, since

L NSO
LO Leczimn:aeQ, Irtnollshe?wsy to Ser?w thﬁt ﬁt(;onm?ior;e]anft f??ﬁ}'ﬁﬁ Og Pr t+1, there exists & -+ 1)-dimensional subspace Bt . Denote the sub-
as degree, a ence a component functio 0 as degree ¢ nace by . In the proof of Lemma 6, we can impose on the mapping

t. Without loss of generality, we assume that a component functigﬁa condition tha®(V;) C 1. From (24), we have = (4, ) € X,
of P' has degreé, also P’ is identified with P, which we used in if and only if P~ () exists where? cv avlndw c VL Inétherworc;s
Sections VIII-A and VIII-B. Hence, the functiofi has degree + 1. N, = (Vi, P(Vt)))where ' ‘ ' ’ '
We have now constructed ath-order plateaued function with alge- ’
braic degre€; + 1. Applying the discussions in Sections VIII-A and Ve, P(V2)) = {(B, v)|B € Vi, v € P(V4)}.

Note thatP'(a) = P"(«) if a # 0, andP’(0) # P"(0). Due
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HenceX; C (Vi, W). Note that(V;, W) is a(2t + 1)-dimensional [9] J.Wang, “The linear kernel of Boolean functions and partially bent func-
subspace oV . From Lemma 10, we know that there exists a non- tions,” Syst. Sci. Math. Scivol. 10, pp. 6-11, 1997. .
singularn x n matrix B on GF(2) such thath(y) = g(yB) is an ] F. Erwe, Differential And Integral Calculus Edinburgh, Scotland:

) h-ord lation-i f - h ke Oliver & Boyd, 1967.
(s — 1)th-order correlation-immune function, whese= |-2L+1J or [11] X. M. Zhang, Y. Zheng, and H. Imai, “Duality of Boolean functions and

s = Lrilj . The function’ satisfies all the other useful properties men- its cryptographic significance,” ildvances in Cryptology—ICICS'97

tioned in Section VIII-A. That is, in addition to being correlation-im- (Lecture Notes in Computer ScienceBerlin, Heidelberg, New York:

mune: is balanced, highly nonlinear, and does not have nonzero linegr - SPringer-Verlag, 1997, vol. 1334, pp. 159-169. ,

o ) 1 [12] R. Yarlagadda and J. E. Hershey, “Analysis and synthesis of bent se-

structures. Furthermoré, satisfies2” ™" < #®R, < 2"72". Hence guences, Proc. Inst. Elec. Eng. (Pt. Eyol. 136, pp. 112-123, 1989.

we have proved the following. [13] J. Seberry, X. M. Zhang, and Y. Zheng, “Improving the strict avalanche
characteristics of cryptographic functiondriform. Processing Lett.

Theorem 10: Lett andk be positive integers with < 2! < 2%, Let vol. 50, pp. 37-41, 1994.

n = k + t andr = 2¢. Then, there exists arth-order plateaued func- [14] Y. Zheng and X. M. Zhang, “Relationships between bent functions and

tion onV,, thatis also aris — 1)th-order correlation-immune function, complementary plateaued functions,”fmoc. 2nd Int. Conf. Informa-

h _|n | itk d does not have a nonzero linear tion Security and Cryptology (ICISC’99) (Lecture Notes in Computer
wheres = L1~+1J ors = |-2t+1J’ an Science)ser. . Berlin, Heidelberg, New York: Springer-Verlag, 1999,
structure. vol. 1787, pp. 60-75.

[15] Y. Zheng and X. M. Zhang, “Improved upper bound on the nonlin-
earity of high order correlation immune functions,” Rre-Proc. Se-
IX. CONCLUSION lected Areas in Cryptography, 7th Annu. Int. Workshop, SAC220D,
pp. 258-269.

We have introduced and characterized a new class of functions called
plateaued functions. These functions bring together various nonlinear
characteristics. We have also shown that partially bent functions are
a proper subset of plateaued functions. We have further demonstrated

methods for constructing plateaued functions that have many crypto-

graphically desirable properties including balance, SAC, high algebraicompression of Sparse Matrices by Blocked Rice Coding
degree, as well as high nonlinearity and correlation immunity.

Building on the results obtained in this work, more recently we have Bruce J. McKenzie and Timothy Bell
introducedcomplementarylateaued functions. These functions have
made it possible for us to discover new methods for constructing bent
functions, as well as highly nonlinear balanced functions. Details on Abstract—This correspondence considers the compression of matrices

. . ere the majority of the entries are a fixed constant (most typically zero),
these new developments can be found in [14]. Finally, we note t ally referred to as sparse matrices. We show that using Golomb or Rice

a close relationship between plateaued functions and highly nonlingggoding requires significantly less space than previous approaches. Fur-
correlation-immune functions has recently been identified in [15]. thermore, compared to arithmetic coding, the space requirements are only
slightly increased but access is ten times faster for both Golomb and Rice
encoding. By blocking the data, the access time can be kept constant as only
ACKNOWLEDGMENT a single block needs to be decoded to access any element. Although such
blocking increases the space overheads, this is marginal until the block sizes
The authors wish to thank the anonymous referees whose commeetme so small that only a few nonzero values will be found in a block. We

have helped improve the presentation of this correspondence. provide formulas giving the space overhead of blocked Rice encoding and
validate these empirically.

Index Terms—Compression, Golomb codes, Rice codes, sparse matrices.
REFERENCES

[1] C. Carlet, “Partially bent functionsDes., Codes Cryptogwol. 3, pp.
135-145, 1993. |. INTRODUCTION

[2] W. Meier and O. Staffelbach, “Nonlinearity criteria for cryptographic . : o :
functions,” in Advances in Cryptology—EUROCRYPT'89 (Lecture The compression of matrices where the majority of the entries are

Notes in Computer Science)Berlin, Heidelberg, New York: Springer- & fixed constant (most typically zero), usually referred to as sparse
Verlag, 1990, vol. 434, pp. 549-562. matrices, has received much attention. A good overview of both the

[3] B. Preneel, W. V. Leekwijck, L. V. Linden, R. Govaerts, and Jmethods of storing such matrices and the forms of operations that are

Vandewalle, “Propagation characteristics of Boolean functions,” i ; ; :
Advances in Cryptology—EUROCRYPT’90 (Lecture Notes in Compu%?rformed upon themis provided by Defal.[1]. In a previous paper

Science) Berlin, Heidelberg, New York: Springer-Verlag, 1991, vol.[2]: we evalu_ated t_he performancg of existing methods, ar_‘d showed
437, pp. 155-165. how arithmetic coding can be applied to the problem to achieve better
[4] A. F. Webster and S. E. Tavares, “On the design of S-boxesfdn compression. In this correspondence, we show how Golomb [3], [4]
Vancesg‘ ?rypéo'%gafb_CREPT%Si_(ge_cmre \’\/‘Otles 'qg(fz%mpulmzrlgﬁnd Rice [5] coding achieve compression that is nearly as good and
ﬁgcg)zs_gé:ln, eidelberg, New vork: Spinger-veriag, VOl 2 allow significantly faster access speed. Furthermore, it is shown that
[5] P. Camion, C. Carlet, P. Charpin, and N. Sendrier, “On correldy blocking the matrix, reasonable constant-time random access is pos-
tion-immune functions,” inAdvances in Cryptology—CRYPTO'91sible.
(Lecture Notes in Computer ScienceBerlin, Heidelberg, New York:
Springer-Verlag, 1991, vol. 576, pp. 87-100.
[6] X.G.ZhenandJ.L.Massey, “A spectral characterization of correlation-
immune combining functions/EEE Trans. Inform. Theoryol. 34, pp. Manuscript received August 12, 1999; revised August 22, 2000.

569-571, May 1988. The authors are with the Department of Computer Science, University
[7] F. J.MacWilliams and N. J. A. Sloan&he Theory of Error-Correcting of Canterbury, Private Bag 4800, Christchurch, New Zealand (e-mail:
Codes Amsterdam, The Netherlands: North-Holland, 1978. bruce@cosc.canterbury.ac.nz; tim@cosc.canterbury.ac.nz).
[8] O. S. Rothaus, “On ‘bent’ functionsJ. Combin. Theoryvol. Ser. A, Communicated by P. A. Chou, Associate Editor for Source Coding.
no. 20, pp. 300-305, 1976. Publisher Item Identifier S 0018-9448(01)01335-9.

0018-9448/01$10.00 © 2001 IEEE



	On plateaued functions
	Recommended Citation

	On plateaued functions
	Abstract
	Disciplines
	Publication Details

	On plateaued functions - Information Theory, IEEE Transactions on

