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Sequential Traitor Tracing

Reihaneh Safavi-NainMember, IEEEand Yejing Wang

Abstract—\We consider a new type of traitor tracing scheme, in [4], removes these two shortcomings by tracing at least one
called sequential traitor tracing, that protects against rebroad- colluder if delayed rebroadcast attack is used and substantially

casting of decrypted content. Sequential traceability (TA) schemes reducing the real-time computation cost. This paper is an ex-
trace all up to c traitors and remove the shortcomings of dynamic tended and ted - f that

tracing schemes. We give two general constructions and show the ‘€N9€0 and corrected version of that paper.

relationship betweenc-TA codes and sequential tracing schemes. The paper is organized as follows. In Section II, we recall dy-

namic tracing and point out its shortcomings. In Section Ill, we

introduce the model of sequential tracing, and in Sections IV

and V, describe two constructions, one based on function fami-

lies and the other based on error-correcting codes. In Section VI,

. INTRODUCTION we investigate the relationship between sequertiedceability

RAITOR tracing is studied in different contexts.broad-  (TA) schemes and-TA codes. In Section VII, we provide a
cast encryptior{1], the information is broadcasted to aPound on the size of collusion for codes that are obtained from

set of authorized receivers. Each receiver has a decoder withgpr-correcting codes. In Section VIII, we discuss our results

unique key that allows him to decrypt the encrypted broadcadfld Propose possible extensions.

Traitor tracing schemes protect against a pirate decoder that is

constructed by a group of colluders that use their key informa- Il. DYNAMIC TRACING

tiontoillegally decryptthe broadcast. Traitor tracingisalsoused o ;-ary watermarking system wittmark setW =
in the context of data fingerprinting, where colluders use thejl; 2 1 consists of two algorithms: arembedding
copies of a digital object to construct a pirate copy of the objegjgorithm I that embeds one of themarks in a content, and
again the aim is to trace one of the colluders. a detection algorithmD that takes a content and outputs one
Dynamic tracing [2], [3] considers the scenario where thgt the ; marks, or “2.” To provide protection against removal
content is broadcasted to a group of authorized receivers. Hg§ihe mark, the two algorithms may use the same secret key
the colluders do not construct a pirate decoder but decrypt {hésrmation. We assume the watermarking systemoisust
content and rebroadcast it. A simple solution to trace the Soutggy the embedded mark cannot be changed or removed. An

of rebroadcast is to embed a different watermark for each iample of such scheme is tepread-spectrum techniquod
ceiver and trace the source of rebroadcast by examining {Bgx et al. [5].

embedded watermark in the rebroadcast. This solution, howqn gynamic tracing [2], [3], thecontentis divided into con-

ever, requires one copy of content for each user and so requisggtivesegmentsfor example, one minute interval in an audio
very high bandwidth. Dynamic tracing [2] allows tracing all colygck. A watermarking algorithm is used to embed one ofgthe
time into consecutive intervals and modify the watermarking, each interval, the user group is divided intsubsets and
strategy of the system in each interval using the rebroadcasig@h subset receives one version of the segment. The subsets are
content. After observing the rebroadcast for long enough timgried in each interval using the rebroadcasted content. It is as-
one or more colluders can be traced. The identified colluders &{§med that there is an efficient group key management scheme
disconnected from the system and the system proceeds untitiggh allows the broadcaster to efficiently regroup the receivers
colluders are found one by one and get disconnected. Dynamieach interval and securely deliver their allocated version. Fiat
tracing has two main drawbacks. First, it is completgly ineffegnd Tassa proved [2], [3] that for tracingraitors at least + 1
tive against an attack, callettlayed rebroadcastn which the yersions must be used, and gave algorithms thatusé and
attackers rebroadcast the content with some delay. Under this@t-_ | versions and requir®(3°clogn) andO(clog n) steps,
tack not even a single colluder can be found. Second, it requirggpectively, to fincall colluders that isto convergeBerkman
high real-time computation and so is not suitable for systerag ). [6], [7] improved these results and showed an algorithm
with a large number of users. Sequential tracing, first proposggth ¢ + 4 + 1, a < ¢, versions and(clogn + ¢/a) steps
for convergence, and a second one wiiht 1, a > 2, versions

Manuscript received January 7, 2002; revised January 13, 2003. The matediad O (¢ log,, n) steps for convergence. The main aim of these
ignotg(i)S paper was presented in partat CRYPTO 2000, Santa Barbara, CA, Augygirks has been to construct schemes with the smallest number
Thé authors are with the School of Information Technology and CompthF steps for convergence when the number of versions is close
Science, University of Wollongong, Wollongong 2522, Australia (e-mailto the lower bound: + 1.

Index Terms—Error-correcting codes, fingerprinting, traitor
tracing.

rei@uow.edu.au; yejing@uow.edu.au). , , Dynamic tracing has two major shortcomings. The first short-
Communicated by N. I. Koblitz, Associate Editor for Complexity and Cryp- . . . .

tography. coming is that regrouping of the users and mark allocation to
Digital Object Identifier 10.1109/TIT.2003.810629 users in each interval depends on the rebroadcasted content,
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also calledeedbackrom the channel. This means that if theref M to allocate marks to users. A colluding groGpchooses

is no feedback from the channel no regrouping will occur armhe of their versions and rebroadcasts it. The tracer intercepts
so the system is vulnerable talalayed rebroadcast attackn  the rebroadcast, extracts the mark, and appends it to a sequence,
this attack, the attackers do not immediately rebroadcast, lbatledfeedback sequendeetC C U denote a colluding group,
record the content and rebroadcast it with some delay andasw

the broadcaster has no alternative but keeping the mark alloca-

tion unchanged. With this attack the system fails completely and Wi(C) ={fj: f; € {M(1, j): ui € C}}.

cannot trace any colluder. A feedback sequencE = (fi, fo, ..., f1) is calledc-feed-

The sepond shortcommg of the system is hlgh real-ti € ck sequencé there exists & C U, |C| < ¢, such that
computation for regrouping the users and allocating marks c € W,(C)forj — 1, 2 L. After observing a certain
subsets. This means that the length of a segment cannot be é%ber]of segments fr(;m7a.1.fé7edk.Jack sequence, the tracer iden-

: . N
Eh?[;{é I;]I %};gﬁrrglfotg?)zcgr’ Lhergyvr;l\?veitrh%sengur;ebrgf orfe Ssgrﬁ ies one traitor (or more traitors) and disconnects him from
y 9 ge g je system, that is, excludes him from future broadcasts. The

gfetr%(;e,steo tr:]a;i Crgﬂl;?(:ésdgg/:g: IK:‘ZEQ%T t?](;nltjigtr, th: ljlgql%a\rgzer continues observing the rebroadcast and identifying other
9 hop .ttraltor(s) who will be disconnected in a similar way. After ob-

grows. On the other hand, the computation for repartitioning . .
. . . . rving L. elements of the feedback sequence, all traitors are
the group and allocating the versions grows with the size of the s . ,
! -found and the tracing algorithm converges, héres the con-
group and because of the real-time nature of the computation )
. Vvetgence lengtbf the algorithm. Le#; denote the subsequence
the length of the segment cannot be decreased. The conflicting™. .. .
; . ) - sisting of the firs§j elements off'.
requirements on the segment size, that is, requiring shor%er
length to provide for longer convergence length, and at theDefinition 1: A sequentiak-TA scheme consists of a mark
same time the need to have it longer to give time for real-tinalocation tableV/ and a tracing algorithm with the following
computation, would result in unworkable systems for largeroperties:
groups. 1) M = (m;;)isanN x L array with entries from/V;
2) Ais a mapping
[ll. SEQUENTIAL TRACING A W* — U

We consider the same scenario as dynamic tracing and such that for any-feedback sequenck, there exists a
propose a different solution which removes the above short-  sequence of integers
comings. In sequential tracing, the channel feedback is only 0<dy(F)<dy(F) < <dp(F)< L.
used for tracing anchot for allocation of marks to users.
Similar to dynamic tracing, the system can trace all colluders. i1
The mark allocation table is predefined and there is no need , ) ,
for real-time computation to determine the mark allocation of G 0£CCU HCZ’

such that

the next interval. Other computations related to key manage- A(Fy) = . @)

ment of the group can be all performed as precomputation J = d(F), dy(F), ..., dy(F)

and so the need for real-time computation will be minimized. 0, otherwise

Mark allocation in each interval will be according to the table and

irrespective of the channel feedback. Using a predefined table k

also protects against the delayed rebroadcast attack, however, U1 Ca;r) = C- )
j=

the tracing ability of the system will reduce to one traitor.

That is, even if the rebroadcast is delayed until the whole The colluders are identified it steps, where: depends
content is received, still once colluders start rebroadcastipg the feedback sequence ahd< ¢ because it is possible
at least one of them will be traced. We call the systeen to identify more than one colluder in one step. The working

quential traitor tracing schemé emphasise the fact that theof a sequentiale-TA scheme, denoted byM, A), can be
traitors are identified sequentially, that is, when a colluder &ymmarized as follows.

found he is disconnected and the system proceeds to trace

the remainin_g colluders, and at the same time differentiatg §etj =1,n=N, Fy=(
from dynamic schemes. While j < Landn > N — ¢
o Fori=1,...,n
System Description Send versionV/ (i, j) to u;
In sequential tracing, tharotected conteris divided intoseg- If there is feedback
ments A g-ary watermarking system is used to prodygoeer- Extract f;
sions of each segment. LBt = {uy, us, ..., uy} denote the Appendf; to Fj_,
setofusers,and = {1, 2, ..., ¢} be the mark set. mark al- If ACF;) # 0
location tableM is an array oveyY with N rows andL columns disconnect users iA(F;)
whereM (i, j) is the mark allocated to the usey in segment n =n— |A(F;)|
j. In the jth time interval, the broadcaster uses jiie column J=J+1




SAFAVI-NAINI AND WANG: SEQUENTIAL TRAITOR TRACING 1321

Disconnecting a user (or a group) means that they canmfine a mark allocation tabl&/ as follows:
contribute to future rebroadcasts and the feedback sequence
will not have their contributions. Three parameterd., andc M=
measure communication efficiency of the system. Parameter My ¢11(Mo) dr1a(Mo) --- dim(Mo)
is the number of versions of a segment and so highaeans
more versions and higher bandwidth for sending the segment. Mo ¢a1(Mo) ¢22(Mo) -+ dam(Mo)
ParametetL is the convergence lengtbf the system and its . . . . . )
higher value means more segments are required to trace all ' ' ' '
traitors. Parametet is the maximum number of traitors the My ¢p1(Mo) ¢v2(Mo) -+ dpm(Mo)
system tolerates.

Intuitively, there is a tradeoff between these two parametefdiatis,M hasb block rows each containing rows. Each row is
That is, using more versions would allow shorter convergenaocated to auserarid, k) denotes théth row of therth block
length. In Section VII, we give an expression that relates thek®wv. For afeedback sequenEg= (f1, fa, ..., f;), we sayF;
three parameters when the mark allocation table is derived fré@du; haves matchesf there existindexeg < jo < --- <,
an error-correcting code. In the following two sections, we déuch that

scribe two constructions of sequential TA schemes. Fio = M(i, j1), fi, = M(i, ja) fi. = M(i, j,)
1 7 ? 2 ) ?» ) Js ) s/
Let p(F, u) denote the number of matches betwdemand w.
IV. A CONSTRUCTIONUSING A FUNCTION FAMILY Define a tracing functiom: W* — 2U as follows:
This construction identifies one of thecolluders inc? + 1 A(F}) = {ui: p(Fj, w;) = ¢+ 1}. (4)

steps, andall colluders in at most? + ¢ steps. That is, the _ _ ) _
scheme converges iff + ¢ steps and the convergence length iSN€ tracing algorithm can be implemented by attaching a
independent of the size of the user group. However, the num§8Hnter to each row. The counter records the number of
of versions is proportional to the group size and so for lar atches between a row adg. In stepj, f; is recelyed fro_m
groups requires high bandwidth. We will show (Section VIl he channel. The row counters of rows that hgfyen their

that the scheme can be recursively used to increase the nundtie0sition will be incremented. When a row counter reaches

of users while the number of versions is kept fixed. This will b& = 1+ the corresponding user is identified as a traitor and is
at the cost of higher convergence length. disconnected from future broadcast. Lete the following

integer:

A. Mark Allocation Table {—1 +5+4m J
— |

c =
LetW = {1, 2, ..., ¢} be the mark set, andm be integers,
whereb < ¢. Consider a collection of mappings

®)

Theorem 1: The mark allocation tablé/ and the tracing
function A, as defined in (3) and (4), respectively, define a se-
quential c-TA scheme forN = bq users. The convergence
length isL = m + 1 andc is given in (5).

O ={¢;j:1<i<bh 1<j<m}

where The proof of this theorem uses Lemmas 1 and 2 that follow.
biji W — W Lemma 1: Let
F]:(f17f27fj) JZC+1 (6)

satisfies the following two properties.
be ac-feedback sequence produced®yC U, |C| < c. Sup-

(P1) For a fixedj, and a pair of the first indexe@, i2), posep(Fj, u) = ¢ + 1. Thenu € C.
i1 # iz, We havep; ;(z) # ¢i;(z) forallz € W. Proof: Assumeu ¢ C andp(Fj, u) = ¢ + 1. Suppose:
(P2) For a pair of the first indexegi, i), and a pair corresponds to the rogv, I?) of M. Consider the-+ 1 positions
of the second indexe§jy, j») With j1 # Ja, if thatF and(r, k) match. Since”is constructed by’ and|C| <
bir sy (1) = inj, (12) We havep;, j, (z1) # dinjy(w2),  © there must be a colluder who has contributed two segments in
forall z1, 2o € W, 1 # . thatc+ 1 positions. Let the two segments jyeandys, j1 < jo.
Thatis, there igr’, k') € C that matched” in positionsjy, ja,
Let Mo and¢;;(My), 1 < i <b, 0 < j < m, be the following and hence match¢s, k) in positionsj; and;j,. Because of the

g x 1 matrices: structure ofM, we have one of the following two cases:
1) j1 = 1 which gives
ig (1
1 ¢J( ) k:k/:fjm ¢T,j2(k):¢r’,j2(k'):fj2
2 $ij(2) or
My=1 .1, bij(Mo) = . .

: 2) j1 > 1 which gives
q 0ii(q) br, i (k) = ¢ (') = firs  bra(k) = by iy (K') = [y
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The first case contradicts (P1). The second case contradicts (R2)—ioy # j2(y — ). This impliesg;, j,(z) # ¢, . (y), and
asji # ja- O hence (P2) is satisfied. O

Corollary 1: i) Tracing one traitor requires+ 1 segments  The mark allocation table resulting froénin Theorem 2 will
from the traitor. i) Tracing traitors in a single step requires athave N = (p — 1)?/2 rows andL = 1 + (p — 1)/2 columns,

mosttc + 1 segments from them. and will be a sequential TA scheme with
Proof: Part i) is a direct corollary of Lemma 1. To prove
. . . . —1+3+2
Part ii), we note that ifp(F, v) = ¢+ 1 thenw is a traitor. c= {—pJ .
If in segmenty, ¢ traitors are simultaneously identified, it must
be the case that theusers have simultaneously reached 1 For givenN andc, p must be chosen such that-1)2/2> N

matches with the-feedback sequendg;, and so each of the andc?+c¢<1+(p—1)/2 and so
users have matches with¥;_,. The numbey — 1 is bounded 9

. . ) : ; > V2N, —1).
by j — 1 < tc and so tracing traitors in a single step requires p 2 max(l+ V2N, 2¢" +2¢ 1)
7 < tc+ 1 segments. O

C. An Example
Consider a-feedback sequendé. Letdy = 0. Forj > 1, if P

{u€ U\A(F;_1) : 3 > d;_, suchthap(F,, u) = c+1} # 0 Example 1: To provide protection for 50 users against collu-
define ! ! sion of up to two colluders; = 2, we neecp in Theorem 2 to

bell. M will have five block rows, each with 10 rows as shown
dj = min{¢: 3u € U\ A(F;_1) suchthap(F,, u) = c+1}. atthe top of the following page.
(7) Suppose use(d, 10) and(4, 2) are the colluders, and assume
the feedback sequencefis= (10, 10, 8, 3, 6, 7). We expect

Lemma 2:Let F = (f1, fo, ..., f1) be ac-feedback se- 10 identify the first colluder after observing at mest+ 1 = 5
quence andl; < d» < --- < di be defined in (7). Then, S€gments. That is after observing at most five segments, there
dy < +jforj=1,2, ... k will be at least one row that will match the feedback sequence

Proof: Let C be the collusion producefl and in ¢+ 1 = 3 positions while all other rows will have at most
¢ = 2 matches. We note that lengilcorresponds to the worst
Tj = A(Fa,) UA(Fa,) U - U A(Fy, ). (longest) case when both colluders have attempted to remain un-

known for the longest period. However, it means that when the
first colluder is identified (three matches), the other one has al-
be = {h < dj: fa = M(t, h)}|. ready two matches witlh” and will be caught after observing
the next segment. The following table lists columns that match
a particular segment in the feedback sequence. After observing

Foru, € C\ Tj, define

From (4) we haveé; < c. Applying Corollary 1 we obtain that

j five segments of the feedback sequence, the colliden) will
di <Y (JA(Fa)le+1)+bi+ba+ -+ be 1y have three matches and will be disconnected. The collddey
i=1 has appeared only twice which is the same number as some
<ITjle+j+ (e — [Ty)e = 2 + of the innocent users, for examplé, 1). After observing the
sixth element of the feedback sequence, this colluder will also
which proves the lemma. O  be identified.
Proof of Theorem 1:Considerd, ds, ..., dy defined in 10 10 3 3 6 -
(7). Using Lemma 2, we havk, < c2+cask < c. If cis given | | | | | |
9 . .
by (5), thenc +c¢<m+ 1. Thatis,d; < L. SQ(M, A)isa (1,10) (1,5) (1,10) (1, 9) (1,10) (L 3)
sequentiat-TA scheme. The number of useksis the number
of rows of M and is equal tdq (2,100 (27 (2,2) (2,5 (21) (21)
' (3,10) (3,8) (3,6) (3,6) (3,4) (3,5)
- (4,10) (4.2) (4.5) (4.2) (49) (4.2
B. Existence of (5.10) (5.9) (5,9 (510) (58) (5 4)
The construction in Section IV-A uses a function family
that satisfies properties (P1) and (P2). In the following, we give
a construction fo. V. CONSTRUCTIONFROM ERROR-CORRECTING CODES
Theorem 2: Letp be aprime numbe?; ={1, 2, ..., p-1}. Mark allocation tables can be obtained from error-correcting

Define a function familyd = {¢;;: 1 <, j < (p—1)/2} as  codes by using each codeword as a row of the table.
follows:
Definition 2: An (L, N, D),-error-correcting code, or

bij : Zy — Zy, ¢ij(z) = (i + j)z (mod p). (L, N, D),-ECC for short, is a set a¥ codewords of lengtt,
over an alphabet of sizeand having the minimum Hamming

Then,® satisfies properties (P1) and (P2). distance between any pair of codewords equdbto

Proof: If iy # iy, theng;, j(z) # ¢i,;(z) forallz € Z3
and so (P1) is satisfied. Assumgg, ;, () = ¢s,,;, (y). Then The mark allocation table in (3) corresponds to an error-
we haveiiz — i2y = ji(y — z) and so ifjo # j; we have correcting code withD = L — 1. A general construction from
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Mark Allocation Table for Example 1

(1,1 1 2 3 4 5 6 (2,1 1 3 4 5 6 7 3,1 1 4 5 6 7 8
(1,2): 2 4 6 8 10 1 (2,2: 2 6 8 10 1 3 3,2: 2 8 10 1 3 5
(1,3: 3 6 9 1 4 7 (2,3: 3 9 1 4 7 10 3,3: 3 1 4 7 10 2
(1,4: 4 8 1 5 9 2 (2,4: 4 1 5 9 2 6 3,4: 4 5 9 2 6 10
(1,5): 5 10 4 9 3 8 (2,5: 5 4 9 3 8 2 3,5: 5 9 3 8 2 7
(1,6: 6 1 7 2 8 3 (2,6: 6 7 2 8 3 9 3,6: 6 2 8 3 9 4
(L7: 7 3 10 6 2 9 (2,7: 7 10 6 2 9 5 3,7: 7 6 2 9 5 1
(1,8: 8 5 2 10 7 4 (2,8: 8 2 10 7 4 1 3,8: 8 10 7 4 1 9
(,9: 9 7 5 3 1 10 (2,9: 9 5 3 1 10 8 3,9: 9 3 1 10 8 6
(1,10: 10 9 8 7 6 5 (2,10: 10 8 7 6 5 4 (3,10: 10 7 6 5 4 3
(4,1: 1 5 6 7 8 9 (5,1 1 6 7 8 9 10
(4,2: 2 10 1 3 5 7 (5,2: 2 1 3 5 7 9
(4,3: 3 4 7 10 2 5 (5,3: 3 7 10 2 5 8
(4,4: 4 9 2 6 10 3 (5,4: 4 2 6 10 3 7
(4,5: 5 3 8 2 7 1 (5,5: 5 8 2 7 1 6
(4,6: 6 8 3 9 4 10 (5,6): 6 3 9 4 10 5
(4,7: 7 2 9 5 1 8 (5.7: 7 9 5 1 8 4
(4,8: 8 7 4 1 9 6 (5,8: 8 4 1 9 6 3
(4,9: 9 1 10 8 6 4 (5,9: 9 10 8 6 4 2
(4,10 10 6 5 4 3 2 (5,10): 10 5 4 3 2 1

an error-correcting code is given in Theorem 3. We need theConsider a-feedback sequendé. Letd, = 0. Forj > 1, if
following lemmas. {w e T\A(Fj_1) : 3t > j—1s.t.p(Fp, u) = ¢(L—D)+1} #

Lemma 3: Let T be an(L, N, D),-ECC and 0 define
F S (L — D)+ 1 8 d; =min{/l: Ju € T'\ A(F;_1)
j= (s fon fi) j2el=D)+1 (8) s.t.p(Fp, u) = (L — D) +1}. (10)
be ac-feedback sequence produced ®@yC T, |C| < e If

p(Fj, u) = ¢(L — D) + 1, thenu € C. Lemma 4:Let F = (f1, f2, ---, fL).be ac-f(?edback se-
Proof: Letu € T andF; matches in:(L. — D) + 1 po- quence and; < dy <o < dy be defined as in (10). Then
sitions. Then, there existsid € C such that’ andu have at @; < ¢*(L — D) +jforj =12 ... k.
leastL — D + 1 matches within these positions, and so Proof: Supposefis produced by Let
diu',u)=L—p',u)<L—(L-D+1)=D—1. T = A(Fa, ) UA(Fg,) U - UA(F,).
— (O () (t) ) 3
This shows that: = v’ € C. o Forue=(wi”, wy', ... wy’) € O\ 7(11)' define
— .. —_— f
Foran(L, N, D),-ECC, define a tracing functioA: W* — be = [{h < dj: fa = wy }.
2l as From (9), we havé; < ¢(L — D). Applying Corollary 2 we

obtain that
J

dj < (|A(Fdj)|c(L_D)+1)+b1+62+"'+b(’»—|7}'|

A(F)={ueT: p(F,u)=c(L—-D)+1}. 9)

Corollary 2: The tracing function (9) for afL, N, D),-
ECC has the following properties.
i) Tracing one traitor require§ L — D) + 1 segments from
a traitor. = (L-D)+j
i) Tracing ¢ traitors in a single step requires at mosfyhich proves the lemma. O
te(L — D) + 1 segments from them.

<[Tjle(L = D) +j + (¢ = [Tj])e(L = D)

Theorem 3: Let ¢ be an integerll” denote a mark allocation

Proof: Property i) is a direct corollary of Lemma 3. Totable obtained from afl.. N. D).-ECC satisfvin
prove property ii), we note that §(F, u) = ¢(L — D) + 1 I 0z, N, D)q isfying

thenw is a traitor. If in segment, ¢ traitors are simultaneously D> <1 — i) L+ ! (11)
identified it means that the users have reachedL — D) +1 B c? ¢

matches with the-feedback sequendg; simultaneously, and and A be defined as in (9). ThefT", A) is a sequentiat-TA
so each of the users have(L — D) matches withF;_;. The scheme.

numberj—1 is bounded by—1 <t¢(L—-D), so tracing traitors Proof. Considerdy, ds, ..., dr defined in (10). Using
in a single step requires<tc(L— D)+1 segments. O Lemma 4, we havd;, < ¢*(L — D) + c. The condition (11)
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givesc? (L — D) + ¢ < L and so(T", A) is a sequentiat-TA
scheme. O

Theorem 3 shows that sequential tracing schemes can be con-
structed fromg-ary error-correcting codes with large minimum

distances and

. {—1+\/1+4L(L—D)|

2(L - D)
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The code in Theorem 4 defines the mark allocation table of a
sequentiak-TA scheme for which

{—p + VP + 4pL? J
2L '

CcC =

VI. SEQUENTIAL c-TRACEABILITY SCHEMES AND ¢c-TA CODES

Mark allocation table in a sequential TA scheme is closely

Examples of codes that satisfy (11) are given in what follows g|ated to TA codes.

Reed-Solomon Codes

A Reed-Solomon code (RS-code) over @GFis a linear code
withL=¢—1,D =L —k+ 1, andN = ¢* codewords. An
RS-code defines a mark allocation table for a sequentigh
scheme with

. {—1+\/1+4(q—1)(k—1)J'

20k — 1)

Algebraic-Geometry Codes

An algebraic-geometry code (AG-code) over G, denoted
by [L, k, L+ 1—k — g, is alinear code of length, D =

L+ 1 -k — g wherek andg are the dimension of the code

Definition 3 [10]: LetI' be ag-ary code, and be an integer,
C = {uy, ..., up} C T be acollusion of sizé < ¢, where
u; = (w(i) w(i)) Define

i = (wy’, oo wp).
desc (C)={(z1, ..., zL): ;€ {wj(l) 1<i<b}, 1<j<L}.

ThenI is called ac-TA code if the following condition is satis-
fied: for any(z1, ..., 1) € desc(C) for someC with |C| <
¢, there is au; € C such that

[z 2y = wiH > i 2y = wy}
forany (w1, ..., wr) € '\ C.
Staddoret al. [10] proved the following theorem.

Theorem 5:LetT" be an(L, N, D),-ECC, andc be an in-

and the genus of the algebraic curve, respectively. It is knovly er. If

[8] that AG-codes with parametefB, k, L+ 1 —k — g], exist,
if there exists an algebraic curve of genusver GF¢q) having
L rational points. Foy; = 1, the curves of genuk are elliptic
curves which are known to exist for ay< L — 1 and any
L < N,(1) whereq = p™ andN,(1) is defined as

~Ja+ 124, r|[2y/q], m > 3is odd

T e+ [2va] +1, else.

Wheng = 2, the curve of genu3 exists for anyk < L — 2 and

anyL < N,(2), whereq = p™ andN,(2) is given as follows.
If m = 0 (mod 2)

Ny (1)

gHAJT+1,  g#£4,9
Ny(2) =< 10, g=14
20, q=29.
If m =1 (mod 2)
(q+2[2/q] +1, g nonspecial
a+2[2/q1,
ny(2) = g special2,/q — [2,/g] > (V5 —1)/2
g+2[2q] - 1,
{ g special2,/g — [2/7] < (V5 —1)/2.

Hereq is specialmeans that either| [2,/g | or ¢ is of the forms:
q=1024+1,q=1024+0+1,0rq = (> +/{+2for some integet.

An AG-code defines the mark allocation table of a sequential

c-TA scheme for which
—1++/1+4L(k+g-1)
2(k+g-1)

CcC =

Low-Rate Codes

Theorem 4 ([9, Lemma 111.3]):For positive integerg, N, let
L = 8plog N. Then there exists afl., N, D),,-ECC where
D> (1-2)L.

1
D > (1 — 0—2) L (12)
thenI is ac-TA code.

For an(L, N, D),-ECC, letT'; denote the(L;, N, D;),-
ECC obtained fromi" by restricting each codeword to its first
components.

Theorem 6: Let I" be sequential TA scheme obtained from
an(L, N, D),-ECC with D satisfying (11). Then, there exists
a sequence of integels > L > Ly > --- > L. such that
I'p,,1<j<cisa(c—j+ 1)-TA code.

Proof: LetL; = ¢(c—j+1)(L— D)+ 1. Thatis,
L; 1
: + —.
cle=j+1) cle—j+1)
The minimum Hamming distand@; of I'z,; satisfies
D;>D—-(L-L;)=D—-L+1L;
L; 1

_ J +
cle=j+1) cle—j+1)

g (“ﬁ)”

F"om Theorem 5"z, is a(c — j + 1)-TA code.

D-L=-

+L;

O

Corollary 3: Mark allocation table of a sequentiatTA
scheme is &-TA code.

VII. ASYMPTOTIC BOUNDS

Intuitively, we expect a tradeoff amongl., andc. Thatis, we
expect higher bandwidth results in a shorter convergence length.
In the following, we give arelation between these parameters for
mark allocation tables that are based on error-correcting codes.
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Theorem 7 (Plotkin Bound, [11])For an(L, N, D),-ECC,

if D> (1-1/q)L, then

D
N poazign

The following Theorem shows a bound effior a sequential
c-TA scheme obtained from afl, N, D),-ECC with D sat-
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Let 'y be ag-ary (Lo, No) code andl'; be an Ny-ary
(L1, N1) code. Define theompositiorof the two codes to be
ag-ary codel’ obtained by i) associating each codeword gf
with a symbol in the alphabet setBf and ii) in each codeword
of I'y, replacing symbols by their associated codewordsqof

The codel” will be a g-ary code of lengthlyL; with Ny
codewords. We refer tby, andI'; as theinner and theouter

isfying (11). This bound was stated in [12] for&TA obtained code, respectively.

froman(L, N, D),-ECC withD satisfying (12). Here, we give

an alternative proof.

Theorem 8: Let ¢ be an integer]” be an(L, N, D),-ECC

with D satisfying (11) andim/_... % = 0. Then

c<yfa+(zg) -3z

for sufficiently largeL.
Proof: Assume otherwise, that is,

o () -

This implies thatL¢? + qc — ¢L > 0, or equivalently

1 1 1
(1——2>L+—Z<1——>L.
c c q

If D satisfies (11), then

D><1—1>L.
q

Applying Theorem 7, we have

D
N < -
D—( _E)L
and so
N 1
D< )
T N-1 q>
Note that

For sufficiently largeL

1—l L<DX< N 1—l L
q N -1 q

gives a contradiction aBis an integer.

VIIl. DISCUSSION

Theorem 9:Let I'y andT'; be ag-ary (Lo, No) code and
an Ny-ary (L1, N;) code, respectively, and &t denote the
composition of the inner codg, and the outer codg, . Suppose
I'pisac-TAcode and’; is a sequential-TA scheme. Thel' is
an(LoL;, Ny) sequentiat-TA scheme over g-ary alphabet.

Proof: LetI' be the mark allocation table of a sequential

¢-TA scheme and assume there is a groug cblluders. We
construct a sequential tracing algorithm far

The algorithm starts by initializing the feedback sequence
F = (-). The rebroadcasted content is considered in blocks of
Ly segments. Each block represents a pirate woid)inJsing
the tracing algorithm ofy, the block is traced to one of the col-
luders and hence a symbol I alphabet associated with the
colluder. This symbol is appended foto form the feedback
sequence of';. Now the tracing algorithm of'; is employed
to trace colluders.

The correctness of the tracing algorithm follows from the cor-
rectness of the tracing algorithmsiaf andT™, . O

Theorem 6 showed that a sequential TA codedsTé code.
This means that the codeobtained above can be used asBA
code and be composed with a sequentiB scheme again. By
repeating the composition times, one can constructgary
(L, N) sequentiat-TA scheme wherd, = [ L;.

A. Delayed Rebroadcast

Sequential tracing alleviates delayed rebroadcast attack.
The mark allocation of each interval is determined solely by a
column of the mark allocation table and does not depend on the
feedback from the channel. The broadcaster follows the mark
allocation table even if there is no rebroadcast. In the worst
case, the colluders wait for the broadcast to be completed and
then start the rebroadcast. This is the same as the traditional
TA systems and since a sequential tracing schemecidA
code then at least one of the colluders can be found. In fact,
the first dy segments of the content can be used to identify
a colluder. However, tracing more than one colluder requires
the contribution of the traced one to be removed from the
remaining content which is not possible in this case and so the
system guarantees one colluder to be found. This is in contrast

As noted earlier, for a fixed-size group there is a tradeoff bés the dynamic scheme that will become completely insecure
tween the alphabet size and the convergence length. That is ggainst this attack.
shorter convergence length larger alphabet size is required. In__ )
the following, we show a method of composing TA codes th&: Time-Bandwidth Tradeoff
results in systems for larger group sizes while keeping the al-Two important efficiency parameters of dynamic traitor
phabet size constant but increasing the convergence length.tracing schemes are i) the number of maykghich determines

An (L, N) code over a-ary alphabelV is a subset o/~

the communication efficiency of the system, and ii) the con-

of size N. With this definition, ac-TA code and a mark allo- vergence lengtli. Fiat and Tassa, and later Berkmetral. [6]
cation table of a sequentialTA scheme are codes overary concentrated on the communication efficiency and presented

alphabets.

efficient algorithms when is close to its theoretical minimum
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