University of Wollongong
Research Online

Faculty of Engineering and Information

Faculty of Informatics - Papers (Archive) Sciences

November 2001

New results on frame-proof codes and traceability schemes

R. Safavi-Naini
University of Wollongong, rei@uow.edu.au

Yejing Wang
University of Wollongong

Follow this and additional works at: https://ro.uow.edu.au/infopapers

b Part of the Physical Sciences and Mathematics Commons

Recommended Citation
Safavi-Naini, R. and Wang, Yejing: New results on frame-proof codes and traceability schemes 2001.
https://ro.uow.edu.au/infopapers/11

Research Online is the open access institutional repository for the University of Wollongong. For further information
contact the UOW Library: research-pubs@uow.edu.au


https://ro.uow.edu.au/
https://ro.uow.edu.au/infopapers
https://ro.uow.edu.au/eis
https://ro.uow.edu.au/eis
https://ro.uow.edu.au/infopapers?utm_source=ro.uow.edu.au%2Finfopapers%2F11&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/114?utm_source=ro.uow.edu.au%2Finfopapers%2F11&utm_medium=PDF&utm_campaign=PDFCoverPages

New results on frame-proof codes and traceability schemes

Abstract

In this correspondence we derive lower bounds on the maximum number of codewords in a class of
frame-proof codes and traceability schemes, and give constructions for both with more codewords than
the best known.

Keywords
error-correcting codes, frame-proof codes, -sets, traceability schemes

Disciplines
Physical Sciences and Mathematics

Publication Details

This article was originally published as: Safavi-Naini ,R & Wang, Y, New results on frame-proof codes and
traceability schemes, IEEE Transactions on Information Theory, November 2001, 47(7) 3029-3033.
Copyright IEEE 2001.

This journal article is available at Research Online: https://ro.uow.edu.au/infopapers/11


https://ro.uow.edu.au/infopapers/11

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 47, NO. 7, NOVEMBER 2001 3029

first-order Reed—Muller code. However, unlike the results of [8], this Boneh and Shaw proved [1], [2] that there exists a birafsame-

approach cannot be used for higher order constellations. proof code with the number of codewords satisfying
_ 9,(/(16c2)
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positive integerg andc, there exists a-traceability scheme with

New Results on Frame-Proof Codes and Traceability n = 2'/6 3)

Schemes decoders, wheréis the total number of keys.

Reihaneh Safavi-NainMember, IEEEand Yejing Wang Stinspn and Wei [6] proved an upper bound on the number of de-
coders in a-traceability scheme

(1)

Abstract—in this correspondence we derive lower bounds on the max- n < L (4)
imum number of codewords in a class of frame-proof codes and traceability ( -1 )
schemes, and give constructions for both with more codewords than the best : . . .
Known. g wheret = [£] andk is the number of keys contained in each decoder.

In this correspondence, we prove lower bounds on the maximal
number of codewords in frame-proof codes and traceability schemes,
and show that for some choices of parameters the bounds are tighter
than the previously known bounds. We also give a construction for
|. INTRODUCTION each that has the highest number of codewords compared with all the

. reviously known constructions.
Frame-proof codes were introduced by Boneh and Shaw [1] to pIF())'The correspondence is organized as follows. In Section I, we recall

vide protection againstillegal copying. When a merchant wants to sepnae basic results used in the rest of the correspondence. In Section llI
digital product to a buyer, he inserts a sequence of marks into the obj %t will prove a new lower bound on the number of codewords in a ’

\é\l.?fmh Ii nique t%;[he btU);er ankd so allows the n;ek:ct;:nt to d'rs]tm??'gqrame-proof code andatraceability scheme. New constructions for
merent copies. The setormark sequences used by the merchant fofn me-proof codes andtraceability schemes are given in Section 1V,

gflnge(;prlntlngt <|:(ode. Tr;]e Co?ﬁ IS asiumed _to betp(lijllc(ij known. Tt ere we also discuss our results and compare the parameters of our
Uyer coes not know where th€ marks are inserted and so cannolf&yqi,ction with the known ones. In Section V. we conclude the cor-
move them. However a group of colluding buyers can compare th?ér
. ) . : spondence.
copies, find out all the places that their marks are different, change the
marks, and produce an illegal copy. la-frame proof code, if up to
buyers collude they cannot construct a copy with a valid sequence of

marks, and so they cannot frame another buyer. A. c-Frame-Proof Codes

Index Terms—Error-correcting codes, frame-proof codes,S;-sets, trace-
ability schemes.

Il. PRELIMINARIES

Frame-proof codes provide protection against framing attack. That
Manuscript received May 11, 2000; revised March 26, 2001. is, in ac-frame-proof code, a collusion of up taolluders cannot con-
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Science, University of Wollongong, Wollongong 2522, Australia (e-mail: rei@ne colluding set. The formal definition is as follows.

uow.edu.au; yejing@uow.edu.au). ; : ; ;
Communicated by N. I. Koblitz, Associate Editor for Complexity and Cryp- L_et T be an alphabet ?f SIZ@Z 2. An (¢, n)-codel oyerE IS
tography. defined as am-subset of£". Let “?” denote any symbol not i&, and
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Definition 1: LetI be an(¢, n)-code overz, and Theorem 3 ([11], Johnson Bound):
C={v1,...., v} CT. 5t
AP ¢ <
) - ] ) A(L, 28, w) < \‘mz —wl + M’J
1) Abitpositioni € {1, 2, ..., (} is said to be undetectable fot
if w1, v2, ..., vy have the same value at positionDenote by provided that the denominator is positive.

R(C) the set of all undetectable positions®@f

2) The feasible seF(C') of ' is defined as In the following,H (X)) = —X log X — (1—X) log(1—X) denotes

the binary entropy function, and all logarithms are in basé/e will
e N ) / also be using the following bound due to Stirling.
F(C)={e € ()i a|ne) = tlpe, ). Torvec 9 g 9
Theorem 4 (Stirling’s Formula):For any integef > 1
Frame-proof codes, introduced in [1], [2], are based on the foIIowinge y
marking assumption which we also will use in this correspondence. ¢ /2 (2m)

Marking Assumption:A collusion of size at most is only capable
of creating a codeword lying in the feasible set of the collusion.

1/2 1/(120+1) S“S€£+1/264(2W)1/2e1/(124)_ (5)

Lemma 1: For any giverv > 0
Definition 2: A codel is called a:-frame-proof code if every subset
C C T of size at most satisfiesF(C)NT = C. 1 { k
z log ]/‘ > H Z — g
B. c-Traceability Schemes

In a traceability scheme every user tiadecryption keys. A collu- provided tha¥ satisfies the following:

sion of users may use their keys to create a “pirate” decoder consisting loe (

of at leastk keys belonging to the collusion. The broadcaster has a ?’ - <o and (> (13 + V132 + 480)/ 120. (6)
tracing algorithm. Once a pirate decoder is captured, the broadcaster ’

is able to trace those who have taken part in producing the pirate de- proof: Using the Stirling formula (5) we have

coder. In the tracing algorithm proposed in [6], the tracing algorithm

finds anexposed usewhose decoder has the highest number of keys 1 Y}
in common with the pirate decoder. The following definition is from 7 log <,\)
[6]. We follow this definition and tracing algorithm.

1 bal
Definition 3: Suppose any exposed uses a member of the collu- =7 log B — k)
sionC whenever a pirate codewordis produced by’ and|C| < c. ' e e
Then the scheme is called-graceability scheme. (e /e

og kk+1/21/(12k) . ([_k)é-k-;-l/zel/(lzz—mk) (27r)1/2

v

5
(

A c-traceability scheme was described [6] as a set sy$t€mi3)
with certain property. Supposé is a set and3 is a family ofk-subsets — (14 IV joer— (F n IV oer - (1-F n 1
of X where eaclk-subset is called a block. A traceability scheme can 20) 77 T e ¢ 2
be thought of as a set system where a block corresponds to a decoder

1 111 —
with & keys from the key sek . “log(t — k) + Jlog (8 PR TR T I2-TRR (271) 1/2)
Theorem 1 [6]: There exists a-traceability scheme if and only if & 1 ¢
there exists a set systefi(, 5) such thayB| = k for everyB € B, =H <Z> T30 log 200 = k)kn
with the following property:
PENANE S S S T
For anyb < ¢ blocksBy, Bs, ..., By € B and for any CN\1204+1 12k 12(-12k 8¢
k-subsetr” C | J'_, B;, there does not exist a block o <%> n {% log 5 - Ek -
B € B\ {Bi, Bs. ..., By} suchthalF N B,| < |F N B| 207 2(0 = k)kn
for1<j<b. g+ 1
(\120+1 12k  120—-12k /]
C. Known Bounds on Error-Correcting Codes Let andk satisfy i) 2 < o, ii) £ > (13 + v/13% + 480)/120, and

] ) ) without loss generality assunie< ¢/2. Then the expression on the
In this section, we recall some known results from coding theor}fght-hand side can be written as

Consider a binary code. Lei(¢, 26, w) denote the maximum number
of codewords in a code of length constant weight:, and minimum { 1 . 1 < 1 1 1 )}

~log — —
20 3~ kykm T

Hamming distanc@é. Let A;; be the dot product of two codewords — 120+ 1 12k 120—12k

vi, v;, thatis, the number of places that the two codewords have a one
and\ = max; ; A;j. HenceS = w— \. The following are well-known 1 1 1 1 1 1

; = —log2({—k)mk/(+ = | — —
upper and lower bounds on the humber of codewords. 208 ( Jmk/t+ £ 12041 + 12k + 12012k

Theorem 2 ([10], Graham-Sloane Bound):et ¢ be a prime power < 1 log{m n 1/ 1 n 1
such thayy > (,6 > 3. Then 2 ! (\ 12k ~ 12(-—12k
1 ¢ llogf 1 1/1 1
AL, 26, w) > . —® 4o 4=
& ’“)—qé—l<m) <37 +z+z<12+6z)<”
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and so we have the following result: If ¢/w is an integer, and satisfies the condition
{
1 14 k n>—-(c—1)
_log< >>H<—)—a_ O w
¢ k ¢ then
£ 6T 1 <1
Ill. L OWER BOUNDS woon

Consider binary constant-weight codes only. Supgose w, 25, and hence

A are the same as in Section II-C. We will prove lower bounds on the V c— 1J 0

maximum number of codewords in frame-proof codes and traceability .
schemes, when the sizeof collusion is maximum. First, we restate

w n

Theorem 2 as follows. Sincec is an integer, so (10) gives
Theorem 5: Let ¢ be a prime power such that> ¢, § > 3. Then e < {i <1 + &% 1>J Ly {i €= 1J _t
for anyo > 0 and( satisfying (6), the maximum number of codewords w n w won w
n satisfies which contradicts (9).
1 If ¢/w is not an integer, and satisfies the condition
n > —— W= 7 1 ¢
¢*! @ n>|’£“ ﬂ';'(c_l)

Proof: Using Graham-Sloane bound (Theorem 2) and LemmatJmen

we have
L Y4 4 { S ( c—1
[ r log< )[ ws —' [ _)
n Z 51—1 < ) - 51_1 2 w > 51_1 Q(H(T) G)[. O w w w "
¢ v ¢ [ and so
A. A Bound on:-Frame-Proof Codes [ﬁw S I <1 4= 1) (11)
w w n

Lemma 2: If w > ¢\, then the codé& is ac-frame-proof code.
Proof: If T is notc-frame-proof there exists a subggtof col- As c is an integer, we know that (9) is equivalent to
luders with|C| < e suchthat” C F(C)NT. Thatis, there existsa
suchthav € F(C)NT butv ¢ C. LetC = {v1, v2, ..., v}, b < c. > {ﬁ—‘ ] (12)
Supposer andv; overlap ink; positions,1 < j < b. Thenk; < A. w
By Marking Assumptiony has al in a position if and only if at least gquation (11) means that there is no integénat satisfies both (10)
onev; has al in that position. Therefore, and (12), and so (9) cannot be assumed. O

wi(v) < kit k2 + -4k DAL e Theorem 6: Let ¢ be a prime power. Suppose there existsfa@ame-

which contradictsvt(v) = w > cA. O proof code with lengthf < ¢, constant weightv, andc = ¢/w. Then,
foran 0 and! satisfying (6), the maximum number of codewords
Lemma 3: Letw > ¢ and yo > ing (6)
n satisfies
n > li(L—l)
A w n > —1 gH(D) =)t (13)
§—1
where 4
1, if £ isan integer Let (0, 1) be the real number interval betwe@and1, and letz, €
A=4q . v (0, 1) be such thafl (x) = zo. It is easy to see that
[£] - £, otherwise.
max {H(z)—a}=H(1/2)-1/2=1/2.
Then we have < L. =€(0,1)
Proof: Using Johnson bound (Theorem 3) we have For any positive number < 1/2, there exists am € (0, x¢) such that
N wl — N ®) H(z)—=z > o, 0rinother words, there isesuch that? (1/¢)—1/c >
- w2 — M a. By choosingl such that
if w? — A > 0. Suppose the lemma is not true, that is, assume 1
c>(/w. (9) HY)-1-4¢
Then, since by assumption > c\ we havel/w < ¢ < w/)\, we have
and sow? > A and the Johnson bound (8) can be applied. The 1 (2o ¢/ (16e2
function f(x) = (wl — (z)/(w® — (x) is increasing with: when =y 27 e >27">2
x € (—oo, w? /() or (w? /L, +o0). Note that\ < w/c < w?/f, and
from (8) we have and so (13) gives a higher lower bound than the bound (1) of Beteh
wl — M wl— 2 wl(c—1) c—1 al.. We note that must also satisfy (6), and ganust satisfy both (6)
—'1[!2—)\(;'_11}2—%,’210[(%—1) = o and (14).
That s, B. A Bound or:-Traceability Schemes

V4 14 €~ 1 10 Let ¢ denote the total number of key&(v;, v;) be the cardi-
ot ’ (10) nality of the set of keys common between decodeand v;, and
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A = max;; A(vi, vj). Stinson and Wei [12] have proved theall binary vectors of lengthf and constant weighi, andZ s _, =

following lemma.

Lemma 4: If & > ¢?), then the code is atraceability scheme.

Theorem 1 gives a combinatorial approach-toaceability schemes.
The incidence of the set systeX, ) can be regarded as a binarySu
code of lengtHX |, constant weighk, with | 5| codewords. The nota-

tions\;; = A(v;, v;), andX are the same as in Section II-C.

Lemma 5: Supposer > (. If k > ¢\, then

l
2

< -
Sy

The proof of Lemma 5 is similar to that of Lemma 3, and omitted

here.

Theorem 7: Let ¢ be a prime power. Suppose there existsteace-
ability scheme withY keys,¢ < ¢, such that there arke keys in each
decoder, and® = 2(/k. Then, for any > 0 and/{ satisfying (6), the
maximum number of decoderssatisfies
2(11(%2)75),«_

(15)

1
n > F

Using an argument similar to the one given for bound (13), we ¢

show that ifd < ¢ < 1/2, there is an integer such thatff (1/¢*) —
1/¢* > o, and so

L od)—on o u/e o yeyset
q5—1
which means that (15) is a tighter bound than bound (3) of &trair

IV. CONSTRUCTION

In [10], Graham and Sloane uséfi-sets to construct error-cor-

{0, 1,2, ..., ¢* — 2}. Define a map
6: TY —s Z 61

ch that

o(v) = =4 forvw = (a1, ..., ap) € ré,.

s;(mod ¢

2

$;€S5,a;=1

For everyi € Z,s_, define a codd’; = ¢~ ' (i). All these codes are
with length¢ and constant weight. In particular, take ... such that

|rmax| = max |FL|
7

1 {
(5 —1\w)/’

The minimum distance of this codels + 2.
By careful choice of parameters bf,,.. we can obtain frame-proof
codes and traceability schemes.

Clearly,

IPmax| >

%. A Frame-Proof Code

Fix an integer: > 1. Leto > 0 be as follows:

recting codes. We use a similar approach to construct frame-prdaike integeié such that

codes and traceability schemes.

Definition 4: A setS = {s1, $2, ..., sn} C Z,, is called an
Si-set of sizen and modulusn if all the sums

Siy + Sig + 00+ siy
fori; < i, < --- < i, are distinct inZ,,, .
Constructions of5;-sets can be found in [13], [14].

Theorem 8 [13, Theorem 17]Let ¢ be a prime power, and > 2
be an integer. There exists 4g-set of size; and modulug® — 1.

The setS is constructed as follows. Letbe a prime poweg > 2 be

aninteger, and; andF, s be fields ofg andq® elements, respectively.

Let¢ € Fs be a primitive element. Define

S ={s:0<s<q"—1suchthat® = ¢+ a, for somea € F,}.

a:l@c)_l). a7
2 c c
Take integerg, w as follows:
w= ﬁ (18)
C
1 1 1 )4
——jw— < ol B —.
(- Dwrcoc(a(D)-1-0) L a9

The left inequality in (19) shows that — %w <6+ 1=w-—A and,
consequentlyw > c). So, using Lemma ..« is ac-frame-proof
code. The right inequality in (19) shows that

pUT(R)= =)t 5 5
and so
2(H(%)70)£ > (66 _ 1)2€/c
which shows that

1 QH(R)=o)t o ot/e.

6 —1

(16) Let ¢ also satisfy (6). Then

S is a subset of integers anfl| = ¢. LetS = {s1, s2, ..., s4}. SIS ,
an Ss-set of sizeg and modulug® — 1. 1 . 1 %1%< t )g

— w

Theorem 9 (Graham and Sloane, [10, Theorem 9fthere exists [Pimax| 2 5 —1 <w> T -1 2
an Ss-set of sizel and modulus»n then there exists a code, having 1 o , 1 o ,
length ¢, constant weightv, minimal distance$ + 2, such that the > 5 HEF) =t — T 2H(Z)=7)
number of codewords is ’
> 2t/

n > i <[ ) .
m o\ w

The code is constructed as follows. Supp8ss defined as in (16).
Let ¢ = ¢, w be an integer such thdt< w < ¢, 'Y, be the set of

Note: ¢ should also satisfy

10g€<l-

2 c—lg (20)
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for the existence of from (19). Hence the following theorem is ob-
tained.

Theorem 10: For a given integer > 1, there exists a-frame-proof
code which has the following parameters:

1) the length’ satisfies (6) and (20);
2) the number. of codewords satisfies

n > 26/6;

3) the maximal number of colluders tolerated is

wherew is the weight of the code.

B. A Traceability Scheme

A similar approach can be used to construetteaceability scheme.
Fix an integer > 1. Lets > 0 be as follows:

o= L(w(2)-1). e

k= —. (22)

Take an intege6 such that

1 1 1 {
— — k- < — - = = —_—.
<1 02) k—1<6 <H <c2) = 0) Tog { (23)

The left inequality in (23) shows that— & < §+1 =k — A, and,
consequentlyk > ¢?\. So using Lemma 4. is ac-traceability
scheme. The right inequality in (23) shows that

2(77(%2)—%2—0)5 > ¢
SO

,_)m(%z)—a)/ + 2e/c2 > [bZt/cz
that is,
2=t 5 (¢ — 1)2t/<

which shows that

1
1

Let ¢ also satisfy (6). Then

1 { 1 1) (Y
max| 2 T = 27 Og( g )
|F“|_@—1<k) o1t

2(17(%2)—0);: > 2@/0'

s L gt _1 otk

-1 -1

> 20/,

Note: ¢ should also satisfy

1 ¢t
logl < = -
|

o (24)

for the existence af from (23). Hence the following theorem is proved.

Theorem 11: For a given integer > 1, there exists a-traceability
scheme which has the followng parameters:

1) the total numbet of keys satisfies (6) and (24);
2) the number of users satisfies

n > 2€/c2:

3) the maximal number of colluders tolerated is

wherek is the number of key each user has.

V. CONCLUSION

In this correspondence, we obtained lower bounds on the number
of codewords in &-frame-proof code and @atraceability scheme. We
showed that for some choices of parameters the bounds are tighter than
the best known ones. We also gave a construction for each class of codes
that has the highest number of codewords compared to all the known
codes in the corresponding class.
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