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first-order Reed–Muller code. However, unlike the results of [8], this
approach cannot be used for higher order constellations.
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New Results on Frame-Proof Codes and Traceability
Schemes

Reihaneh Safavi-Naini, Member, IEEE,and Yejing Wang

Abstract—In this correspondence we derive lower bounds on the max-
imum number of codewords in a class of frame-proof codes and traceability
schemes, and give constructions for both with more codewords than the best
known.

Index Terms—Error-correcting codes, frame-proof codes, -sets, trace-
ability schemes.

I. INTRODUCTION

Frame-proof codes were introduced by Boneh and Shaw [1] to pro-
vide protection against illegal copying. When a merchant wants to sell a
digital product to a buyer, he inserts a sequence of marks into the object
which is unique to the buyer and so allows the merchant to distinguish
different copies. The set of mark sequences used by the merchant forms
a fingerprinting code. The code is assumed to be publicly known. The
buyer does not know where the marks are inserted and so cannot re-
move them. However a group of colluding buyers can compare their
copies, find out all the places that their marks are different, change the
marks, and produce an illegal copy. In ac-frame proof code, if up toc
buyers collude they cannot construct a copy with a valid sequence of
marks, and so they cannot frame another buyer.
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Boneh and Shaw proved [1], [2] that there exists a binaryc-frame-
proof code with the numbern of codewords satisfying

n = 2`=(16c ) (1)

wherè is the length of the codewords, andc > 0 is an arbitrary integer.
In a recent paper, Staddon, Stinson, and Wei [3] proved an upper bound
on the number of codewords in ac-frame-proof code over an alphabet
of sizeq � 2, the bound is given as follows:

n � q
d`=ce + 2c� 2: (2)

Traceability schemes were introduced by Chor, Fiat, and Naor [4],
and are used in the context of broadcast encryption schemes.Broad-
cast encryptionsystems [5] allow targeting of an encrypted message to
a privileged group of receivers. Each receiver has a decoder with a set
of keys that allows him to decrypt encrypted messages if he is in the
target group. Resilience of a broadcast encryption system is measured
by a parameterm which is the size of the largest colluding group, dis-
joint from the privileged set, who cannot learn the message. A group of
up toc colluders may want to construct apirate decoderto decode the
content. Broadcast encryption systems can provide traceability which
means when a pirate decoder is found at least one of the colluders can
be identified. Traceability schemes were studied in [6]–[9]. In a trace-
ability scheme, each authorized user has a decoder with a set ofk keys
from a base key setK of size` that uniquely determines the owner and
allows him to decrypt the broadcast. Choret al. [4] proved that for two
positive integers̀ andc, there exists ac-traceability scheme with

n = 2`=(8c ) (3)

decoders, wherè is the total number of keys.
Stinson and Wei [6] proved an upper bound on the number of de-

coders in ac-traceability scheme

n �
( `
t
)

( k�1
t�1

)
(4)

wheret = d k
c
e andk is the number of keys contained in each decoder.

In this correspondence, we prove lower bounds on the maximal
number of codewords in frame-proof codes and traceability schemes,
and show that for some choices of parameters the bounds are tighter
than the previously known bounds. We also give a construction for
each that has the highest number of codewords compared with all the
previously known constructions.

The correspondence is organized as follows. In Section II, we recall
the basic results used in the rest of the correspondence. In Section III,
we will prove a new lower bound on the number of codewords in a
c-frame-proof code and ac-traceability scheme. New constructions for
c-frame-proof codes andc-traceability schemes are given in Section IV,
where we also discuss our results and compare the parameters of our
construction with the known ones. In Section V. we conclude the cor-
respondence.

II. PRELIMINARIES

A. c-Frame-Proof Codes

Frame-proof codes provide protection against framing attack. That
is, in ac-frame-proof code, a collusion of up toc colluders cannot con-
struct a copy of the object containing the codeword of a buyer not in
the colluding set. The formal definition is as follows.

Let � be an alphabet of sizeq � 2. An (`; n)-code� over� is
defined as ann-subset of�`. Let “?” denote any symbol not in�, and
let �0 = � [ f?g.

0018–9448/01$10.00 © 2001 IEEE
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Definition 1: Let � be an(`; n)-code over�, and

C = fv1; . . . ; vbg � �:

1) A bit positioni 2 f1; 2; . . . ; `g is said to be undetectable forC
if v1; v2; . . . ; vb have the same value at positioni. Denote by
R(C) the set of all undetectable positions ofC.

2) The feasible setF (C) of C is defined as

F (C) = x 2 (�0)`: x R(C) = v
R(C)

; for v 2 C:

Frame-proof codes, introduced in [1], [2], are based on the following
marking assumption which we also will use in this correspondence.

Marking Assumption:A collusion of size at mostc is only capable
of creating a codeword lying in the feasible set of the collusion.

Definition 2: A code� is called ac-frame-proof code if every subset
C � � of size at mostc satisfiesF (C) \ � = C.

B. c-Traceability Schemes

In a traceability scheme every user hask decryption keys. A collu-
sion of users may use their keys to create a “pirate” decoder consisting
of at leastk keys belonging to the collusion. The broadcaster has a
tracing algorithm. Once a pirate decoder is captured, the broadcaster
is able to trace those who have taken part in producing the pirate de-
coder. In the tracing algorithm proposed in [6], the tracing algorithm
finds anexposed user, whose decoder has the highest number of keys
in common with the pirate decoder. The following definition is from
[6]. We follow this definition and tracing algorithm.

Definition 3: Suppose any exposed userv is a member of the collu-
sionC whenever a pirate codewordx is produced byC andjCj � c.
Then the scheme is called ac-traceability scheme.

A c-traceability scheme was described [6] as a set system(X; B)
with certain property. SupposeX is a set andB is a family ofk-subsets
of X where eachk-subset is called a block. A traceability scheme can
be thought of as a set system where a block corresponds to a decoder
with k keys from the key setX.

Theorem 1 [6]: There exists ac-traceability scheme if and only if
there exists a set system(X; B) such thatjBj = k for everyB 2 B,
with the following property:

For anyb � c blocksB1; B2; . . . ; Bb 2 B and for any

k-subsetF � b
j=1 Bj , there does not exist a block

B 2 B n fB1; B2; . . . ; Bbg such thatjF \Bj j � jF \Bj
for 1 � j � b.

C. Known Bounds on Error-Correcting Codes

In this section, we recall some known results from coding theory.
Consider a binary code. LetA(`; 2�; w) denote the maximum number
of codewords in a code of length̀, constant weightw, and minimum
Hamming distance2�. Let �ij be the dot product of two codewords
vi; vj , that is, the number of places that the two codewords have a one
and� = maxi; j �ij . Hence� = w��. The following are well-known
upper and lower bounds on the number of codewords.

Theorem 2 ([10], Graham–Sloane Bound):Let q be a prime power
such thatq � `, � � 3. Then

A(`; 2�; w) � 1

q��1

`

w
:

Theorem 3 ([11], Johnson Bound):

A(`; 2�; w) � �`

w2 � w`+ �`

provided that the denominator is positive.

In the following,H(X) = �X logX�(1�X) log(1�X) denotes
the binary entropy function, and all logarithms are in base2. We will
also be using the following bound due to Stirling.

Theorem 4 (Stirling’s Formula):For any integer̀ � 1

``+1=2e�`(2�)1=2e1=(12`+1)�`!�``+1=2e�`(2�)1=2e1=(12`): (5)

Lemma 1: For any given� > 0

1

`
log

`

k
> H

k

`
� �

provided that̀ satisfies the following:

log `

`
< � and ` > 13 +

p
132 + 48� 12�: (6)

Proof: Using the Stirling formula (5) we have

1

`
log

`

k

=
1

`
log

`!

k!(`� k)!

� 1

`
log

``+1=2e1=(12`+1)

kk+1=2e1=(12k) �(`�k)`�k+1=2e1=(12`�12k)(2�)1=2

= 1 +
1

2`
log `� k

`
+

1

2`
log k � 1� k

`
+

1

2`

� log(`� k) +
1

`
log e � � (2�)�1=2

= H
k

`
+

1

2`
log

`

2(`� k)k�

+
1

`

1

12`+ 1
� 1

12k
� 1

12`� 12k
log e

> H
k

`
+

1

2`
log

`

2(`� k)k�

+
1

`

1

12`+ 1
� 1

12k
� 1

12`� 12k
:

Let ` andk satisfy i) log `
`

< �, ii) ` > (13+
p
132 + 48�)=12�, and

without loss generality assumek � `=2. Then the expression on the
right-hand side can be written as

� 1

2`
log

`

2(`�k)k� +
1

`

1

12`+ 1
� 1

12k
� 1

12`�12k

=
1

2`
log 2(`�k)�k=`+ 1

`
� 1

12`+ 1
+

1

12k
+

1

12`�12k

<
1

2

log `�

`
+

1

`

1

12k
+

1

12`�12k

<
1

2

log `

`
+

1

`
+

1

`

1

12
+

1

6`
< �
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and so we have the following result:

1

`
log

`

k
> H

k

`
� �:

III. L OWER BOUNDS

Consider binary constant-weight codes only. Suppose`; n; w; 2�;
� are the same as in Section II-C. We will prove lower bounds on the
maximum number of codewords in frame-proof codes and traceability
schemes, when the sizec of collusion is maximum. First, we restate
Theorem 2 as follows.

Theorem 5: Let q be a prime power such thatq � `, � � 3. Then
for any� > 0 and` satisfying (6), the maximum number of codewords
n satisfies

n >
1

q��1
2(H( )��)`: (7)

Proof: Using Graham–Sloane bound (Theorem 2) and Lemma 1,
we have

n �
1

q��1

`

w
=

1

q��1
2

log
`

w
�`

>
1

q��1
2(H( )��)`:

A. A Bound onc-Frame-Proof Codes

Lemma 2: If w > c�, then the code� is ac-frame-proof code.
Proof: If � is not c-frame-proof there exists a subsetC of col-

luders withjCj � c such thatC � F (C)\ �. That is, there exists av
such thatv 2 F (C)\� butv 62 C. LetC = fv1; v2; . . . ; vbg, b � c.
Supposev andvj overlap inkj positions,1 � j � b. Thenkj � �.
By Marking Assumption,v has a1 in a position if and only if at least
onevi has a1 in that position. Therefore,

wt(v) � k1 + k2 + � � �+ kb � b� � c�

which contradictswt(v) = w > c�.

Lemma 3: Let w > c� and

n >
1

A
�
`

w
� (c� 1)

where

A =
1; if `

w
is an integer

`
w

� `
w
; otherwise.

Then we havec � `
w

.
Proof: Using Johnson bound (Theorem 3) we have

n �
w`� �`

w2 � �`
(8)

if w2 � �` > 0. Suppose the lemma is not true, that is, assume

c > `=w: (9)

Then, since by assumptionw > c� we have`=w < c < w=�,
and sow2 > �` and the Johnson bound (8) can be applied. The
function f(x) = (w` � `x)=(w2 � `x) is increasing withx when
x 2 (�1; w2=`) or (w2=`; +1). Note that� < w=c < w2=`, and
from (8) we have

n �
w`� �`

w2 � �`
�

w`� w
c
`

w2 � w
c
`
=

w`(c� 1)

w` cw
`
� 1

=
c� 1
cw
`
� 1

:

That is,

c �
`

w
1 +

c� 1

n
: (10)

If `=w is an integer, andn satisfies the condition

n >
`

w
� (c� 1)

then

`

w
�
c� 1

n
< 1

and hence

`

w
�
c� 1

n
= 0:

Sincec is an integer, so (10) gives

c �
`

w
1 +

c� 1

n
=

`

w
+

`

w
�
c� 1

n
=

`

w

which contradicts (9).
If `=w is not an integer, andn satisfies the condition

n >
1

`
w

� `
w

�
`

w
� (c� 1)

then

`

w
�

`

w
>

`

w
�
c� 1

n

and so

`

w
>

`

w
1 +

c� 1

n
: (11)

As c is an integer, we know that (9) is equivalent to

c �
`

w
: (12)

Equation (11) means that there is no integerc that satisfies both (10)
and (12), and so (9) cannot be assumed.

Theorem 6: Let q be a prime power. Suppose there exists ac-frame-
proof code with length̀ � q, constant weightw, andc = `=w. Then,
for any� > 0 and` satisfying (6), the maximum number of codewords
n satisfies

n >
1

q��1
2(H( )��)`: (13)

Let (0; 1) be the real number interval between0 and1, and letx0 2
(0; 1) be such thatH(x0) = x0. It is easy to see that

max
x2(0; 1)

fH(x)� xg = H(1=2)� 1=2 = 1=2:

For any positive number� < 1=2, there exists anx 2 (0; x0) such that
H(x)�x > �, or in other words, there is ac such thatH(1=c)�1=c >
�. By choosing̀ such that

` >
1

H 1
c
� 1

c
� �

(� � 1) log q (14)

we have

1

q��1
2(H( )��)` > 2`=c > 2`=16c

and so (13) gives a higher lower bound than the bound (1) of Bonehet
al.. We note that̀ must also satisfy (6), and sòmust satisfy both (6)
and (14).

B. A Bound onc-Traceability Schemes

Let ` denote the total number of keys,�(vi; vj) be the cardi-
nality of the set of keys common between decodervi and vj , and
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� = maxi;j �(vi; vj). Stinson and Wei [12] have proved the
following lemma.

Lemma 4: If k > c2�, then the code is ac-traceability scheme.

Theorem 1 gives a combinatorial approach toc-traceability schemes.
The incidence of the set system(X; B) can be regarded as a binary
code of lengthjXj, constant weightk, with jBj codewords. The nota-
tions�ij = �(vi; vj), and� are the same as in Section II-C.

Lemma 5: Supposen � `. If k > c2�, then

c2 �
`

k
:

The proof of Lemma 5 is similar to that of Lemma 3, and omitted
here.

Theorem 7: Let q be a prime power. Suppose there exists ac-trace-
ability scheme with̀ keys,` � q, such that there arek keys in each
decoder, andc2 = 2`=k. Then, for any� > 0 and` satisfying (6), the
maximum number of decodersn satisfies

n >
1

q��1
2
(H( )��)`

: (15)

Using an argument similar to the one given for bound (13), we can
show that if0 < � < 1=2, there is an integerc such thatH(1=c2)�
1=c2 > �, and so

1

q��1
2
(H( )��)`

> 2`=c > 2`=8c

which means that (15) is a tighter bound than bound (3) of Choret al.

IV. CONSTRUCTION

In [10], Graham and Sloane usedSt-sets to construct error-cor-
recting codes. We use a similar approach to construct frame-proof
codes and traceability schemes.

Definition 4: A set S = fs1; s2; . . . ; sng � Zm is called an
St-set of sizen and modulusm if all the sums

si + si + � � �+ si

for i1 < i2 < � � � < it, are distinct inZm.

Constructions ofSt-sets can be found in [13], [14].

Theorem 8 [13, Theorem 17]:Let q be a prime power, and� � 2
be an integer. There exists anS�-set of sizeq and modulusq� � 1.

The setS is constructed as follows. Letq be a prime power,� � 2 be
an integer, andFq andFq be fields ofq andq� elements, respectively.
Let � 2 Fq be a primitive element. Define

S = fs: 0 � s < q� � 1 such that�s = � + a; for somea 2 Fqg:

(16)

S is a subset of integers andjSj = q. LetS = fs1; s2; . . . ; sqg. S is
anS�-set of sizeq and modulusq� � 1.

Theorem 9 (Graham and Sloane, [10, Theorem 9]):If there exists
anS�-set of sizè and modulusm then there exists a code, having
length`, constant weightw, minimal distance2� + 2, such that the
number of codewords is

n �
1

m

`

w
:

The code is constructed as follows. SupposeS is defined as in (16).
Let ` = q, w be an integer such that� < w < q, �`w be the set of

all binary vectors of length̀ and constant weightw, andZq �1 =

f0; 1; 2; . . . ; q� � 2g. Define a map

�: �`w �! Zq

such that

�(v) =
s 2S; a =1

si(mod q��1); for 8 v = (a1; . . . ; a`) 2 �`w:

For everyi 2 Zq �1 define a code�i = ��1(i). All these codes are
with length` and constant weightw. In particular, take�max such that

j�maxj = max
i
j�ij:

Clearly,

j�maxj �
1

`� � 1

`

w
:

The minimum distance of this code is2� + 2.
By careful choice of parameters of�max we can obtain frame-proof

codes and traceability schemes.

A. A Frame-Proof Code

Fix an integerc > 1. Let � > 0 be as follows:

� =
1

2
H

1

c
�

1

c
: (17)

Take integers̀ ; w as follows:

w =
`

c
: (18)

Take integer� such that

1�
1

c
w � 1 < � � H

1

c
�

1

c
� �

`

log `
: (19)

The left inequality in (19) shows thatw� 1
c
w < �+1 = w� �, and,

consequently,w > c�. So, using Lemma 2,�max is ac-frame-proof
code. The right inequality in (19) shows that

2(H( )� ��)` � `�

and so

2(H( )��)` > (`� � 1)2`=c

which shows that

1

`� � 1
2(H( )��)` > 2`=c:

Let ` also satisfy (6). Then

j�maxj �
1

`� � 1

`

w
=

1

`� � 1
2

log
`

w
`

>
1

`� � 1
2(H( )��)` =

1

`� � 1
2(H( )��)`

> 2`=c:

Note:` should also satisfy

log ` <
1

2
�

c2

c� 1
� (20)
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for the existence of� from (19). Hence the following theorem is ob-
tained.

Theorem 10: For a given integerc > 1, there exists ac-frame-proof
code which has the following parameters:

1) the length̀ satisfies (6) and (20);

2) the numbern of codewords satisfies

n > 2`=c;

3) the maximal numberc of colluders tolerated is

c =
`

w

wherew is the weight of the code.

B. A Traceability Scheme

A similar approach can be used to construct ac-traceability scheme.
Fix an integerc > 1. Let � > 0 be as follows:

� =
1

2
H

1

c2
�

1

c2
: (21)

Take integers̀ ; k such that

k =
`

c2
: (22)

Take an integer� such that

1�
1

c2
k � 1 < � � H

1

c2
�

1

c2
� �

`

log `
: (23)

The left inequality in (23) shows thatk� 1
c
k < � + 1 = k� �, and,

consequently,k > c2�. So using Lemma 4,�max is a c-traceability
scheme. The right inequality in (23) shows that

2
(H( )� ��)`

� `
�

so

2
(H( )��)`

+ 2`=c > `
�2`=c

that is,

2
(H( )��)`

> (`� � 1)2`=c

which shows that

1

`� � 1
2
(H( )��)`

> 2`=c:

Let ` also satisfy (6). Then

j�maxj �
1

`� � 1

`

k
=

1

`� � 1
2 log( `

k
)`

>
1

`� � 1
2(H( )��)` =

1

`� � 1
2
(H( )��)`

> 2`=c :

Note:` should also satisfy

log ` <
1

2
�

c4

c2 � 1
� (24)

for the existence of� from (23). Hence the following theorem is proved.

Theorem 11: For a given integerc > 1, there exists ac-traceability
scheme which has the followng parameters:

1) the total number̀ of keys satisfies (6) and (24);

2) the numbern of users satisfies

n > 2`=c ;

3) the maximal numberc of colluders tolerated is

c
2 =

`

k

wherek is the number of key each user has.

V. CONCLUSION

In this correspondence, we obtained lower bounds on the number
of codewords in ac-frame-proof code and ac-traceability scheme. We
showed that for some choices of parameters the bounds are tighter than
the best known ones. We also gave a construction for each class of codes
that has the highest number of codewords compared to all the known
codes in the corresponding class.
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