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Abstract

Identity-based cryptography (IBC) is considered nowadays as the evolution of public
key cryptography because it completely eliminates the use of digital certificates
by representing the public key of a user as his identity. Although the first IBC
proposed by Adi Shamir [Sha84] was based on RSA, most of the proposed IBC
systems are based on bilinear pairings. This limits the use of IBC in the real world
because of several reasons. First, a bilinear pairing is time- and power-inefficient
and it takes around 2.5 times an RSA modular exponentiation based on MIRACL
benchmarks. Second, these systems are incompatible with the most widely used
public key cryptosystem (RSA) which makes them non-commercially appealing.
Thus, it is useful to think outside the box and try to use different tools to construct
IBC systems. These constructions may have unique security properties that do not
exist in current IBC systems. We worked on constructing IBC systems based on RSA
settings. We have improved the performance of identity-based encryption (IBE)
systems, cryptanalysed IBE systems, implemented variants of IBE systems such as
mediated encryption and attribute-based signcryption, and presented an identity-
based authenticated key exchange (IBAKE) with some novel security features.

In this thesis, we first present some background about IBC and the motivation
for solving the problems associated with pairing-based IBC. Then we give solutions
to these problems along with the thesis structure. Then, we give a literature review
about IBC, including identity-based encryption (IBE) and key exchange (KE) with
focusing on pairing-free constructions. We also review some applications of IBC such
as mediated cryptography and attribute-based cryptography. In addition, we review
the definitions and preliminaries related to the contents of the thesis, including def-
initions of security models, hard problems, and some mathematical tools. Then, we
review identity-based mediated RSA encryption and signature systems (IB-mRSA)
presented by Boneh, Ding and Tsudik [BDT02]. We show that IB-mRSA is not
secure and we present a secure modified version of it which is as efficient as the orig-
inal system. We also propose a generic mediated encryption (GME) that transforms
any IBE to a mediated version of this IBE. We also present two implementations of
GME based on Boneh-Franklin Fullldent [BF01] which is a pairing-based IBE and
Boneh, Gentry and Hamburg (BGH) AnonIBE [BGHO07] which is a pairing-free IBE.
After that, we present two efficient variants of (BGH) systems (BasicIBE, AnonIBE)
[BGHO7] in terms of ciphertext length and encryption/decryption speed. The ci-

phertext is as short as the BGH systems, but with more time-efficient algorithms.
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We prove that these variants are as secure as the BGH systems. Then, we review
an efficient variant of Boneh, Gentry and Hamburg BasicIBE presented by Jhanwar
and Barua [JB08]. We prove that this IBE is not secure against an indistinguishable
chosen plaintext attack (IND-ID-CPA) adversary and present a solution to the se-
curity flaw of this IBE. After that, we present two ciphertext-policy attribute-based
signeryption (CP-ABSC) systems. One of our proposed ABSC is anonymous i.e.,
an adversary cannot determine for which attributes or policies the message has been
signerypted. These systems are time-efficient and fully secure under the quadratic
residuosity (QR) assumption and provide a constant ciphertext size regardless of
the number of attributes associated with the access structure. Then, we present
a new security notion for key exchange (KE) protocols called Resiliency. That is,
if a shared secret between designated parties is compromised or leaked, they can
generate another completely new shared secret without the need to setup a new key
exchange session. We present an identity-based authenticated key exchange proto-
col (IBAKE) that satisfies the resiliency security property. Finally, we present the

conclusion of the thesis.
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Chapter 1

Introduction

1.1 Background

During the last decade, the use of computer networks has grown spectacularly, and
this growth continues unabated. Almost all networks are being installed, intercon-
nected, and connected to the Internet. The growing use of Internet applications
gives rise to the problem of managing digital identities and preserving their pri-
vacy. In an open large-scale domain such as the Internet, preserving user privacy
is not a straightforward task. Identity theft, which occurs when an impostor uses
a legitimate user’s identifying information without his consent, is becoming one of
the biggest security concerns both for users and for organisations offering services
on the Internet. Several cryptography techniques have been employed to protect
the digital data from illegal tampering or stealing. These techniques are symmetric
(private) key cryptography, that uses the same key for encryption/encryption, such
as the advanced encryption standard (AES) [DR00] and asymmetric (public) key
cryptography, that uses different keys for encryption/verify and decryption/sign,
such as RSA [RSAS83], named after its inventors, Rivest, Shamir, and Adleman.

For a long time, the symmetric key cryptography was believed to be the only
way to secure communications, but it faced the problem of key distribution. Besides,

the number of keys to maintain this system is very large, if there are n users that
n(n—1)
2

maintain this system, and every user needs to maintain n — 1 of secret keys. As said,

need secure communications between them, a number of keys is required to
necessity is the mother of invention, so the cryptography community had to invent
a cryptographic technique that uses different keys for encryption and decryption.
Asymmetric cryptography solves the problem of key distribution because the key
used for encryption can be made public without any security problems. Besides,
compared with the previous secure communication model, only a number of n public
keys are required. Diffie and Hellman were the first to publish a paper about public
key cryptography systems [DH76]. After that, scholars such as Taher ElGamal
[Gam84], Goldwasser and Micali [GM84], and Rivest, Shamir, and Adleman [RSA83]
proposed different asymmetric key cryptography systems.

The idea behind identity-based cryptography (IBC) was first proposed by [Sha84],
in which Shamir asked the cryptography community to design a public key encryp-
tion with public keys that could be any arbitrary string. This gives the opportunity
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to make the public key any string that is related to the identity of a user, such
as his e-mail address or phone number. This is why this type of cryptography
is called identity-based cryptography. This gives the advantage of simplifying the
management of public keys since it greatly decreases the need for and reliance on
public key certificates. In his paper, he successfully achieved his goal to design an
identity-based signature based on RSA, but he could not achieve that for encryption
because sharing a common modulus between different users makes RSA insecure.
Sixteen years later, Sakai et al. proposed the first identity-based encryption (IBE)
[SKO03], while Boneh and Franklin proposed [BF01] the first reliable and provable
IBE, which is based on Weil pairings over elliptic curves. After the presentation of
Boneh-Franklin IBE, many IBE systems based on bilinear pairings were presented
in the literature [BB04b, Gen06, Wat05].

IBE is not perfect and has some drawbacks. For instance, IBE does not support
an access control structure for an encrypted data, a user can only decrypt the mes-
sage if and only if he posses the secret key associated with the public key by which
the message is encrypted.

Attribute-based encryption (ABE) was first introduced by Sahai and Waters
[SWO05] as a variant of IBE [Sha84]. Attribute-based cryptography (ABC) was pre-
sented to give an access structure to the encrypted data stored on a public cloud.
It allows the users to encrypt or sign messages based on their attributes instead of
their individual identities as in IBC. These attributes are, for example, the place
where they live or the company in which they work. ABC can be classified as a
key-policy ABC (KP-ABC) and a ciphertext-policy ABC (CP-ABE). A policy is a
rule that determines which attributes should decrypt or verify the message. In a
KP-ABC, the policy is inserted in the key while the message is encrypted or signed
using the attributes. In a CP-ABC, the policy is inserted in the ciphertext while
the key represents the attributes. CP-ABE is more suitable in access control ap-
plications compared with KP-ABE because it lets the sender to choose the access
structure which determines who can decrypt the message [GMS™14].

Another problem that faces IBC is the key revocation problem. This problem
exists in public key cryptography but became more severe in IBC. Assume that there
is a user A who works in a company XY Z and his public key B needs to be revoked
for some reason (for example, his secret key is leaked). In public key cryptography,
the certificate associated with this public key must be revoked and a new public
key along with a new certificate must be generated and this certificate must be
available to all users who might communicate with this user. Sharing a great deal of
fresh certificates periodically leads to the key revocation problem which consumes
large amount of computation power and bandwidth. This is considered a hindrance

to global application of public-key cryptography. The most widely-known and a
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very ineffective way to solve the key revocation problem is the certificate revocation
list (CRL) [CSFT08, HPFS02] which is a list that contains revoked certificates.
The certificate authority (CA) produces this list periodically with its signature.
Because the CA will probably revoke many of its certificates -say 10 %- if they
are produced for a validity time of one year [Gen03, Mic02], the CRL will be too
lengthy if the CA has many clients. Moreover, the complete CRL must be sent to any
party that needs to carry out a certificate status check. There are improvements
to this approach such as delta CRLs [HPFS02] which list only those certificates
revoked since the CA’s last update. But the consumed transmission bandwidth
and computation costs of the transmission of these lists are still very high. Another
method of solving the key revocation problem is the online certificate status protocol
(OCSP) [MAM™99]. If a client wants to check the status of a certificate, he sends
to the CA a certificate status query. The CA replies to this query by producing a
fresh signature on the certificate’s current status. This omits the need to send a list
of all revoked certificates and reduces the transmission costs to a single signature
per query but it significantly increases computation costs. It also negatively affects
security. If the CA is centralised, the system will have a single point of failure and
will become highly vulnerable to denial-of-service (DoS) attacks [Gen03, Mic02].

As we mentioned before, the key revocation problem becomes more severe in
IBC because it is not possible to change the public key (identity) of a user. This
problem can be solved using certificateless encryption [Gen03| and mediated encryp-
tion [BDTWO1].

Gentry presented the notion of certificate-based encryption (CBE) [Gen03]. This
system combines public-key encryption (PKE) and IBE while keeping most of the
advantages of each. Using PKE, each client creates his own public-key /secret-key
pair and asks for a certificate from the CA. The CA uses an IBE to create the cer-
tificate. This certificate has all of the functionality of a conventional PKI certificate
as well as a decryption key. This double encryption gives us implicit certification.
If T wants to encrypt a message, he double encrypts it using PKI and IBE and
then the decryptor uses both his secret key and an up-to-date certificate from his
CA to decrypt the message. CBE has no escrow (since the CA does not know the
user’s secret key) and it does not have a secret key distribution problem because
the CA’s certificate does not have to be secret. The disadvantage of CBE is that
it uses certificates. It is preferable to completely eliminate the use of certificates to
preserve the infrastructure costs.

Boneh, Ding, Tsudik and Wong were the first to introduce the notion of me-
diated cryptosystems [BDTWO1]. They designed a variant of RSA that allows an
immediate revocation of, for instance, an employee’s key by an employer for any

reason (mRSA). mRSA is the first secure variant of RSA that shares a common
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modulus between different users. It is based on the so-called security mediator
(SEM) architecture in which the SEM is a semi-trusted server. To maintain its
security, it is assumed that throughout the life of the system, neither any user nor
the SEM can obtain a complete public key/secret key pair. If an employee wants to
decrypt/sign a message, he must co-operate with the SEM to do so. The idea be-
hind mRSA is splitting the secret key of an employee between the employee himself
and the SEM. Hence, without the SEM cooperation, the employee cannot sign or
encrypt messages. This is also helpful to monitor the security of sent /received secure
messages in the company. Later on, Ding and Tsudik presented an identity-based
mediated RSA (IB-mRSA) along with its security proof [DT03]. In particular, they
stated that ‘IB-mRSA/OAEP encryption offers equivalent the semantic security to
RSA/OAEP against adaptive chosen ciphertext attacks in the random oracle model
if the key generation function is division intractable’. To make the key genera-
tion function division intractable, Ding and Tsudik used a division intractable hash
function to generate division intractable public keys. The SEM architecture was
proven useful [BDTWO1] to simplify signature validation and enable key revocation
in legacy systems. Although IB-mRSA does not require a CA to create a certificate
or send certificate status information and the computation and transmission costs
are kept to minimum, it has a major security concern. Since the SEM is centralised,
it represents a single point of failure for the system and hence it is vulnerable to DOS
attacks. In addition, a hacked SEM can be a major threat to the system security
because the SEM is a semi-trusted server.

The main problem that faced the cryptography community to develop an IBE
since Adi Shamir presented the idea in 1985 until the existence of the first provable
secure IBE by Boneh and Franklin in 2001 is that the main two public key cryptog-
raphy systems (RSA and ElGamal) and their variants are not compatible with IBE.
For RSA, if a modulus is shared among multiple users with a complete public key
/secret key pair for each user, any user can use his key pair to factorise the modulus
and hence, he can find the secret key of any other user and break the system. For
ElGamal-like systems, the usual method to generate a public key / secret key pair
is as follows. The user first generates a random value « as the secret key, and then
generates the public key as g® for a generator g. Obtaining the secret key from the
public key represents the discrete log (DL) hard problem. But in IBE, the public
key (identity) of a user is given, and the secret key associated with the identity is
required, which is a DL hard problem.

There were several attempts to construct IBE systems without bilinear pairings.
Cocks [Coc01] was the first to present an IBE that does not depend on bilinear
pairings. Although Cock’s IBE is time-efficient, it produces a long ciphertext of 2

elements in Zy for each bit in the message. The size of an element in Zy is as large as
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the modulus N. Boneh, Gentry and Hamburg (BGH) presented space-efficient IBE
systems without bilinear pairings [BGH07]. The ciphertext size is smaller compared
to Cock’s IBE but on the other hand, it requires two prime search operations to
encrypt each bit. In addition, the private key length is one element in Zy for each
bit in the message. Jhanwar and Barua [JB08] made some significant observations
on BGH systems and proposed a trade-off system that reduces the private key
length but increases the ciphertext length. Only 2v/1 inversions in Zy are required
to encrypt the whole message where [ is the message length. This increases the
encryption/decryption speed dramatically. The private key is only one element in
Zy. However, this system produces a large ciphertext of 2v/1 elements in Zy.

Another way to implement IBE systems without pairing is from trapdoor dis-
crete logarithm groups [PS09, Pat08]. This system uses a special RSA modulus to
build groups in which knowledge of trapdoor information makes it easier to solve
the DL problem to generate secret keys from the identity of the user. Although the
solution of the DL problem is much easier with the trapdoor information, it is still
completely inefficient compared to pairing-based systems.

Gentry, Peikert and Vaikuntanathan presented a lattice-based IBE [GPV07,
Pat08]. This system is based on hardness of learning with error (LWE) problem in
random modular lattices. This system has a long private key. It is also difficult to

specify secure choice of parameters for new lattice-based systems.

1.2 Problems and Motivation

In general, IBC systems based on bilinear pairings have few major drawbacks. First,
bilinear pairings are time- and power-inefficient mathematical tools. According to
MIRACL benchmarks, a bilinear pairing takes approximately 2.5 times a modular
exponentiation in RSA. Second, the incompatibility of these systems with the well-
established public key cryptography systems such as RSA prevents them from being
widely used in the real world. Third, the security of these systems are based on rela-
tively untested computational problems compared to RSA or ElGamal. Fourth, the
implementation of these systems can be complex with many choices of parameters,
families of curves and implementation tricks. The current IBE systems without pair-
ings are not practical and cannot compete with pairing-based IBE systems. That

motivates us to find alternative constructions that achieve the following.

1. Time- and power-efficient IBE systems that make them suitable for mobile

devices with limited power capabilities such as lightweight devices.

2. The compatibility of these systems with RSA by using an RSA modulus N =

pq where p and ¢ are primes.
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3. The construction of these systems must be simple and easy to implement.

4. The availability of other security features that make them more appealing.

1.3 Solutions

We investigated the above problems using the following techniques.

1. We first reviewed the current IBE systems in the literature without pairings
in RSA settings (IB-mRSA, BGH IBE systems and Jhanwar-Barua IBE).

2. We investigated if these systems can be improved to become time- and power-

efficient compared to pairing-based IBE systems.

3. We checked if these systems can be adopted to solve IBE problems like attribute-

based encryption and key revocation problem.

4. We checked if these systems can be adapted to achieve security properties that

make them more appealing than the current IBC systems.
After following the above methodology, we achieved the following results.

1. We find that IB-mRSA and Jhanwar-Barua IBE are insecure and we present

solutions to the security flaws in these systems.

2. We present a generic mediated encryption technique that can transform any

IBE to one that supports key revocation.

3. We present variants of BGH IBE systems that are time- and power-efficient

compared to pairing-based IBE systems without affecting their security.

4. We present two ciphertext-policy attribute-based signcryption (CP-ABSC)
systems that are efficient and fully secure compared to other pairing-based
ABCS. One of these systems is anonymous. i.e., an adversary cannot deter-
mine for which attributes or policies the message has been signcrypted. As far

as we know, there is no anonymous CP-ABSC in the literature.

5. We present a new security notion for key exchange protocols called Resiliency.
In resilient KE protocols, if a shared secret between different parties is leaked,
these parties can generate a new secret without the need to exchange new

information or establish a new session.
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1.4 Thesis Structure

The thesis is structured as follows.

In Chapter 1, we present some background about IBC and the motivation for
solving the problems associated with pairing-free IBC. Then we give the solutions
to these problems along with the thesis structure.

In Chapter 2, we give a literature review about IBC, including IBE and identity-
based key exchange (IBKE) with focusing on pairing-free IBC. We also review some
applications of IBC such as mediated cryptography and attribute-based cryptogra-
phy. We also review the definitions and preliminaries related to the contents of the
thesis, including definitions of security models, hard problems, and some mathemat-
ical tools.

In Chapter 3, we review a paper by Boneh, Ding and Tsudik in which they pre-
sented identity-based mediated RSA encryption and signature systems (IB-mRSA).
In these systems, the users are not allowed to decrypt/sign messages without the
authorisation of a security mediator. We show that IB-mRSA is insecure and we
present a secure modified version of it which is as efficient as the original system.
We also propose a generic mediated encryption (GME) that converts any IBE to a
mediated version of this IBE. It envelops an IBE encrypted message using a user’s
identity into an IBE envelope using the identity of the SEM. We present two security
models based on the role of the adversary whether it is a revoked user or a hacked
SEM. We prove that GME is as secure as the SEM’s IBE against a revoked user and
as secure as the user’s IBE against a hacked SEM. We also present two implementa-
tions of GME based on Boneh-Franklin Fullldent which is a pairing-based IBE and
a BGH AnonlBE which is a pairing-free IBE.

In Chapter 4, we review two IBE systems presented by Boneh, Gentry and
Hamburg (BasicIBE and AnonIBE). These systems have short ciphertext of log, N
plus 2! bits for BasicIBE and log, N plus [ + 1 bits for AnonIBE. But this comes
at the cost of less time-efficient algorithms in which their processing time increases
drastically with the message length. In addition, the private key of these systems has
[ elements in Zy. In this chapter, we optimise these systems in two steps. First, we
decrease the private key length from [ elements in Zy to only one element. Second,
we present two efficient variants of the these systems in terms of ciphertext length
and encryption/decryption speed. The ciphertext is as short as the original systems,
but with more time-efficient algorithms which do not depend on the message length.
We prove that these variants are secure as the original ones.

In Chapter 5, we review an efficient variant of Boneh, Gentry Hamburg BasicIBE
presented by Jhanwar and Barua (JB IBE). We prove that this IBE is not IND-ID-
CPA secure and present a solution to the security flaw of this IBE. We also point
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out a flaw in the security proof of JB IBE and propose a security proof for the fixed
IBE. We prove that it has the same security as the original BasicIBE.

In Chapter 6, we present two ciphertext-policy attribute-based signcryption
(CP-ABSC) systems which are efficient and fully secure. In addition to provid-
ing confidentiality, unforgeability and access control to the signcrypted data, one of
the proposed ABSC systems is anonymous, i.e., an adversary cannot determine for
which attributes or policies the message has been signcrypted. This feature is very
useful especially when the signerypted data are stored on a public cloud. As far as
we know, this is the first CP-ABSC that has such a property. Our proposed ABSC
systems are also time- and power-efficient because they do not depend on expensive
pairing operations which make them suitable for mobile and lightweight devices.
Our systems are fully secure under the quadratic residuosity (QR) assumption and
provide a constant ciphertext size regardless of the number of attributes associated
with the access structure.

In Chapter 7, we present a new security notion for key exchange (KE) protocols
called Resiliency. That is, if a shared secret between designated parties is compro-
mised or leaked, they can generate another completely new shared secret without the
need to setup a new key exchange session. We present an identity-based authenti-
cated key exchange protocol (IBAKE) that satisfies the resiliency security property.
We prove that, if a shared secret SSK between two parties P, and P, is leaked, then
they can safely generate another shared secret SSK; without the need to establish
a new session. We adjust the unauthenticated adversarial model (UM) of the CK
model to meet this security property and prove the security of the proposed protocol
using the CK model based on the quadratic residuosity (QR) assumption.

Finally, we conclude the thesis in Chapter 8.



Chapter 2

Literature Review

2.1 Identity-Based Encryption

The notion of identity-based cryptography presented by Shamir [Sha84] is a type
of public key cryptography in which the user’s identity represents his public key
and consequently, no public key certificate is required. Identity-based cryptography
offers the advantage of simplifying public key management as it eliminates the need
for public key certificates. In Shamir’s seminal paper, he successfully designed an
identity-based signature based on RSA, but he could not construct an identity-based
encryption (IBE) using a similar approach since sharing a common modulus between
different users makes RSA insecure. Designing an IBE was an open problem until
Boneh and Franklin [BF01] proposed the first reliable and provable IBE, which is
based on Weil pairings over elliptic curves. Cocks [Coc01] presented an IBE that
is based on the factorisation of a composite integer. These cryptosystems opened a
new era in cryptography.

Any IBE consists of four algorithms. Setup, Extract, Encrypt, and Decrypt.

(params, MS) < Setup(k). A private key generator (PKG) takes a security
parameter k£ and returns params, which are the system parameters of the IBE.
The system parameters contain all the information to encrypt/decrypt a message
for any user, such as the message space M and the ciphertext space C'. The system
parameters are made public. The PKG also generates a master secret (M.S) that

can be considered as a master key for the whole system and keeps it secret.

e (d) «+ Extract(params, M S, ID). The PKG takes the system parameters params,
the master secret M S, and the identity of a user I D and produces a private key
d for that user.

o (C) < Encrypt(params, ID,m). If Alice wants to encrypt a message to Bob, she
uses Bob’s ID and the system parameters params to encrypt a message m. The

resulted ciphertext C' is sent to Bob.

e (m) < Decrypt(params,d,C). Bob uses his private key d and the system pa-

rameters params to obtain the message m from the ciphertext C.

The security of IBE is based on hard problems. Hard problems are mathematical

problems that are hard to solve, (i.e. it needs huge amounts of computation resources

9
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and time to solve these problems). A famous example of these problems is integer
factorisation: having a large composite integer N which equals to the product of
two large primes of the same size p,q, (i.e. N = pq), it is hard to find the values
of p and g. Other examples of these problems are the RSA problem [RSA83] and
the quadratic residuosity (QR) problem [CocO1]. There are also problems that
are based on Diffie-Hellman assumptions such as the Discrete Log (DL) problem,
the Computational Diffie-Hellman (CDH) problem, the Decisional Diffie-Hellman
(DDH) problem, and the Bilinear Diffie-Hellman (BDH) problem [Kat13].

To prove the security of an IBE, a game is played between an challenger B,
who wants to solve the hard problem and an adversary A, who is challenged by
B to break the IBE. This game between the challenger and the adversary is called
security model. If B can simulate key and decryption queries (in the case of chosen-
ciphertext attack (CCA)) successfully and A could break the IBE, then B can solve
the hard problem. Because B cannot solve the hard problem, then A can not
break the IBE. This way of proving the security of an IBE is called “reduction
to contradiction”. This game between the challenger and the adversary defines
the resources available to the adversary to break the IBE, and what is the required
task from the adversary to break the IBE. Next, we present an example of a security
model called indistinguishability adaptive chosen-ciphertext attack (IND-ID-CCA2).

e Setup. The challenger B runs Setup(k) for a security parameter k and gives the
adversary A the resulting system parameters params. It keeps M .S to itself. It
sets the challenge ID (ID* <—1) and challenge ciphertext (C* <—L1).

e Query Phase 1. The adversary A issues adaptive queries qi, qo, ..., (k) where ¢;

is one of,

— Private key query (ID;) where ID; # ID*. B responds by running Extract
(params, M'S, I1D;) and sending the corresponding private key (d;) to the ad-
versary A.

— Decryption query (ID;,C;) where (ID;,C;) # (ID*,C*). B responds by
first running Fxtract (params, M S, 1D;) to get d;, and then running Decrypt

(params, d;, C;) and sending the corresponding plaintext (m;) to the adversary

A.

e When the adversary A is satisfied with his queries, he sends two equal length

messages mg, my to the challenger B, then B tosses a fair coin b € {0, 1} and sets,
C* = Encrypt(params, [ D*, m}),

and sends C* to A.
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e Query Phase 2. After receiving C*, the adversary A makes another adaptive

queries like before.

e Guess. Eventually, the adversary A outputs a guess b € {0,1}. A wins if b = b.
We define A’s advantage in breaking an IBE ¢ as,

IBEadvag = |Prlb=0b] — 1|.

If A submits two pairs of (I Dy, mg) and (I Dy, mq) in the challenge phase and .4 must
correctly guess I D* and m*, then this game is called anonymous indistinguishabil-
ity adaptive chosen-ciphertext attack (ANON-IND-ID-CCA2) security model. The
advantage of the adversary winning this game is the same as above. Any security

model defines two properties of the adversary.

e The attack model, which defines the resources available for the adversary to break
the IBE. If the adversary has no decryption service, this game is chosen plaintext
attack (CPA). If the adversary has decryption service only before receiving the
challenge ciphertext, this game is chosen ciphertext attack (CCA or CCA1), and
if the adversary has decryption service before and after receiving the challenge
ciphertext like the previously mentioned security model, this adversary is adaptive
chosen ciphertext attack (CCA2) [Katl3]. Obviously, the more resources are

available to the adversary, the more secure the IBE is.

e Security goals, which define the objective of the adversary to break the IBE. There

are four essential security goals which are,

— One-wayness (OW). Given the challenge ciphertext, the adversary is required
to find the message [GM84]. This notion of security is considered the weakest

security notion.

— Semantic Security (SS). Given the challenge ciphertext, the adversary is re-
quired to find any priori information about the plaintext. This notion of se-
curity was proposed by Goldwasser and Micali in [GM84]. Any probabilistic

encryption is semantically secure with respect to a passive attacker.

— Non-malleability (NM). Given the challenge ciphertext, the adversary is re-
quired to alter this ciphertext to another one. The new ciphertext when de-
crypted gives another message designed by the adversary [DDN91]. For exam-
ple, a ciphertext of a malleable IBE can be altered from being the encryption of
“please send one thousand dollars to Bob” to become the encryption of “please

send one million dollars to Bob”!l.

— indistinguishability (IND). Given two different messages my and my, the chal-

lenger chooses one of them randomly and sends the challenge ciphertext to the
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Figure 2.1: The Relations Between Security Notions for IBE

adversary, the adversary is required to guess which message is the origin of the
challenge ciphertext [ACG06].

The relations between security notions for IBE is shown in Figure 2.1. The arrows
in Figure 2.1 in the form of A — B indicate that if the system is secure based on
the security notion A, then it is also secure based on the the security notion B.
Identity-based encryption can be classified based on its structure to pairing-based

identity-based encryption and pairing-free identity-based encryption.

2.1.1 Identity-Based Encryption Based on Pairings

A symmetric pairing is a bilinear map é : G; x G; — Gy where G, is an additive
cyclic group and Gs is a multiplicative cyclic group. All these groups are of prime
order p. Let P,Q)Q € Gy be generators of GG;. ¢ is called an admissible pairing if
¢ : Gy x Gy — G4 is a map with the following properties.

Bilinear. é(aP,bQ)=¢(P, Q) for all P,Q € G, and all a,b € Z.

Non-degenerate. é(P, Q) # 1 for all P,Q € G;.

Computable. There is an efficient algorithm to compute é(P, @Q)) for any P, Q) € G;.

Symmetric. é(P,Q) = é(P, Q) for any P,Q € G.

Examples of these bilinear pairings are Weil and Tate pairings [Kat13]. In the
following, we review some IBE systems based on pairing.

Boneh and Franklin [BFO1] proposed the first reliable IBE systems based on
pairings. In their paper, they proposed two IBE systems, Basicldent which is IND-
ID-CPA secure under the BDH assumption and Fullldent which is IND-ID-CCAZ2
secure under the same assumption. Both IBE systems are secure in the random
oracle model, in which the used hash functions are assumed to be completely ran-
domising functions (i.e. the relation between the input and output cannot be ob-
tained). The ciphertext size of Fullldent is 2k + 2[, where k is the size of the prime
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defining the underlying elliptic curve, and [ is the message length. Fullldent uses
one pairing operation and two group exponentiations in G; during encryption and
one pairing operation and one group exponentiation in GG; during decryption. The
security of Boneh-Franklin IBE systems are based on the Bilinear Diffie-Hellman

(BDH) assumption which is based on the following definitions.

Definition 2.1. Bilinear Diffie-Hellman (BDH) Parameter Generator. A ran-
domised algorithm G s a BDH parameter generator if G takes a security pa-
rameter k > 0, runs in time polynomial in k and outputs the description of two
groups G1 and Gy of the same prime order q and the description of an admissible

pairing € : G; X G; — Geo.

Definition 2.2. BDH Problem. Given a randomly chosen P € Gy as well as aP,bP

abc

and cP (for unknown randomly chosen a,b,c € Z,), compute é(P, P)

For the BDH problem to be hard, G; and Gy must be chosen so that there is
no known algorithm for efficiently solving the Diffie-Hellman problem in either G,
or Gs.

Definition 2.3. BDH Assumption. If ZG is a BDH parameter generator, the ad-
vantage Advg(B) of algorithm B in solving the BDH problem is defined to be the
probability that the algorithm B outputs é(P, P)®¢ when the inputs to the algorithm
are Gy, Gg, €, aP,bP and cP where G, Gy and é are ZG’s output for large enough
security parameter k, P is a random generator of Gy and a,b,c are random ele-
ments of Z,. The BDH assumption is that Advrg(B) is negligible for all efficient
algorithms B.

The structure of BF Fullldent is as follows.

e (params) < Setup(k). The public key generator (PKG) runs ZG on input k
to generate groups Gy, Gs of some prime order ¢ and an admissible pairing é :
G1 x Gy — Gy. It picks an arbitrary generator P € G; and a master secret s € Z,
and sets P,,, = sP and chooses cryptographic hash functions H;{0,1}* — Gy,
Hy : Gy — {0,1}", H3 : {0,1}"x{0,1}" — Z, and a hash function H, : {0,1}" —
{0,1}" for some n. The system parameters are params = (Gy, Go, é, Q, Hy, Ho,
H;, Hy). The message space is M = {0,1}". The master secret is s € Z,.

e (d) < Extract(ID,s). For a given string ID € {0,1}*, the PKG computes
Q) = H(ID) and sets the private key d = s@Q).

o (C) < Encrypt(params,ID,m). To encrypt a message m for a user with an
identity ID, compute @ = H;(ID) and choose a random o € {0,1}" and set
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r = Hj(o,m). The ciphertext C is,
C= <TP7 oD HQ(gT)v m @ H4(U))>7

where g = é(Q, Pyu).

e (C) < Decrypt(params,ID,C). To decrypt C = (U,V,W) for a user with
identity ID, the user computes V @ Hy(é(d,U)) = o and W @ Hy(o) = m and
sets r = H3(o,m). He outputs m as a decryption of C' if U = rP.

A symmetric encryption E can be used instead of Xor to encrypt the message m
[BFO1].

Galindo found a flaw in the security proof of Boneh-Franklin IBE systems
[Gal05]. He observed that the original argument does not take into account the
fact that the decryption algorithm performs a ciphertext integrity check before re-
turning the message. In the same paper, he suggested a suitable modification of the
simulation to fix this flaw.

Boneh and Franklin used Fujisaki-Okamoto generic transformation [FO13] to
build Fullldent. This transformation is used to convert weak encryption IBE systems
to strong IND-ID-CCA2 secure IBE systems. The security of this transformation is
based on the random oracle model. This transformation based on the idea of hybrid
encryption, i.e. it is based on symmetric and asymmetric encryption. The formula

of this transformation can be expressed as,

ghr = €™ (0 H (o, m)) €2 (m),

where,

1. &% An IND-ID-CCAZ2 secure hybrid encryption.

pk

2. 0. A random integer chosen from a suitable domain.

3. &’ A weak asymmetric encryption.

4. féy(zl) A symmetric encryption.

5. G, H. Hash functions.

Jean-Sebastien Coron presented a variant of Boneh-Franklin IBE with a tight
security reduction in the random oracle model [Cor09]. The security proof was
based on D-Square-BDH assumption [Cor09]. Although the security reduction is
tight, it is less efficient than Boneh-Franklin IBE. The ciphertext size is 3k + 2 bits,
and it requires one pairing operation and three group exponentiations in G during

encryption/decryption.
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All the previously mentioned IBE systems are secure under the random oracle
model. Brent Waters [Wat05] proposed an IBE that is CPA secure without the
random oracle model. This IBE is secure under the decisional BDH assumption.
The ciphertext size is 2k + [ bits. It requires four group exponentiations in G
to encrypt a message and two pairing operations to decrypt it. This IBE has a
drawback of not having a tight security reduction.

Another IBE that is secure without the random oracle model is the one pro-
posed by Gentry [Gen06]. This IBE is secure under decisional augmented bilinear
Diffie-Hellman exponent assumption (decisional ABDHE), which is not a standard
assumption. Although it is IND-ID-CCAZ2 secure with a tight security reduction, it
is less efficient than the previous IBE systems. The ciphertext size is 5k + [ bits.
It requires six group exponentiations in G to encrypt a message and three group

exponentiations in G and two pairing operations to decrypt it.

2.1.2 Identity-Based Encryption Without Pairings

Although most of the work done in IBE is based on pairings, there are papers that
proposed IBE systems based on number theory. These IBE systems are simpler
than the ones based on pairings. But on the other hand, the ciphertext size is
space-inefficient. We believe that this topic needs a lot of research and that is why
we decided to work on this area.

Next, we present some definitions related to IBE systems without pairings, then

we review some of these systems.

Definition 2.4. Legendare Symbol. For any integer a and any prime p, the Legendre
symbol is defined as:

—1

(2) =" (mod p),

where,
0 ifa=0 (mod p)
(2) =< 1 ifz?=a (mod p) has a solution

—1 if there i1s no such x.

Definition 2.5. Jacobi Symbol. For any integer a and any positive odd integer
N = pq where p,q are primes, the Jacobi symbol is defined as the product of the

Legendre symbols of a w.r.t. p,q,. i.e.

(%)= () (2)

Definition 2.6. Quadratic Residue. For a positive integer N, define the following

set.



CHAPTER 2. Literature Review 16

J(N)=[a € Zy: (2)=1],

N

where (%) is the Jacobi symbol of a w.r.t N [Coc01]. The quadratic residue set
QR(N) s defined as follows,

QR(N) =la € Zy : gcd(a, N) =1 Az* = a (mod N) has a solution].

Definition 2.7. Quadratic Residuosity Assumption. Let RSAgen()\) be a proba-
bilistic polynomial time (PPT) algorithm. This algorithm generates two equal size
primes p,q. The QR assumption holds for RSAgen if it cannot distinguish between
the following two distributions for all PPT algorithms A.

Por(A) + (N, V)(p, q) <~ RSAgen(A), N =pq,V €r QR(N),
Pnor(A) + (N, V)(p,q) < RSAgen(A), N =pq,V €r J(N) \ QR(N).

In other words, the advantage of A against QR assumption QRAdv A rsagen(n) =
| Pr[(N, V) <= Por(N) - A(N,V) =1]| — | Pr[(N, V) < Pnor(A) : AN, V) =1]|

is negligible. i.e. A cannot distinguish between elements in J(N) \ QR(N) and
elements in QR(N).

Definition 2.8. Interactive Quadratic Residuosity Assumption. Let H be a collision
free hash function such that H : [0,1]* — J(N). Let O be a square root oracle
that picks uy < J(N)\ QR(N) and maps input pair (N,z) to one of Hy(z)z
or (uxHn(2))2 in Zy based on which value is quadratic residue. The interactive
quadratic residue (IQR) assumption holds for the pair (RS Agen, H) if for all PPT
algorithms A, the function IQRAdvA (rsAgen(\),H) =

|Pr[(N,V) + Por(A) : A°(N,V) =1]| — | Pr[(N,V) + Prnor(A) : A°(N,V) =1]|
is negligible. 1QRAdv A (rsagen(),m) 5 the IQR advantage of A against (RS Agen, H).

In 2001, Clifford Cocks [Coc01] presented the first IBE based on quadratic
residue [Coc01, BGH07]. The structure of Cock’s IBE is as follows.

o (N,u, MS) <+ Setup(k). A private key generator (PKG) takes a security param-
eter k and returns N = pq, where p and ¢ are primes. It also generates a random
variable u € J(N)\QR(N) and a hash function H that maps an identity to a

number in J(N). The master secret M .S parameters are p and q.

e (d) « Euxtract(N,u,MS,ID). To generate the private key d for a user with
identity 1D, the PKG calculates R = H(ID) and uses its master secret (p,q) to
determine if R is quadratic residue modulo N or not. If R € QR(N), then it sets
d>=R. If Re J(N)\QR(N), then it sets d* = uR.
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e (C,C) < Encrypt(N,u, 1D, m). To encrypt a message m € {—1,+1} for Bob’s
identity ID, Alice computes R = H(ID) and chooses uniformly at random two

independent values {t;,{>} € Zy such that (£) = (£) = m and then computes,

(¢,¢) = (ty —i—:—f (mod N),ty — g (mod N)).

Because Alice cannot determine if R is quadratic residue modulo N or not, she
sends both (¢, ¢) to Bob. She repeats this process for encrypting the whole mes-
sage. The ciphertext is (C, C) where C = {cg, ¢1,...,c;_1} and C = {9, ¢y, ..., 1}

where [ is the message length.

e m + Decrypt(N,u,d,C,C). For Bob to decrypt a ciphertext (c,¢) € Zy sent by

Alice, he uses his private key d to check if R is quadratic residue modulo N or not.
If > = R € QR(N), he sets s = ¢ and ¢ is discarded, and if d> = uR € QR(N),

he sets s = ¢ and c is discarded. Then he calculates m € {—1,+1} as follows.

s+ 2d
m = .
N
Bob repeats this process until the whole message is recovered. To prove the correct-
ness of Cock’s IBE, let s = ¢, then,

2
AN L R AN AAY R Rl
N N N N N ’

G ROR

Although Cock’s IBE is very efficient in terms of speed, it is very expensive w.r.t

ciphertext size. For each m € {1, —1}, Alice sends two elements in Zy. For a message
of [ bits, Alice sends 2l log(/N) bits of ciphertext. Cock’s IBE is IND-ID-CPA secure
under the random oracle model.

The concept of key-privacy or anonymity in PKC was first presented by Bellare
et al. [BBDPO1]. It requires that the adversary in possession of a ciphertext not
to find the public key for which the ciphertext is encrypted. Boyen and Waters
[BWO06] proposed a hierarchical IBE that features fully anonymous ciphertexts. It is
secure in the standard model based on the mild decision linear complexity assump-
tion. Ateniese and Gasti proposed an IBE that is universally anonymous variant of
Cock’s IBE [AG09]. The idea of universally anonymous cryptosystems was firstly
proposed by Hayashi and Tanaka [HT05] in which any one can hide the identity

of the sender if required without affecting the decryption process. This is useful
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in some applications, for example, in a company in which it may be required for
the internal emails not to be anonymous, but when the emails are routed outside
the company, a router can make it anonymous. To make the IBE IND-ID-CCA2
secure under the random oracle model, the authors consider the hybrid encryption
proposed by Cramer and Shoup in [CS98, CS03] and Shoup [Sho0O1]. The hybrid
encryption proposed by Cramer and Shoup consists of two parts, key encapsulation
mechanism (KEM) used to encrypt the key of the symmetric encryption, and data
encapsulation mechanism (DEM) used to encrypt the data using the symmetric en-
cryption. In [CS03], Cramer and Shoup proved that this hybrid encryption is secure
if the KEM component is IND-ID-CCA2 secure and the DEM component is IND-
ID-CCAZ2-secure one-time symmetric encryption. Later, Desmedt et al. proved that
the KEM component doesn’t have to be IND-ID-CCA2 secure [DGKS10]. So, their
construction can be used efficiently to convert an IND-ID-CPA IBE like Cock’s to an
IND-ID-CCAZ2 secure IBE. The efficiency of Ateniese and Gasti IBE is comparable
to Cock’s IBE, so it is not efficient in terms of ciphertext size.

Boneh, Gentry and Hamburg (BGH) proposed space-efficient IBE systems with-
out pairings [BGH07]. They proposed two IBE systems in this paper, an abstract
IBE (BasicIBE) and an anonymous IBE (AnonIBE).

These systems depend mainly on solving equations in the form Ra? + Sy? = 1
(mod N). Next, we discuss how Boneh et al. [BGHO07] employed a lattice based
algorithm of Cremona-Rusin [CRO03] to solve such equations, then we explain the
full structure of BGH systems. First we describe a little about finding rational
solutions to rational conics.

Consider the following equation,
aX?+bY?+cZ% =0, (2.1)

where a, b, ¢ are non-zero integers. We discuss a method to find rational solution to

equation 2.1.

Definition 2.9. Solubility Certificate. A triple (ki, ko, k3) € Z? is called a solubility

certificate for equation 2.1 if it is a solution to the following congruences,
X?=bc (moda) Xi=ca (modb) X3?=ab (modrc). (2.2)

Theorem 2.1. Let a, b and ¢ be nonzero integers with abc square-free, not all of
the same sign. Then equation 2.1 has a rational solution iff a solubility certificate

exists.

If a, b and ¢ are pairwise co-prime (but not necessarily square-free), then the

existence of a solubility certificate is sufficient, but no longer necessary, for the
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existence of a rational solution to equation 2.1. So given a solubility certificate,
theorem 2.1 confirms the existence of a rational solution to equation 2.1 . What
about an integer solution? The following important theorem due to Holzer [JBOS]
says that:

Assuming equation 2.1 is soluble, there exists an integral solution (x,y, z) with,

max(|a|z?, |bly?, |c|z?) < |abc] (2.3)

Cremona-Rusin [CRO3] gave an efficient lattice-based algorithm to find integer so-
lution to equation 2.1. They associated to the triple of coefficients (a, b, c) and the
solubility certificate (kq, ko, k3) a 3-dimensional sub-lattice £ = £(a, b, ¢; k1, ko, k3)
of Z3. They show that for (z,y,2) € £, az* + by* + cz? = 0 (mod 2abc) and ap-
ply a theorem of Gauss [BJ10] to assert the existence of a point (z,y,z) € £ with
lax? + by? + cz?| < 2|abc|. This gives a integer solution to equation 2.1. Now to find
(z,y,2) € £ which satisfies |ax? + by* + c2?| < 2|abc|, Cremona-Rusin applies an
LLL algorithm.

Now, consider the following ternary quadratic equation,
Ra?+ Sy? — 22 =0, (2.4)

where R, S, z,y,2 € Zand R = R (mod N),S' = S (mod N). Clearly a solu-
tion to equation 2.4 in Z gives a solution to Rz? + Sy?> =1 (mod N) in Zy. So we
can call Cremona-Rusin algorithm to solve equation 2.4. We can provide a solubil-
ity certificate for equation 2.4 by looking at equation 2.2. We can see that this is

amount to solving the following,
=R (mod S) and s>=S (mod R). (2.5)

To solve this we need to generate R and S in the arithmetic progressions R=
R (mod N),S = S (mod N) as primes. There lies the reason behind the slower
encryption algorithm.

After reviewing how to solve equations in the form Rx? 4+ Sy? = 1 (mod N),
BasicIBE is explained as follows. It encrypts an [-bit message m € {1, —1}! using
a square S = s*> (mod N) where s €xr Zy, the user’s identity /D and a pair of
Jacobi symbols for each bit. It first hashes ID to different values H(ID,i) =
u"R; = r? where a € {0,1}, u € J(N)\ QR(N) and i is the bit index. Then it
solves the equations R;z? + Sy? = 1 (mod N) and uR;Z? + Sy? = 1 (mod N) to
get (z4,9i,%;,y;). The ciphertext C' is (S, ¢,¢) where ¢ < [co,c1,¢2,..., 1], ¢; =
m; - (&Nyls) and ¢ < [¢g, ¢y, Co, ..y G1_1], G = M, - (%) where (¢;,m;) € {1,—1}.

To decrypt, one needs to know the square-root of R; or uR;. If R; = 72, the message
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ism; = ¢ - (H%) and if uR; = r?, the message is m; = ¢; - (H%) The full

structure of BasicIBE is explained as follows,

o (params) < Setup(\). Using RSAgen(\), generate (p, q), calculate the modulus
N < pq, choose u € J(N)\ QR(N), and choose a hash function H : ID — J(N).
The public parameters params are [N, u, H]. The master secret MS parameters
are p,q and a secret key K for a pseudorandom function (PRF) Fg : ID —
[0,1,2,3].

o (r;) « Extract(MS,1D,l). Calculate R; « H(ID,i) € J(N) for each bit ¢ and
w < Fg(ID) € {0,1,2,3}. Choose a € {0,1} such that u*R; € QR(N). Let

[20, 21, 22, 23] be the four square roots of u®R; € Zy, then r; < z,.

o (C) <+ Encrypt(params,ID,;m). To encrypt a message m € {—1,1}!, calculate
R; < H(ID,i) € J(N) for each bit i and choose a random value s €g Zy and
calculate S = s®. Then calculate [z;,y;,T;,7;], i € [0, — 1] that satisfy the

following equations.

[, yi] < Rix? + Sy; = (mod N), [7;,7;] uRﬁ? + Sy; = (mod N).

The message m < [mg, mq, ..., m;_1] is encrypted using the following equation.

- 2y;5 + 2 _— 2y;s +2
Ci s— My » y G My -\ — | -
N N

The ciphertext is C' = (5, ¢,¢) where ¢ = {cg, 1, ...,c;_1} and € = {¢, 1, ..., G_1}.

e (m) < Decrypt(params, ID,C'). To decrypt a ciphertext C' = (S, ¢,¢) for a user
with an identity /D, the user calculates m; € {1,—1} as follows.

xﬂ’z‘i‘l . _ fﬂ’z—l-l .
mi<—ci-( ) 1fr1~2:Ri, mi<—ci-< N ) 1f7"i2:uRi.

N

AnonlIBE is similar to BasicIBE. The only difference is in the equations needed to
encrypt or decrypt messages. Instead of encrypting/decrypting messages by solving
21 equations in the form u*R;z? + Sy? = 1 (mod N), AnonIBE solves | equations
in the form R;x? + Sy? =1 (mod N) and an equation in the form ua® + S3% = 1
(mod N). That is why the ciphertext length of AnonIBE is smaller than BasicIBE
by [—1 bits. The ciphertext is (S, T, ¢) where ¢ < [co, ¢1, C2, ..., 1], ¢; = My (ﬂNy’s)
and T = (HTBS) To decrypt, if R; = r?, the message is m; = ¢; - (%) and if
uR; = rf, the message is m; = ¢; - (%) -T. The structure of AnonIBE is

as follows.
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e The Setup and Extract algorithms are the same as BasicIBE.

o (C) < Encrypt(params, D, m). To encrypt a message m € {—1,1}!, calculate
R; < H(ID,i) € J(N) for each bit i and choose a random value s €g Zy and
calculate S = s%. Then calculate [z;,y;, @, 8], © € [0,]—1] that satisfy the following

equations.
[z, 9] < Rix? + Sy2 =1 (mod N), [o, ] < ua®+SB3* =1 (mod N).

The message m < [mg, mq, ..., m;_1] is encrypted using the following equation.

- 2y;5 + 2
Ci—m;- | ———
N

The ciphertext C'is (S, T, ¢) where T = (%) and ¢ = [co, €1, .y C11].

e (m) < Decrypt(params,ID,C). To decrypt a ciphertext C' = (S, T, ¢) for a user

with identity I D, calculate m; as follows.

iri + 1Y . 1+ Sy il .
mieci-(er—i_ >1f7“i2:Ri,mi<—ci-< + y]BV—FaxT)-Tlfr?:uRi.

e Remarks. BasicIBE has to solve 2/ equations in the form R;z% + Sy?> = 1
(mod N) to encrypt/decrypt a message m of length | by computing pairs (z;,v;),
(T;,7;) € Zn>. Boneh, Gentry and Hamburg presented a product formula which
only solves [ 4+ 1 equations to encrypt/decrypt a message [BGHO7].

Lemma 2.1. Fori = 1,2 let (z;,y;) be a solution to Rix® + Sy> =1 (mod N).

Then (x3,ys3) is a solution to
RiRo2® + Sy* =1 (mod N),

T1T2
Sy1y2+1

Y1+y2
Sy1y2+1-

where x3 = and y3 =

During encryption/decryption, BasicIBE solves the following equations.
Riz? + Sy? =1 (mod N) and ux® + Sy*> =1 (mod N),

and then uses Lemma 2.1 to find solutions to uR;7? + Sy? =1 (mod N).

e The equation Rz? + Sy*> = 1 (mod N) has N — 1 solutions if R,S € QR(N)
[BJ10]. A BGH IBE must generate (x;,y;) such that z; # x; and y; # y, for i # j
to avoid using the same key for encryption/decryption. If x; = x; or y; = y; for

1 # j, this IBE must search for another solution to avoid this equality.
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Table 2.1: Comparison Between Different IBE Systems

Systems Pairings Assumption IND-ID-X ROM Ciphertext Size Complex Operations
BF [BFO01] Yes BDH CCA Yes 2k + 21 1P+2E
JSC [Cor09] Yes D-Square-BDH CCA Yes 3k + 21 1P+3E
Waters[Wat05] Yes DBDH CPA No 2k + 1 0P+4E
Gentry[Gen06] Yes qe.-ABDHE CCA No 5k +1 0P+6E
Cocks[Coc01] No QR CPA Yes 2l(log N) 0
BasicIBE [BGHO7] No QR CPA Yos Tog N + 21 T+ Deq
AnonIBE [BGHO7] No QR CPA Yes logN +1+1 (2l + 1)eq
JB [JB08] No QR CPA Yes 2v/1log N + 21 0

e The secret key r is chosen randomly from the four square roots of u*R for
a € {0, 1} using a deterministic function F' to assure that the same key is sent to
the sender for each key query. If a PKG sends randomly selected (not determin-
istic) square roots r,, w € {0, 1,2,3} for each key query, the sender, with high
probability, will receive the four square roots of u*R for a € {0, 1} and he will be
able to factor V.

e AnonIBE can be proven secure in the random oracle model model based on the

QR assumption or in the standard model based on the IQR assumption.

BGH IBE systems are IND-ID-CPA secure under the quadratic residuary as-
sumption. The ciphertext size of BasicIBE is log(N) 4 2 while AnonIBE has a
ciphertext size of log(/N) + 1 + 1. Although BGH IBE systems are space-efficient
compared to Cock’s IBE, it is time-inefficient. Besides, the decryption key of the
BGH IBE systems is [ elements in Zy.

A variant of BasicIBE was proposed by Jhanwar and Barua [JB08]. Jhanwar
and Barua made some significant observations on the BGH IBE systems (for solving
equations in the form Rz? + Sy? =1 (mod N)) and proposed a trade-off IBE that
reduces the private key length but increases the ciphertext length [JBOS]. They
found that by knowing the value of S (mod N), one can find a random solution
to the equation Rz? + Sy?> = 1 (mod N) using only one inversion in Zy. The
sender solves only 2v/1 equations in the form Rz? + Sy? = (mod N) using only
2v/1 inversions in Zy and thus, no prime generation is required. This increases the
encryption/decryption speed dramatically. The private key is only one element in
Zx. However, this IBE produces a large ciphertext of 2v/1 elements in Zy.

Table 2.1 compares between the security and the performance of various IBE
systems presented in this chapter. P denotes a pairing operation, and E a group
exponentiation in G or GG;. k denotes the bit-size of p, [ denotes the bit-size of
the message space. Here p is the prime modulus used to define the underlying
elliptic-curve. An element of G requires k bits (using point compression), whereas
an element of GGy requires 2k bits. eq denotes the number of solved equations in the
form Rz*+ Sy? =1 (mod N).
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2.2 Key Exchange Protocols

Another interesting cryptography application is key exchange (also called key agree-
ment) protocol. Key exchange (KE) protocols are cryptographic tools that allow
two or more parties to securely share a common secret via insecure or public net-
works such as the Internet. They are considered the cornerstones of establishing any
secure communication channel. In the last four decades, KE protocols have been
significantly designed and analysed for different network settings. Diffie-Hellman
key exchange protocol (DH, for short) is the first and best-known key agreement
protocol [DH76]. Suppose that Alice wants to share a symmetric encryption key
with Bob using the DH protocol.

e Alice chooses a random value a and computes g¢, where g is a generator of a cyclic

group G, and sends ¢g* to Bob.

e Bob chooses a random value b and computes ¢°, and sends it to Alice.

e Alice and Bob get the key by calculating (¢°)¢ = (¢g%)* = g®.

The security of this protocol relies on the fact that, knowing any of ¢ or ¢°, no third
party can get a or b (Discrete Log problem). Also, a third party cannot get g* from
g* and ¢° (computational Diffie-Hellman problem). Later, this protocol was proven
insecure because the links between the parties are not authenticated, and a man-in

the-middle attack can be launched against the DH protocol.

A tripartite version of Diffie-Hellman key exchange protocol was proposed by
Joux [Jou04]. His protocol is based on pairing. Suppose that three persons, Alice,

Bob, and Eve, want to share a key.

e FEach user of Alice, Bob, and Eve chooses a random value z;, and calculates

X; = P" for a generator P and sends X; to the other two.

e Each user calculates their shared key é(P, P)*1%2% = ¢( X7, X5)* = é(X3, Xp)™ =
e(X1, X3)™

The security of Joux protocol is based on Bilinear Diffie-Hellman (BDH) assumption.
Given X; = P% i =1,2,3, it is hard to calculate é(P, P)*1*2%3,

The first identity-based key agreement protocol was proposed by Sakai and
Kasahara [SK03]. Scott [Sco02] presented an ID-based key agreement protocol in
which each party chooses his own personal identity number (PIN) and a reliable
PKG gives each party a specific secret related to the identity of the corresponding
party. A value is calculated from the secret and PIN and inserted into a hardware

token. The party’s secret can be calculated from their PIN, identity and token.
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Authenticated key exchange (AKE) protocols permit a group of parties within
a huge and fully insecure public network to form a shared secret key and guarantees
each party that no other party apart from these parties can get a particular secret
key. Over the past two decades, some security properties have been seen to be
important in key agreement protocols and different protocols have been implemented
in the literature. Examples of these protocols are [ABBT04, BPR00, BR93, BR95,
BCNP08, CK01, ISO09a, Oka07, YDW*11, YWWDO08]. A comprehensive survey
of KE protocols is presented in [DB05].

The concept of identity-based encryption was extended to AKE protocols to gen-
erate identity-based authenticated key exchange protocols (IBAKE). Smart [Sma01]
presented a two-pass IBAKE based on Weil pairings and merges the ideas of Boneh
and Franklin IBE [BFO01] with tripartite DH protocol of Joux [Jou04]. The pro-
tocol obliges all parties involved in the key agreement to be members of the same
PKG. The protocol permits efficient ID-based escrow ability for sessions that allow
low enforcement agencies to decrypt messages encrypted with the session keys after
obtaining the necessary licenses. Chen and Kudla [CK02] proposed an ID-based
authenticated key agreement protocol, which is more efficient than Smart’s protocol
[Sma0l]. They presented a technique to disable escrow, which is also applicable
to Smart’s protocol. The escrow-free setting may be necessary for private commu-
nications in which the parties request to retain the confidentiality of the messages
even from the PKG. Chen and Kudla also presented an adjustment that permits key
agreement between parties under different PKGs. Another efficient ID-based authen-
ticated key agreement protocol was proposed by McCullagh and Barreto [MBO05].
This protocol can be adjusted to work in either escrow or escrow-free mode. They
also presented a key agreement protocol between clients of different PKGs. The
protocol is twice as efficient as the protocol in [CK02] without pre-computation.
None of the two-party key agreement protocols by Scott [Sco02], Smart [Sma01],
Chen and Kudla [CK02] and McCullagh and Barreto [MBO05] were broken, although
heuristic arguments are assumed to prove their security against active adversary.

An authenticated multiple key exchange protocol is an AKE protocol in which
multiple keys can be shared in each session. Harn and Lin [HLO1| presented an
authentication key exchange protocol in which two parties produce four shared keys
each session, but only three keys can guarantee perfect forward secrecy. Afterwards,
Hwang et al. [HSLO3] presented an efficient authenticated multiple key exchange
protocol. However, this protocol was proven insecure by Lee and Wu [LW04]. Lee et
al. [LWWO08] presented two multiple key exchange protocols in which one depends
on elliptic curve cryptography (ECC) and the other is based on bilinear pairings.
Nevertheless, Vo et al. [VLYK10] presented an impersonation attack on Lee et al.’s

bilinear pairing-based authenticated multiple key exchange protocol and proposed
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a simple modification to the protocol to withstand their attack.

Bellare and Rogaway were the first to propose a formal security model for AKE
[BRI3]. The Bellare-Rogaway (BR) model and its variants are considered nowadays
the standard for the analysis of an AKE protocol security. One of the most used
formal security model is the Canetti-Krawczyk (CK) model [CKO01]. It combines
between the BR model and the Bellare-Canetti-Krawczyk (BCK) model [BCK98]. In
their security model, they use generic authenticators to transform any key exchange
protocol vulnerable to a man-in-the-middle attack such as the DH protocol [DH76]
to an AKE protocol secure against such attacks. Many practical AKE protocols,
such as the internet key exchange (SIGMA) protocol [Kra03] were proven secure
using the CK model. Yang et al. [YDW™'11] proposed a variant of the CK model
that takes into account AKE under bad randomness. Some generic protocols were
also proposed for improving the security of current AKE protocols.

The CK model is defined based on the adversary. The adversary in this model
can be classified as authenticated adversarial model (AM) and unauthenticated ad-

versarial model (UM) [CKO1].

2.2.1 The Unauthenticated Adversarial Model (UM)

In this model, the adversarial capabilities and possible attacks are defined as follows.

Basic attacker capabilities. We assume that a probabilistic polynomial-
time (PPT) attacker has dominated the communications links. It can eavesdrop
to all the transferred information and choose what messages will reach their target
and when to replace these messages or insert its own messages. The formalism
characterises this capability of the attacker by permitting it to be the one responsible
for passing messages from one party to another. The attacker is also in charge of the
arrangement of all protocol events such as the initiation of protocols and message
transmission.

Acquiring secret information. Besides the above basic adversarial capabili-
ties, we permit the attacker to get secret information saved in the party’s memories
through explicit attacks. We believe that all the secret information stored at a user’s
memory is possibly susceptible to any form of leakages. Yet, it is important when
defining the security of a protocol to assure that the leakage of some form of secret
information has the slightest possible outcome on the security of other secrets. For
instance, we guarantee that the leakage of information particular to one session (like
a session key or an ephemeral state information) will not affect the security of other
sessions, or even revealing critical long-term secrets (such as private keys) that are
used along various sessions will not essentially reveal secret information from all pre-

vious sessions. In order to distinguish between various vulnerabilities and guarantee
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as much security as possible, we categorise attacks into three categories based on
the type of information accessed by the adversary.

Party corruption. The attacker can infiltrate at any time the internal memory
of a party and learn all secret information including long-term secrets (e.g. long-
term private keys) and session-specific secret information such as the internal state of
incomplete sessions and the session-keys of completed sessions. Because the attacker
now has access to the party’s long-term secret, this party is considered under full
control of the attacker since the time of corruption.

Session-key query. The attacker gives a party’s name and a session identifier
of a completed session at that party and receives the session-key generated from that
session. This attack models the information leakage of session-keys due to hacking
the party’s memory, cryptanalysis, eavesdropping, careless disposal of keys, etc.

Session-state reveal. The attacker gives the name of a party and a session
identifier of an incomplete session at that party and receives the internal state of
that session. The information included in the local state of each session is identified
by each KE protocol.

Session expiration. It is a protocol action that erases the named session
key (and any related session state) from that party’s memory when activated. An
expired session key cannot be found using the three above attacks. That is useful in
simulating the good security practice of limiting the life-time of a session key and
modelling the notion of perfect forward secrecy.

We note here that the sessions attacked by any of the first three queries are
locally exposed. If these sessions and their matching sessions (a matching session
is the session established with the other party) are locally exposed, then they both
are exposed sessions.

A game between a distinguisher D and a UM adversary U to break a KE protocol
is played as follows.

Participants. Parties P, ..., P, operating an n-party protocol m on inputs
Xy, ..., X, respectively, and an adversary U.

Initialisation. First, choose a random value d, then each party P; invokes
7w on inputs X, security parameter k and random inputs. After that, P, gets an
initialisation function I(d, k); and I(d, k)o.

Activation. When U activates F;, it runs its program and hands U the resulting
outgoing messages and action requests. Local outputs resulted from the protocol
are known to U except for those labeled ‘secret’. U may corrupt a party P;. After
corruption, U gets the current internal state of P; and a special message is impeded to
P;’s local output. From this point on, P; can not be activated and does not produce
further local outputs. & may make a session-state reveal query for a specified session

within some party P;. U gets the current local state of the specified session within
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P;. This event is recorded through a special note in P;’s local output. U may
make a session-output query for a specified session within some party P;. U gets
any output from the specified session that was identified as secret. This event is
recorded through a special note in P;’s local output. The global output of the
execution is the concatenation of the outputs of 4 and Py, ..., P,.

Test-session. When U/ is satisfied with the above queries, it sends a test-session
query of a specific session to D. D tosses a fair coin b € {0,1}. If b = 0, it sends
the challenge session key SSK* to U otherwise, it sends a random value to U.

U continues to issue session-state reveal, session-key and corruption queries and
in the end, it outputs b. It wins the game if b = b.

Remark. After each corruption query, the corrupted party issues a corruption
notice and stops issuing any future sessions. That is because U has got the long-term
secret of party P; and consequently, it will be able to completely impersonate that
party in future sessions. U is not allowed to corrupt a party involved in the test

session or issue any other exposure command against that session while unexpired.

2.2.2 The Authenticated Adversarial Model (AM) and Au-

thenticators

The AM adversary A is an adversary that is similar to U except that A is obliged to
honestly deliver messages sent between the corresponding parties during the protocol
execution. This is helpful in simplifying the security analysis of KE protocols. If
a KE protocol is proven secure against A, it can be automatically compiled to
a version secure against U using authenticators. Authenticators are cryptographic
tools (such as signatures and Mac) that can transform any protocol secure in the AM
model to become secure in the UM model. These authenticators, firstly presented
in [BR93] and then adopted in [CKO01], are generic and independent from the main
KE protocol. It is somewhat similar to the Fujisaki-Okamoto transformation [FO13]
that transforms IND-ID-CPA secure encryption to IND-ID-CCA2 secure encryption.

2.3 Key Revocation

For the last few years, the key revocation problem has received the attention of
the cryptography community because the user’s public key cannot be used if the
corresponding private key is compromised. This problem occurs in public key cryp-
tography because it depends on digital certificates which are signatures issued by a
trusted certificate authority (CA) that securely ties together a number of quantities.
Typically, these quantities contain at least the ID of a user (U) and its public key
(PK).
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The most widely-known and a very ineffective way to solve the key revocation
problem is the certificate revocation list (CRL) [CSFT08, HPFS02] which is a list
that contains revoked certificates. The CA produces this list periodically with its
signature. Because the CA will probably revoke many of its certificates -say 10
%- if they are produced for a validity time of one year [Gen03, Mic02], the CRL
will be too lengthy if the CA has many clients. Moreover, the complete CRL must
be sent to any party that needs to carry out a certificate status check. There are
improvements to this approach such as delta CRLs [BDT04] which list only those
certificates revoked since the CA’s last update. But the consumed transmission
bandwidth and computation costs of these lists are still very high. Another method
of solving the key revocation problem is the online certificate status protocol (OCSP)
[MAM™99]. If a client wants to check a certificate status, he sends to the CA a
certificate status query. The CA replies to this query by producing a fresh signature
on the certificate’s current status. This omits the need to send a list of all revoked
certificates and reduces the transmission costs to a single signature per query but it
significantly increases computation costs. It also negatively affects security. If the
CA is centralised, the system will have a single point of failure and consequently
will become highly vulnerable to denial-of-service (DoS) attacks [Gen03, Mic02].

Kocher [Koc98| suggested an improved version of OCSP called certificate revo-
cation trees (CRTs). The CA can be considered as a global service provider and
must be replicated using many servers in order to stand the entire load of certificate
validation requests. The CA’s signing key must be distributed securely over many
servers. This process is expensive and insecure. A solution to this problem is that
a highly secure root CA sends a signed CRL-like data structure to other less-secure
servers and then clients can query these servers for their certificate validation re-
quests. The data structure is like a tree where the leaves are the revoked certificates
and the root is a signature of the highly secure root CA. If a user wants to check
the validity of a certificate, he sends a request to the nearest less-secure CA server.

A disadvantage of the current CRT structure is that the whole CRT must be
recalculated and sent to all servers if a new certificate is revoked. This problem
can be solved if the CRT can be updated without the need to recalculate it. 2-3
trees proposed by Naor and Nissim [NN98|, Aiello, Lodha and Ostrovsky [ALO98]
and skip-lists proposed by Goodrich et al. [GTS01] are proposed solutions to this
problem.

Micali [Mic96, Mic02] proposed an efficient algorithm to solve this problem called
Novomodo. Similar to previous PKI proposals, Micali’s Novomodo system includes
a CA, one or more directories (to distribute the certification information) and the
users. Despite this similarity, it is more efficient than CRLs and OCSP without

sacrificing security.
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The basic idea behind Novomodo is as follows. For each client, the CA first
picks a random 160-bit value X, and applies a public one-way hash function (SHAT,
for instance) to it n times to get a 160-bit value X,,, where X; = H(X;_1). The CA
contains X, in the client’s certificate. If the user’s certificate is still valid on the ith
day after release, the CA sends the value of X,,_; to the directories. Otherwise, it
does not. In the former case, third party T can verify that the user’s certificate is
still active by querying a directory and then checking that H*(X,,_;) (i times) equals
X, the value embedded in the user’s certificate.

The advantage of Novomodo over a CRL-based system is that a directory’s
reply to a certificate status query is brief, only 160 bits per query. On the other
hand, the length of a CRL increases with the number of certificates that have been
revoked (i.e. number of clients). Novomodo has several advantages over OCSP.
First, Novomodo depends on hashing while OCSP depends on signing. Because
hashing has lower computation costs than signing, the CA’s computational costs in
Novomodo are typically much lower. Second, the directories in Novomodo do not
have to be trusted unlike the distributed components of an OCSP CA. Instead of
issuing signatures depending on third parties, the directories publish only hashed
pre-images sent by the CA (which cannot be produced by Novomodo directories).
Third, the directories do not perform any online computation and make Novomodo
less vulnerable to DoS attacks. Finally, although OCSP does not consume too
much bandwidth, Novomodo’s bandwidth consumption is typically even lower since
public-key signatures are typically longer than 160 bits (length of X,,_; sent per
query).

A disadvantage of all the above techniques is relaying on third-party queries
[Gen03]. Tt is preferable to eliminate third-party queries for several reasons. First,
since anyone can ask for third-party queries, each certificate server must be able
to get the certificate status of every client in the system. The situation is much
simpler if third-party queries are eliminated. Fach server is only required to have
certification proofs for the clients that it works for. In addition, multi-cast can
be used to push certificate proofs to clients to reduce the transmission costs. Sec-
ond, third-party queries multiply the query computation costs of the CA and/or
its servers. For example, if each client queries the certificate status of X clients
per day, the system must process X N queries (where N is the number of clients).
Third, from a business model perspective, non-client queries are not recommended.
If T is not a client of the CA, he will not be motivated to deliver T fresh certificate
status information. Finally, since the CA must reply to queries from non-clients, it
becomes more vulnerable to DoS attacks and this is a security concern. In summary,
removing third-party queries leads to a reduction in infrastructure costs, simplifies

the business model and increases security. We can completely remove third-party
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queries by using an implicit certification such as IBE or certificate-based encryption
(CBE).

Gentry presented the notion of certificate-based encryption (CBE) [Gen03]. This
system combines public-key encryption (PKE) and IBE while keeping most of the
advantages of each. Using PKE, each client creates its own public-key /secret-key
pair and asks for a certificate from the CA. The CA uses an IBE to create the cer-
tificate. This certificate has all of the functionality of a conventional PKI certificate
as well as also being able to be used as a decryption key. This double encryption
gives us implicit certification. If T wants to encrypt a message to a user, it double
encrypts the message using PKI and IBE, and then the user uses both his secret
key and an up-to-date certificate from his CA to decrypt the message. CBE has
no escrow (since the CA does not know the user’s secret key), and it does not have
secret key distribution problem since the CA’s certificate needs not be kept secret.
Although CBE consumes less computation and transmission costs than Novomodo,
it is preferable to completely eliminate the use of certificates to preserve the infras-
tructure costs.

As a special type of public-key cryptography (PKC), IBC also suffers from the
key revocation problem. The strategy to face this problem in IBC is quiet different
than PKC because first, there is no certificate in IBC to revoke. Second, the public
key of IBC is hard to replace since it represents the identity of the user. Next, we
represent mediated cryptosystems which solve the key revocation problem in IBC.

Boneh, Ding, Tsudik and Wong were the first to introduce the notion of mediated
cryptosystems [BDTWO1]. They designed a variant of RSA that allows an imme-
diate revocation of, for instance, an employee’s key by an employer for any reason
(m-RSA). m-RSA is the first secure variant of RSA that shares a common modu-
lus between different users. It is based on the so-called security mediator (SEM)
architecture in which the SEM is a semi-trusted server. If an employee wants to
decrypt/sign a message, he must co-operate with the SEM to do so. The idea be-
hind m-RSA is splitting the secret key of an employee between the employee himself
and the SEM. Hence, without the SEM cooperation, the employee cannot sign or
encrypt messages. This is also helpful to monitor the security of sent /received secure
messages in the company. Later on, Ding and Tsudik presented an identity-based
mediated RSA (IB-mRSA) along with a security proof [DT03]. In particular, they
stated that “IB-mRSA/OAEP encryption offers equivalent the semantic security to
RSA/OAEP against adaptive chosen ciphertext attacks in the random oracle model
if the key generation function is division intractable”. To make the key genera-
tion function division intractable, Ding and Tsudik used a division intractable hash
function to generate division intractable public keys.

The SEM architecture was proven useful to simplify signature validation and
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enable key revocation in legacy systems [BDTWO01]. Although this system does not
require a CA to create a certificate or send certificate status information and the
computation and transmission costs are kept to minimum, it has few major security
concerns. First, since SEM is centralised, it represents a single point of failure for
the system and hence it is vulnerable to DOS attacks. Second, a hacked SEM can

be a major threat to the system security because the SEM is a semi-trusted server.

2.4 Attribute-Based Cryptography

Attribute-based cryptography (ABC) was presented to give an access structure to
the encrypted data stored on a public cloud. It allows the users to encrypt or sign
messages based on their attributes instead of their individual identities as in the
identity-based cryptography (IBC) [Sha84]. These attributes are, for example, the
place where they live or the company in which they work. ABC can be classified
as a key-policy ABC (KP-ABC) and ciphertext-policy ABC (CP-ABC). A policy is
a rule that determines which attributes should decrypt or verify the message. In a
key-policy ABC, the policy is inserted in the key while the ciphertext is encrypted
or signed using the attributes. In a ciphertext-policy ABC, the policy is inserted in
the ciphertext while the key represents the attributes.

Attribute-based encryption (ABE) was first introduced by Sahai and Waters
[SWO05] as a variant of identity-based encryption (IBE) [Sha84]. ABE systems can
be classified into a key-policy attribute-based encryption (KP-ABE) and ciphertext
policy attribute-based encryption (CP-ABE). Examples of KP-ABE and CP-ABE
systems are [ALdP11, GPSWO06] and [EMN*09, GMS*14, Wat11] respectively. CP-
ABE is more suitable in access control applications compared with KP-ABE because
it lets the sender to choose the access structure which determines who can decrypt
the message [GMS™14].

Bethencourt, Sahai and Waters [BSW07] were the first to present a valid con-
struction of a CP-ABE. Cheung and Newport [CNO7] presented a CP-ABE with
AND-gate access structure. Their system is chosen plaintext (CPA) secure under
the decisional bilinear Diffie-Hellman (DBDH) assumption. Guo, Mu and Susilo pre-
sented a CP-ABE with a constant key size, which is suitable for lightweight devices
[GMST14].

CP-ABE can be categorised based on their access structure including threshold
access structure [OSW07] and AND-gate access structure [CN0O7, GMS™14]. Mono-
tone access structure [BSWO07| supports threshold, AND and OR gates. A linear
secret sharing scheme (LSSS) [Watl1] can formulate any monotonic boolean equa-
tion. Sahai and Waters [GGH'13] proposed the first ABE scheme for general circuit.

Most CP-ABE systems in the literature are provably secure in the selective secu-
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rity model [GMS™14]. The first to present a fully secure CP-ABE using composite-
order pairing was Lewko et al. [LOST10]. A fully secure CP-ABE with constant-size
ciphertext was presented by Chen et al. [CCL*13]. Okamoto and Takashima [OT12]
presented a fully-secure unbounded CP-ABE. Nieto et al. [NMS12] presented a pred-
icate encryption in which they combined an ABE with key revocation support. The
ciphertext can be successfully decrypted if the decryption policy is fulfilled by the
receiver’s private keys and they were not revoked by the time the ciphertext were
created.

Signature systems were firstly adopted to the attribute based settings by Maji et
al. [MPROS8] by presenting an attribute-based signature. Li et al. constructed two
efficient attribute-based signature systems that support flexible threshold [LAS*10].
Recently, an attribute-based signature from RSA was presented by Herranz [Her14].
This system is efficient because it does not depend on pairings. Li and Kim presented
a hidden attribute-based signatures without anonymity revocation from pairings
[LK10].

The first to propose a signcryption cryptosystem was Zheng [Zhe97] with the goal
of producing a cryptosystem that provides both confidentiality and unforgettability
efficiently compared to using two encryption and signature systems simultaneously.
Libert and Quisquater [L.LQO04] proposed a public key authenticated signeryption
based on the Diffie-Hellman problem. Xavier Boyen [Boy03] was the first to present
a security model for identity-based signcryption (IBSC). He also presented an IBSC
based on pairings that is secure in this model.

The first to propose an attribute-based signcryption (ABSC) was Gagne, Narayan,
and Safavi-Naini with threshold structure [GNS10]. Later, Wang et al. [WHLL13]
proved that the ABSC presented by Gange et al. is not secure and launched a forgery
attack against it. Han et al. [HLY13] presented an attribute-based signcryption
with non-monotonic access structure. Guo et al. [GLF13] presented a fully secure
attribute-based ring signcryption. Meng et al. presented a privacy-preserving de-
centralised KP-ABS in cloud computing environments [MCM14]. Next, we present
some definitions related to ABSC including the definitions of the attributes and
AND-gate access structure, the structure of CP-ABSC and its security notions.

2.4.1 Attributes and Access Structure

Let A be an attribute and let {4, Ay, ..., A,} be all possible attributes. The
attributes belonging to a user is denoted by A. The attribute set A is defined
as an n-bit string {ay,as,...,a,} where a; = 1 if A; € A and a; = 0 other-
wise. P represents the AND-gate access structure that defines which attributes

can signerypt /unsignerypt the message. Similar to A, P is defined as an n-bit string
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{b1,ba,...,b,} where b; = 1 if A; € P and b; = 0 otherwise.

Definition 2.10. We say that an attribute set of a user A = {ay, aq, ..., a,} fulfils
the access structure P = {by, ba,...,b,} iff a; > b;Vi € {1,n}. We write P C A as a
shorthand of A fulfils P. In other words, A fulfils P if P is a subset of A.

2.4.2 Construction

An ABSC comprises the following algorithms [GNS10].

e (params, M S) < Setup()). Taking the security parameter A, a private key gen-
erator (PK@G) executes this algorithm to generate the system’s public parameters

(params) and a master secret (M.S).

o (1, 1in) < KeyGeneration(MS, params, A; 5, Ai ). First, the PKG assigns two
values to each attribute A;,, A;,. A;, is the signature value and A, is the

encryption value. Then the key generation runs two sub-algorithms.

— (ri0) < sExtract(MS,params, A;,). Given the master secret M.S and the
public parameters params, the PKG generates the secret key r; , corresponding

to each signature attribute A, .

— (riy) < uBxtract(MS, params, A;,). Given the master secret MS and the
public parameters params, the PKG generates the secret key r; ,, corresponding

to each encryption attribute A;,,.

o (C) < Signcrypt(m, params, Ay, Py, P, r; ;). Given the message m, the public
parameters params, and the structure of the signature attributes P, along with
the signature attribute set A,, the sender encrypts the message based on the

receiver’s access structure [P, and signs the message using his signing key r; ..

o (m) < Unsignerypt(C, params, A,,P,, P, r; ). Given the ciphertext C, the pub-
lic parameters params, the access structure of the sender’s signature attributes
IP,, and the access structure of the encryption attributes [P, along with his encryp-
tion attribute set A, the receiver will be able to decrypt and verify the ciphertext
iff A, fulfils . If A, fulfils IP,, the receiver decrypts the message and verify the

signature of the sender using his decryption key r; ,,.

e Remark. The subscript o represents a signature (or sender) variable because the
signature part is done by the sender while the subscript 7 represents an encryption
(or receiver) variable because the sender is encrypting the message based on the

receiver’s attributes.
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2.4.3 Security Notions

An ABSC must maintain two security notions, message confidentiality and cipher-

text unforgeability.

2.4.3.1 Message Confidentiality

This security notion models an adversary who tries to distinguish the ciphertext
from a random value under a chosen-plaintext attack. The message confidentiality
under the chosen plaintext attack is described as a game between an adversary A
and a challenger C [GNS10]. This game is as follows.

e Setup(A). C generates the public parameters (params) and sends them to A, and
keeps the master secret (M.S) to himself.

e Query Phase 1. In this phase, A can query any signature attribute A;, or
encryption attribute A;, of his choice. The challenger then runs sExtract and
uFxtract to get r; , and r; ,,. The adversary A can also make a signcryption query
for a message m, an encryption attribute set A, based on an access structure P,
and a signature attribute set A, based on an access structure P,. The challenger
C replies by running sExtract to get the secret key r; , and then signcrypts the
message by running the Signcrypt algorithm.

e Challenge. A sends to C two messages my and my for a challenge encryption
attribute set A} based on an access structure Py and a signature attribute set A7
based on an access structure P¥. C tosses a fair coin b € {0,1} and encrypts my
using the encryption access structure Py and signs it using the secret key r;, of
a challenge signature attribute set A} associated to an access structure [P;. Note

here that the challenged attributes must not be queried in the query phase.

e Query Phase 2. The adversary is allowed to make adaptive queries as in phase 1
but the challenged attributes.

e Guess. A outputs b € {0,1}. A wins the game if b = b.

The advantage of A to attack a system £ and win this game is,

ABSCAdve(N) = | Prb = b] — 1.

Definition 2.11. An attribute-based signcryption is indistinguishable against adap-
tie chosen plaintext attack (IND-ABSC-CPA), if the advantage of any polynomially

bounded adversary A in the above game is negligible.
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If A submits two pairs of (Ag,,

mg) and (A}

1,m
this game is called anonymous adaptive chosen plaintext attack (Anon-IND-ABSC-

my) in the challenge phase, then

CPA) security model. The advantage of the adversary winning this game is the

same as above.

2.4.3.2 Ciphertext Unforgeability

This security notion models existentially unforgeable security against chosen-message
attack. It is described as a game between an adversary A and a challenger C [GNS10].

This game is as follows.

e Setup(A). C generates the public parameters (params) and sends them to A, and
keeps the master secret (M.S) to himself.

o Query Phase 1. In this phase, A can query any signature attribute A;, or
encryption attribute A;, of his choice. The challenger then runs sFxtract and
uFExtract to get r; , and r; ,,. The adversary A can also make a signcryption query
for a message m, an encryption attribute set A, based on an access structure P,
and a signature attribute set A, based on an access structure P,. The challenger
C replies by running sExtract to get the secret key r; , and then signcrypts the
message by running the Signcrypt algorithm.

e Forgery Phase. A sends to C a ciphertext C* for a challenge encryption attribute
set A} based on an access structure P} and a signature attribute set A} based on
an access structure P%. A wins the game if C* is a valid ciphertext which was not
obtained by running the Signcrypt query. That is satisfied if Unsignerypt (C*,
params, AL, PLPE T
query Signerypt(m*, params, AL P P rk ).

n’ 1,0

) = m* and r}, = ulxtract(4;,) and A did not issue a

The advantage of A to attack a system £ and win this game is,
ABSCAdvae(N) = |Prb=1b] — 1.

Definition 2.12. An attribute-based signecryption is existentially unforgeable against
a chosen-message attack (EUF-ABSC-SMA), if the advantage of any polynomially

bounded adversary A in the above game is negligible.



Chapter 3

Mediated Encryption: Analysis and
Design

Boneh, Ding and Tsudik presented identity-based mediated RSA encryption and
signature systems (IB-mRSA) in which the users are not allowed to decrypt/sign
messages without the authorisation of a security mediator. We show that IB-mRSA
is not secure. We present a secure modified version which is as efficient as the original
system. We also propose a generic mediated encryption (GME) that converts any
identity based encryption to a mediated version of this IBE. It envelops an IBE
encrypted message using a user’s identity into an IBE envelope using the identity of
the SEM. We present two security models based on the role of the adversary whether
it is a revoked user or a hacked SEM. We prove that GME is as secure as the SEM’s
IBE against a revoked user and as secure as the user’s IBE against a hacked SEM.
We also present two implementations of GME based on Boneh-Franklin Fullldent
which is a pairing-based IBE and Boneh, Gentry and Hamburg (BGH) AnonIBE
which is a pairing-free IBE.

3.1 Introduction

For the last few years, the key revocation problem has received the attention of
the cryptography community because the user’s public key cannot be used if the
corresponding private key is compromised. This problem occurs in public key cryp-
tography because it depends on digital certificates. Digital certificates are signatures
issued by a trusted certificate authority (CA) that securely ties together a number
of quantities. Typically, these quantities contain at least the ID of a user (U) and its
public key (PK). Frequently, the CA comprises a serial number (SN) for managing
certificates. The CA also binds the certificates to an issue date D; and an expiration
date Dy. By issuing the signature of SigCA(U, PK, SN, Dy, Ds), the CA provides
PK between the current date D; and the future date Ds,.

A user’s public key may have to be revoked before its expiration date Dy if
a user’s secret key is accidentally leaked or an attacker successfully compromises
it. A new key pair should be generated and the corresponding certificate should
be issued. If the CA can revoke a certificate, then third parties cannot depend
on this certificate unless the CA shares certificate status information indicating

whether this certificate is still valid. This certificate status information has to be

36
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recently generated and must be widely distributed. Sharing a great deal of fresh
certificates periodically leads to the key revocation problem which consumes large
amount of computation power and bandwidth. This is considered a hindrance to
global application of public-key cryptography.

As a special type of public-key cryptography (PKC), IBC also suffers from the
key revocation problem. The strategy to face this problem in IBC is quiet different
than PKC because first, there is no certificate in IBC to revoke. Second, the public
key of IBC is hard to replace since it represents the identity of the user. Boneh, Ding,
Tsudik and Wong were the first to introduce the notion of mediated cryptosystems
[BDTWO1]. They designed a variant of RSA that allows an immediate revocation of,
for instance, an employee’s key by an employer for any reason. Their system is the
first secure RSA variant that shares a common modulus between different users. It
is based on the so-called security mediator (SEM) architecture in which the SEM is
a semi-trusted server. If an employee wants to decrypt/sign a message, he must co-
operate with the SEM to do so. The idea behind their system is splitting the secret
key of an employee between the employee himself and the SEM. Hence, without the
SEM cooperation, the employee cannot sign or encrypt messages. This is also helpful
to monitor the security of sent/received secure messages in the company. Later
on, Ding and Tsudik presented an identity based mediated RSA (IB-mRSA) along
with a security proof [DT03]. In particular, they stated that “IB-mRSA/OAEP
encryption offers equivalent the semantic security to RSA/OAEP against adaptive
chosen ciphertext attacks in the random oracle model if the key generation function is
division intractable”. To make the key generation function division intractable, Ding
and Tsudik used a division intractable hash function to generate division intractable

public keys.

3.1.1 Owur Contribution

First, we investigate the security of IB-mRSA [BDTWO01, DT03]. We show that
hashing users’ identities using a division intractable hash function does not neces-
sarily generate division intractable public keys. We show that an inside attacker can
breach IB-mRSA even if the hash function used is division intractable. We present
two solutions that make the key generation function division intractable and hence,
IB-mRSA is secure. Second, we take the idea of [BDTWO1] one step further and
present a generic mediation system that is capable of making any IBE support key
revocation. This idea is based on a letter-envelope technique. If U4 wants to encrypt
a message to Ug, he first encrypts it normally using Up’s identity (letter) then he
encrypts the letter again using the identity of the SEM (envelope) and sends the
resulted ciphertext to Ug. To decrypt the ciphertext, Ug sends the message to the
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SEM. If Ug is revoked, the SEM will not open the envelope for him. If Ug is not
revoked, the SEM will open the envelope and send the letter to Ug who decrypts the
message using his private key. The structure of GME combines the advantages of
both Gentry [Gen03] and Boneh et al. [BDTWO01] systems. It completely eliminates
the use of certificates. In addition, the SEM in GME is not a single point of failure.
If the SEM is compromised, the system can continue working using the user’s IBE.
In addition, all messages sent to the SEM before or after an attack are safe and
secure. Through the chapter, U represents a user and S represents the SEM.

The rest of the chapter is organised as follows. Section 3.2 discusses IB-mRSA
encryption/signature systems and their implementations. Section 3.3 discusses the
security flaw of IB-mRSA. Section 3.4 proposes two solutions to overcome IB-mRSA
security flaw. The effect of using these solutions on IB-mRSA are discussed in
Section 3.5. Section 3.6 presents the generic mediated encryption (GME) and its
security proof. Section 3.7 presents two implementations of GME, the first one is
based on BF Fullldent [BF01] which is a pairing-based system and the second one
is based on the BGH AnonIBE [BGHO07] which is not a pairing-based IBE. The last

section presents the conclusions of the chapter.

3.2 IB-mRSA

We review the structure of IB-mRSA as follows. In the setup phase, a PKG produces
two safe primes p, ¢ with a length of a security parameter k then computes N = pq.
He preserves p, q as the secret system parameters while makes the modulus N public.
Next, the PKG produces the private key for U, by hashing his identity to a value
KG() and padding KG() with one to get an odd public key for Us. After that,
he makes the corresponding full RSA private key for U, and splits it between Uy
and the SEM. Up encrypts message m to Uy normally using the public key of
Uy. After getting the encrypted message C' from Ug, Uy directs it to the SEM to
partially decrypt it. If U, is revoked, the SEM declines to decrypt the message
and returns ‘error’. Otherwise, the SEM partially decrypts the message to get PDg
and sends it to U,. After receiving the partially decrypted message PDg from the
SEM, U, computes his own partially decrypted version of the message PDy and
then combines it with PDg to get his fully decrypted message. The algorithms of
Extract, Encrypt and Decrypt are shown below. The signature system has the
same Fxtract algorithm as the encryption system. When U4 signs a message to U,
he sends it to the SEM to partially sign the message for him if he is not revoked. Uy
combines the partially signed message of the SEM with his partially signed version
of the message to get his own signature. Up can verify the signature of U, normally
as RSA.
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1 Extract.

Input: two safe primes p and ¢

Output: ry, rg

N =pq

for U do
s=k—|KG()|—1,e=0|KG()||1
r= % (mod ¢(N))

ro & Zy — (0], rs = (r — ry) (mod p(N))

[SL U V)

(=]

7 Encrypt.
Input: Nk, KG()
Output: C
8 s=k—|KG()|—1,e=0KG)|1
9 C' = Encrypt the message using RSA/OAEP

10 Decrypt.
Input: C, ry, rg
Output: m
11 for S do
12 if U is Revoked then
13 | return (ERROR) and Exit

14 | PDg=C" (mod N)

15 for U do
16 L PDy =C" (mod N), M = (PDg x PDy) (mod N)

17 m = OAEP Decoding of M

Figure 3.1: The Structure of IB-mRSA Encryption System

1 Sign.
Input: m,ry,rg
Output: A, S
h = H(m)
for S do
if U s revoked then
L return (ERROR) and Exit

PDg = h" (mod N)
7 for U do
8 | PDy=c"v (mod N), S=(PDgx PDy) (mod N)
9 Verify. Input: h, S, N, k, KG()
Output: h
10 s=k—|KG()|—1,e=0KG()1
11 h =S¢ (mod N)
12 if h # h then
13 | return (ERROR)

5L NN N

(=]

Figure 3.2: The Structure of IB-mRSA Signature System
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3.3 IB-mRSA Security

IB-mRSA is assumed to be secure in the random oracle model based on [BDTWO01]
and [DT03]. However, there is a special attack that an insider can initiate. He can
modify the encrypted message so that it can be decrypted using his private key by
finding a mapping function f(C4) = Cp.

Lemma 3.1. Assume that there are two users Uy and Ug, Upg is able to obtain
a mapping function f(C4) = Cp and decrypt/forge the encrypted message/signed

message of Uya iff eqlep.

Lemma 3.1 and its proof are presented in [DT03]. If e,le, i.e. e, = 0 X e,, we can
build a mapping function f such that f(a) = a” (mod N). To protect the system
against this attack, the user’s public key cannot be a factor of the product of the
other users’ public keys. To ensure that, Ding and Tsudik used a division intractable
hash function to map a user’s identity to his public key (KG()). This notion of
division intractable hash functions was presented by Gennaro et al. [GHR99]. A
hash function H() is division intractable if it is unfeasible to find a set of values
(X1, X, ..., X, Y) such that H(Y)|[[,(H(X3)).

In this section, we prove that IB-mRSA is still vulnerable to this attack. A
division intractable hash function does not necessarily produce division intractable
public keys because the output of the hash function KG() is padded with a ‘one’.
The public key is e = KG()||1 [DT03] or e = KG()||00000001 [BDT02]. This means
that e = 2KG() +1 or e = 8K G() + 1. This multiplication and addition completely
change the property of the public key and it is likely to no more becoming division
intractable. For example, if |[KG(ID;)| = 6 and |KG(IDy)| = 19, these two values
are division intractable. But if we calculate e; = 2|KG(IDy)|+1=2x6+1=13
and ex = 2|KG(IDs)|+1=2x19+1 = 39, we can see that e; and ey are no longer
division intractable (es = 3e;) and consequently, Lemma 3.1 can be used to attack
IB-mRSA even though the hash function is division intractable. Real life values that
represent the same idea are shown in Table 3.1. These numbers are in hexadecimal.
We now demonstrate how an inside one-wayness adversary takes advantage of this
simple notice to initiate two different attacks against IB-mRSA. The first attack
is a direct application of Lemma 3.1. The second attack is a common modulus
attack against IB-mRSA. For the signature system, we prove that if such a mapping
function exists, an inside attacker can forge the signature of another user without

knowing his private key.
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Table 3.1: Example of An Attack on IB-mRSA in The Real World

Variables Value
|KG(IDy)| AQTBOCTAFEQ0A33D7A270D8A358995B3546 D77 D6E
|KG(1Ds)| | 808288 FE7TD6E2B83AD145D7AD059C E09A9BASFT17C

el 140F618F5FC146TAF44E1B146 B732B66 ASDAEFADD
€ 1010511FCFADC57075A28 BAF5A0B39C1353751 EE2F9
62/61 CD

3.3.1 Attacks on IB-mRSA Encryption System

The first attack holds when the effect of using an intractable hash function is canceled
by padding the output with one and the resulting public keys are in the form of
(ep = 0 x e4). Under these conditions, Up can obtain the message of Uy using the
following formula.

Cp = C;B/e“ (mod N),

and then decrypt this message using his private key. This attack is executed as

follows.

e The attacker Ug chooses an identity IDpg such that eg = 0 X e4 where ¢ is an

integer.

e At the challenge phase, Up sends to the challenger any two messages mg and m;
and the identity 1D 4.

e The challenger tosses a fair coin b € {0,1} and sends Cy4 < Encrypt(m;) to Up.
e Ug calculates Cz = C5%/* (mod N).

e Up sends Cp to the SEM for decryption.

e After decryption, Ug can successfully find &' = b.

The gravity of this attack is that it makes IB-mRSA exposed against a one-wayness
adversary; not only Up can distinguish between two messages my and my, he can
decrypt it as a message of his own.

The second attack can be applied if the same message was sent to two users, Ua
and Up, Us with public key satisfies ged(eq, ep)|ec can launch an attack to decrypt

this message as follows.

e Assuming that g = gcd(ea,ep)lec, Uc finds the values of a and b such that

a X eq +bx e =g using the extended euclidian algorithm.
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e After obtaining a and b, Ug calculates C, = C§ x C% (mod N) = maoeattes
(mod N) =m9 (mod N)

e From C,, Uc obtains his version of m as follows.

C.=C/9 (mod N) =m?/? (mod N)=m* (mod N),
and then he can decrypt it using his private key.

3.3.2 The Attack on IB-mRSA Signature System

In this subsection, we demonstrate an attack on IB-mRSA signature system even
with a division intractable hash function. We assume that there are two users, Uy
and Up and show that Up can forge the signature of U4 without knowing his private
key using the following steps, as long as a mapping function between their public

keys exists.
e Up signs the message m with the SEM using his private key.

e After obtaining his signed message (mp), Up calculates the forged signature of
Uy.

ma=m% (mod N), where o = eg/ea.

e m 4 can be verified using the public key of Uj,.

The proof of the correctness of this attack is described as follows.

e’hy = ke*hy = e*(khy) = e*hy = 1 (mod ¢(N)).

3.4 IB-mRSA-V2

After showing the security flaw of IB-mRSA encryption/signature systems, we present
two solutions that correctly make IB-mRSA secure against these types of attacks.
We denote IB-mRSA with these solutions as IB-mRSA-V2. Any solution to these

attacks must satisfy the following conditions.

e There is a deterministic one-to-one mapping function that maps the identities of

the users to their public keys.
e This function must be division intractable.

e The produced public keys must be co-prime with ¢(N).
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step

Figure 3.4: The Distribution of Primes

The first proposed solution satisfying the above conditions ensures that the maxi-
mum value of a public key is less than three times the smallest public key value,
i.e. ey < 3e,,. The subscript M denotes maximum while the subscript m denotes
minimum. One can see that this completely eliminates the problem. The relation

between the hash function of the maximum and minimum public keys values must

be,

eyn < 3em,
2|KGy|+1 < 322|KG,| 4+ 1) < 6|KG,,| + 3,
2| KG | < 6| KGp| + 2,
|KGy| < 3|KGp| + 1.

If the inequality |K G| < 3|KGp| + 1 holds, then all public keys are division
intractable. The disadvantage of this solution is that it limits the space of the hash
function. The other solution to fix this security flaw is mapping the users’ identities
to public keys that are primes. To generate primes from identities, we first calculate

a = H(ID) and then apply the following function.
fa) = (a—1) x step + 1.

where step is a value used to generate unique primes. After that, we find the next

smallest prime larger than f(a). The algorithm is shown in Figure 3.3.

1 a=H(ID)

2 f(a) =(a—1) xstep+1

3 if f(a) is not prime then

4 L f(a) =NxPrime(f(a))

5 return (f(a))

Figure 3.3: The Mapping Function

Where Nz Prime(z) is a subfunction that finds the smallest prime larger than

x. This function must satisfy the following conditions.

e The hash function must be collision resistant i.e. it is unfeasible to find two
different values X,Y such that a = H(Y) = H(X). This guarantees that each
identity is mapped to a unique public key.
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e step is chosen carefully such that f(a) < P, < f(a+ 1) for any value a. This will
guarantee that each identity will be mapped to a unique prime. Figure 3.4 shows
this idea. step can be determined by finding a value greater than the maximal

prime gap which is the gap larger than the gaps of smaller primes.

e [f the mapping function satisfies the above conditions, it will overcome the first
attack to the encryption system because primes satisfy the division intractable
property. However, it cannot withstand the second attack because the greatest
common divisor between primes is one. The only solution for this attack is not to
use the same OAEP padding when encrypting the same message to multiple users.
For the signature system, there is no mapping function exists between primes and
consequently, it will be safe from such attacks. After fixing these drawbacks, IB-
mRSA-V2 can be proven CCA2 secure in the random oracle model using the same
methodology explained in [DT03, BDTWO01].

3.5 Implementation

IB-mRSA-V2 was programmed using MIRACL software C library and its perfor-
mance was compared with IB-mRSA and RSA. The PC used to run these tests has
a processor Intel(R) Core(TM) i5-2410M CPU @ 2.30GHz (4 CPUs) and 4096MB
RAM. Table 3.2 shows the test results. The results are in ms.

From these results, we can see that.
e [IB-mRSA-V2 has the same performance of the original IB-mRSA.

e The time required for RSA to generate a private key is larger than those of 1B-
mRSA and IB-mRSA-V2 because the key generation of IB-mRSA and IB-mRSA-
V2 is for each user and it does not involve the prime key generation that exists in

RSA key generation.

e The encryption time increases slightly with the key length. This can be seen also
in the encryption times of IB-mRSA and IB-mRSA-V2.

e The decryption times are longer than the encryption times in all systems. This
drawback is actually comes originally from RSA because the decryption keys are

extremely large (of the length of N).

e The time consumed by all these systems are proportional to the modulus size.
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Table 3.2: The Time Performance of RSA, IB-mRSA and IB-mRSA-V2

The Process Modulus | Key Size | RSA | IB-mRSA | IB-mRSA-V2

16 Bits 17.19 0.13 0.11

1024 Bits | 128 Bits | 22.04 0.13 0.13

160 Bits 19.8 0.14 0.14
Key Generation -

16 Bits | 128.26 0.17 0.16

2048 Bits | 128 Bits | 130.26 0.14 0.14

160 Bits | 127.86 0.16 0.16

16 Bits 0.03 0.06 0.05

1024 Bits | 128 Bits | 0.03 0.03 0.05

) ) 160 Bits | 0.03 0.05 0.03
Encryption / Verify :

16 Bits 0.03 0.06 0.06

2048 Bits | 128 Bits | 0.01 0.06 0.05

160 Bits | 0.03 0.06 0.06

16 Bits 0.14 0.12 0.14

1024 Bits | 128 Bits | 0.13 0.13 0.14

) ] 160 Bits | 0.14 0.13 0.13
Decryption / Sign _

16 Bits 0.22 0.22 0.22

2048 Bits | 128 Bits | 0.23 0.23 0.23

160 Bits | 0.22 0.22 0.22

3.6 Generic Mediated Encryption (GME)

In this section, we take the idea of IB-mRSA one step ahead. Assume that there
is a company XYZ and the security manager of this company wants to upgrade
the currently-used IBE to one that supports key revocation. The security manager
has two options. He can install a CBE system [Gen03] but he has to uninstall the
currently-used IBE and install a PKE. PKE certificates will lead to more computa-
tion and transmission costs. The other option is using mediated cryptosystem such
as IB-mRSA [BDTWO01, DT03]. The security manager also has to uninstall the cur-
rent IBE and install IB-mRSA. The process of uninstalling the currently-used IBE
and installing a new one is time-consuming and expensive. It is like having a safe
with a one-key lock and you want to replace it with a two-key lock, you will have to
completely remove the old lock and install the new one. The question we address
here is “Is there a way to make any IBE support key revocation without having to

uninstall it?”. We take the idea of IB-mRSA and present a generic mediated encryp-
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tion (GME) that converts any IBE to a version that supports key revocation. In
the following section, we explain the construction of GME followed by the security

model and the security proof of these systems.

3.6.1 GME Construction

Definition 3.1. A Generic Mediated Encryption is a 6- tuple of algorithms. These
algorithms are (Geng, KGg, Geny, KGy, Enc, Decs, Decy) such that.

e (MSg, Ps) < Geng(ky). The private key generator (PKG) runs the probabilistic
IBE key generation algorithm Geng which takes as input a security parameter k.

It returns M Sg (the first PKG master secret) and public parameters Pg.

o (MSy,Py) < Geny(ky). The PKG runs the probabilistic IBE key generation
algorithm Geny which takes as input a security parameter ky. It returns M Sy

(the second PKG master secret) and public parameters Py .

o (rg) « KGg(MSs, Ps,IDgs). This algorithm generates the secret key rs for a
SEM with identity I Ds using Ps and MSy.

o (ry) « KGuy(MSy, Py,IDy). This algorithm generates the secret key ry for a
user with identity I Dy using Py and M Sy .

e (C) + Enc(Ps,Py,IDy,IDg,m). The probabilistic algorithm Enc takes Ps, Py,
IDy, IDg, m. It returns a ciphertext C'.

e (Cy) « Decs(Ps,rs,C). The deterministic decryption algorithm Decg takes (Ps,
rs, C') as input along with the user revocation status. If the user is revoked, Decg

returns L. Otherwise it returns Cy.

(m) < Decy(Py,ry,Cy). The deterministic decryption algorithm Decy takes

(Py, ru, Cu) as input and returns m.

3.6.2 Security

Our main concern is the GME security against two different types of attacks: 1)
by a revoked user or 2) by a hacked SEM. GME must be secure against each of
these adversaries considering that each obtains ‘half’ of the information needed to
decrypt. Correspondingly, we define IND-CCAZ2 security using two different games.
The adversary selects the game to play. In the first game, Type 1, the adversary
plays the role of a revoked user. After demonstrating knowledge of the private key
related to his identity, the revoked user can make Decg queries. In the second game,

Type 2, the adversary plays the role of a compromised SEM. After demonstrating
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knowledge of the private key related to his identity, a compromised SEM can make
Decy queries. We can say that GME is secure if no adversary can win either Type
1 or Type 2.

Type 1. The challenger runs Geng(k;) and Geny (k) and gives Ps and Py to
the adversary. The adversary then interleaves key extraction quires and decryption

queries with a single challenge query. These queries are answered as follows.

e On key extraction queries (M Sy, Py, Dy, MSs, Ps,IDg), the challenger runs
KGy, KGg and outputs ry and rg corresponding to the identities I Dy and I Dg.

e On decryption queries (Ps, Py, IDy,IDg,ry, C), the challenger checks that 7y is
the private key related to I Dy. If so, it generates rg and outputs Decy (Decs(C)).

e On challenge query (Ps, Py, IDY%, 1D}, mg, my), the challenger checks that rj; is
the private key related to I Dj,. Then, upon receiving two messages mg and m;
from the adversary, the challenger chooses a random bit b € {0,1} and returns
Enc(my) to the adversary. The adversary is allowed to make key extraction and

decryption queries after submitting the challenge.

In the end, the adversary outputs a guess b’ € {0, 1}. The adversary wins the game
if ¥ = b and ID% and rf were not subject to valid key extraction and decryp-
tion queries. The adversary’s advantage is defined to be the absolute value of the
difference between 1/2 and its probability of winning.

Type 2. The challenger runs Geng(k;) and Geny (k) and gives Ps and Py to
the adversary. The adversary then interleaves key extraction and decryption queries

with a single challenge query. These queries are answered as follows.

e On key extraction queries (M Sy, Py, 1Dy, MSs, Ps,IDg), the challenger runs
KGy, KGg and outputs ry and rg corresponding to the identities I Dy and I Dg.

e On decryption queries (Ps, Py, Dy, IDg,rg,C), the challenger checks that rg is
the private key related to I Dg. If so, it generates ry and outputs Decy (Decs(C)).

e On challenge query (Ps, Py, IDj;, ID%, mg, my), the challenger checks that 7% is
the private key related to ID%. Then, upon receiving two messages mg and m,
from the adversary, the challenger chooses a random bit b € {0,1} and returns
Enc(my) to the adversary. The adversary is allowed to make key extraction and

decryption queries after submitting the challenge.

In the end, the adversary outputs a guess b’ € {0, 1}. The adversary wins the game
if ¥ = b and IDj; and r}; were not subject of valid key extraction and decryp-
tion queries. The adversary’s advantage is defined to be the absolute value of the

difference between 1/2 and its probability of winning.
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Definition 3.2. A generic mediated encryption is secure against adaptive chosen
ciphertext attack (IND-GME-CCA2) if no PPT adversary has non-negligible advan-
tage in either Type 1 or Type 2.

Remark. Type 1 and Type 2 are IND-GME-CCA2 secure if both I BEg and
IBE;; are IND-ID-CCAZ2 secure. If IBEg and I BEy are IND-ID-CPA secure, then
Type 1 and Type 2 are modified by eliminating the decryption queries to get IND-
GME-CPA security.

3.6.3 Security Proof

The security proof of GME is defined by the following two theorems.

Theorem 3.1. If an adversary A who plays the role of a revoked user has an ad-

vantage € against GME, then this adversary has the same advantage against IBEyg.

Theorem 3.2. If an adversary A who plays the role of a hacked SEM has an ad-
vantage € against GME, then this adversary has the same advantage against I BEy.

Proof. Theorem 3.1 stats that the game between an adversary A who plays
the role of a revoked user with a challenger B against GM E (Type 1) is identical
to the game between the same adversary A and the challenger B against [ BFEg. To

prove that, we rewrite Type 1 as follows.
Type 1°.
e The Setup phase is the same as Type 1.
o Key extraction queries are the same as Type 1.
e Decryption queries are the same as Type 1.

e On challenge query (Ps, Py, ID%, 1D}, mg, m), the challenger checks that rj; is
the private key related to I Dj;. Then, upon receiving two messages mg and m;
from the adversary, the challenger chooses a random bit b € {0,1} and returns
Enc(my) to the adversary. Since the revoked user has 7y, he can partially de-
crypt the message to get Cs=Encg(m) where Encg is the SEM’s IBE encryption

algorithm.

In the end, the adversary outputs a guess & € {0,1}. The adversary wins the
game if b’ = b and I D% and r§ were not subject of valid key extraction and decryp-
tion queries. The adversary’s advantage is defined to be the absolute value of the

difference between 1/2 and its probability of winning. This concludes Type 1°.
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e Remarks. Type 1’ represents a game against [ BFEg because in the challenge

phase the adversary A has to attack C's = Encg(m) to get the message m.

e The only difference between a game against GME (in the case of a revoked user)
and [ BFEy is the excess information of P which does not give the adversary any

excessive information to identify m.

This concludes the proof of Theorem 3.1. The proof of Theorem 3.2 is similar.

3.7 Implementation of GME

Generally speaking, a GME is produced by the combination of two IBE systems.
To prove that GME is generic, we present GME in two different instantiations. The
first one is based on BF Fullldent [BF01] which is a pairing-based IBE. The other
instantiation is based on BGH AnonIBE [BGH07] which is not a pairing-based IBE.
We note here that the proposed GME systems use the same setup and key generation
algorithms for both the users and SEM.

3.71 GMEpgrp

Let k be the security parameter given to the setup algorithm and let ZG be a BDH

parameter generator.

e (params) < Setup(k). The public key generator (PKG) runs ZG on input k
to generate groups Gp, Gs of some prime order ¢ and an admissible pairing é :
G1 x Gy — Gy. It picks an arbitrary generator P € G, and a master secret s € Z,
and sets P,,, = sP and chooses cryptographic hash functions H;{0,1}* — Gy,
Hy : Gy — {0,1}", H3 : {0,1}" x {0, 1} — Z, and a hash function H, : {0,1}" —
{0,1}" for some n. The system parameters are params = (Gy, Ga, é, Py, Hi,
H,, Hs, H,). The message space is M = {0, 1}". The master secret is s € Z,.

e (rg,ry) < KG(IDy,IDg,s). For given strings IDy,IDgs € {0,1}*, the PKG
computes Qs = Hy(IDg) and Quy = H,(IDy) and sets the private key rg = sQs

and ry = sQyu.

o (C) < Enc(params,IDy,IDg,m). To encrypt a message m for a user with
identity I Dy, compute Qg = Hi(IDg) and Qu = Hy(IDy). After that, choose a
random o € {0,1}" and set r = Hz(o, m). The ciphertext C' is

C= <7“p, o® Hz(gTU) > HZ(gg)a m @ H4(U))>7

where gy = é(Qu, Pyw) and gs = é(Qs, Pyup).
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e (Cy) < Decg(params,IDg,C). To partially decrypt C' = (U, V, W) for a SEM
with identity I Dg, the user sends C to the SEM. If the user is revoked, the SEM

returns L. If the user is not revoked, the SEM calculates
Cy = (U, V & Hy(é(rs,U)), W),

and returns Cy to the user.

e (m) < Decy(params, Dy, Cy). After receiving Cy = (U, Viy, W), the user com-
putes Vi & Hy(é(ry,U)) = o and W @ Hy(o) = m and sets r = Hz(o,m). He
outputs m as a decryption of C' if U = rp. This concludes GM Egp.

3.7.2 Security Proof

Theorem 3.3. Let A be an IND-GME-CCAZ2 adversary that has advantage € against
GMEgr. This adversary A can be a revoked user or a hacked SEM. Then, there is
an IND-ID-CCA2 adversary B with the same probability € against BF Fullldent.

Proof. If an adversary A simulates the role of a revoked user, then he plays
Type 1 with the challenger. The ciphertext sent to the adversary is C' = (rp,m &
Hy(g7;) ® Ha2(g5),m @ Hy(o)). The adversary then partially decrypts it using his
secret key rpy to get Cs = (rp,m @& Ha(g%), m & Hy(o)) which is the message m
encrypted by Fullldent using the SEM’s ID. This also can be applied for a hacked
SEM.

3.7.3 GMEpcy

Boneh, Gentry and Hamburg presented an anonymous IND-ID-CPA secure IBE
(AnonIBE) [BGHO07]. Unlike Boneh-Franklin Fullldent, AnonIBE is CPA secure
based on the interactive quadratic residuosity (IQR) assumption. In the following,
we present GME based on AnonlBE.

e (params) < Setup(X). Using RSAgen(\), generate (p, ¢), calculate the modulus
N < pq, choose u € J(N)\ QR(N), and choose a hash function H : ID — J(N).
The public parameters params are [N, u, H]. The master secret MS parameters
are p,q and a secret key K for a pseudorandom function (PRF) Fx : ID —
[0,1,2,3].

o (1) < KeyGen(MS,ID,l). Calculate R; <+ H(ID,i) € J(N) for each bit ¢ and
w < Fg(ID) € {0,1,2,3}. Choose a € {0,1} such that u*R; € QR(N). Let

[20, 21, 22, 23] be the four square roots of uR; € Zy, then r; < z,.
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e (C) < Enc(params, Ry;, Rsi,m). To encrypt a message m € {—1, 1}, choose a
random value s € Zy and calculate S = s?. Then calculate [zy;, Y., s, Ysi, a, ],

i € [0,1 — 1] that satisfy the following equations.

(204, Yol < RU,ZwQU’i + Sylzj’i =1 (mod N),
(54, Ys,i] < RS,Z'-T%*J' + Sy?gvi =1 (mod N),
[, 8] + ua® +SB*=1 (mod N),

These equations are solved as shown in [BGHO7].

The message m < [mg, mq, ..., m;_1] is encrypted using the following equation.

- 2yyis + 2 2ys,is + 2
C; m; - . .
N N

The ciphertext is (S, T, ¢) where T' = (%) and ¢ = [co, €1,y .y 1]

e (Cy) < Decg(params, IDg,C). To decrypt a ciphertext C' = (S, T, c) for a user
with public key I Dy, he sends C' to the SEM. The SEM then does the following.

o if U is revoked, the SEM returns L.

e if U is not revoked, the SEM calculates cy; as follows.

Tsirs; + 1 e 9
Cui < Ci - (T if rg, = Rg,.

(1 + Sys,iB + axgrs;
Cu,i — G- N

> ST if T%,Z- = URSJ'.

and returns Cy = [cy1, cuz, --., cuy) to the user along with 7" and S. Then the user

decrypts Cy similar to the SEM to get the message m. This concludes GM Epgy.

3.7.4 Security Proof

Theorem 3.4. Let A be an Anon-IND-GME-CPA adversary that has advantage
€ against GM Eggy. This adversary A can be a revoked user or hacked SEM.
Then, there is an Anon-IND-ID-CPA adversary B with the same probability € against
AnonIBE.

Proof. If an adversary A simulates the role of a revoked user, then he plays
Type 1 with the challenger. The ciphertext sent to the adversary is ¢; < m; -
<2yUxfs+2> : (st’](',erZ) . The adversary then partially decrypts it using his secret key
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M) which is the message m encrypted by AnonIBE using

SEM’s ID. This also can be applied for a hacked SEM.

ry to get cg; <— my; - (

3.8 Conclusion

In this chapter, we investigate the mediated structure of IB-mRSA which is a solu-
tion to the key revocation problem in the identity-based settings. We showed that
using a division intractable hash function does not necessarily guarantee that the
generated public keys are also division intractable. Consequently, the system may
not be secure even if the hash function used is division intractable. We proposed two
solutions to overcome this drawback. After applying these modifications, IB-mRSA
is secure in the random oracle model if the mapping function parameters have been
chosen correctly. After that, we extended the idea of IB-mRSA to be generic by
presenting a generic mediated encryption (GME) system that converts any IBE to
a mediated system. Although it is based on double encryption, GME is efficient.
The ciphertext size is the same as a single IBE. It combines the advantage of CBE
and SEM structures. GME is more efficient than CBE because it does not depend
on certificates and it is more secure than [BDTWO01] and [Gen06] because the SEM
in GME is not a single point of failure and can be untrusted. We prove that GME

is as secure as the IBE used in the case of a revoked user or a hacked SEM.



Chapter 4

Efficient Pairing-Free IBE Systems
Based on The Quadratic Residuos-
ity Assumption

Most identity-based encryption (IBE) systems are constructed using bilinear maps
on elliptic curves (pairings). Two elegant exceptions are due to Cocks [CocO1]
and Boneh, Gentry and Hamburg [BGHO07]. Cocks’ IBE is based on the quadratic
residuosity (QR) assumption. It is time-efficient compared to pairing-based IBE
systems but produces a long ciphertext of 2{(log, ) bits for an I-bit message where
N is an RSA composite. Boneh, Gentry and Hamburg presented two IBE systems
known as BasicIBE and AnonIBE. These IBE systems have short ciphertext of
log, N plus 2l bits for BasicIBE and log, N plus [ + 1 bits for AnonIBE but this
comes at the cost of less time-efficient algorithms in which their processing time
increases drastically with the message length. In addition, the private key of these
IBE systems is [ elements in Zy. In this chapter, we optimise these IBE systems in
two steps. First, we decrease the private key length from [ elements in Zy to only one
element. Second, we present two efficient variants of Boneh, Gentry and Hamburg
(BGH) IBE systems in terms of ciphertext length and encryption/decryption speed.
The ciphertext is as short as BGH systems, but with more time-efficient algorithms
which do not depend on the message length. We prove that these variants are as

secure as the BGH systems.

4.1 Introduction

In 1985, Shamir [Sha84] presented the notion of identity-based encryption (IBE)
in which the user’s identity represents his public key and consequently, no public
key certificate is required. Shamir successfully managed to design an identity-based
signature based on the RSA algorithm but he was unable to design an IBE because
sharing an RSA modulus between different users makes RSA insecure [Sha84]. The
design of a provable secure IBE remained an open problem for sixteen years until
Boneh and Franklin [BF01] proposed a provably secure IBE in the random oracle
model based on bilinear maps. Subsequently, there has been a rapid development
in IBE based on bilinear maps, such as [BB04a, BB04b, Gen06, Wat05]. Another
approach to design IBE systems is based on the quadratic residuosity (QR) assump-
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tion. The first IBE based on this approach is due to Cocks [Coc01]. This IBE is
IND-ID-CPA secure in the random oracle model. It is time-efficient compared to
pairing-based IBE systems, but it produces a long ciphertext of two elements in Zy
for every bit in the message.

The design of efficient IBE systems without pairings was an open problem un-

til Boneh, Gentry and Hamburg [BGHO7] presented two space-efficient IBE sys-
tems (BasicIBE and AnonIBE). Although the concrete instantiation of BGH sys-
tems is highly space-efficient, this comes at the cost of less time-efficient encryp-
tion/decryption algorithms. To encrypt an [-bit message, these systems solves [ + 1
equations in the form Rz? 4+ Sy? = 1 (mod N) for known values of R, S and N
[BGHO7]. Solving such an equation requires a ‘solubility certificate’ and obtaining
these certificates requires the generation of primes [Coc01, CR03, Kel08]. The ob-
tained certificates can be used to solve Rx? + Sy?> = 1 (mod N) efficiently using
the Cremona-Rusin algorithm [CRO03]. The prime generation is a time-consuming
process and it is the bottleneck in BGH systems. In addition, the decryption key is
[ elements in Zy because the identity I D is hashed to a different value to encrypt
each bit. BasicIBE is IND-ID-CPA secure in the random oracle model under the
quadratic residuosity (QR) assumption while AnonIBE is Anon-IND-ID-CPA secure
in the standard model under the interactive quadratic residuosity (IQR) assumption
[BGHO7].
Our Contribution. In this chapter, we first prove that hashing the identity I D to a
different value to encrypt each bit is as secure as hashing the identity once to encrypt
the whole message and therefore, the private key length is reduced to one element
in Zy. Then, we present two variants of BasicIBE and AnonIBE (V-BasicIBE, V-
AnonIBE) which are both time- and space-efficient. We prove that these variants are
as secure as the original BGH systems. Although the proposed variants are space-
efficient as BGH systems, they only solve two equations in the form Rz? + Sy? =1
(mod N) regardless of the message length. We also present other versions of these
variants with a time-space trade-off. For V-BasicIBE, with only the cost of one more
element in Zy, the sender can find a solution to Rz?+ Sy*> =1 (mod N) using only
one inversion in Zy and the receiver does not have to solve any of these equations.
This time-space trade-off is applied for V-AnonIBE at the cost of four more elements
in Zy. Table 4.1 compares all IBE systems in this chapter, where V2-BasicIBE and
V2-AnonIBE are the proposed IBE systems with the trade-off applied.
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Table 4.1: Comparison Between all IBE Systems in This Chapter

Ciphertext size | Number of equations | Private key length

Cock’s 2l(logy N) 0 logy, N

BasicIBE logy, N + 21 [+1 l(log, N)

AnonIBE logy N +1+1 [+1 l(logy N)
Jhanwar-Barua | 2v/1log, N + 21 Vi log, N
V-BasicIBE log, N 4 21 2 log, N
V-AnonlIBE log, N + 21 2 log, N
V2-BasicIBE 2logy N + 21 0 logy N
V2-AnonlBE 5logy, N + 21 0 log, N

4.2 Optimisation of BGH Systems

4.2.1 Optimisation of The Private Key Length

Both BGH systems hash the identity /D to different values H(ID,i) = u*R; =
r?,a € {0,1}. This has negative impacts on these systems. First, the private key
length is larger than the message by a factor of an element in Zy which consumes
bandwidth and memory. Second, the PKG must generate n private keys of [ elements
in Zy where n is the number of users in the whole system. This overloads the PKG.
Third, this not suitable for encrypting variable message lengths.

In this section, we prove that hashing the identity I D to different values R; =
H(ID,1i) does not have a positive impact on the security of BasicIBE or AnonIBE.
Solving the equations Rz? + Sy? = 1 (mod N) is exactly equivalent to solving the
equations R;x? + Sy? = 1 (mod N). Consequently, there is no need for generating

a long private key of [ elements in Zy.

Theorem 4.1. Hashing the identity 1D to a different value to encrypt each bit is

as secure as hashing the identity once to encrypt the whole message.

Proof. Jhanwar and Barua [JBO8] showed that there are N — 1 solutions for the
equation Rz? + Sy? = 1 (mod N) if S,R € QR(N). The solution (z,y) for that

equation is in the form.
—2st R — St?
R+ St?” s(R+ St?) )’

for some random value ¢ € Zj; such that R + St* € Zf.

—2st 1\’ 4SR _

—2sr

where Rl = t2 and TZ = m
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Since t is random in Zg, R looks mathematically random exactly as R; =
H(ID,q). O O

This does not improve the performance of BGH systems though. These systems
still require solving [ + 1 equations in the form Rz? + Sy? = 1 (mod N). This
requires generating new primes for each bit like the original BGH systems (low
time-efficiency), or generating random solutions to these equations and sending them

along with the ciphertext like Jhanwar-Barua IBE (low space-efficiency) [JBOS].

4.3 V-BasiclBE

In this section, we explain how to implement a variant of BasicIBE (V-BasicIBE)
that is both time- and space-efficient. Like any other IBE, V-BasicIBE consists of
four algorithms: Setup, Extract, Encrypt and Decrypt.

o (params) < Setup(\). Using RSAgen(\), generate (p, q), calculate the modulus
N < pq, choose u € J(N)\ QR(N), and choose a hash function H : ID — J(N).
The public parameters params are [N, u, H|. The master secret M S parameters
are p,q and a secret key K for a pseudorandom function (PRF) Fyx : ID —
[0,1,2,3].

o (r) < Extract(MS,ID). Calculate R <— H(ID) € J(N) and w < Fk(ID) €
{0,1,2,3}. Choose a € {0,1} such that u*R € QR(N). Let [z, 21, 22, 23] be the

four square roots of u*R € Zy, then r < z,,.

o (C) < Encrypt(params, ID,m). To encrypt a message m € {—1,1}!, V-BasicIBE
calculates [z;,y;, T;, 7;], @ € [0,1 — 1] that satisfy the following equations.

[, y;] < Rx?—l—Sjyf = (mod N), [Z;,7,] uRE?%—S@? = (mod N) (4.1)

for an odd number 7 = 2i + 1. To solve these equations, we review a product
formula presented by Jhanwar and Barua [JBO0S] in which they presented a variant

of Lemma 2.1 to implement their IBE. This lemma states that,

Lemma 4.1. Fori = 1,2 let (x;,y;) be a solution to Rx®> + S;y?> = 1 (mod N).

Then (z3,y3) is a solution to

Rz* 4 519y* =1 (mod N),

T1+T2
Rxix2+1

and y3 = Y1y2

where x3 = RS

Proof. Same as Lemma 2.1. O]
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V-BasicIBE calculates [xg, yo] and then uses Lemma 4.1 to find [z;, y;| as follows.

. 2xq N Y5
x:Rx%Jrl (mdy:R:E%Jrl’
Ri’.’ll’ifl +1 Rj?xi,1 + 1,

where [, 9] is a solution to R#? + S?j*> = 1 (mod N). Similarly, [z;,7,] are

generated as shown above.
The message m < [mg, mq, ..., m;_1] is encrypted using the following formula.
2y;87 + 2 _ 2.7 + 2
i Mmy s | d ¢ m;- | ——— ).
c m ( i ) and T; <—m ( i >
The ciphertext is C' < (5, ¢, ©).

e (m) < Decrypt(C,r). The message can be retrieved from the ciphertext as

follows.

mM—Ci‘(IT]\?_ ) if 7”2:R7 miFEi'(xT]\j ) if 7ﬁ2:uR.

Correctness. As in [BGHO07], it is easy to prove that.

(zgr +1) - ;87 + 2) = 2wry8” + 220 + 2y387 + 2 + (Ra? + S0y — 1)
= (J?ﬂ” + yz-sj + 1)2,

(xﬂ”-i-l) . (Qyisj—i-Q) _
N N
zir+1\ [ 2ys’ +2
(%) - (%)

e Remarks. ¢, cannot be used to encrypt or decrypt messages. That is because
the encryption key for ¢ is the Jacobi symbol (2335]\2,“):( 29%”) which can be

easily calculated. The variables 3, Z are only used to generate x;,1;. The variable

j in the equation Rz? + S7y?> =1 (mod N) must be odd for the same reason.

e The variables [T;,7,] can be generated in another way as follows. V-BasicIBE first
generates [z;,v;] and [ay, B;] such that [z;,v;] + Rx? + S7y? = 1 (mod N) and
[, Bi] < ua?+ 5732 =1 (mod N) using Lemma 4.1 as shown above. After that,

it uses [x;,y;] and [y, 5;] to generate [T;,7;| using Lemma 2.1.
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4.3.1 V-BasiclBE Security

Theorem 4.2. Suppose the quadratic residuosity assumption holds for RSAgen and
F is a secure PRF. Then the proposed V-BasicIBE is IND-ID-CPA secure based on
the QR assumption when H is modelled as a random oracle. In particular, suppose
A is an efficient IND-ID-CPA adversary, then there exist efficient algorithms By, B

whose running time is the same as that of A such that,
IBEAd'U.A,V*BasicIBE<)\) < 2QRAdUBg,RSAgen<)\) + PRFAdUB1,F<)\)

Proof. We first introduce Lemma 4.2.
Lemma 4.2. Let N = pq be an RSA modulus, S, R € J(N). Then

o [-When R € J(N)\ QR(N), S € QR(N), the Jacobi symbols (g(y—N‘s)) are uni-
formly distributed in {£1} for any function g, where s is a random variable uni-
formly chosen among the four square roots of S modulo N and g(y;, s)g(y;, —s)R €
QR(N) for all the four values of s.

o 2-When S € J(N)\ QR(N), R € QR(N), the Jacobi symbols (%) are uni-
formly distributed in {£1} for any function f, where r is a random variable uni-

formly chosen among the four square roots of R modulo N and f(x;,r)f(z;, —7)S €
QR(N) for all the four values of r.

o 3-When S, R € QR(N), the Jacobi symbols <g(%’5)) and (f(f\i,’r)> are constant,

i.e. the same for all four values of r and s .

Proof. Let s,5 be the four square roots of S € QR(N) such that s = s (mod p)
and 5 = —s (mod ¢), then the four square roots of S are {£3, £s}. We can assume
the same for R € QR(N) and the four square roots are {£7, £r}, where 7 = r

(mod p) and 7 = —r (mod ¢). We prove the three cases of Lemma 4.2 as follows.

;E;Sci ;(yi, 5)g(yi, —s)R € QR(N)
(g(yi,S)g(yi,—S)R> _ (g(yi,S)g(yi,—S)R) _ (g(yi,S)g(yi,—S)R) .

N p q
Since R € J(N)\ QR(N)

(2)-(2)--
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<g(yz-, $)9(yi, —s

)) _ (g(yi,S)g(yi,—8)> _
(g(y; S)) _ (g(yz;?—S)> aZd (g(y;,8)> _ (g(yi(;—S)) 7

Sinces=s (mod p),
9(4:,5) = g(yi,s)  (mod p)
(g(yp )\ _ <g(yp 8)>‘
Sinces = —s (mod
9(Y:,5) = 9(yi, —<8) (Zod q),
9w 3)\ _ (9 =s)) _  (9Wi8))
(g(y(i 5)) g((yﬁ)q ) g(yz-(, s) q 9(yi, s)
() e
9wi5)\ _ (9w
<g(?%§)) _ <g(yz~ij§)> _ (g(%S)) _ <g(yN— )>

This means that among the four Jacobi symbols <g(%§)> , (g(yj\’[_g)> , <g(%’s)> , (g (yj\’[_s)>

two are +1 and two are —1. OO

Case 2
Since f(xi,r)f(z;, —r)S € QR(N),

(f(fl?i,r)fjffxia—T)S) _ (f(i’?z'ﬂ’)f(??ia—r)s) _ (f(xi,r)f(xi,—T)S) 1

Since S € J(N)\ QR(N),

) :(f( T)f(fvz-—)>:_1

fl= 7")p (i, —7) q f (i, ) | (@i, =)
Eﬂp’)g(f((;)))w )5
N

f(@i,7) = f(2i, ) (mod p)
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(252) - (252)- (29 (252

(55) - (252)- (255 - (s
() (5)- (52 - (152
(252) - (42)- () - (522

e Security Proof. We define two sequences of games and let W; represents the

winning of the 4, game and W, represents the winning of the iy, game by the
adversary A. The security proof can be proved in two ways, Proof 1 and Proof 2.
Both proofs have in common the games from Game-0 to Game-3. Game-4 to
Game-7 belongs to Proof 1 and Game-4 to Game-7 belongs to Proof 2. Any of
these proofs can prove the security of the V-BasicIBE. These games are defined

as follows.

— Game-0. This game is the usual adversarial game.

— Game-1. This game replaces the PRF F' with a truly random function.

— Game-2. This game explains how to simulate the hash function H.

— Game-3. This game sets u € QR(N).

— Game-4. This game explains how to respond to a challenge query from A.

— Game-4. This game explains how to respond to a challenge query using the

Decrypt algorithm.
— Game-5. This game sets R € J(N) \ QR(N).
— Game-5. This game sets S7 € J(N)\ QR(N).
— Game-6. This game sets S; = s7 for each bit.
— Game-6. This game sets R; = H(ID,1i) for each bit.

— Game-7 and Game-7 replace the message m with a random number z.

e Game-0. This is the usual adversarial game for defining the IND-ID-CPA security
of IBE protocols. The challenger picks the random oracle H : ID — J(N) at
random from the set of all such functions in the Setup algorithm and allows A to

query H at arbitrary points. Thus, we have,

1
|PI"[W0} — 5‘ = IBEAdU.A,VfBasicIBE<)\)-

e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F' to respond to A’s private key queries, we
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use a truly random function f : ID — {0,1,2,3}. If F' is a secure PRF, A will
not notice the difference between Game-0 and Game-1. In particular, there exists

an algorithm B; (whose running time is about the same as that of A) such that,

| Pr[Wy] — Pr[Wo]| = PRF Advg, p()).

e Game-2. (N,u, H) are the public parameters params given to A in the previous
game where v is uniform in J(N)\ QR(N) and the random oracle H is a random
function H : ID — J(N). We make the following change in the random oracle H
in this game. The challenger responds to a query to H(ID) by picking a €5 {0,1}
and v €g Zy and setting H(ID) = u®?. Thus the challenger implements a
random function H : ID — J(N) as in the previous game. The challenger

responds to a private key query as follows.

Suppose R = H(ID) = uv? for some a €x {0,1} and v €g Zy. The challenger
responds to a private key query for ID by setting either R2 = v (when a = 0)
or (uR)z2 = uv (when @ = 1). Since v is uniform in Zy, this will produce a
square root of R or uR which is also uniform among the four square roots, as
in the previous game. Thus, A’s views in Game-1 and Game-2 are identical and

therefore,
| Pr[Ws,] = Pr[W]].

e Game-3. In this game, the challenger chooses u uniformly in QR(N) instead of
J(N)\QR(N). Since this is the only change between Game-2 and Game-3, A will
not notice the difference assuming that the QR assumption holds for RSAgen. In
particular, there exists an algorithm By (whose running time is about the same
as that of A) such that,

’ PI'[Wg] — PI'[WQ” = QRAdUBQ,RSAgen<)\)-

e Game-4. We describe below in detail how, in this game, the challenger responds
to a challenge query from A.
— He chooses uR, R € QR(N). (*)
— He chooses s € Zy and computes S/ = s¥ for an odd value j.

— Upon receiving two messages mg, m; from the adversary, the challenger tosses

a fair coin b € {0,1} and sets (C) < Encrypt(params, D, my).
— He sends C = (S, ¢,¢) to A.
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Since this game is the same as Game-3, thus,

| Pr[Wy] = Pr[Wy]|.

e Game-4. This game is the same as Game-3 except that the challenger handles a
challenge query from A differently. To encrypt a message m for an identity /D,
the challenger does the following.

— He chooses uR, R € QR(N).

— He chooses s €g Zy and computes S7 = s% for an odd value j. (¥)

— Upon receiving two messages mg, m; from the adversary, the challenger tosses

a fair coin b € {0,1} and sets (C') <= Decrypt(r, params, (S, my)).
— He sends C = (5,¢,¢) to A.

z;r+1
N

that C'is a unique encryption of m. Since this game is the same as Game-3, thus,

¢,©) are calculated as ¢; < m; - (22H) and ¢ « m; - . It is easy to see
N

|PI‘[W4] = PI'[Wg”

e Game-5. In this game, we make a change in the challenge phase. We replace the

line (*) in Game-4 with the following.
— He chooses uR, R € J(N)\ QR(N).

Since the only difference between Game-5 and Game-4 is that uR, R € J(N) \
QR(N) in Game-5 instead of uR, R € QR(N) in Game-4, A will not notice the
difference assuming that the QR assumption holds for RSAgen. In particular,
there exists an algorithm By (whose running time is about the same as that of A)
such that,

| Pr[Ws] — Pr[Wi]| = QRAdvp, rsagen(A)-

e Game-5. This game is similar to Game-5. We replace the line (*) in Game-4 with

the following:
— He chooses S7 € J(N)\ QR(N).

The only difference between Game-5 and Game-4 is that S7 € J(N)\ QR(N) in
Game-5 instead of S7 € QR(N) in Game-4 so A will not notice the difference
assuming that the QR assumption holds for RSAgen. In particular, there exists

an algorithm B, (whose running time is about the same as that of A) such that,

| PT[W5] - PY[W4” = QRAdUBQ,RSAgen(/\>-
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e Game-6. In this game, we encrypt the message by choosing S; € Zy indepen-

dently and randomly for each bit. In other words, we replace the Jacobi symbols
(W) and (W) with the Jacobi symbols (W) and <2§5—N+2) respec-

N
indistinguishable from Game-5, we present the following Lemma.

tively i.e ¢; = m; - (W) and ¢; = m,; - (M> To prove that Game-6 is

Lemma 4.3. The distribution of the Jacobi symbols (%) 15 1ndistinguishable

from the distribution the Jacobi symbols (zyLA}H)

The proof of this Lemma 4.3 is based on the work of Damgard [Dam88]. He proved

that the Jacobi sequences are indistinguishable from random. i.e. if an adversary

a+1
N

a. Although the values of a and a + 1 are highly correlated and dependent, that

knows the value of (%), it is a hard problem to find ( ) for an unknown value

does not mean that their Jacobi symbols are correlated. We now present a formal

proof for Lemma 4.3.
Proof. Damgard proved that the following is a hard problem [Dam88].

Theorem 4.3. Let J be the Jacobi sequence modulo N with a starting point a

and length P(k), for a security parameter k and polynomial P. Given J, find
<a+P(k)+1>
- )

This means that, knowing (%) , (“—*1) , (“T“) s s (“+“1) R (“+“2) s s (“+P), it

N
is a hard problem to find (‘”TPH)

We first choose a and P such that a + P + 1 = 2y;57 + 2, then we can write the

above sequence in two different forms.

(a) a+1 a+2 2y, 87 + 2 21,872 + 2 a+ P
v\~ )l ) N s N R

where a; = 2y;, 5" +2 —a, as = 29,8 + 2 —a, and j; < jo < j.

(g) a+1 a+ 2 2y, 84, + 2 2Yi,Sj, + 2 a+ P
v\~ )\~ )\ )5 N

where a; = 2y;,8;, +2 — a, as = 2y;,55, +2 — a.

Since Zy is an additive group, the values of a1, as and P exist in both sequences

for any value y or s which means that both sequences represent the Damgard

2y;87+2

X ) from the sequence

hard problem. Moreover, guessing the Jacobi symbol (

2y;5+2 2y;5%4-2 2u;sT 142 . : :
( - ), ( N >, v (1T is as hard as guessing the same Jacobi symbol

. . 27; 42 2y; J 2
from the sequence (245182) ) (2ws2t2) - <—y S ) The same holds for (—ylfVJr >

N
and (%) 0
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Based on Lemma 4.3, A will not be able to distinguish between Game-5 and

Game-6. i.e.

| Pr[Ws] = Pr[Ws]].

e Game-6. In this game, we hash the identity ID to a different value H(ID,i) =
u®R; = r? for each bit such as the original BGH systems. In other words, we
replace the Jacobi symbols (%ﬂ) and (E‘}"V—“) with (%ﬁl) and (EZTTZH) ie.
To prove that Game-6 is equivalent to Game-5, we recall Theorem 4.1 which stats
that hashing the identity to encrypt each bit does not have a positive impact on

the security of the IBE. Thus,

| P[] = Pr[Ws]|.

e Game-7. In this game, we replace the message m) by a random string z €g
{-1,1} e, ¢; = 2 - (lefv—l“) and ¢; = z; - (ES—N’H> We first prove that (2y;s; +
2)(—2y;s;i + 2)R € QR(N).

Proof. Let g(y;, s;) = (2y;s; + 2), then we have,

9(Yi, 5)9(Yi, —s:) R = 4(yssi + 1)(—yisi + 1)R,
9(i, $:)9(yi, —s:) R = 4(1 — (yis:)*) R,
9(yi,5)9(yi, —si) R = 4(Rx})R = (2Rx;)* € QR(N).

Similarly, we can prove that (27;s; + 2)(—27;s; + 2)uR € QR(N).

Since S; € QR(N), uR,R € J(N)\ QR(N), (2y;s; + 2)(—2y;s; + 2)R € QR(N)
and (27;s; +2)(—2y,;5;+2)uR € QR(N) then Case 1 in Lemma 4.2 can be applied
and the distribution of the Jacobi symbols (W) and (W) are random in
{#£1}. Thus, A will not be able to distinguish between Game-6 and Game-7. i.e.

| PI'[W7] = PI‘[WﬁH

e Game-7. In this game, we replace the message mp) by a random string z €g
{-1,1} ie., ¢ = 2 - (22H) and ¢ = z; - (Z2HL). We first prove that (z;r; +
1)(=xir; + 1)S7 € QR(N).
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Proof. Let f(x;,r;) = (z;7; + 1), then we have

Flasr) f(wi,—ri) S = (wir; + 1) (—zir; + 1)S7,
f(in,T’i)f(l’i, —T’Z‘)Sj = (1 — (IL‘Z‘TZ')Q)Sj = (1 — fL’ZQRZ)S],
flairi) fag, —ri) S = (87y7) 87 = (S7yi)* € QR(N).

Similarly, we can prove that (Z;r; + 1)(—Z;7; + 1)S7 € QR(N).

Since uR;, R; € QR(N), S7 € J(N)\ QR(N), (z;r; + 1)(—zr; +1)57 € QR(N)
and (z;r; + 1)(=Z;r; + 1)S7 € QR(N) then Case 2 in Lemma 4.2 can be applied
and the distribution of the Jacobi symbols (“TN—H) and (ETT“) are random in
{#1}. Thus, A will not be able to distinguish between Game-7 and Game-6. i.e.

| Pr[W4] = Pr[W]|.

e Clearly in Game-7 and Game-7 we have,
— 1
| Pr[Wr] = Pr[W+] = 5\

Combining all the previous equations proves Theorem 4.2.

4.4 V-AnonlBE

V-AnonIBE follows the same concept of V-BasicIBE. The Setup and Eztract algo-
rithms are identical to the ones in V-BasicIBE. To encrypt a message m € {—1,1}!,

V-AnonIBE calculates [z;, y;, a;, 5], @ € [0,1—1] that satisfy the following equations.
(23, 9] < Ra? 4+ S7y? = (mod N) and |ay, Bi] < ua? + 5762 =1 (mod N),

for an odd number j. V-AnonIBE solves the equations Rz?+S57y? =1 (mod N)

exactly as V-BasicIBE. The variables «;, ; are calculated using Lemma 4.1 as fol-

lows.
2 R 2
éé = 2(1/0 CLTLd ,8 = ?0 5
uog + 1 uog + 1
aizu and @:M7
uoy; 1o+ 1 uoy 1+ 1

~

where [y, Bg] are a valid solution to uaZ + SB2 = 1 (mod N) and [&, 8] are a
valid solution to ua® + S%42 =1 (mod N).

The message m < [mg, my, ..., m;_1] is encrypted using the following equation.
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- 2987 + 2
C; m; - ———— I
N

The main difference between V-AnonIBE and AnonIBE is that S7 is not constant
and k; < <#> must be calculated and sent along with the ciphertext. That is
why V-AnonlIBE is longer than AnonIBE by [ — 1. The ciphertext is (5, k, ¢) where
¢ [coyyeia], k< [koy .o, ki1]-

For decryption, the message can be retrieved as follows.

i 1 .
mi<—ci-<xrj\?— ) if r2=R.

1+ Sy, 3 + s
mi<—ci-( + y]ﬁv—l—axr

)-k:i if v =uR.

For i € [0,] — 1] and j is odd.
Correctness: If 7> = R, the correctness of AnonIBE is exactly the same as that of
BasicIBE. If 2 = uR,

(1+ S4B + cuwer) (248’ +2)(1 + Bis?) =
= 2(1+ S7yi; + aiayr) (1 + Sy B + yis” + Bis”)

QLT s7 (D i j
o 2y R gy
=2(1+7r)(1+75) (1 + S7yiB;)?
where T; = M andy = M
14 57y5 1+ STy 3,
From Lemma 2.1, [Z;,7;] is a valid solution to uRZ; + S7; =1 (mod N).

(14 77)(2 +27s’) € QR(N),
((1 + STy B + cuxir) 2y + 2) (1 + Bisj)) 1
N )

2087 +2\ (14 S57yBi + o k.
N N N v

4.4.1 V-AnonlIBE Security

Theorem 4.4. Suppose the interactive quadratic residuosity assumption holds for
RSAgen and F is a secure PRF. Then the proposed V-AnonIBE is Anon-IND-ID-
CPA secure in the standard model based on the IQR assumption. In particular,
suppose A is an efficient Anon-IND-ID-CPA adversary, then there exist efficient

algorithms By, By whose running time is the same as that of A such that,

]BEAdUA,V—AmmIBE()\> S ]QRAdUBQ,RSAgen()\> + PRFAdUBl’F()\).



CHAPTER 4. Efficient Pairing-Free IBEs Based on The QR Assumption 68

e Proof. Similar to V-BasicIBE security proof, we define two sequences of games
and let W; represents the winning of the 4, game and W; represents the winning
of the 4, game by the adversary A. Any of these sequences proves the security of
V-AnonIBE.

These games are defined as follows.

— Game-0. This game is the usual adversarial game.
— Game-1. This game replaces the PRF F with a truly random function.

— Game-2. This game explains how to simulate private key queries using a

square root oracle O.
— Game-3. This game explains how to respond to a challenge query from A.

— Game-3. This game explains how to respond to a challenge query using the

Decrypt algorithm.
— Game-4. This game sets R € J(N) \ QR(N).
— Game-4. This game sets S7 € J(N)\ QR(N).
— Game-5. This game sets S; = s? for each bit.
— Game-5. This game sets R; = H(ID,1i) for each bit.

— Game-6 and Game-6 replace the message m with a random number z.

e Game-(0. This is the usual adversarial game for defining Anon-IND-ID-CPA se-
curity of IBE protocols. The challenger picks the random oracle H : ID — J(N)
at random from the set of all such functions in the Setup algorithm and allows A

to query H at arbitrary points. Thus, we have,

1
|PI‘[WO] — §| == IBEAdUA7V_An0n]BE()\).

e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F' to respond to A’s private key queries, we
use a truly random function f : ID — {0,1,2,3}. If F' is a secure PRF, A will
not notice the difference between Game-0 and Game-1. In particular, there exists

an algorithm B; (whose running time is about the same as that of A) such that,

| Pr[Wy] — Pr[Wo]| = PRF Advg, p()).

e Game-2. In this game, we modify the challenger so that it does not need the
factorisation of N. We will work in the setting of the IQR assumption, so we
assume a randomly chosen square root oracle O with its associated quadratic non-
residue w as in [BGHO7]. As before, the challenger chooses p, ¢ - RSAgen()) and
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N = pq, but now it does not need the factorisation during the game. (NV,u, H)
are the public parameters params given to A in the previous game where u is
uniform in J(N) \ QR(N). The challenger responds to private key queries using
the oracle O. Given a private key query for I D the challenger must return r € Zy
where 2 = u*H(ID) for some a € {0,1}. This is precisely what the oracle does,
enabling the challenger to respond to private key queries. Because the square root
oracle is chosen at random (replacing the random function f), the distributions

of query responses are identical to those in Game-1. Therefore,

| Pr[Ws] = Pr[iWy]|.

e Game-3. We explain, in this game, how the challenger answers a challenge query

from A for an identity I D and a message m.

— He constructs the private key r and u*R € QR(N) for ID using the oracle O.
(*)
— He chooses s € Zy and computes S/ = 5% for an odd value j.

— He chooses k; € {£1}.

— Upon receiving two messages mg, m; and two identities 1Dy, ID; from the
adversary, the challenger tosses two fair coins (b,b) € {0,1}? and sets (c, k) <
Encrypt(params, I Dy, my,).

— He sends (S, k, ¢) to A.

We prove that this game has the same distribution for (S, k, ¢) as the real Encrypt

of Game-2.
We first prove that <1+J%sj> (17]%‘?].) u € QR(N).
Proof. Let g(8;,s7) = (1 + f3;s7), then we have,

9(Bi7)g(Bi, =" )u = (8" +1)(1 = Bis” Ju,
g(ﬁlv Sj)g(ﬁb _Sj)u = (1 - (5i8j)2)u’
g(ﬁla Sj)Q(ﬂZ'? _Sj)u = (UCY?)U = (UOJZ')2 S QR(N)

Since S7 € QR(N) and u € J(N)\ QR(N) then Case 1 in Lemma 4.2 can be

applied and the distribution of the Jacobi symbols k; = (#) are random in
{£1}. Thus,

| Pr[Ws] = Pr[W5)|.
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e Game-3. This game is the same in Game-2 except that a challenge query is
processed differently. To encrypt a message m to a particular I D, the challenger

does the following.

— He constructs the private key r and u*R € QR(N) for I D using the oracle O.
— He chooses s €p Zy and computes S = s% for an odd value j. (¥)
— He chooses k; €p {£1}.

— Upon receiving two messages mg, m; and two identities Dy, ID; from the
adversary, the challenger tosses two fair coins b,b € {0,1}? and sets (c, k) =

Decrypt(r, params, (S, k, I Dy, myp)).
He sends (S, k, ¢) to A.

We prove in Game-3 that k; has a random distribution in {£1}. In addition, It
is easy to see that (S, k,¢) is the unique encryption of m. Therefore, (S, k,c) of

Game-3 is the same as in Game-2. Thus,

| Pr[Ws] = Pr[Wa]].

e Game-4. In this game, we make a change in the challenge phase. We replace the

line (*) in Game-3 with the following.
— He constructs u*R € J(N) \ QR(N) for ID using the oracle O.

Since the only difference between Game-4 and Game-3 is that u*R € J(N) \
QR(N) in Game-4 instead of u*R € QR(N) in Game-3, A will not notice the
difference assuming that the IQR assumption holds for RSAgen. In particular,
there exists an algorithm B, (whose running time is about the same as that of A)
such that,

| Pr[Wy] — Pr[Ws)| = IQRAdvE, psagen(A).

e Game-4. We replace the line (*) in Game-3 with the following.
— He chooses S7 € J(N) \ QR(N).

Since the only difference between Game-4 and Game-3 is that S7 € J(N)\QR(N)
in Game-4 instead of S7 € QR(N) in Game-3, A will not notice the difference
assuming that the IQR assumption holds for RSAgen. In particular, there exists

an algorithm B, (whose running time is about the same as that of A) such that,

| Pr[W 4] — Pr[W3]| = IQRAdvB, rsAgen(N)-
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79

e Game-5. In this game, we replace S7 with randomly independent values S; = s

W) As we proved in Game-6 in V-

s; €Egr Zy for each bit. ie. ¢ = m; - (
BasicIBE, the sequence (W) represents the Damgard hard problem and the

adversary A cannot distinguish between Game-5 and Game-4. Thus.

| Pr[Ws] = Pr[W4]].

e Game-5. In this game, we hash the identity ID to a different value H(ID,i) =

u®R; = r? for each bit such as the original BGH systems. i.e. ¢; = m; - (%)
if 72 = R; and ¢; = m; - <1+S]y“8%> - k; if r? = uR;. Similar to Game-6
in V-BasicIBE, we recall Theorem 4.1 to prove that Game-5 is indistinguishable

from Game-4. Thus,

| Pr[W5] = Pr[W.]|.

e Game-6. In this game, we replace the message m) by a random string z €g
{11} ie, ¢ = 2 - (222, Since S; € QR(N), R € J(N)\ QR(N) and
(2y;si +2)(—2y;5; +2)R € QR(N) then Case 1 in Lemma 4.2 can be applied and
the distribution of the Jacobi symbols (242+2) are random in {£1}. Thus, A

will not be able to distinguish between Game-6 and Game-5. i.e.

| PI'[WG] = PI‘[W5]|

e Game-6. In this game, we replace the message m) by a random string z €gr
{-1,1}ie., ¢; = z- (%“Ll) if r? = R; and ¢; = z;- (M) ki if r? = uR;.
In Game-7 of BasicIBE we prove that (z;r; + 1)(—z;r; +1)57 € QR(N). We now
prove that (1 + S7y;8; + czir:) (1 + S7y; 8; — cyzir;)S7 € QR(N).

Proof. Let f(x;,7;) = (1 + S7y;8; + awr;), then we have,

i, i) f (2, —Ti)Sj =(1+ STy 85 + a;xir;) (1 + STy B; — Oéil’iTi)Sj

= (1 P V(1 - (1 + STy 8;) Y
( +1+S]yz‘5z’)( 1‘1‘5]%’5@')( 5l
= (@ri + 1)(—Tr; + 1)(1 + S4:5:)*S” € QR(N),
here T — QT
where T; = [T Sigh

Similar to BasicIBE, it is easy to prove that (zr; + 1)(—zr; +1)S7 € QR(N). O
Since u'R; € QR(N), S7 € J(N)\ QR(N) and f(xs,r;)f(x;, —1)S? € QR(N)
where f(x;,7;) = (zr; + 1) if Ry = r? and f(z;, 7)) = (1 + STy 8; + asayr;) if

i
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uR; = r? then Case 2 in Lemma 4.2 can be applied and the distribution of the
Jacobi symbols (£2£1) and <M) - k; are random in {£1}. Thus, A

will not be able to distinguish between Game-6 and Game-5. i.e.

| Pr[W] = Pr[IWs]].

e End. Clearly in Game-6 and Game-6 we have,

| PrI7g] = PrWi] = %|.

Combining all the previous equations proves Theorem 4.4.

4.5 Space-Time Tradeoff

In this section, we present a trade-off between the time and the ciphertext length
of the proposed IBE systems. For V-BasicIBE, instead of sending S along with ¢
and ¢ as the full ciphertext C', the sender obtains a random solution to the equation
Rx* + Sy*> = 1 (mod N) using only one inversion in Zy [JB08] and sends C' =
(20, To, ¢, ¢). This results in high encryption speed. In the decryption, the receiver
does not have to solve any equations and he can generate x; or T; (based on if
r? = R or uR) using Lemma 4.1. This, of course, comes at the cost of sending one
more element in Zy. This time-space trade-off applies for V-AnonIBE where the

ciphertext is C' = (S, xo, Yo, 0, Bo, ¢, C).

4.6 Conclusion

This chapter proposed two variants of BGH systems. The proposed variants are
more efficient (in terms of computation time) than the original IBE systems. We
also proved that these IBE systems have the same security level as BGH systems.
In addition, the proposed IBE systems have only one element in the Zy private
key instead of | elements in Zy as in BGH systems. We also produced time-space

trade-off variants that are both fast and efficient.



Chapter 5

Jhanwar-Barua’s Identity-based En-

cryption Revisited

In FOCS’07, Boneh, Gentry and Hamburg presented an identity-based encryption
(IBE) (BasicIBE) based on the quadratic residuosity (QR) assumption. A BasicIBE
encryption of an [-bit message has a short ciphertext of log, N + 2[ bits where N
is an RSA modulus. However, it is not time-efficient due to solving [ + 1 equations
in the form Rz? 4+ Sy? = 1 (mod N). Jhanwar and Barua presented a variant of
BasicIBE in which the sender only solves 2v/1 such equations. The receiver decrypts
the message without solving any such equations. In addition, the decryption key is
decreased to only one element in Zy. However, the ciphertext size increases from a
single element to 21/1 elements in Zy. In this chapter, we revisit the Jhanwar-Barua
(JB) IBE and review its security. We prove that this IBE is not IND-ID-CPA secure
and present a solution to the security flaw of this IBE. We also point out a flaw in
the security proof of JB IBE and propose a security proof for the fixed IBE. We

prove that it has the same security as the original BasicIBE.

5.1 Introduction

Most IBE systems presented in the literature are based on pairing operations. Ac-
cording to MIRACL benchmarks, a 512-bit Tate pairing takes 20 ms while a 1024-bit
prime modular exponentiation takes 8.80 ms. The pairing computations are expen-
sive compared to normal operations. This limits IBE from being used in real life,
specially when time and power consumptions are a major concern such as in limited
wireless sensor networks. Hence, seeking for an IBE that does not rely on pairings
is desirable.

Another approach to design IBE systems is based on the quadratic residuosity
(QR) assumption. The first IBE based on this approach is due to Cocks [Coc01].
It is time-efficient compared to pairing-based IBE systems, but it produces a long
ciphertext of two elements in Zy for every bit in the message. Boneh, Gentry
and Hamburg [BGHO7] presented two space-efficient IBE systems (BasicIBE and
AnonIBE) in which the ciphertext is reduced from 2[ elements to only one element
in Zy. As in Cocks’ IBE, the security of BasicIBE is based on the QR assumption in
the random oracle model. Although the concrete instantiation of BasicIBE is highly

space-efficient, this comes at the cost of less time-efficient encryption/decryption

73
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Table 5.1: Comparison Between Various IBE Systems and JB IBE

Expensive Mathematical Operations | Ciphertext Length
Cock’s 0 2l(log N)
BasicIBE (I+1)p log N + 21
AnonIBE (20l+1)p log N +1+1
Jhanwar-Barua 0 2v/1log N + 21
Boneh-Boyen e+3m Gr+2G
BRS m+(x)e G+(x)Gr

algorithms. To encrypt an [-bit message, BasicIBE solves [ + 1 equations in the
form Rz? + Sy*> = 1 (mod N) for known values of R, S and N [BGHOT7]. Solving
such an equation requires a ‘solubility certificate’ and obtaining these certificates
requires the generation of primes [CR03, Kel08]. The prime generation is a time-
consuming process and it is the bottleneck in the BGH systems. Moreover, the
decryption key is [ elements in Zy because the identity I D is hashed to a different
value to encrypt each bit.

Jhanwar and Barua [JB08] made some significant observations on the BGH
systems (for solving equations in the form Rz? + Sy*> =1 (mod N)) and proposed
a trade-off IBE that reduces the private key length but increases the ciphertext
length. They found that by knowing the value of S (mod N), one can find a random
solution to the equation Rx? + Sy? = 1 (mod N) using only one inversion in Zy.
The sender solves only 2v/1 equations in the form Rz? + Sy?> = 1 (mod N) using
only 2v/1 inversions in Zy and thus, no prime generation is required. This increases
the encryption/decryption speed dramatically. The private key is only one element
in Zy. However, this IBE produces a large ciphertext of 2v/ elements in Zy.

The most interesting part of Jhanwar and Barua IBE [JB08] is its time- and
power-efficiency. It avoids the expensive prime generation and replaces it with only
one inversion in Zy. Moreover, there is no expensive computational operations such
as pairing or even modular exponentiation. We compare between JB IBE and some
other efficient IBE systems such as Boneh-Boyen IBE [BB04a] and IBE systems with
more powerful adversary such as Boneh, Raghunathan, Segev (BRS) IBE [BRS13].
We also compare it to other pairing-free IBE such as Cock’s IBE [Coc01] and BGH
systems [BGHO7]. In Table 5.1, the symbol m represents prime modular exponenti-
ation while e and p represents pairing operation and prime generation respectively.
[ represents the message length. The symbol z in the table represents a parameter
in BRS IBE which is function of the security parameter, the length of the identity
and a prime p [BRS13]. The symbols G and G7 represents an element in two groups
G and G7 such that e : G x G — Gr.

Our Contributions. We revisit JB IBE and identify some security issues with it.
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We prove that an IND-ID-CPA adversary can attack this IBE and hence it is not
IND-ID-CPA secure. The attack comes from mistakenly reusing the same key to
encrypt multiple bits and hence, these bits are encrypted using the same key. We
also present a solution to the security flaw of this IBE. We also point to a flaw of the
security proof of JB IBE and present a security proof for the fixed IBE. We prove

that it is as secure as BasicIBE.

5.2 The IBE Structure

JB IBE is explained as follows.

e (params) < Setup(A). Using RSAgen(\), generate (p, ¢). Calculate the modulus
N < pq. Choose a random u € J(N)\ QR(N) and choose a hash function
H :ID — J(N). The public parameters params are [N, u, H|. The master secret
M S parameters are p, q and a secret key K for a pseudorandom function (PRF)
Fx :ID — {0,1,2,3}.

o (1) « Extract(MS,ID,l). Calculate R < H(ID) € J(N) and w < Fk(ID) €
{0,1,2,3}. Choose a € {0,1} such that u*R € QR(N). Let [z, 21, 22, 23] be the

four square roots of u*R € Zy, then r < z,,.

e (C) + Encrypt(params,ID,m). To encrypt a message m € {—1,1}!, JB IBE
calculates [z;, yi, T;, 7;], @ € [0,1 — 1] that satisfy the following equations.

[, y;] < RZE? + Siy; = (mod N) and [z;,7;| uRE? + S@? =1 (mod N),

for the first k& = v/I bits. After that, it calculates y;,i > k — 1 from Yirs Yjor Tjy s Tjo
such that (ji,72) < @ = k- j1 + jo using Lemma 4.1. After that, the message is
encrypted exactly as BasicIBE. The full structure of JB IBE encryption algorithm
is shown in Figure 5.1. The ciphertext is C' < (¢,¢, x, 7).
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1k« +I1,R<+ H(ID) € J(N)
2 foreach i € [0,/ — 1] do

3 if 1 <k —1 then
4 $; €r Iy, 57 = S; (mod N), [x;,y;] < Rx? + S;y? =1 (mod N)
5 [Z:,7;] + uRT? + Sy =1 (mod N)

2y;5;+2 = 2y;si+2
6 cl%ml(%),cl%rm(T)
7 else

.. A . o Yj1 Yjo _ Yj1 Y

8 (‘]1"]2) = k ‘71 +‘727 %1,]2 — R‘Z’j11'12+1 ’ yj17j2 — uR§j15j2+1
9 C<_m<w>g<_m<w)
10 end
11 ¢ [coy .y io1],C < [Coy ory Ci1], @ = [21, ...y 2] and T < [T, ..., Tk]
12 end

Figure 5.1: The Structure of JB IBE Encryption Algorithm

o (m) < Decrypt(C,r). The receiver decrypts the message based on if R € QR(N)
or not. If R € QR(N), the receiver discards ¢, T and decrypts the message m;
i - (&N“) Otherwise the receiver discards ¢,z and decrypts the message m; <
Ci- (@TTH) The full structure of JB IBE decryption algorithm is shown in Figure

0.2.

1 foreach i € [0,/ — 1] do

2 if 72 = R then

3 if i > k— 1 then

1 Gda) =kt g, 3
5 end

6 m; <— ¢; - (%ﬂ)

7 end

8 | if r? =uR then

9 if i > k— 1 then

10 \ (jl,j2)<—i:k-j1+j2,fi<—%
11 end

12 m; < C; + (E”TH)

13 end

14 end

Figure 5.2: The Structure of JB IBE Decryption Algorithm
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Figure 5.3: The Maximum Number of bits Encrypted by k Elements of y;, ,

5.3 The Security Flaw of JB IBE

The idea behind JB IBE is based on a time-space trade-off of BasicIBE [BGHO7].
To decrease the number of 3,7 elements, JB IBE solves only two sets of & = /1
equations. Each set is used to generate ¢ and ¢ respectively. A bit m;<j_; is
encrypted with y;, 7, while a bit m;~,_1 is encrypted with (y;, ) < f(Yj1sYjn)
where i = k - j; + j2. Assume that there are two bits m;,, m;, where i1 =k - 51 + jo

and @2 = k- jo + Ji, then ), 5, = 2jp 5 = gt and Y = Vg T w1
Consequently, bits m;,, m;, are encrypted/decrypted using the same key. The same
idea goes for 7y, j,,7,, ;,- Based on this security flaw, an IND-ID-CPA adversary

can win an IND-ID-CPA game against this IBE as follows.
e An adversary A chooses i1,i3 > k— 1 such that i1, = k- j; + jo and is = k- jo + j1.

e In the challenge phase, A sends to the challenger C two messages m,m. These

messages are chosen at random with m;, = m;, and m;, # my,.

e In the guess phase, the adversary A checks the bits ¢;,, ¢;,. If ¢;;, = ¢;, then b =10
and if ¢;, # ¢;, then b= 1.

To overcome this security flaw, j; must not be equal to j, for all values of j; and js.
i.e., j1 # jo for all [j1,72] € [0,k — 1]. This means that the number of k equations
(i.e. the number of y elements) required to encrypt a message with length [ is more
than v/I1. Next, we deduce the relation between k and [ in order to make JB IBE
secure. Figure 5.3 represents a message m as a table. Each row is encrypted using k
elements of y;. The first row is encrypted by the first k& elements of 3;. The second
row is encrypted by the combination of y; and all values of g, ..., yx_1. The third
row is encrypted by the combination of y5 and all values of vy, ..., yx_1 and so on. In
the third row, the value y9, is eliminated because it is equal to y; 2. In the fourth
row, the values of y3; and ys;9 are eliminated because they are equal to y; 3 and

Y23 respectively. Similarly, one can find the number of eliminated bits in each row
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until the last row, where only yr_10,Yr—14,-1 are used. The maximum number of

bits that can be encrypted using k values of y is,

b k2+3k;—2
k) i<

1=2

For example, if the message length is 100 bits, then the minimum number of solved
equations must be 200 < k2 + 3k — 2, k > 13, which is larger than v/I = v/100 = 10.

5.4 JB IBE Security Proof

In this section, we first point out a flaw in the security proof presented in [JBOS§] for
JB IBE, then we present a security proof for the fixed IBE. In JB IBE security proof,
the authors assumed that, if an adversary A guessed the first £ Jacobi symbols on
the form (M) and (%LN”H» he will be able to guess the distribution of the
rest [ — k Jacobi symbols <w . That is obviously because y;, j,, SjiSjs
depends on y;,s;, and y;,s;, and consequently, the IBE security is reduced by a
factor of 2% We prove that this claim needs revision. In fact, we prove that guess-
ing the Jacobi symbols <w> from <M> and (M) is as hard
as guessing them from other independent Jacobi symbols (W) and (%LA}H)
That is because Damgard [Dam88] showed that the distribution of Jacobi symbols
sequences is random. If an adversary knows ( ) it is a hard problem for him to find
(““) for an unknown value a. Although a and a + 1 are highly related, the Jacobi
symbols (N) and (“+1) look random and indistinguishable from the adversary point

of view. Based on the above, we present the following Lemma.

Lemma 5.1. The distribution of the last | — k bits of JB IBE encryption key in the

form of w does not depend on the distribution of the first k bits in the
2y;, 85, +2 2y, Sjo+2
form <“+> and (%)

Proof. As shown in Theorem 4.3, knowing (&), (%), (24£2), ..., (52, ..., (¢422)
.., (“£F), it is a hard problem to find (¢
We first choose a and P such that a + P + 1 = 2y;, ;,5;,5j, + 2, then we can
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write the above sequence in two different forms.

(a> a+1 a+2 2y, 85, +2 2y5,85, + 2 a+ P
v\~ ) ) i sy N yeens N

where a; = 2y;,55, +2 —a, ay = 2y;,55, +2 — a.

(a) a+1 a+2 2y;8; + 2 2y;8; + 2 a+ P
~v)o =~ N ) N e N yeees N

where a1 = 2y;s; +2 — a, as = 2y;s; +2 — a.

Since Zy is an additive group, the values of a1, as and P exist in both sequences for

any value y or s. From the above equations, guessing the Jacobi symbol (W)

from (W) and <W> is as hard as guessing them from independent Jacobi

symbols. n

We note here that in JB IBE, it is much harder to guess the Jacobi symbols
(M]\?S”H) than the Damgard problem because the only available Jacobi sym-

. 2y, 85, +2 2Yj08jo+2
bols in the whole sequence are (y“+ and <y’2+ :

We now present the security proof for the fixed JB IBE.

Theorem 5.1. Suppose the QR assumption holds for RSAgen and F is a secure
PREF. Then the proposed JB IBE is IND-ID-CPA secure based on the QR assumption
when H is modelled as a random oracle. In particular, suppose A is an efficient IND-
ID-CPA adversary, then there exist efficient algorithms By, B whose running time
is the same as that of A such that,

IBEAdv 4 ;5(A\) < 2QRAdvp, gsagen(N) + PREF Advp, p(N).

We define a sequence of games and let W, represents the winning of the iy, game

by the adversary A. These games are defined as follows.

e Game-0. This game is the usual adversarial game.

e Game-1. This game replaces the PRF F with a truly random function.

e Game-2. This game explains how to simulate the hash function H.

e Game-3. This game sets u € QR(N).

e Game-4. This game explains how to respond to a challenge query from A.
e Game-5. This game sets R € J(N) \ QR(N).

e Game-6 replaces the message m with a random number z.
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The details of the proof are as follows.

e Game-0. This is the usual adversarial game for defining the IND-ID-CPA security
of IBE protocols. The challenger picks the random oracle H : ID — J(N) at
random from the set of all such functions in the Setup algorithm and allows A to

query H at arbitrary points. Thus,

1
|PI‘[W0] - §| = ]BEAdUAyJB(/\).

e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F' to respond to A’s private key queries, we
use a truly random function f : ID — {0,1,2,3}. If F is a secure PRF, A will
not notice the difference between Game-0 and Game-1. In particular, there exists

an algorithm B; (whose running time is about the same as that of A) such that,

| Pr[W1] — Pr[Wy)| = PRE Advg, #(N).

e Game-2. (N,u, H) are the public parameters params given to A in the previous
game where u is uniform in J(N)\ QR(N) and the random oracle H is a random
function H : ID — J(N). We make the following change in the random oracle H
in this game. The challenger responds to a query to H(ID) by picking a €5 {0, 1}
and v €xr Zy and setting H(ID) = u®? Thus the challenger implements a
random function H : ID — J(N) as in the previous game. The challenger

responds to a private key query as follows.

Suppose R = H(ID) = u®? for some a €x {0,1} and v €g Zy. The challenger
responds to a private key query for I D by setting either Rz = (when a = 0)
or (uR)z2 = uv (when @ = 1). Since v is uniform in Zy, this will produce a
square root of R or uR which is also uniform among the four square roots, as
in the previous game. Thus, A’s views in Game-1 and Game-2 are identical and

therefore,

| Pr[Wy] = Pr[W7]].

e Game-3. In this game, the challenger chooses u uniformly in QR(N) instead of
J(N)\QR(N). Since this is the only change between Game-2 and Game-3, A will
not notice the difference assuming that the QR assumption holds for RSAgen. In
particular, there exists an algorithm By (whose running time is about the same
as that of A) such that

| Pr[Ws] — Pr[Ws]| = QRAdvB, rsAgen(N).
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e Game-4. We describe below in detail how, in this game, the challenger responds

to a challenge query from A.

— He chooses uR, R € QR(N) and sets H(ID) = R. (*)

— He chooses s €g Zy and computes S; = s2.

— Upon receiving two messages mg, m; from the adversary, the challenger tosses
a fair coin b € {0,1} and sets (c,¢) < Encrypt(params, 1D, my).

— He sends (S, ¢,¢) to A.

Since this game is the same as Game-3, thus,

| PI'[W4] = PI‘[WgH

e Game-5. In this game, we make a change in the challenge phase. We replace the

line (*) in Game-4 with the following.
— He chooses uR, R € J(N)\ QR(N) and sets H(ID) = R.

Since the only difference between Game-5 and Game-4 is that uR, R € J(N) \
QR(N) in Game-5 instead of uR, R € QR(N) in Game-4, A will not notice the
difference assuming that the QR assumption holds for RSAgen. In particular,
there exists an algorithm B, (whose running time is about the same as that of A)
such that

| Pr[W5] — Pr[Wy]| = QRAdvE, rsagen(N)-

e Game-6: In this game, we replace the message m) by a random string z €gr
{—1,1}ie., ¢; = 2> (W) and ¢; = z;- (%) where y; =y, j, and s; = 55,5,
, 1 = k- j1+ jo for the last [ — k bits. We first prove that (2y;s; +2)(—2y;s; +2)R €
QR(N).

Proof. Let g(s;) = (2y;s; + 2), then we have,

g(s:)g(—si) R = 4(y;s; + 1) (—yisi + 1R,
g(si)g(—si) R = 4(1 — (yisi)Q)Ra
g(s1)g(—si)R = 4(Rx?)R = (2Rx;)* € QR(N).

Similarly, we can prove that (2y;s; + 2)(—2y;s; + 2)uR € QR(N).

Since S; € QR(N), uR, R € J(N)\QR(N), (2y;s;+2)(—2y;8;+2)R € QR(N) and
(27;5:+2)(—2y;5,+2)uR € QR(N) and based on Lemma 5.1, Case 1 in Lemma 4.2
can be applied and the distribution of the Jacobi symbols (W) and (W)
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are random in {£1}. Thus, A will not be able to distinguish between Game-5

and Game-6. i.e.

| Pr[Ws] = Pr[Ws]|.
e Clearly in Game-6 we have
— 1
| Pr[Ws| = Pr[W¢| = §|

Combining all the previous equations proves Theorem 5.1.

5.5 Conclusion

In this chapter, we reviewed the security of JB IBE. We showed that this IBE is not
IND-ID-CPA secure. We also presented a solution to overcome this security flaw.
We also pointed out a flaw of the security proof of JB IBE and presented a security
proof that shows that the fixed JB IBE is as secure as the original BasicIBE.



Chapter 6

Efficient Attribute-based Signcryp-

tion Systems

In this chapter, we present two ciphertext-policy attribute-based signcryption (CP-
ABSC) which are efficient and fully secure. These systems are BasicABSC and
AnonABSC. In addition to providing confidentiality, unforgeability and access con-
trol to the signcrypted data, our proposed AnonABSC is anonymous. i.e. an adver-
sary can not determine for which attributes or policies the message is signcrypted.
This is very useful especially when the signcrypted data are stored on a public cloud
such as the Internet. As far as we know, this is the first CP-ABSC that achieves
such property. In addition, our proposed systems are time- and power-efficient and
they do not depend on expensive paring operations which make them suitable for
mobile and lightweight devices. Our systems are fully secure under the quadratic
residuosity (QR) assumption and provide a constant ciphertext size regardless of

the number of attributes associated with the access structure.

6.1 Introduction

Nowadays, most sensitive data for individuals and organisations alike are stored
in a public cloud such as the Internet to provide an access on demand to their
data in multiple devices anywhere anytime. This sensitive information may be, for
instance, an email address and it’s password. To safely store this information on
a public cloud, this information must be in an encrypted format with some sort of
access control. Public key cryptography (PKC) does not support an access control
structure for encrypted data; a user can only decrypt the message if and only if
he posses the secret key associated with the public key by which the message is
encrypted.

Attribute-based cryptography (ABC) was presented to give an access structure
to encrypted data stored on a public cloud. It allows users to encrypt or sign
messages based on their attributes instead of their individual identities as in the
identity-based cryptography (IBC) [Sha84]. These attributes are, for example, the
place where they live or the company in which they work. ABC can be classified
as key-policy ABC and ciphertext-policy ABC. A policy is a rule that determines
which attributes should decrypt or verify the message. In a key-policy ABC, the
policy is inserted in the key while the ciphertext is encrypted or signed using the
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Table 6.1: Comparison Between Different ABC Systems

84

Systems KP/CP-ABC Access Structure Security Model Decryption Key Size Ciphertext Size
SW [SWO05] KP-ABE Threshold Selective Security nG nG + Gr
OSW [OSWO07] KP-ABE Tree Selective Security |A|G |PIG + G
BSW [BSWO07] CP-ABE Tree Selective Security (2|A| + 1)G (2|P] + 1)G + Gp
Waters [Wat11] CP-ABE LSSS Selective Security (JA] 4+ 2)G (2|P| +1)G + Gp
FYW [GMST14] CP-ABE AND gates Selective Security 2G (n-|P| 4+ 2)G+Gp
YWX [HLY13] CP-ABSC Non monotonic Full Security (n+1)G 5G + 1
Proposed system CP-ABSC AND gates Full Security nzy Zy + 21

attributes. In a ciphertext-policy ABC, the policy is inserted in the ciphertext while
the key represents the attributes.

In this chapter, we present two ciphertext-policy attribute-based signcryption
(CP-ABSC) systems in which the confidentiality and unforgeability of the data is
guaranteed in a more efficient way than using an encryption and signature systems
individually. These systems are BasicABSC and AnonABSC. AnonABSC is anony-
mous to preserve the privacy of the attributes of the signcrypted data. The access
structure of these systems is AND gate. They are efficient compared to other pairing-
based cryptosystems and hence, they are more suitable for mobile and lightweight
devices. They are fully secure in the random oracle model based on the quadratic
residuosity (QR) assumption. The ciphertext size is constant regardless of the size
of the access structure.

A comparison of some ABC systems is presented in Table 6.1 where n represents
the number of available attributes, G and G are two groups defined over a bilinear
pairing € : G x G — Gr. |A| represents the size of an attribute set and |P| is the
size of the access structure. [ is the message size and Zy represents an element of
the same size as the modulus N.

Contribution. Our systems have the following advantages.

Anonymity. The anonymity of any cryptography system is an important security
property especially for information with public access. If an adversary obtained an
access to the signerypted data, he will not be able to get the attributes for which
the message is signcrypted (the receiver’s attributes). As far as we know, there is
no attribute-based signcryption with anonymity in the literature.
Time-efficiency. All the proposed ABSC systems in the literature are constructed
using pairing. A pairing operation is an expensive and time-consuming process. It
takes approximately 2.5 times an RSA modular exponentiation based on MIRACL
benchmarks. Our proposed systems require only two prime search operations which
take around 11ms each for a modulus size of 1024 bits [JB08] with a large message
space of 2Vl bits where |N| is the modulus size. In addition, our proposed systems
can be constructed using a trade-off approach to further boost the performance of
the proposed CP-ABSC systems.

Security. Our proposed systems are fully secure in both message confidentiality
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and ciphertext unforgeability based on the quadratic residuosity (QR) assumption
in the random oracle model. In addition, the signcryption process can only be done
with the secret keys associated with the attributes of the sender (and that where the
signature part comes from), so these systems can be transformed to become secure
against adaptive chosen ciphertext attack (IND-CCA2) using the Fujisaki-Okamoto
transformation [FO13] without affecting the signature process.

Fixed ciphertext size. The ciphertext of the proposed systems are fixed at | N|+2I
bits regardless of the access structure of the receiver (which defines who can decrypt
the message) or the sender (which defines who can sign the message).

In the rest of chapter, we present the structure of the proposed systems along
with their security proofs. After that, we present a trade-off construction for these
systems and then conclude the chapter. Through the rest of the chapter, n is a
subscript that defines a receiver (encryption) variable, o is a subscript that defines
a sender (signature) variable, A is an attribute, A is a set of all user’s attributes, P
is the access structure, n is the number of all possible attributes, ¢ is an attribute

index and j is a bit index.

6.2 BasicABSC

In this section, we explain how to implement BasicABSC which is time-efficient
and fully secure ABSC system. BasicABSC consists of four algorithms: Setup,
KeyGeneration, Signerypt and Unsignerypt. We note here that the attributes in our
proposed systems are mapped to the same values for both encryption and signature
ie. A, = Aiy, Tio = Ty and uExtract and sExtract are the same. From now
on, we refer to the key extraction algorithm as KeyGeneration. The construction of
BasicABSC is as follows.

e (params, MS) <+ Setup()\). Using RSAgen(\), generate (p,q), calculate the
modulus N = pq, choose u € J(N)\ QR(N), and choose a hash function
H : A; — J(N). The public parameters params are [N,u, H]. The master
secret M S parameters are p,q and a secret key K for a pseudorandom function
(PRF) Fg : A; —[0,1,2,3].

e (r;) « KeyGeneration(M S, params, A;). Calculate H(A;) € J(N) and w; =
Fr(A;) € {0,1,2,3}. Choose a € {0,1} such that u*A; € QR(N). Let [z, 21, 22, 23]
be the four square roots of u*A; € Zy, then r; = z,,. Repeat this process for all n

attributes in the system.

e (C) « Signerypt(m, params, A,, Py, Py, 7:5). To signerypt a message m € {—1,1}

where [ is the message length, the sender checks based on his access structure P,
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which attributes are quadratic residue and which are not. Let f, be the number
of the sender’s (signature) attributes that are non quadratic residue and |P,| — ¢,
be the number of the sender’s attributes (signature) that are quadratic residue.
Choose two random even values d;, ds and a random value s. Calculate S = 5%,
U =u" and D = USu'> = s®u® ' Calculate [x;,y;,%;,7,], j € [0, — 1] such

that these variables satisfy the following equations.

[zj,y;] = Ra% + Tyy7 =1 (mod N) (6.1)
[@;,9;] =w 'Raj + Tyyj =1 (mod N) (6.2)
Where R = u'P"‘H binAi, and T; = T4 = D2j+1H b o AT

i=1 i=1
b, =11iff A; C P and b; = 0 otherwise.

The message m = [mg, mq, ..., my_1] is signerypted using the following formula.

2yt +2 2y;t; +2
cj—mjw(%) and Ej—mj~<y]+>

Where t; = \/T; = (US)QJ%H bi,arfﬁl

i=1
The ciphertext is C' = (D, ¢,¢), where ¢ = [co, ¢1, ..., ¢;—1] and € = [¢, €1, ..., C—1].

o (m) « Unsigncrypt(C, params, A, Py, P, 7). First, the receiver checks that
P, C A,. If P, C A,, then he finds ¢, in a way similar to the sender based on his
attribute set A,. Then he solves either Equation 6.1 or 6.2 and unsigncrypts the
message based on if |P,| — ¢, is even or odd. If |P,| — ¢, is even, then the receiver
solves Equation 6.1 to get z; and y; otherwise he solves Equation 6.2 to get T;

and y,. He calculates m as follows.

; 1
mj = cj - (xﬂ;_ ) , If |P,| — ¢, is even.

T
m;=¢; - <IJTN+ ) , If |P,| —t, is odd.

n
[Pyl
Where r = VR =u 'z " H binTin, If |Py| —t, is even.

=1

r=VR=u"7"" [ biyrins I [P| — 1, is odd.

i=1

The Unsigncrypt process is illustrated in Figure 6.1.
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Figure 6.1: Flaw Chart of The Unsigncrypt Process of BasicABSC

87



CHAPTER 6. Efficient Attribute-based Signcryption Systems 88

6.2.1 Soundness

In this section, we explain the soundness of the proposed BasicABSC. Assume two
random variables R = r? and T' = t? such that 7, ¢t € Zy. R represents the public
key (attributes) of the receiver and r represents his secret key and 7T represents
the public key (attributes) of the sender and ¢ represents his secret key. The
equation Rx? + Ty? = 1 (mod N) can be solved to obtain z,y [BGHO7]. After
obtaining x,y, the following equality holds.

(5)-(5)

if the sender wants to encrypt the message m € {—1,1}, he uses his secret key ¢

to encrypt the message as follows.

2yt + 2
c=m-
N

And the receiver can decrypt the message as follows.

zr+1Y\ 2yt + 2 xr+ 1Y\
c N =m N N =m.

One issue that faces the sender during the signcryption process is that he can not

determine if R is quadratic residue or not, so he has to solve Equations 6.1 and
6.2 for each bit and sends ¢ and ¢ [BGHO7].

Another issue that faces the sender during the signcryption process is that while
he generates S¥*1 U%*! he must do it in a way that makes 7% € QR(N)
without revealing t, to the receiver because t, will give information about the
quadratic residuosity of the sender’s attributes. We insure that by generating

S = 5% and U = u® as shown above. d;,ds and s conceal t, while maintaining

7%+ = D] [ b, A7 € QR(N).
=1

The signature part comes from the fact that, the sender will not be able to encrypt
the message unless he has the secret keys r; , which are related to his access struc-
ture P,. If he uses another secret keys 7;, to encrypt the message, the receiver
will not be able to decrypt the ciphertext. In other words, if the receiver success-
fully decrypts the messages, that gives an implicit verification of the signature of

the sender.

— Remark. In a multi-user environment, the sender must be the only one who

can sign his messages regardless of the attributes because many users may have
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the same attributes. For instance, two users may have the same position a
company. To insure that, the sender create a secret key s and sends S = 5% to
the receiver. If the receiver correctly decrypts the message using S, this means

that the correct value of s was used to encrypt the message.

6.2.2 BasicABSC Security

We show that the proposed BasicABSC is secure by proving the following theorems.

Theorem 6.1. Suppose the quadratic residuosity assumption holds for RSAgen and
F is a secure PRF. Then the proposed BasicABSC is indistinguishably secure against
adaptive chosen plaintext attack (IND-ABSC-CPA) based on the QR assumption
when H is modelled as a random oracle. In particular, suppose A is an efficient IND-
ABSC-CPA adversary, then there exist efficient algorithms By, By whose running
time is the same as that of A such that,

ABSCAdUA,BasicABSC(/\) S QQRAdUBQ,RSAgen(/\) + PRFAdUBLF(/\).

Theorem 6.2. Suppose the quadratic residuosity assumption holds for RSAgen and
F is a secure PRF. Then the proposed BasicABSC' is existentially unforgeable against
chosen-message attack (EUF-ABSC-SMA) based on the QR assumption when H is
modelled as a random oracle. In particular, suppose A is an efficient EUF-ABSC-
SMA adversary, then there exist efficient algorithms By, By whose running time is
the same as that of A such that,

ABSCAdv A BasicaBsc(N) < 2QRAdvp, rsagen(A) + PRF Advp, p(N).

We note here that in BasicABSC, a forgery attack is similar to a message confi-
dentiality attack. That is because the equation Rz*+Ty? =1 (mod N) is symmetric
and the secret keys (Q%V—J“Q) = (%“) can be both used in Signcrypt and Unsigncrypt.
In addition, if an adversary was able to generate a valid encryption (%) without

running the Signerypt algorithm (i.e. without knowing the secret key ¢) then this

2t42).

very adversary can decrypt the message by calculating m = ¢ - ( ~

e Security Proof for Message Confidentiality
We define a sequence of games and let W; represents the winning of the i;;, game

by the adversary A. These games are defined as follows.

— Game-0. This game is the usual adversarial game.
— Game-1. This game replaces the PRF F' with a truly random function.

— Game-2. This game explains how to simulate the hash function H.
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— Game-3. This game explains how to respond to a signcryption query from A.

Game-4. This game sets u € QR(N).

Game-5. This game sets v 'R, R € J(N) \ QR(N) in the challenge phase.

Game-6. This game sets T; randomly for each bit.

— Game-7 replaces the message m with a random number z.

e Game-0. This is the usual adversarial game for defining the IND-ABSC-CPA
security of ABSC protocols. The challenger picks the random oracle H : A; —
J(N) at random from the set of all such functions in the Setup algorithm and

allows A to query H at arbitrary points. Thus,

1
‘PI‘[WO] — 5’ = ABSCACZ’UA,BasiCABsc()\).

e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F' to respond to A’s private key queries, we
use a truly random function f : A; — {0,1,2,3}. If F' is a secure PRF, A will not
notice the difference between Game-0 and Game-1. In particular, there exists an

algorithm B; (whose running time is about the same as that of .4) such that,

| Pr[Wl] - PI’[WOH = PRFACZ’UBLF()\)

e Game-2. (N,u, H) are the public parameters params given to A in the previous
game where v is uniform in J(N)\ QR(N) and the random oracle H is a random
function H : A; — J(IN). We make the following change in the random oracle H
in this game. The challenger responds to a query to H(A;) by picking a €5 {0,1}
and v €r Zy and setting H(A;) = u®v?. Thus the challenger implements a random
function H : A; — J(N) as in the previous game. The challenger responds to a

private key query as follows.

Suppose H(A;) = u®? for some a €r {0,1} and v €r Zy. The challenger
responds to a private key query for A; by setting either H(A;)2 = v (when a = 0)
or (uH(A;))2 = uv (when a = 1). Since v is uniform in Zy, this will produce a
square root of H(A;) or uH (A;) which is also uniform among the four square roots,
as in the previous game. Thus, A’s views in Game-1 and Game-2 are identical
and therefore,

| Pr[Ws] = Pr[W]).

e Game-3. We describe below how the challenger responds to a signcryption query

from A for a given message m.
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He sets ut"H binA; € QR(N). (%)
i=1
— He chooses two random even values d;, dy and a random value s and calculates

D = uhttos® 35 in Signerypt.
— He sets (C) = Signerypt(m, params, Ay, Py, Py, 7 ).
— He sends C = (D, ¢,¢) to A.

Since this game is the same as Game-2, thus,

| Pr[W5] = Pr[IWa]].

e Game-4. In this game, the challenger chooses u uniformly in QR(N) instead of
J(N)\QR(N) and consequently, u"*R, R € QR(N). Since this is the only change
between Game-4 and Game-3, A will not notice the difference assuming that the
QR assumption holds for RSAgen. In particular, there exists an algorithm Bj

(whose running time is about the same as that of A) such that,

| PT[W4] - PY[W3]| = QRAdUB2,RSAgen(>\)-

e Game-5. In this game, we show how to simulate the challenge phase. Upon
receiving two different messages my, my, the challenge signature attribute set A’
the encryption attribute set A} and the challenge access structures for both sender
and receiver Py, Py, the challenger tosses a fair coin b € {0,1} and calculates

x

C* = Signerypt(my, params, AL Pt Pr ot

n lio

) but with exception of replacing the
line (*) in Game-4 with the following.

— He sets ut”H binA; € J(N)\ QR(N). (¥)

i=1
ie. v 'R, R € J(N)\ QR(N). Since the only difference between Game-5 and
Game-4 is that v 'R, R € J(N) \ QR(N) instead of v 'R, R € QR(N), A will
not notice the difference assuming that the QR assumption holds for RSAgen. In
particular, there exists an algorithm By (whose running time is about the same
as that of A) such that,

’ PI'[W5] — PI'[W4]| = QRAdUBQ,RSAgen<)\)-

e Game-6. In this game, we encrypt the message by choosing U; and S; such that

T; = t? € Zy is independent and random for each bit. i.e. ¢; = m;- (M%t]) where
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n

t; = UijH bis7ijo. To prove that Game-6 is indistinguishable from Game-5,
i=1

we present Lemma 6.1.

2y;t27 11 +2

Lemma 6.1. The distribution of the Jacobi symbols ( ~ ) 15 indistinguish-

able from the distribution the Jacobi symbols (23“;\,—]“>
The proof of Lemma 6.1 is similar to Lemma 4.3 and A will not be able to

distinguish between Game-5 and Game-6. i.e.

| Pr[We] = Pr[W]|.

e Game-7. In this game, we replace the message m) by a random string z €g
{(-1,1} ie, ¢; = z; - % and ¢; = z; - (2%;—]”) We first prove that
Proof. Let g(y;,t;) = (2y;t; + 2), then we have,

9(Ys,t)9(ys, —t;) R = 4(yt; + 1)(—yt; + 1R,
9y, t5)g(y;, —t;) R = 4(1 — (y;t;)*)R,
9(y;, t5)9(y;, —t;)R = 4(Rz3)R = (2Rx;)* € QR(N).

Similarly, we can prove that (27;t; + 2)(—27,t; + 2)u”'R € QR(N).

Since T; € QR(N), v 'R, R € J(N)\QR(N), (2y;t; +2)(—2y;t; +2)R € QR(N)
and (27,t; + 2)(—2y;t; + 2)u'R € QR(N) then Case 1 in Lemma 4.2 can be
applied and the distribution of the Jacobi symbols (W) and (%) are
random in {£1}. Thus, A will not be able to distinguish between Game-6 and

Game-7. i.e.
| Pr[W7] = Pr[W5g]|.

e Clearly in Game-7 we have
1
Py = 5|
Combining all the previous equations proves Theorem 6.1.
e Security Proof for Ciphertext Unforgeability

We define a sequence of games and let W; represents the winning of the ;;, game

by the adversary A. These games are defined as follows.

— Game-0. This game is the usual adversarial game.
— Game-1. This game replaces the PRF F' with a truly random function.

— Game-2. This game explains how to simulate the hash function H.
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— Game-3. This game explains how to respond to a signcrypt query using the

Unsigncrypt algorithm.

Game-4. This game sets u € QR(N).
— Game-5. This game sets T; € J(N) \ QR(N).

Game-6. This game sets a value A; for each attribute for each bit.

— Game-7 replaces the message m with a random number z.

e Game-0. This is the usual adversarial game for defining the EUF-ABSC-SMA
security of ABSC protocols. The challenger picks the random oracle H : A; —
J(N) at random from the set of all such functions in the Setup algorithm and

allows A to query H at arbitrary points. Thus, we have,

1
‘PI‘[WO] — §| = ABSCAdUA,BasicABSC()\>-

e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F' to respond to A’s private key queries, we
use a truly random function f : A; — {0,1,2,3}. If F' is a secure PRF, A will not
notice the difference between Game-0 and Game-1. In particular, there exists an

algorithm B; (whose running time is about the same as that of A) such that,

| Pr[Wy] — Pr[Wo]| = PRF Advg, p()).

e Game-2. (N,u, H) are the public parameters params given to A in the previous
game where w is uniform in J(N)\ QR(N) and the random oracle H is a random
function H : A; — J(N). We make the following change in the random oracle H
in this game. The challenger responds to a query to H(A;) by picking a €5 {0,1}
and v €g Zy and setting H(A;) = u®?. Thus the challenger implements a random
function H : A; — J(N) as in the previous game. The challenger responds to a

private key query as follows.

Suppose H(A;) = u®? for some a €r {0,1} and v €r Zy. The challenger
responds to a private key query for A; by setting either H(A;)2 = v (when a = 0)
or (uH(A;))2 = uv (when a = 1). Since v is uniform in Zy, this will produce a
square root of H(A;) or uH (A;) which is also uniform among the four square roots,
as in the previous game. Thus, A’s views in Game-1 and Game-2 are identical
and therefore,

| Pr[Ws] = Pr[W]].

e Game-3. We describe below how the challenger simulates a Signcrypt query from

A for a given encryption attribute set A,, the message m, the access structures



CHAPTER 6. Efficient Attribute-based Signcryption Systems 94

for both sender and receiver P,, P,

n
— He sets ut"H binAi € QR(N).
i=1
— He chooses two random even values d;, dy and a random value s and calculates

D = uf*tos® a5 in Signerypt. (¥)

He sets C= Unsigncrypt((D, m), params, A,, P, P,). As follows

re; +1 _ rT;+1
c; =m; - N and ¢ =m; - N

He sends C' = (D, ¢, ¢) to A.

It is clear that C'is simulated perfectly as the usual Signcrypt process. Since this

game is the same as Game-2, thus,

| Pr[W5] = Pr[IWa]].

e Game-4. In this game, the challenger chooses u uniformly in QR(N) instead of
J(N)\ QR(N). ie. v 'R, R € QR(N). Since this is the only change between
Game-4 and Game-3, A will not notice the difference assuming that the QR
assumption holds for RSAgen. In particular, there exists an algorithm By (whose

running time is about the same as that of \A) such that,

| Pr[W,] — Pr[Ws]| = QRAdvB, rsagen(N)-

e Game-5. In this game, we replace the line (*) in Game-4 with the following.
— He chooses a random value D such that T; € J(N) \ QR(N).(*)

Since the only difference between Game-5 and Game-4 is that T; € J(N)\QR(N)
instead of T; € QR(N), A will not notice the difference assuming that the QR
assumption holds for RSAgen. In particular, there exists an algorithm B, (whose

running time is about the same as that of A) such that,

| Pr[W5] — Pr[Wy]| = QRAdvE, rsagen(A).

e Game-6, In this game, we hash the attributes A; to a different value H(A;,j) =
uA;; = rzj for each bit so that each bit is signcrypted using different key r;
for each bit. To prove that Game-6 is indistinguishable to Game-5, we present

Lemma 6.2.
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Lemma 6.2. Hashing the attributes A; to different values to signcrypt each bit is

as secure as hashing the attribute to a single value to signcrypt the whole message.

Proof. Jhanwar and Barua [BJ10] showed that there are N — 1 solutions to the
equation Rz? +Ty? =1 (mod N) if T, R € QR(N). The solution (z,y) for that

equation is in the form,

—2zt  R-T2?
R+Tz?"t(R+Tz?)
for some z € Zj; such that R+ T2* € Zf,.

22t \? 4SR
2 2 _ 2 _ 2 2 _ p2 2
R} +Tyj—R( +Tz2) + Tyj = (( —|—Tz2)2>t +Ty; = Rz; +Ty;.

—2tr

where R=2* and T; = RrT2

n
. . . [Py | —t .
Since z is random in Zf, R = u~ 2 ngi,nri,n and u 'R look mathematically

i=1
n

random and hence H(A;) = u®A; = Hbmrin looks also completely random in
i=1

Zy; for each bit. Thus,
| Pr[Ws] = Pr[Ws]|.

e Game-7, In this game, we replace the message m by a random string z €g

. 1 _ S
{_17 1}1 ie., c; =z~ (ijng ) and =z (:BJTJ+ )

N N
We first prove that (z;r; + 1)(—xz;r; + 1)T; € QR(N).
Proof. Let f(z;,7;) = (z;7; + 1), then we have,

[ ri) f(xg, —ry) Ty = (xjry + 1) (—xyry + 1)1
flag,r) f(xg, =) Ty = (1= (x575)*)T; = (1 — 25 R;) T,
flag i) f(xg, —r) Ty = (Tl Ty = (Thy;)* € QR(N).

<

Similarly, we can prove that (z,r; + 1)(—Z;r; + 1)1, € QR(N).

Since u 'R;, R; € QR(N), T; € J(N)\QR(N), (x;r;+1)(—z;7;+1)T; € QR(N)
and (Z;r; + 1)(—z,;r; + 1)1; € QR(N) then Case 2 in Lemma 4.2 can be applied
and the distribution of the Jacobi symbols <%ﬂ+l> and (M) are random in

N
{£1}. Thus, A will not be able to distinguish between Game-7 and Game-6. i.e.

| Pr[Wy] = Pr[We]].
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e (Clearly in Game-7 we have,
1
| Pr[W7] = Pr[W,] = §|

Combining all the previous equations proves Theorem 6.2.

6.3 AnonABSC

In this section, we explain how to implement an anonymous CP-ABSC (Anon-
ABSC) which consists of four algorithms: Setup, KeyGeneration, Signcrypt and
Unsignerypt.

e The Setup and KeyGeneration algorithms are the same as BasicABSC.

e (C) + Signerypt(m, params, A,,P,, Py, 7). Tosignerypt a message m € {—1, 1}
where [ is the message length, the sender checks based on his signature attribute
set A, and the access structure of his signature P, which attributes are quadratic
residue and which are not. Let ¢, be the number of attributes that are non-
quadratic residue. Choose two random even values d;, d, and a random value s.
Calculate S = 5%, U = u® and D = USu's and calculate z;,y;, a;, Bj, j € [0,1—1]

such that these variables satisfy the following equations.
[z),y,] = Ra:? + ijj2 = (mod N), (6.3)
la;, B8] =vu o +T;5; =1 (mod N). (6.4)

Where R = ul"I]]b;,4;, T; = 7%+ = D[] bic A7
=1

=1

The message m = [mg, my, ..., my_1] is signerypted using the following formula.

2+ 2yt 1 it
Cj :m]" (%), kfj = (%)

Where tj = t2j+1 = (US)%H bi’gr2j+1
i=1

1,0

The ciphertext is C' = (D, k, ¢) where ¢ = [cg, ¢1, ..., ;1] and k = [ko, k1, ..., k;_1]-

o (m) < Unsigncrypt(C,params, Ay, Py, P, 7; ). First, the receiver checks that
P, C A,. If P, C A,, then he finds ¢, based on his access structure P,,. Then he

solves Equations 6.3 and 6.4 to get z;,y;, o, 8; and unsignecrypts the message as



CHAPTER 6. Efficient Attribute-based Signcryption Systems 97

follows.

; 1
mj = c; - (xﬂ;\;_ ) if |P,| —t, is even.

11
mj:cj-(T]]:[L )-k‘j it |P,| —t, is odd.

n n
[Ppl—tn _ [Pp|—ty—1
r=u 7 [ bigrin Ti=u 2wy i + 89T
i=1 =1

The Unsignerypt process is illustrated in Figure 6.2.

6.3.1 Soundness

If |P,| — ¢, is even, the correctness of this system is exactly the same as that of

BasicABSC. If |P,| — ¢, is odd then,

(7 +1) - (1 + Bity) - (usty +2) =2(7; + 1) - (1 + Bty + yjt; + By;Ty)

n
[Pp|—tn—1 b
L L5 | | isnTin

=21+ =1 -(1+
Biy; Ty + 1

t;(B5 +yj)
Biy;T; + 1

)%@%E+U2

_ |Pgl—ty—1 n _
=200+ Tu 2 | biarin) L+ T5t5) - BTy +1)°
i=1
Gy o Bi+Y
Biyi Ty +17 7 By Ty +1
Based on Lemma 2.1, we can see that [T}, 7;] is a valid solution to

w'RT; + 1775 =1 (mod N).

where 7; =

_Pyl=ty—1 " _ 9
21+7u = H bigrin) (L +75;t;) - (Bjy Ty +1)” € QR(N),

i=1

n
gty
Lt zu 2 | [ bigrin

i=1 ) 2+ Qyjtj —1
N N

6.3.2 AnonABSC Security

The security of AnonABSC is based on the proof of the following two theorems.

Theorem 6.3. Suppose the quadratic residuosity assumption holds for RSAgen and
F is a secure PRF. Then the proposed AnonABSC is anonymous indistinguishable
against adaptive chosen plaintest attack (Anon-IND-ABSC-CPA) in the random
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Figure 6.2: Flaw Chart of The Unsigncrypt Process of AnonABSC
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oracle model based on the QR assumption. In particular, suppose A is an efficient
Anon-IND-ABSC-CPA adversary, then there exist efficient algorithms By, By whose

running time is the same as that of A such that,
ABSCAdv A anonapsc(N) < 2QRAdvE, rsagen(N) + PRF Advp, #()).

Theorem 6.4. Suppose the quadratic residuosity assumption holds for RSAgen and
F is a secure PRF. Then the proposed AnonABSC' is existentially unforgeable against
chosen-message attack (EUF-ABSC-SMA) in the random oracle model based on the
QR assumption. In particular, suppose A is an efficient EUF-ABSC-SMA adver-
sary, then there exist efficient algorithms By, By whose running time is the same as
that of A such that,

ABSCAdUA,AnonABSC’(/\) < ZQRAdUBz,RSAgen()\) -+ PRFAdUBl’F()\).

Theorem 6.3 proves the security of AnonABSC for message confidentiality and
Theorem 6.4 proves the security of AnonABSC for ciphertext unforgeability.

e Security Proof for Message Confidentiality
We define a sequence of games and let W; represents the winning of the #;, game

by the adversary A. These games are defined as follows.

Game-0.This game is the usual adversarial game.

Game-1.This game replaces the PRF F' with a truly random function.
Game-2.This game explains how to simulate the hash function H.
Game-3.This game explains how to respond to a Signcrypt query from A.
Game-4.This game sets u € QR(N).

Game-5.This game sets u"'R, R € J(N)\ QR(N) in the challenge phase.
Game-6.This game sets 7T randomly for each bit.

Game-7 replaces the message m with a random number z.

e Game-0. This is the usual adversarial game for defining the Anon-IND-ABSC-
CPA security of ABSC protocols. The challenger picks the random oracle H :
A; — J(N) at random from the set of all such functions in the Setup algorithm

and allows A to query H at arbitrary points. Thus, we have,

1
|P1"[W0] — §| = ABSCACZQJA,A”O”ABSC()\).

e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F to respond to A’s private key queries, we
use a truly random function f : A; — {0,1,2,3}. If F' is a secure PRF, A will not
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notice the difference between Game-0 and Game-1. In particular, there exists an

algorithm B; (whose running time is about the same as that of A) such that,

| Pr[Wy] — Pr[Wo]| = PRF Advg, p()).

e Game-2. (N,u, H) are the public parameters params given to A in the previous
game where v is uniform in J(N)\ QR(N) and the random oracle H is a random
function H : A; — J(N). We make the following change in the random oracle H
in this game. The challenger responds to a query to H(A;) by picking a €5 {0,1}
and v € Zy and setting H(A;) = u®?. Thus the challenger implements a random
function H : A; — J(N) as in the previous game. The challenger responds to a

private key query as follows.

Suppose H(A;) = u*v? for some a €r {0,1} and v €r Zy. The challenger
responds to a private key query for A; by setting either H (A,)% = v (when a = 0)
or (uH(4;))2 = uv (when a = 1). Since v is uniform in Zy, this will produce a
square root of H(A;) or uH (A;) which is also uniform among the four square roots,
as in the previous game. Thus, A’s views in Game-1 and Game-2 are identical
and therefore,

| Pr[W3] = Pr[W]].

e Game-3. We explain, in this game, how the challenger answers a Signcrypt query
from A for a given message m, the attribute sets of both signature and encryption

A,, A, and the access structures for both sender and receiver P,, P,,.

— He sets ut"H binAi € QR(N). (%)
i=1
— He chooses two random even values d;, dy and a random value s and calculates

D = uhttos® a5 in Signerypt.

— He chooses k; € {£1}.

He sets C' = Signcrypt(m, params, Ay, Py, Py, 75 ).

— He sends (D, k, c) to A.

We prove that this game has the same distribution for (D, k, ¢) as the real Signcrypt
of Game-2.

We first prove that (14 8;t;) - (1 — B;t;)u™' € QR(N).
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Proof. Let g(f;,t;) = k;, then we have,

9(B, t5)g(Bj, —tj)u = (1 + Bt;)(1 — 5jt‘)u_la
9(Bj,t)9(Bs, —t;)u™" = (1= (Bjt;))u",
g(ﬁjvtj)g(ﬁjv_tj)u (u O‘J) S QR( )

Since T; =t = DZJHHb AP e QR(N) and u=' € J(N)\ QR(N) then Case

=1
1 in Lemma 4.2 can be applied and the distribution of the Jacobi symbols k; are

random in {£1}. Thus,

| Pr[W5] = Pr[IWa]].

e Game-4. In this game, the challenger chooses u uniformly in QR(NV) instead of
J(N)\ QR(N) i.e. v 'R,R € QR(N). Since this is the only change between
Game-4 and Game-3, A will not notice the difference assuming that the QR
assumption holds for RSAgen. In particular, there exists an algorithm By (whose

running time is about the same as that of A) such that,

’ PY[W4] — Pl"[Wg” = QRAd'UBQ,RSAgen()\)-

e Game-5. In this game, we show how to simulate the challenge phase. Upon
receiving two different messages mg, mq, two different encryption attribute sets
Ay LAY

a signature attribute set A’ and two challenge access structures for both

1m0 £%2,m»
sender and receiver P, Py, the challenger tosses two fair coins (b, b) € {0,1}? and
calculates C* = Szgncrypt(mg,pamms,A JAY ]P;,IP’:;) But with exception of

replacing the line (*) in Game-3 with the followmg.

— He sets ut"H binAi € J(N)\ QR(N). (*)

i=1
ie. w 'R, R € J(N)\ QR(N). Since the only difference between Game-5 and
Game-4 is that u'R, R € J(N) \ QR(N) instead of v 'R, R € QR(N), A will
not notice the difference assuming that the QR assumption holds for RSAgen. In
particular, there exists an algorithm By (whose running time is about the same
as that of A) such that,

| Pr[Ws] — Pr[W,]| = QRAdvB, rsagen(N).

e Game-6. In this game, we replace T; = t**! with randomly independent values of
T; = t?, t; €r Zy by generating U;, S; and r; ; , for each bit. i.e. ¢; = m;- (_”?\77’]'%)
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where t; = UijH bi»7i o Based on Lemma 6.1, A will not be able to distinguish
i=1
between Game-6 and Game-5. i.e.

| PI[WG] = PI‘[W5]|

e Game-7. In this game, we replace the message m,) by a random string z €g
(1,1} ie, ¢; = 2 - (“"’Tyt) Since T; € QR(N), u"'R,R € J(N)\ QR(N)
and (2y;t; +2)(—2y;t; +2)u"R € QR(N) (which can be proven similar to Game-
3) then Case 1 in Lemma 4.2 can be applied and the distribution of the Jacobi

Mﬁ) are random in {£1}. Thus, A will not be able to distinguish

between Game-7 and Game-6. i.e.

symbols (

| PI[W'y] = PI‘[WﬁH
e End. Clearly in Game-7 we have,
1
PI'[W7] = 5’

Combining all the previous equations proves Theorem 6.3.

e Security Proof for Ciphertext Unforgeability
We define a sequence of games and let W; represents the winning of the #;, game

by the adversary A. These games are defined as follows.

Game-0.This game is the usual adversarial game.

Game-1.This game replaces the PRF F' with a truly random function.
Game-2.This game explains how to simulate the hash function H.
Game-3.This game explains how to respond to a signcrypt query from A using
Unsignerypt algorithm.

Game-4.This game sets u € QR(N).

Game-5.This game sets T; € J(N) \ QR(N).

Game-6.This game sets H(A;) for each bit.

Game-7 replaces the message m with a random number z.

e Game-0. This is the usual adversarial game for defining the EUF-ABSC-SMA
security of ABSC protocols. The challenger picks the random oracle H : A; —
J(N) at random from the set of all such functions in the Setup algorithm and

allows A to query H at arbitrary points. Thus, we have,

1
|PI‘[W0] — §| = ABSCAdUA,AnonAggc()\).
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e Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF F' to respond to A’s private key queries, we
use a truly random function f: A; — {0,1,2,3}. If F' is a secure PRF, A will not
notice the difference between Game-0 and Game-1. In particular, there exists an

algorithm B; (whose running time is about the same as that of A) such that,

| Pr[W1] — Pr[Wy]| = PRF Advg, p()\).

e Game-2. (N,u, H) are the public parameters params given to A in the previous
game where v is uniform in J(N)\ QR(N) and the random oracle H is a random
function H : A; — J(N). We make the following change in the random oracle H
in this game. The challenger responds to a query to H(A;) by picking a €5 {0,1}
and v €g Zy and setting H(A;) = u®?. Thus the challenger implements a random
function H : A; — J(N) as in the previous game. The challenger responds to a

private key query as follows.

Suppose H(A;) = u*v? for some a €r {0,1} and v €r Zy. The challenger
responds to a private key query for A; by setting either H (Ai)% = v (when a = 0)
or (uH(4;))2 = uv (when a = 1). Since v is uniform in Zy, this will produce a
square root of H(A;) or uH (A;) which is also uniform among the four square roots,
as in the previous game. Thus, A’s views in Game-1 and Game-2 are identical
and therefore,

| Pr[Wy] = Pr[W7]].

e Game-3. We explain, in this game, how the challenger answers a Signcrypt query

from A for a given message m.

n
— He sets ut"H binAi € QR(N).
i=1
— He chooses two random even values dy, do and a random value s and calculates

D = uf*tos® a5 in Signerypt. (*)
— He chooses k; €g {£1}.
— He sets (C)= Unsignerypt((D, k;, m), params, A,, P, Py).
He sends (D, k, c) to A.

We prove in Game-3 of the message confidentiality security proof that k; has
a random distribution in {£1}. In addition, It is easy to see that (D,k,c) is
the unique signeryption of m. Therefore, (D, k,c) of Game-3 is the same as in
Game-2. Thus,

| Pr[W;] = Pr[IWs]].
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e Game-4. In this game, the challenger chooses u uniformly in QR(N) instead of
J(N)\ QR(N). ie. v 'R, R € QR(N). Since this is the only change between
Game-4 and Game-3, A will not notice the difference assuming that the QR
assumption holds for RSAgen. In particular, there exists an algorithm By (whose

running time is about the same as that of 4) such that,

| Pr[Wy] — Pr[Ws]| = QRAdvB, rsagen(N).

e Game-5. In this game, we replace the line (*) in Game-4 with the following.
— He chooses a random value D such that T; € J(N) \ QR(N).(*)

Since the only difference between Game-5 and Game-4 is that 7; € J(N)\QR(N)
instead of T; € QR(N), A will not notice the difference assuming that the QR
assumption holds for RSAgen. In particular, there exists an algorithm By (whose

running time is about the same as that of .A) such that,

| Pr[W5] — Pr[W,]| = QRAdvB, rsagen(N).

e Game-6. In this game, we hash the attributes A; to a different value H(A;,j) =
u®A; ; for each bit so that r;,7; are random for each bit. This game can be proven
as Game-6 of the Ciphertext Unforgeability of BaiscABSC. Thus,

| Pr[W] = Pr[W|.

e Game-7. In this game, we replace the message m) by a random string z €g
{-1,1} e,

41
cj =2z (%) if |P,| —t, is even

=11
Cj:Zj‘(r]]j[_ >-k‘j if |P,| —t, is odd.

We can see that (z;r; + 1)(—z,;r; + 1)T; € QR(N) if |P,| — t, is even. We now
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prove that, (7, + 1)(—7; + 1)T; € QR(N) if |P,| — ¢, is odd.

—_ Pyl —tn—1 "
Proof. Let f(zj,r;) =7;+1=(u xjosz binTim + Biy; T+ 1).
i=1
Fg, ) fag, =) Ty = (75 + 1)(=75 + 1)T; =
Pyl —tn—1 [Pyl —ty—1

(w2 wjo5 [ [ binrin + By Ty + 1) (—u 205 | [ bimrin + By Ty + 1T,

=1 =1
= (@r; + 1) (=z5r; + 1)(1 + Thy;8)°T;
T

here 7, = —————.
where T; T+ T 5,

We can see that (z;r; + 1)(—z;7; + 1)T; € QR(N) if |P,| — ¢, is odd.
Since u 'R, R € QR(N), T; € J(N)\QR(N) and f(x;,r;)f(zj,—r;)T; € QR(N)
if |P,| —t, is even and f(x;,7;)f(x;, —7r;)T; € QR(N) if |P,| — ¢, is odd. Then

Case 2 in Lemma 4.2 can be applied and the distribution of both Jacobi symbols
(Lﬁl) and (FjH) are random in {#1}. Thus, A will not be able to distinguish

N N
between Game-7 and Game-6. i.e.

| Pr[Wy] = Pr[We]].

e End. Clearly in Game-7 we have,
1
Pr[W;] = 5]

Combining all the previous equations proves Theorem 6.4.

6.4 Space-Time Tradeoff

In this section, we present a trade-off between the time and the ciphertext length
of the proposed systems. For AnonABSC, instead of sending D along with ¢ and &
as the full ciphertext C', the sender sends C' = (D, zg, yo, o, 5o, ¢, k). Thus, he can
solve equations on the form Rz?+Ty? =1 (mod N) using only one inversion in Zy.
This results in high signcryption speed. In the unsigncryption process, the receiver
does not have to solve any equations and he can generate z;, y;, o, 8; using Lemma
2.1. This, of course, comes at the cost of sending four more element in Zy. The
same concept can be applied with BasicABSC with the cost of only one element in

Zy by sending C = (xg, To, ¢, €) as the ciphertext.
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6.5 Conclusion

This chapter presents two ciphertext-policy attribute-based signcryption systems
(CP-ABSC) that signerypts data in a more efficient way than individually encrypting
and signing data. In addition, the proposed AnonABSC system preserves the privacy
of the encryption attributes (i.e. anonymous). We construct these systems without
pairing and hence, it is time- and power-efficient. They are full secure in the random
oracle model based on the QR assumption. The proposed systems have a constant

ciphertext size regardless of the size of the access structure.



Chapter 7

A Resilient Identity-based Authen-
ticated Key Exchange

7.1 Introduction

Key exchange (KE) protocols are cryptographic tools that allow two or more parties
to securely share a common secret via insecure or public networks such as the Inter-
net. They are considered the cornerstones of establishing any secure communication
channels. In the last three decades, KE protocols have been significantly designed
and analysed for different network settings. Diffie-Hellman key exchange protocol
(DH, for short) is the first and best-known key agreement protocol [DH76]. The
security of this protocol is based on the computational Diffie-Hellman assumption.
Unfortunately, this protocol was breakable because the links between the parties are
not authenticated, and a man-in the-middle attack can be launched against the DH
protocol.

Authenticated key exchange (AKE) protocols permit a group of parties within
a huge and fully insecure public network to form a shared secret key and guarantees
each party that no other party apart from these parties can get that key. Moreover,
AKE protocols are made to ensure that the designated parties are sharing this secret
key with each other. This security property is called explicit key authentication and
the protocol is said to be authenticated key agreement with key confirmation (AKC)
protocol. Over the past few years, some security properties have been seen to be
important in key agreement protocols and different protocols have been implemented
to solve the problem. Examples of these protocols are [ABB*T04, BPR00, BR93,
BR95, BCNP08, CK01, ISO09a, Oka07, YDW*11, YWWDO0S8]. A comprehensive
survey of KE protocols is presented in [DB05].

The concept of identity-based encryption was extended to AKE protocols to gen-
erate identity-based authenticated key exchange protocols (IBAKE). Smart [Sma01]
presented a two-pass IBAKE based on Weil pairings and merges the ideas of Boneh
and Franklin [BF01] with the tripartite DH protocol of Joux [Jou04]. McCullagh
and Barreto [MBO05] presented an IBAKE that is inspired on an identity-based key
pair derivation algorithm first proposed by Sakai and Kasahara [SK03]. Their pro-
tocol has the advantage of running on escrow or escrowless mode, and is also based
on pairings operations.

In this chapter, we present a security notion of KE protocols called resiliency. It
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measures the ability of a KE protocol to maintain the security of its session even if an
adversary was able to obtain the shared secret during this session. A KE protocol can
withstand such devastating attack if it can generate a new shared secret between the
respective parties without the need to setup a new session between these parties.
Until now, there is no KE protocol that can withstand such attack. We present
the first IBAKE that securely share a multiple shared secrets between two parties
Py, P, instead of only generating a shared secret. This has two useful applications.
First, If a session key between two parties P, and P; is exposed, they can generate
another shared secret without the need to establish a new session. Second. It allows
multi-key generation of arbitrary different lengths for different purposes (email and
credit cards, for instance) in one session. The proposed KE protocol is also time-
and power-efficient compared to other AKE protocols. It does not use expensive-
computational operations such as pairing like [VLYK10] or even a prime modular
exponentiation such as the ISO/IEC 11770-3 standard [ISO09b].

e Remarks. We note here that the notion of resiliency in KE protocols should not
be confused with leakage-resilient key exchange [YMSW13]. The notion of leakage
resilience defines the KE security in the case of leaked information of the private
key or ephemeral key, while the notion of resiliency in KE protocols defines the
ability of a session to maintain its security even if the shared secret during this

session is completely leaked.

e On the first glance, a resilient KE can be considered as a multiple key exchange
[HLO1] in terms of that both protocols can share multiple keys within a session.
But the major difference between the two is that, if any shared secret in multiple
key exchange protocol session is compromised, the other keys will be no longer
secure, while resilient KE must maintain its security even if a shared secret key is
leaked.

The rest of the chapter is organised as follows. Section. 7.2 explains the re-
siliency property and redefines the CK model to achieve this security property.
Section. 7.3 explains the construction of the proposed IBAKE. Section. 7.4 presents
the security proof of the proposed IBAKE. Then, we present an efficiency evaluation
of the proposed IBAKE in Section. 7.5. Then we conclude the chapter in Section.
7.6.

7.2 Resiliency

Let m be a KE protocol that shares a secret SSK,, between parties P, ..., P, where

n is the number of parties and w is the number of previously shared secrets within
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a session between these parties. If this secret is compromised by an adversary U,
the corresponding parties can safely generate another secret SSK, 1 without the
need to exchange information or establish a new session. Based on the above, the

CK-Security with resiliency can be defined as follows.

Definition 7.1. CK-Security with resiliency. A KFE protocol w is CK-secure with
resiliency against a UM adversary if the following properties hold.

e [f the protocol w is executed correctly, all parties participating in this protocol must
share the same secret key SSK, and they can generate other secret keys SSK,,

without the need to share any other information or establish a new session.

o The probability that the adversary U successfully distinguishes between a shared
secret SSK,, from a random value is no more than 1/2 plus a negligible frac-

tion wn the security parameter even it was given the previously shared secrets
SSKy,...,SSK,_1.

This can be simulated by U obtaining shared secrets SSKi, ..., SSK,,_1 stored
in the memory of any of the corresponding parties. The leakage of these shared
secrets can be in the form of cryptanalysis, unauthorised access to a party’s memory,
careless storage of the shared secret, etc. As far as we know, no KE can achieve
such property because the main focus in the literature is to share a secret without
investigating how KE protocols can adapt if the shared secret is compromised.

We now modify the UM adversary so that it can capture the resiliency property
as follows.

Resiliency query. Upon request, the adversary U gets the session key of a
complete unexpired session of a party P. P outputs to the other parties that this
session-key is exposed.

Test-session™®. We modify the test session of the U adversary in [CKO1]. D
chooses a random number w. He generates SSKy,...,SSK,_1 and sends it to the
adversary. After that it tosses a fair coin b € {0,1} and sends SSK, to U if b =1

and sends a random number if b = 0.

7.3 The Proposed IBAKE

The proposed IBAKE operates as follows.

o (params) < Setup(X). Using RSAgen(\), generate (p, ¢), calculate the modulus
N < pq, choose u € J(N)\ QR(N), and choose a hash function H : ID — J(N).
The public parameters params are [N, u, H]. The master secret MS parameters
are p,q and a secret key K for a pseudorandom function (PRF) Fix : ID —
[0,1,2,3].
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Figure 7.1: IBAKE Interaction

o (r) < Extract(MS,ID). Calculate R <— H(ID) € J(N) and w < Fx(ID) €
{0,1,2,3}. Choose a € {0,1} such that u*R € QR(N). Let [z, 21, 22, 23] be the

four square roots of u*R € Zy, then r < z,,.

e (SSK) « KeyFExchange(IDy,ID,y,SID). First, the initiator P; on input of
his identity ID;, the other party’s identity ID, and a session identifier SID
chooses two random values sj,a; € Zy such that v Ry € QR(N) and sends
(IDy,SID,u**,S; = s%) to P,. Upon receipt of (IDy,SID,u*,S; = s}) from
Py, P, chooses two random value sy, a0 € Zy such that u*2Ry € QR(N) and
sends (I Do, SID,u®?, Sy = s2) to P;. After that, P, and P, solve the following

equations.

(25, 95) ¢ u RSP 2? + u Ry S22 =1 (mod N), (7.1)

where 7 is the bit index. Equation 7.1 can be solved as explained in [BGHO7].

After that, P, and P, calculate T; = ~ = =

1+u% mirls?"’l o 2+2u% yﬁgs%“‘l )
respectively. P, and P, can now generate SSK = Tg||T1||...||T;—1. After success-
fully sharing SSK between P, and P,, they can now generate multiple session
keys SSK,, with arbitrary different lengths. The interaction between the P; and

P; is shown in Figure 7.1.

7.3.1 IBAKE Product Formula

Each user has to solve [ equations in the form of Az? + By? =1 (mod N) to share
a secret SSK of length | by computing x;, y;, € Zy.

We present a variant of Lemma 2.1 suitable for solving the IBAKE equations.
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Lemma 7.1. Fori = 1,2 let (z;,y;) be a solution to A;x*> + Byy? = 1 (mod N).

Then (x3,ys) is a solution to

Ay Ayx? + BiBJy? =1 (mod N), (7.2)
_ 1T _ +
where T3 = B1y1y22+1 and y3 = —Bg/Q(y];l;nyJrl).

Proof. Rewrite Equation 7.2 to be A;Asz? + Bl(Bgmy)2 = 1 (mod N) and
apply Lemma 2.1 to get z3, ys.

P solves the equations u® RSP 'a? + u®2 Ry S5t y? = 1 (mod N) as follows.
First, it solves the equations u® R;S1x3 + u®?RyS5y2 = 1 (mod N) and S7z? +
u*? Ry Soy? = 1 (mod N) to get g, yo, z,y respectively. Then, it applies Lemma
7.1 to solve u™ Ry S}x3 + u*2RyS3y? = 1 (mod N) to get z1,y;. It solves the rest
of the equations u™ RS a? + RyS3t1y? = 1 (mod N) to get (x;,1;) by using

(xifly Yi—1, 7T, y)

7.4 The Proposed IBAKE Security

The first property is the correctness of IBAKE which is proven as follows.
Correctness. As in [BGHO7], it is easy to prove that.

" ag—ay an—a
(T 2y 1) - (20 7"2832+1y1+2)—2u 2 22 7"252”1 20ty

+2u 2“ Tlsfﬁ_lxz + 2 22a TgSgH—lyz + 2+ (ual Rls%l—i_ll'? + UQ2R2S§l+1yi - 1)

7(1 27(1
= @ s T sy 1 1),

T rist e 41 Ty 952ty 4+ 2 1
N N 7
T sy 41 B 2T rys2it ly, 4 2
N N N '

We now present Theorem 7.1 to prove that the second property of CK-Security
holds for IBAKE.

Theorem 7.1. Suppose the quadratic residuosity assumption holds for RSAgen and
F is a secure PRF. Then the proposed IBAKE protocol is CK-secure with resiliency
under the unauthenticated-links adversarial model (UM) if H is modelled as a random
oracle. In particular, suppose U is an efficient UM adversary, then there exist

efficient algorithms Q1, Q2 whose running time is the same as that of U such that,

SKAdUu,[BAKE()\) S QQRAdUQ%RSAgen(/\) -+ PRFAdUQhF()\) (73)



CHAPTER 7. A Resilient Identity-based Authenticated Key Exchange 112

Security Proof. We first prove the CK-security with resiliency against an AM
adversary A, then we make it secure against a UM adversary using authenticators.
Assume to the contrary that there is an AM adversary A against the IBAKE protocol
that has non-negligible advantage in guessing correctly whether the response to a
test-query is real or random. We construct out of this attacker an algorithm D that
distinguishes between the two sets QR(N) and J(N) \ QR(N) with non-negligible
probability, reaching a contradiction with the quadratic residuosity problem. The
input to D is denoted by (Py,..., P,, H, N,u,u®t,u®, S5, S5, SSK}). Let [ be an
upper bound on the number of sessions invoked by A in any interaction. D plays
an adversarial game with A to solve the quadratic residuosity problem. We defines
two sequences of games and let W, represents the winning of the i;, game and W;
represents the winning of the i,, game by the adversary A. The security proof can
be proved in two ways, Proof 1 and Proof 2. Both proofs have in common the
games from Game-0 to Game-5 and Game-9. Game-6 to Game-8 belongs to
Proof 1 and Game-6 to Game-8 belongs to Proof 2. Any of these proofs can prove
the security of the proposed IBAKE. The structure of these proofs is illustrated in
Figure 7.2.

These games are defined as follows.
e Game-0 is the usual adversarial game.
e Game-1 replaces the PRF F with a truly random function.
e Game-2 explains how to simulate the hash function H.

e Game-3 shows how A interacts with IBAKE and how to answer corruption,

state-reveal, session-output and resiliency queries.
e Game-4 sets u € QR(N).
e Game-5 explains how to respond to the test-session query from A.
e Game-6 sets Sy € J(N)\ QR(N).
e Game-6 sets S; € J(N)\ QR(N).

e Game-7 and Game-7 prove that the proposed IBAKE is resilient if 4 attacked
P, or P, respectively.

e Game-8 and Game-8 show that the shared secret is indistinguishable from ran-

dom if A attacked P; or P, respectively.

o Game-9 explains what happens if the test-session query is different that the input

of D. We now present the security proof.
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Proof 1 ' Proof 2

.

|

Figure 7.2: IBAKE Security Proof

Game-0. Choose in random a value 1 < d < [. Run A on a simulated inter-
action in the AM model with P, .., P, running IBAKE. Give the adversary A the
public parameters H,u, N as a result of executing the Setup algorithm of IBAKE.

Since this game is the same as running IBAKE, we have,
1
| PI"[WO] — §| = IBEAdUAJBAKE<)\).

Game-1. This is the same as Game-0, with the following change. In the Setup
algorithm, instead of using a PRF to generate the private keys of a party P, we use
a truly random function f : ID — {0,1,2,3}. If F'is a secure PRF, A will not
notice the difference between Game-0 and Game-1. In particular, there exists an

algorithm ()7 (whose running time is about the same as that of A) such that,
| Pr[W,] — Pr[Wo]| = PRF Advg, r(N).

Game-2. (N, u, H) are the public parameters params given to A in the previous
game where u is uniform in J(N) \ QR(N) and the random oracle H is a random
function H : ID — J(N). We make the following change in the random oracle H in
this game. D responds to a query to H(ID) by picking a € {0, 1} and v € Zy and
setting H(ID) = u™?. Thus D implements a random function H : ID — J(N) as
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in the previous game. D generates the private key of a party P as follows. Suppose
R = H(ID) = u™? for some a € {0,1} and v €g Zy. D generates the private key
for ID by setting either R2 = v (when a = 0) or (uR)2 = wv (when a = 1). Since v
is uniform in Zy, this will produce a square root of R or uR which is also uniform
among the four square roots, as in the previous game. Thus, A’s views in Game-1

and Game-2 are identical and therefore,
| Pr[Ws] = Pr[W4]].

Game-3. When A triggers a party to start a new session (except for the d
session) or retrieve a message, follow the instructions of IBAKE on behalf of that
party. When a session is expired at a party, delete the corresponding session key
from that party’s memory. When a party is corrupted, give the adversary the long-
term key r; of that party along with the current internal state s; of that party. If
A makes a session-state reveal query for a specified session within a party, it gets
the current local state s; of the specified session within that party. If A makes a
session-output query for a specified session within a party, it gets SSK,,. If A issues
a resiliency query for an unexpired session, it gets the shared secret SSK of that

session. Since this game is the same as the previous game, we have,

| Pr[W5] = Pr[IWa]].

Game-4. In this game, D chooses u uniformly in QR(N) instead of J(N) \
QR(N). Since this is the only change between Game-3 and Game-4, A will not notice
the difference assuming that the QR assumption holds for RSAgen. In particular,
there exists an algorithm @)y (whose running time is about the same as that of A)
such that,

| Pr[Wy] — Pr[Ws]| = QRAdvg, rsagen(N)-

Game-5. We now explain how D answers the test-session query from A. When
the d-th session (P, Py, SID*) starts, P, initiates the session with P, and sends
(P, SID*,u1, S7) to P,. When P, receives the message (P, SID*,u®1,S;) from
Py, it sends back the message (P, SID*, u®,S3). If A chooses (P, Py, SID*) as
the test-session, then give A the values of SSKj,...,SSK,_1 and toss a fair coin
b € {0,1}. If b = 1 then give the adversary the challenge shared secret SSK}
otherwise give a random number to A as the answer to this query. Since this game

is the same as Game-4, thus,
| Pr[W5] = Pr[W,]|.

Game-6. In this game, we make a change in the test-session. Instead of sending
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S5 € QR(N) to Py, Py sends S5 € J(N)\QR(N). Since the only difference between
Game-6 and Game-5 is that S; € J(N)\ QR(N) in Game-6 instead of S € QR(N)
in Game-5, A will not notice the difference assuming that the QR assumption holds
for RSAgen. In particular, there exists an algorithm )5 (whose running time is
about the same as that of A) such that,

| PI‘[W6] — PI‘{W5” = QRAdUQQ,RSAgen()\)-

Game-6. In this game, we make a change in the test-session. Instead of sending
St € QR(N) to P, Py sends S7 € J(N)\QR(N). Since the only difference between
Game-6 and Game-5 is that S; € J(N)\ QR(N) in Game-6 instead of S; € QR(N)
in Game-5 , A will not notice the difference assuming that the QR assumption
holds for RSAgen. In particular, there exists an algorithm () (whose running time
is about the same as that of 4) such that,

| Pr[W¢] — Pr[Ws]| = QRAdvq, rsagen(N).

Game-7. This game shows that the proposed IBAKE protocol is resilient
if the adversary attacks P;. To prove this, we need to show that the Jacobi

2179 2i41 i -
;w2 T8 +1 z;vST+1 a1—ay .
symbols ( : T = <7T1> where v = w2 rys; are independent

from one another, so if the adversary gets in the test session the shared secrets
SSK;,SSKs,, ..., SSK,,_1 that will not provide him any information about the chal-

lenge shared secret SSK . The proof of this claim depends on the following Lemma.

Lemma 7.2. It is a hard problem to find the Jacobi symbol <%> for a security
parameter k from a sequence of(%l), (%), (?"ITH), e (%) if GCD(a,N) =

1.

Proof. Damgard [Dam88] presented Theorem 4.3 which stats that the Jacobi
symbols of (a+1,a+2, ...,a+ P(k)) is indistinguishable from random. The difference

between the Jacobi sequence (£H), (4£2), (2t2) <%NW) and the Jacobi
sequence (aNil), (%), (%), ey (%) is that the first is incremented by 1

and the other is incremented by a. Since GCD(a, N) = 1 i.e. a is relatively prime
to N, a is a generator for the additive cyclic group Zy and the two sequences are
exactly the same but generated in different order and consequently Lemma 7.2 holds.

The sequence <%) can be expressed as (%) where ¢; = ;5% and a = .
If ¢; does not repeat i.e. there is no ¢; = ¢; for i # j and GCD(y, N) = 1, then the

sequence <%) imitates the sequence (“TH), (—2%1), (—36?1); =y <—(P(]2a+1) and

1
we can say that guessing the Jacobi symbol (%SIH) from the sequence of Jacobi
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symbols <$), 0 <2 <[ —11is a hard problem, where [ is the number total
shared bits between P, and P,. Thus,

| Pr[Ws] = Pr[W|.

Game-7. This game shows in the same way as Game-7 that the proposed

IBAKE protocol is resilient if the adversary attacks P, by proving that the Jacobi
22792 941 5qi ag—a
sequence 2y T Ta% +2) = <M]€2+2> where 8 = u~'2 "rysy are independent

N
from one another. Thus,

| Pr[W;] = Pr[Wg)|.
Game-8. In this game, we replace the shared secret SSK by a random string

z €g {—1,1}. We first prove that (2,95} + 1)(—2;vSi + 1)u*2RyS3" € QR(N).
Proof. Let f(z;,7) = (z;7Si + 1), then we have,

fzs, ) fla, —7)u* Ry S5 = (7St 4+ 1) - (=St + 1u*? Ry S5
_ (1 oy R1512i+1x22)ua2R251§i+1 _ (u”RgSgiHyf)u” R2522i+1

= (U2 Ry 52 y)% € QR(N).

Since wu, Ry, Re,S1 € QR(N), Sy € J(N)\ QR(N), (zivSi + 1)(—z;ySi +
1)RyS2% € QR(N), then Case 2 in Lemma 4.2 can be applied and the distri-
bution of the Jacobi symbols <%) are random in {#+1}. Thus, A will not be
able to distinguish between Game-6 and Game-7. i.e.

| Pr[W] = Pr[WW4]].

Game-8. In this game, we replace the shared secret SSK; by a random string
z €p {—1,1}. We first prove that (2y;35% + 2)(—2y; 855 + 2)u R, S7 € QR(N).
Proof. Let g(y;, 3) = 2(y;35% + 1), then we have,

9(yi, B)g(yi, —B)u Ry ST = 4(yiBS% + 1) - (—y:8S5 + Du™ By ST+
=4(1 — u Ry Sy u™ R S = 4(u™ Ry ST a?)u™ R ST
= (2ua1315%i+1xi)2 S QR(N)

Since u, Ry, Ry, Sy € QR(N), Si € J(N)\ QR(N), (2y:3S5 + 2)(—2y:355 +
2)R S € QR(N), then Case 1 in Lemma 4.2 can be applied and the distribution
of the Jacobi symbols (W) are random in {£1}. Thus, A will not be able to
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distinguish between Game-6 and Game-7. i.e.
| Pr[Wsg] = Pr[W]|.

Game-9. If the d-th session (P, Py, SID*) is ever exposed, or if chooses a
session different than the d-th session, or if A halts without choosing a test-session
then D outputs a random value b € {0, 1} and halts. If A halts and outputs b, then
D halts and outputs b too.

Clearly in Game-8, Game-8 and Game-9 we have,
— 1
|PI'[W8] = PI'[Wg] = PI'[WQ] = §|

Combining all the previous equations proves the security of the proposed IBAKE
against an AM adversary.

We note here that the proposed IBAKE protocol (in its current state) is not
secure against UM adversary. If an adversary U can manipulate the values S; and
S5 exchanged between parties P;, P, he can break the protocol as follows. U chooses
a random value o € Zy and calculates S; = a?R~! and sends S; to P,.

U will be able to completely break the protocol and exchange a session key with
P, on behalf of P; even though U did not know the long-term secret key ry or s;
because every generated bit is function in the secret r1s; = aq which is known by
U. We can use authenticators presented in [BR93, CKO01] to convert the IBAKE
protocol to be secure against U.

Based on the above, we can say that the proposed IBAKE is resilient and is
CK-secure against the UM adversary. This concludes the proof of Theorem 7.1.

7.5 Efficiency

In this section, we present an efficiency comparison between our proposed IBAKE;,
the multiple key exchange protocol of Lee et al. [LWWO08, VLYK10] which is based
on parings and the ISO/IEC 11770-3 standard [ISO09b]. We compare between them
in terms of number of keys that can be shared per session, the number of expensive
operations per session and the required bandwidth (BW) to establish each session.
Table 7.1 compares between these three protocols. The symbol p presents a prime
search, € presents a pairing operation, m presents a prime modular exponentiation.
N is the modulus and [ is the shared secret length. The symbols G presents an
element in in a group G such that e : G x G — Gp. From Table 7.1, we can see
that.

e The proposed IBAKE can work as an excellent multiple key exchange protocol
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Table 7.1: Comparison Between Some KE Protocols and The Proposed IBAKE

N. of shared keys | Expensive Operations | BW
IBAKE X 2p Zn
Lee et al. 4 4é 4G
standard 1 3m AN

with the possibility to generate % keys.

118

e The proposed IBAKE requires only two prime search operations to solve the equa-
tions u® Ry S123 + u*2 RySoy2 = 1 (mod N) and S7z? + u*2 Ry Soy* = 1 (mod N)
to generate the whole set of % keys. Moreover, because of the resiliency property,
if a shared key SSK is leaked, we can generate another key SSK; without the

need to solve any such equations, while the other two protocols must establish a

new session.

e Both parties need to share only one element in Zy to establish the session, and

if a new shared key is required it can be generated without exchange any further

information.

7.6 Conclusion

We presented a new notion of security called resiliency which presents the ability

of a KE protocol to securely generate another session key if the previous session

key is leaked without the need to setup a new session. We modify the CK-model

to meet the resiliency security requirement. We then present an IBAKE that can

generate multiple, independent and secure shared secrets between two parties within

the same session. We proved that the proposed IBAKE protocol is secure against a

UM adversary with resiliency. We also showed that the proposed IBAKE is efficient

and practical compared to other KE protocols.



Chapter 8

Conclusion And Future Work

8.1 Conclusion

Identity-based cryptography (IBC) is considered as the next generation of public
key cryptography because it completely eliminates the use of certificates. Most IBC
systems, especially identity-based encryption (IBE) systems, are constructed using
bilinear pairings. IBC systems based on pairings have few major drawbacks. First,
bilinear pairings are time- and power-inefficient mathematical tools. According to
MIRACL benchmarks, a bilinear pairing takes approximately 2.5 times a modular
exponentiation in RSA. Second, the incompatibility of these systems with the well-
established public key cryptography such as RSA prevents them from being widely
used in the real world. Third, the security of these systems are based on relatively
untested computational problems compared to RSA or ElGamal. Fourth, the im-
plementation of these systems can be complex with many choices of parameters,
families of curves and implementation tricks. The current IBE systems without
pairings are not practical and cannot compete with IBE based on bilinear pairings.

To overcome the above mentioned drawbacks, we investigated in this thesis
identity-based variants of RSA and we also investigated the current pairing-free
IBE systems based on RSA settings such as Cock’s IBE [Coc01], Boneh, Gentry
and Hamburg (BGH) IBE [BGHO07] and Jhanwar and Barua (JB) IBE [JB08] and
we got the following results.

In Chapter 3, we investigated the mediated structure of IB-mRSA which is a
solution to the key revocation problem in the identity-based settings. We showed
that IB-mRSA may not be secure and proposed two solutions to overcome the
security flaw of IB-mRSA. After that, we presented a generic mediated encryption
(GME) that converts any IBE to an identity-based mediated IBE. Although it is
based on double encryption, our proposed system is efficient. The ciphertext size is
the same as a single IBE. It combines the advantage of CBE and SEM structures.
Our system is more efficient than CBE because it does not depend on certificates
and it is more secure than [BDTWO1] and [Gen06] because the SEM in GME is not
a single point of failure and can not be fully trusted. We prove that GME is as
secure as the IBE used in the case of a revoked user or a hacked SEM.

In Chapter 4, we investigated two BGH IBE systems presented in [BGHO7]
and proposed two variants of these systems. The proposed variants are more time-
efficient than BGH systems without negatively effecting the security of BGH IBE
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systems. We also presented a time-space trade-off variants that are both time- and
power-efficient.

In Chapter 5, we investigated the security of JB IBE. We showed that this IBE
is not IND-ID-CPA secure and presented a solution to overcome this security flaw.
We also pointed out a flaw of the security proof of JB IBE and presented a security
proof that shows that the fixed JB IBE is as secure as the original BasicIBE of
Boneh, Gentry and Hamburg.

In Chapter 6, we presented two ciphertext-policy attribute-based signcryption
systems (CP-ABSC) that signcrypts data in away more efficient than individually
encrypting and signing data. In addition, one of the proposed ABSC systems (Anon-
ABSC) preserves the privacy of the encryption attributes (i.e. anonymous). They
are full secure in the random oracle model based on the QR assumption. The pro-
posed systems have a constant ciphertext size regardless of the size of the access
structure.

In Chapter 7, we proposed a new notion of security of key exchange (KE) proto-
cols called resiliency. The concept of resiliency presents the ability of a KE protocol
to securely generate another session key between the designated parties if the pre-
vious session key is leaked without the need to setup a new session. We modify the
CK-model to meet the resiliency security requirement. We then present an IBAKE
that can generate multiple, independent and secure shared secrets between two par-
ties within the same session. We proved that the proposed IBAKE protocol is secure
against a UM adversary with resiliency. We also showed that the proposed IBAKE

is efficient and practical compared to other KE protocols.

8.2 Future Work

Tradeoffs between security and performance exist in the proposed pairing-free identity-
based cryptography systems. Although these systems are highly time-efficient, they
are space-inefficient compared to pairing-based identity-based cryptography systems.
In addition, pairing-based systems are applied in many applications such as hier-
archical encryption and certificateless cryptography. In our future work, we would
investigate new techniques to construct IBE systems that are both time- and space-
efficient, improve the security of these systems by presenting efficient CCA secure
systems without random oracle, and design efficient systems that can be adopted to

the security applications of our digital world.
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