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Fig. 2. Threat model and attack vectors on deniable file systems and hidden operating
systems.

deniable files would become obvious. This is due to the fact that examination
using differential analysis can reveal that seemingly random bytes on the hard
drive will change in a non-random fashion. This was practically demonstrated
by Hargreaves and Chivers [6], and research on detecting the creation of DFSs
inside an encrypted container have been presented in Jozwiak [8].

The Live Response Access model is the model that is most suitable for detect-
ing a hidden OS. Examples of such a scenario is when an investigator has direct
live access to a DFS based hidden OS, or has access to the network environ-
ment within which a hidden OS is operating, or has access to cloud applications
in which a hidden OS is connected to. A typically situation will involve an in-
vestigator remotely logging into a system containing a hidden OS using live
response tools or just using standard remote access software like Team Viewer
or VNC. Live response and memory analysis tools have the capabilities of col-
lecting information from network connections, open ports and sockets, running
processes, terminated processes, loaded DLLs, open files, OS kernel modules,
process dumps, strings or user logs [12].

3 Defeating Deniability of Hidden Operating Systems

In this section, we present practical attacks on the deniability of hidden Operat-
ing Systems (OSs). For this, a test environment was created using Oracle Virtual
Box version 5.1.12. A hard drive image size of 50GB was created. However, since
the virtual box operates using the vdi file format with included metadata, its
image had to be converted to a binary RAW format before analysis using com-
puter forensic tools. Both the decoy and hidden OS (MS Windows 10) where
installed using VeraCrypt 1.19. The designed layout of partitions is depicted in
table 1.
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Table 1. Layout of the test environment.

Partition [Starting Sector|Last Sector|Size (MB)
Jdev/sdal 2048 1026047 500
/dev/sda2 1026047 43530239 20270
/dev/sda3 43532225 104855551 29240
/dev/sdab 43532288 1048553551 29240
Unallocated 104855552 104857599 1

The first partition, /dev/sdal, was for the Windows Recovery Environment
(WinRE) and was unencrypted. The second partition, /dev/sda2, was the one
on which the decoy operating system was installed; the whole partition was en-
crypted. /dev/sda3 was the extended partition that hosts the /dev/sdab/ par-
tition, which was the completely encrypted outer volume; the hidden OS was
installed within this partition. As the hidden OS was contained within the en-
crypted hidden volume, which was located inside the encrypted outer volume,
plausible deniability necessitates that it should be impossible to prove the exis-
tence of this hidden OS. However, in the next section, we show that plausible
deniability of the VeraCrypt hidden OS is not met even in the simplest threat
model scenario.

3.1 Encrypted Drive Analysis

First, we investigated the possibility of defeating plausible deniability of a Ve-
raCrypt hidden OS under the most basic thread scenario, i.e. the One-Time
Access scenario. An example of such a scenario is when Alice’s computer is
seized by police, who force Alice to reveal the password of the encrypted par-
titions. Alice reveals the password for the decoy OS and for the outer volume.
According to the plausible deniability attribute of the VeraCrypt hidden OS, the
police should not be able to prove that Alice has a hidden OS installed on the
computer, as it is stored in an encrypted hidden volume inside the encrypted
outer volume.

A VeraCrypt hidden OS requires a special uncommon disk layout consisting
of at least two partitions that are both completely encrypted. This information,
in conjunction with the fact that VeraCrypt is installed on the computer under
investigation, can potentially raise the suspicion of the police to the presence of a
hidden OS. Nevertheless, this can reasonably be explained by Alice as the need to
separate the system and documents into separate partitions. However, any solid
indication that a hidden OS is installed on the computer under investigation is
sufficient to defeat plausible deniability.

We conducted randomness testing to check for artifacts in the outer volume.
The reason for this is because if a hidden OS is running inside a completely
encrypted hidden volume that is located within an outer volume, which is also
completely encrypted, no pseudo-random anomalies should be found. When we
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performed entropy analysis on the outer volume, it showed that most of the
examined data had values between 7.9978 and 7.9986, which represent expected
values from correctly encrypted cipher text data. However, we were able to ob-
serve some unexpected values in specific sectors that were occupied by the outer
volume. In particular, there were two areas which clearly showed significantly
lower entropy values of 7.9966 and 7.997, as can be seen in the plot provided in
fig. 3.
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Fig. 3. Areas with significantly lower entropy inside the outer encrypted volume.

The first of these observed areas was located in sector number 61345696, and
the second was located 45928448 bytes later in sector number 61435400. Both
of these sectors are located within the /dev/sdab partition, which was within
the completely encrypted outer volume. The hidden volume hosting the hidden
OS had a size of 42504191 sectors. This could infer that the lower entropy areas
indicate the beginning and end of the hidden volume hosting the hidden OS.
Presence of these areas violates the plausible deniability of the existence of a
VeraCrypt hidden OS.

Both areas are exactly 512 bytes in length and consist of “00” bytes and
strings, and the path to the “\windows\system32\winload.exe” file, refer to fig.
4. Cross drive analysis showed that the second area correlates to running the
hidden OS. Three bytes at offset 61435400 are altered every time the hidden
OS is started. This is highlighted in fig. 4, the bytes 90 90 00 change to CD 1E
01 whenever the hidden OS is started. A VeraCrypt ciphertext block size is 16
bytes (128 bits), this indicates that this area is not overwritten by the VeraCrypt
encryption algorithm.

In summary, an investigator can easily find these areas in a One-Time Ac-
cess threat model scenario. The presence of these areas is correlated with the
existence of a hidden OS, and thus violates the plausible deniability attribute of
a VeraCrypt hidden OS. Furthermore, if an investigator is able to compare this
area with binary snapshots taken over an interval of time (i.e. in the case of a
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Fig. 4. Lower entropy areas.

Multiple Access model), this can provide strong evidence as to the running of a
hidden OS on the computer.

3.2 Cross Drive Analysis

In this section, we demonstrate a method of defeating plausible deniability of
a VeraCrypt hidden OS in the case of a Multiple Access threat model. This
scenario assumes that an investigator is in possession of multiple binary copies
of Alice’s computer hard drive that were taken over several time intervals during
which Alice was using either the decoy OS or the hidden OS. This method has
previously been used in DFSs for detecting the existence of TrueCrypt hidden
volumes on a drive under investigation [6]. Our research adopts this method for
detecting the presence of a VeraCrypt hidden OS.

First, we split the binary images of the investigated drives into 1000MB
blocks. Then the SHA1 of each block was computed. This was done under the
assumption that this will help narrow down the analysis from a 50GB image to
smaller parts of the drive where data actually changes, which was true in the
case of analyzing TrueCrypt hidden volumes [6]. It turns out that running a
VeraCrypt OS’s “on the fly” encryption (even when the OS is idle) writes large
amounts of data, which distributes changes over the whole system partition.
VeraCrypt statistics estimate that 17, 33, and 520 MBs of data written on an
encrypted volume correspond to 1 minute, 2 minute and 5 minute intervals
[11]. Analysis of the cryptographic hash function values clearly showed that
mismatched blocks in the case of running the decoy OS are placed in the first
half of the investigated drive image. This is in contrast to running the hidden OS,
which changes only the second half of the drive image. We performed a detailed
comparison of changes in each corresponding data block, and a visual depiction



