

















components in packages of LocatingTrust. EvaluatingTrust
and ConsumingTrust. In package LocatingTrust. there are
computing components as locating trust controller, trust re-
lationship locator and authentication controller. In package
EvaluatingTrust. there are computing components as trust
evaluation controller. credential evaluation. reputation evalu-
ation. stored data evaluation and environment evaluation. In
package ConsumingTrust. there are computing components as
trust consuming controller. application consuming controller,
direct trust consuming controller. credential generator con-
troller. consuming data storage controller. system consuming
controller, TrustEngine consuming controller and auditing
consuming controller.

When there is trust request from applications, system
operations of TrustEngine will be activated in the following
sequence:

TC1:TrustEngine controller is the first computing component
to be activated and it will assign a task to locating trust
controller.

LT1:Locating trust controller assigns a
relationship locator.

LT2:Trust relationship locator finds the required
relationship and return it to locating trust controller.
LT3:Locating trust controller requires authentication
controller to do the task of authentication for the involved
trustee.

LT4: Authentication
authentication.
LT5:Locating trust controller returns information of locating
of trust to TrustEngine controller.

TC2:TrustEngine controller requires trust evaluation controller
to evaluate the trust relationship.

TE1:Trust evaluation controller assigns ecvaluation tasks
to computing components credential evaluation. reputation
evaluation, stored data evaluation and environment evaluation.
TE2:Credential evaluation checks credentials.
TE3:Reputation evaluation performs the computing tasks of
reputation evaluating.

TE4:Stored data evaluation performs the evaluation of trust
against stored data.

TES:Environment evaluation performs the evaluation of trust
against environment variables.

TEG6:Trust evaluation controller integrates the results of TE2.
TE3. TE4. and TE5 and returns final evaluating result to
TrustEngine controller.

TC3:TrustEngine controller assigns trust consuming controller
to manage the consuming of the evaluated trust relationship.
TU1:Trust consuming controller assigns consuming tasks
to application consuming controller and system consuming
controller.

TUA1:Application consuming controller assigns tasks
to dircct trust consuming controller, credential generator
controller and consuming data storage controller.
TUA2:Direct Trust Consuming Controller informs the
application who initiates the trust request for the consuming

task to trust

trust

controller performs the task of

of trust.

TUA3:Credential generator controller generates credentials
based on the result of trust evaluation. The credentials will
be stored or delivered based the specific requirements of a
real system,

TUA4:Consuming data storage controller formats data and
saves them with different data storage mechanisms such as
local database. remote database and profiles.

TUS1:System consuming controller assigns tasks to
TrustEngine consuming controller and auditing consuming
controller.

TUS2: TrustEngine consuming controller performs functions
for trust consuming by TrustEngine and it saves data in
TrustDatabase.

TUS3:Auditing consuming controller performs functions of
trust consuming for the auditing purpose.

The real trust management system must be developed based
on specific business requirements. available technologies and
computing environments. The business requirements of trust
are expressed by trust relationships. These trust relationships
play a crucial role in trust management. How to model these
trust relationships can be found in our previous work [14].
[15]. The computing components of TrustEngine described
above will be customized based on these trust relationships.
These generic computing components of TrustEngine must
be transformed into solid computing components coupled
with available technologies and computing environments. The
existing standards and conventions are leveraged in such a
process.

V. AN APPLICATION EXAMPLE

In order to illustrate our TrustEngine architecture proposed
above. we make a scenario example based on possible re-
quirements in the federated medical services. In federated
distributed medical services, there are multiple trust relation-
ships between entities such as patients, physicians. hospitals.
insurance companies. pharmacies. etc and we believe that
trust plays an important role. The modelling and evaluating
of trust relationships are beyvond the normal authentication
and authorisation. Trust relationships arc context-based and
must be evaluated dynamically. Trust relationships may be
modified at any time. We will employ TrustEngine architecture
described in section IIl and section IV to develop the sub
system for trust management.

In such a system. there are many trust relationships and
it could be very complicated. but we only consider some of
them for illustrating our TrustEngine architecture. In federated
medical services. there are an enormous variety of applications
that require making complex trust decisions that are dependent
on runtime situations. The trust requirements are normally
dynamic and flexible. Trust mechanism in federated medical
services needs to be highly dynamic and independent from any
particular application. Here we will choose three typical trust
relationships in the federated medical services and use them as
examples to discuss the evaluation and consuming of trust in
a real system. We provide some discussions about the system



setting up for trust management in federated medical services.
Then we give two run time scenarios based on corresponding
trust relationships. We hope that readers can get a general
fecling of TrustEngine architecture and the framework for trust
management.

A. Modelling Trust Relationships

In our previous work [14]. [15]. we have discussed how
to model trust relationship in distributed information systems
based on proposed formal definition of trust relationship and
properties of trust relationships. There are several stages for
modelling trust relationships in distributed information sys-
tems such as extracting trust requirements, identifying possible
trust relationships from trust requirements, choosing the whole
set of trust relationships from possible trust relationships and
implementing and maintaining trust relationships. The trust re-
lationships in federated medical services are very complicated.
We will not consider the details of trust relationships in such
a system. For our purpose. here we only model the following
three trust relationships to illustrate the usage of TrustEngine
architecture. The trust relationships are:

1. T1 < R1, F1., C1, P1 >. Rl includes pa-
tients; /1 includes doctors: C'1 includes medical practitioner
licences; and P1 includes that doctors have the ability to do
general practice.

2, T2 < R2, F2. C2. P2 > [2 includes patients;
E2 includes doctors: "2 includes cardiologist licences: and
P2 includes that doctors have the ability to do heart checks
or attend the heart surgeries as non-principal doctor.

3. T3 < I3, I3, C3, P3 >. R3 includes patients:
E3 includes doctors: '3 includes cardiologist licences. rep-
utation for more than 5 year cardiology practice. experience
of successful heart surgery in the specified hospital and there
is surgery room in specified date and hospital: 3 includes
that doctors have the ability to be principal doctor in the heart
surgery at the specified hospital on a specified date.

These trust relationships are stored in TrustDatabase before
they may be used by any other computing component in
TrustEngine.

B. System Setting Up

The sub system for trust management of federated medical
services will utilize TrustEngine architecture described in 111
and IV to perform all computing tasks about trust. We use
the federated medical services as an example to cover all
the computing components in TrustEngine architecture. The
computing components in packages TrustControl and Locat-
ingTrust are always necessary in any system. Different authen-
tication mechanisms can be emploved using the interface of
authentication controller. In the package of TrustEvaluating.
the computing components will be customized according to
specified requirements. In federated medical services. it is
possible to evaluate trust against credential. reputation. stored
data and environment parameters and therefore all computing
components in package TrustEvaluating should be installed. In
federated medical services, all the three application consuming

ways may be involved. The direct trust consuming controller.
credential generator controller and consuming data storage
controller are all necessary to be developed and installed
in the system. TrustEngine consuming controller is installed
for the result of trust evaluation to be used by TrustEngine.
Auditing consuming controller is installed for the result of
trust evaluation to be used by auditing system.

C. Run Time Scenarios

Here we provide two run time scenarios based on the
corresponding trust relationships modelled in V-A. We assume
that the whole system has been set up and all necessary
computing components have been installed. In these scenarios,
we will provide the sequence of operations at run time., We
hope these scenarios are helpful for readers to understand the
computing components and operations of TrustEngine.

Scenario 1: When a patient books a genecral medical
practice through federated medical services, trust relationship
T1 in section V-A will be involved. The request of trust
is initiated by booking application of federated medical
services. At run time, system operations will be activated
in the following orders: TCI1, LTI, LT2. LT3, LT4. LT5.
TC2. TEl. TE2. TE6, TC3. TUL. TUAIL. TUA2, TUSI,
TUS2. TUS3. These operations perform whole set of trust
management tasks for the involved trust request. Particularly.
TE2 is the operation to verify the validity of the medical
practitioner licence associated with the involved doctor. We
assume that booking application will use the evaluated trust
relationship immediately and TUA2 is the operation for the
direct trust consuming. TUSI, TUS2, TUS3 are operations
for system consuming based on specific svstem requirements,

Scenario 2: When a patient books a heart surgery through
federated medical services, trust relationship 73 in section
V-A will be involved. This trust relationship is complicated
and it needs multiple mechanisms for the evaluation. There
arc multiple ways for the consuming of this trust relationship
as well. We assume that the request of trust is initiated by
the booking application of surgeries and trust management is
controlled by information system of the specified hospital of
the possible surgery. At mn time. when the trust request is
sent to the information system of specified hospital. system
operations will be activated in the following orders: TCI.
LT1, LT2, LT3, LT4. LT5. TC2, TElL. TE2, TE3, TE4. TES5,
TE6. TC3. TUL. TUAL. TUA2, TUA3, TUA4. TUSI. TUS2,
TUS3. For trust evaluation, TE2 verifies the cardiologist
licence: TE3 calculates and checks over all reputation of the
doctor over recent 5 years. TE4 checks the experience of
successful heart surgery in the specified hospital: TE5 checks
there is surgery room or not in specified date and hospital.
TEG6 will integrate the results of TE2, TE3. TE4 and TES
and return the overall result to TrustEngine controller. In this
scenario. we assume that the evaluated trust will be used by
the booking application of heart surgeryv. Based on the trust
evaluation. some credentials (certificates) can be generated



to provide the information about this evaluated trust and the
credentials will be delivered for further usage in the system.
The evaluated trust will be also stored in database for further
usage of applications in the information system. TU1. TUAL,
TUA2. TUA3., TUA4 are activated one by one. TUSI. TUS2.
TUS3 are possible operations for system consuming.

VI. CONCLUDING REMARKS

In this paper. we have proposed a unified framework for
trust management. The proposed framework and architecture
make it possible for developers to create a (rust manage-
ment system by simply implementing some business logic.
The development of trust management in real applications
can be automated to substantially higher level based on
the proposed framework. The framework can cover multiple
trust mechanisms and computing components of trust can be
casily assembled. Particularly, the existing reputation-based
trust svstems and credential-based trust systems are put in
a unified framework. The trust request. trust evaluation and
trust consuming are handled in a comprehensive and consistent
manner. The unified framework provides multiple interfaces
and they can be implemented based on specific requirements in
the real world and existing standards can easily be leveraged.
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