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Abstract

Radio Frequency Identification (RFID) has been widely applied in various applica-
tions in the modern world. For example, it can be used in supply chain management,
automated payment systems and other daily applications as an essential technology
to enhance lives of human beings. However, RFID systems are vulnerable to many
malicious attacks against security and privacy. To solve these problems, cryptogra-
phy must be applied. Our research work in this thesis mainly focuses on designing
secure RFID authentication schemes with untraceability. We review a number of
recent proposed RFID authentication protocols as well as related cryptographic tech-
niques, and then define the security and privacy requirements for our RFID systems.
Our main contributions in this thesis consist of two proposed RFID authentication

schemes.

The first scheme is a symmetric-key-based authentication scheme for low-cost
RFID tags. RFID systems used in this scheme conform to EPCglobal Class-1
Generation-2 RFID Specification. The work is an improvement of the protocol
proposed by Yeh, Wang, Kuo and Wang (YWKW) in 2010. We investigate the
YWKW protocol and present the man-in-the-middle attack and the strong trac-
ing attack on their protocol. Our scheme successfully overcomes these drawbacks
without impacting the performance advantage. Besides, our scheme achieves both

backward untraceability and forward untraceability.

In last few years, some basic operations on elliptic curves have been proved
applicable for low-cost RFID tags, which make elliptic-curve-based cryptography
possible for RFID protocols. We proposed our second scheme constructed on elliptic
curves using public-key cryptography. We prove the unforgeability for our scheme in
the random oracle model. The security of our scheme is based on the hardness of the
Gap Diffie-Hellman problem. We provide a rigorous privacy proof for our scheme

based on the Vaudenay’s privacy model. To our knowledge, it is the first secure



elliptic-curve-based authentication protocol that achieves both narrow-destructive
and wide-forward privacy. Our scheme is also scalable for large-scale deployment in

practice.
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Chapter 1

Introduction

This chapter provides an overview of the thesis. We introduce the background of
RFID technology in Section 1.1. Section 1.2 presents several commonly used appli-
cations using RFID technology. We describe the research issues in RFID systems
in Section 1.3, and explain the motivations of our research in Section 1.4. The con-
tributions of this thesis are highlighted in Section 1.5 and the organisation of the

thesis is given in Section 1.6.

1.1 RFID Technology

Radio Frequency Identification (RFID) is a technology which can identify and track
objects automatically using radio waves. It has been considered as a substitute of
barcode and offers some attractive features. An RFID system is composed of three
primary parts: tags, readers and a back-end server [THD106, GB06], which are
illustrated in Figure 1.1.

A typical RFID tag is a radio transponder designed to receive and send radio-
frequency signals, which combines a microchip and an antenna [Fin03]. The mi-
crochip is designed for storing and processing data, while the antenna is used to
send and receive radio frequency signals. The tag is usually attached to an item.
Depending on the method of its power supply, a tag can be either a passive tag, an
active tag or a semi-passive tag [Jue06].

Passive tags do not have internal power source, such as batteries, so they are
cheap and small. The microchip inside the tag is able to gain power from the
reader’s interrogation radio signals. Consequently, a communication session can
only be initiated by a reader and the range between a passive tag and a reader is
limited [Jue06, THD*06]. The computational ability of a passive tag is weak.

Both active tags and semi-passive tags contain batteries. The difference between
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them is that, active tags are able to power their memory circuitry and radio circuits
while semi-passive tags still need the reader’s radio-frequency signals to power their
radio circuits. Since they have their own power source, they can communicate with
readers in a greater distance compared to passive tags [Jue06, THDT06].

An RFID reader is a radio transceiver. It contains an antenna to query a tag
via radio signal from distance. A reader is normally connected to a back-end server,
which contains a database about the information of items, through a secure chan-
nel. Upon receiving the response of a tag, the reader can access the database and
retrieve the information of the item to which the tag is attached [THD*06]. The
communication between a reader and a database server is assumed to be secure. For
convenience, the reader and the database server are always considered as a single

entity.

Antenna
(ts) — Tag Interrogation —

«—— Response

Tag

Reader

Backend Database

Figure 1.1: RFID System Components [THD*06]

A number of organisations, including International Organisation for Standardi-
sation (ISO), the International Electrotechnical Commission (IEC) and EPCglobal,
have been working on standards for RFID technology [RFI]. Among all these stan-
dards, EPCglobal UHF Class 1 Generation 2 (EPC Class-1 Generation-2) [EPC08],
proposed by EPCglobal, is designed for passive RFID tags in the supply chain [RFI].
Every tag conforming to the EPC Class-1 Generation-2 contains a unique Electronic

Product Code (EPC), which is used as an identity for goods in the supply chain.
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1.2 RFID Applications

The RFID technology has become widespread due to its low cost and easy deploy-
ment. This section briefly introduces several applications using RFID technology

that are widely deployed in our daily life.

The widest application about RFID is the supply chain and logistics [KS09,
LDO07, RCT06, Rob05, DOD03]. Products attached with RFID tags can be moni-
tored in the whole supply chain. For each RFID supply chain procedure, numerous
RFID tags are functioned as a quantity of goods that are involved. Thus, passive
tags with low price and recyclability will reduce the overall cost and improve the

efficiency of inventory tracking and management.

Access control is another typical application of RFID tags [GJPO05, Jue06]. They
can be used as an access key to pass the security entrance of confidential department
[RCT06, Rot08]. They can also be used as a security device to automatically identify
vehicles [GJP05]. An RFID tag is attached to a car key so that the automobile can
be launched only when the key is closed enough, i.e., the reader receives a responding
signal from the tag. This application is reported to effectively reduce the auto theft
[ACO1].

Animal Tracking is one of the oldest applications of RFID technology. Animals
have been implanted with RFID tags to help tracking, management and scientific
research. Lost animals can be easily found and returned to their owners by tracking
the tags on them [GJP05, PG07]|. Moreover, scientists have used RFID-based animal
tracking to observe and control the outburst of animal diseases such as mad cow
disease and bird flu [RCT06].

RFID technology is adopted in the passports of some countries [Jue06, Lau07,
Rot08]. The RFID tag embedded in a passport records the information of the
holder. These RFID-enabled passports are difficult to forge in comparison with
the traditional passports. Therefore, RFID technology can expedite exit and entry

formalities and improve national security.

It has been realised that the traditional payment methods with credit card or
cash are quite inefficient. Paying by cards requires customers to sign a receipt or
entering a personal identification number to confirm the payment, while paying by
cash needs shop assistants to collect the money and give the change. Recently,

some credit card companies begin to offer a contactless payment system with RFID
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technology integrated [O’C05]. The point-of-sale terminals in this kind of RFID-

enabled systems can make the check-out procedure more efficient and convenient.

RFID can be embedded into smart appliances. For example, a washing machine
with an RFID reader can read the tag of a clothes and then run a specific washing
process [Mer03]. A smart oven is also capable of reading the instruction from the
tag and deciding how to cook the food [Mer03].

RFID technology facilitates healthcare as well [WVL06]. It can be used to effi-
ciently search treatment record for a patient, monitor patient’s drug treatment and
locate patients. The RFID system also can provide automated processes to reduce
the high cost of hospitals and decrease mistakes during in order to improve safety

for patients.

1.3 Research Issues

Low-cost RFID tags are used in most of the RFID systems due to inexpensive cost
and easy deployment [Sys]. These tags have a limited memory and weak compu-
tational capability. In consequence, the security and privacy issues have become
growing concerns for RFID systems. We describe these issues in RFID systems as

follows.

e The communication between a reader and a tag is wireless via radio frequency
[THD*06, GB06]. An attacker can easily eavesdrop, interrupt, modify and

counterfeit the messages of the communication.

e Each RFID tag contains a unique ID (for example, Electronic Product Code),
which can be used to identify it. Most tags either broadcast their unique
IDs or blend their IDs into the communication messages. As a result, the
adversary may possibly track a tag using the unique ID captured in the com-
munication [Jue06], which may lead to the leakage of location information
of the tag and corresponding object. Moreover, some tags may also contain
the information about the objects that they are attached to, such as infor-
mation of books borrowed by a person [MWO04], even personal confidential in
an e-passport [JMWO05]. Leakage of this type of information may compromise

personal privacy.
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e RFID tags with tight memory and restricted processing ability are vulnerable
to compromise [MRWO04]. As it has already been mentioned above, an adver-
sary can eavesdrop communication sessions. It can, in addition, either extract
the secret of a tag from the communication messages and digitally forge a tag,
or simply raise active attacks such as man-in-the-middle attacks to imperson-
ate a valid tag [Jue05]. A strong adversary is also able to breach the back-end
server and obtain the secret key to raise cloning attacks [Jue05]. The other
approach to clone legitimate tags is physical counterfeiting. An adversary can
reverse-engineer a tag and then attain all the secret key of the tag. In this

case, the cloning is perfect [Jue05].

1.4 Motivations

To address all these issues mentioned above, the research should concern several

properties regarding RFID security and privacy.

e Authentication is an act that one entity proves its validity to another entity in
a communication session. Tag authentication means a tag proves its validity
to a reader, while reader authentication is in the opposite way. Mutual au-
thentication is referred to both tag and reader authentication. In particular,
tag authentication is more important since tags are much easier to counterfeit
than readers. Authentication is an effective approach to prevent impersonation

attacks.

e Untraceability means that a tag is both anonymous and indistinguishable to an
adversary. Although an RFID tag is vulnerable to compromise, an malicious
reader should not identify the communication records of this tag in the past or
future session. Thus, a protocol should not leak the identity or internal secret

of RFID tags in communication processes.

e Performance requirements should be satisfied. Considering the limited storage
and computational ability of low-cost tags, cryptographic techniques used in
the schemes should be basic and restricted [WSRE04]. Besides, a back-end
server may deal with a plenty of tags in one RFID system in real world sce-
narios. Thus, an RFID scheme should also be scalable [AO05] and especially

easy for a server to search the information of a tag in the database.
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For these reasons, the thesis focuses on designing secure and untraceable authen-

tication schemes for light-weight RFID systems.

1.5 Contributions of the Thesis

This thesis concentrates on the security and privacy issues in RFID systems. In order
to clarify the security and privacy requirements, we review a number of existing
authentication protocols proposed to counter various attacks for RFID systems.
Two authentication schemes based on symmetric-key cryptography and public-key

cryptography have been proposed respectively to deal with these issues.

The main contributions of the thesis include:

e We investigate and study a cryptanalysis of a symmetric-key-based RFID
authentication protocol recently proposed by Yeh, Wang, Kuo and Wang
(YWKW) in 2010 [YWKW10]. Their protocol is established based on the
EPC Class-1 Generation-2 specification. We analyse the strengths and weak-
ness of the YWKW protocol and show that although it provides low database
loading, it is still vulnerable to several attacks such as man-in-the-middle at-
tacks and tracing attacks. As a result, an adversary can forge messages and

identify past and future interactions between a tag and a reader.

e We propose a light-weight RFID authentication scheme using symmetric-key
cryptography. The scheme is an improvement of the YWKW protocol and also
complies with the EPC Class-1 Generation-2 specification. We show that our
proposed scheme overcomes the drawbacks of the YWKW protocol without
losing the performance advantage. Moreover, our scheme can achieve both

backward untraceability and forward untraceability.

e We develop a novel public-key-based RFID authentication scheme with un-
traceability. Our scheme is constructed on elliptic curves. We prove the se-
curity of our scheme by deducing the unforgeability to the hardness of Gap
Diffie-Hellman problem in the random oracle model. Our scheme is also prov-
ably privacy-preserved in the Vaudenay’s model. We compare our scheme to
other elliptic-curve-based schemes for RFID systems and show that it is the

first secure elliptic-curve-based RFID authentication scheme that can achieve
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both narrow-destructive and wide-forward privacy. Our scheme is scalable for

large-scale deployment.

1.6 Organisation of the Thesis

The rest of this thesis is organised as follows.

e Chapter 2 presents the cryptographic background knowledge for the thesis.
Firstly, we introduce the cryptographic primitives, including cryptographic
hash function, pseudorandom number generator, symmetric-key cryptogra-
phy, public-key cryptography and digital signature. Secondly, we define the
complexity problems. Finally, we briefly describe the random oracle model

and Vaudenay’s security and privacy model.

e Chapter 3 reviews related RFID authentication protocols based on both symmetric-

key and public-key cryptography.

e Chapter 4 presents the cryptanalysis of the YWKW protocol and proposes an
improvement that also complies with the EPC Class-1 Generation-2 specifica-
tion. We also analyse our symmetric-key-based RFID authentication scheme
and show that it overcomes the drawbacks of the YWKW protocol.

e Chapter 5 proposes a public-key-based RFID authentication scheme with un-
traceability. The rigorous security and privacy proofs for this scheme are also

provided.

e Chapter 6 concludes the thesis by highlighting the contributions of this study,

and points out the future work.



Chapter 2

Background

This chapter introduces related background knowledge for this thesis. In Section
2.1, we give a briefly description of some cryptography primitives that will be used
in Chapters 3, 4 and 5 of this thesis, including hash function, pseudorandom number
generator, symmetric-key cryptography, public-key cryptography as well as digital
signature. In Section 2.2, we present several computational hard problems such
as the discrete logarithm problem and the diffie-hellman problem. In Section 2.3,
the random oracle model and Vaudenay’s privacy model are visited. Section 2.4

summarises this chapter.

2.1 Cryptographic Primitives

2.1.1 Cryptographic Hash Function

Hash function is one of the fundamental cryptographic primitives. A hash function
is a mathematical function which maps an input of arbitrary length to a output with
some fixed length, which is called hash value or hash value [MvOV97, Mit04]. Hash
value can be considered as a digital fingerprint of an input message. Hence, hash
function is often used to protect the integrity of data [Sti06]. A formal definition of

hash function is described as follows.

Definition 2.1 Let | denote a fived number. A function H : {0,1}* — {0,1} is a

hash function, if it satisfies the following properties:

o Efficiency: Given any x € {0,1}* as an input of H, it is easy to compute
H(z).

e Deterministic function: Given a same value x as an input, H always outputs
the same H(x).
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e Preimage resistance: Given y € {0,1}!, it is computationally hard to generate

a value x such that H(x) = y.

e Second Preimage resistance: Given x € {0,1}*, it is computationally hard to

generate a value x' # x such that H(z) = H(x').

o Collision resistance: It is computationally hard to find x, 2" € {0,1}* such that
x# 1 and H(x) = H(z).

There are two types of hash functions. Unkeyed hash functions and keyed hash
functions [Sti06]. The difference between these two types are that, a keyed hash
function takes both a secret key k and a message x as inputs, while a unkeyed hash
function takes only the message x. Keyed hash functions can be used to guarantee
the hash value is not counterfeit as only the parties that own the shared secret key
can generate the hash value of the original message. Message Authentication Code
(MAC) can be implemented using keyed hash function.

The most widely used cryptographic hash functions are MD5 and SHA-1. MD5 is
designed by Ron Rivest [Riv92a] in 1992. SHA-1 is developed by National Security
Agency (NSA) and published by National Institute of Standards and Technology
(NIST). Although they are applied in an abundance of security applications and
communication protocols, both of them are provable not secure. MD5 can not resist
preimage attack and collision attack [WY05, XF09, SA09], while SHA-1 is vulnerable
to collision attack [WYY05, Manl1].

2.1.2 Pseudorandom Number Generator

Random numbers are used in almost all the cryptographic protocols. However, it is
not practical to generate a number that is truly random since the generating proce-
dure is very inefficient. For this reason, pseudorandom number generator (PRNG),
also known as pseudorandom bit generator, is introduced to be applied in prac-
tice. A pseudorandom number generator is an algorithm that takes an arbitrary
sequence as a seed to produce sequences that looks random [MvOV97]. The output
sequences actually have a period. When the end of the period is reached, generator
will repeat the results from the beginning. PRNG is also a deterministic function
so that when the same seed is inputed, it will output the same results. The robust-

ness of a PRNG depends on the period and probability distribution of the output
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sequence [DPLKO0S8]. In the rest of this thesis, the term “random” is referred to

pseudorandom.

2.1.3 Symmetric-key Cryptography

Symmetric-key cryptography is a type of cryptographic systems that uses only one
key for both encryption and decryption [MvOV97, Mao04]. In symmetric-key cryp-
tosystems, the sender, Alice, and the receiver, Bob, share an identical secret key.
When a message is sending to Bob, Alice uses the shared secret key to encrypt the
message into the ciphertext. Upon receiving the ciphertext, Bob decrypts it into

plaintext using the same secret key.

Secret key Secret key
Ciphertext
MESSAQE mmmmp E > D —) Message
Encrypt Decrypt

Figure 2.1: Symmetric-key Encryption and Decryption

Symmetric key cipher can be split into two types according to different encryp-
tion methods: stream cipher and block cipher. A stream cipher algorithm encrypts
a message by combining a digit or bit of the plaintext with a key stream each time,
while a block cipher algorithm encrypts a fixed length block of the plaintext into a
block of the output ciphertext [MvOV97]. RC4 proposed by Ron Rivest [Riv92b] is
the most famous stream cipher that is generally implemented into several crypto-
graphic protocols such as Secure Sockets Layer (SSL). Notable block ciphers include
Data Encryption Standard (DES) [Cop94], Advanced Encryption Standard (AES)
[DR00], RC5 [Riv95], International Data Encryption Algorithm (IDEA) [LMO06],



2.1. Cryptographic Primitives 11

etc. Block ciphers can be used to construct many cryptographic primitives such as
cryptographic hash functions, message authentication codes, pseudorandom number
generator and stream cipher.

Symmetric-key cryptography has a number of features [MvOV97|. Firstly, en-
cryption and decryption processes are fast and efficient in symmetric-key cryptosys-
tems in terms of implementations of hardware. Secondly, key sizes for secret keys
are short. On the other hand, the same key for two entities in one communica-
tion needs to be secret. Thus it comes to the problem how to securely exchange
the secret key. Currently the effective solution is to use trusted third party. The
other problem is that an entity may need to store enormous amounts of keys in a

large-scale communication network in certain scenarios.

2.1.4 Public-key Cryptography

Unlike symmetric-key cryptography, public-key cryptography uses a key pair to
process encryption and decryption. It was proposed by Whitfield Diffie and Martin
Hellman in 1976 [DH76a]. A communication entity intended to receive messages
chooses a key pair that composed of a public key and a private key. He keeps the
private key secret and broadcasts the public key publicly so that any entity that
wants to send a message to him in secure channel can use the public key to encrypt
the message. Upon receiving the ciphertext, the recipient decrypts the ciphertext

using the private key, which is only known by himself.

Definition 2.2 A encryption scheme is called public-key encryption scheme, if it

comprises three algorithms:

e Gen(n) — (sk,pk): Given a secure parameter n as input, the randomized
algorithm outputs a key pair where sk is the private key and pk is the public
key.

o Encrypt(pk,m) — c: Given the public key pk and a message m, the algorithm

outputs a ciphertext c.

e Decrypt(sk,c) — m: Given the private key sk and a ciphertext ¢, the algo-

rithm outputs a message m.

Many public-key cryptosystems have been published and applied in the real
world. The RSA encryption algorithm [RSAT78], ElGamal algorithm[EIG85] and
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Cramer-Shoup algorithm [CS00] are the most famous encryption algorithms among

all the cryptosystems.

Public key Private key
Ciphertext
Message mmmp E > D —) Message
Encrypt Decrypt

Figure 2.2: Public-key Encryption and Decryption

Compared with the symmetric-key cryptography, public-key encryption has a
variety of strengths and weaknesses [MvOV97]. In public-key cryptosystems, only
private keys are required to be secret. Key exchange is simpler than symmetric-
key cryptography as public keys can be publicly broadcast. In addition, public-key
cryptography can be developed into digital signature, which we will introduce in the
next section. In a communication network, public-key cryptosystems may require
less keys than symmetric-key cryptosystems. However, public-key encryption is less

efficient than symmetric-key cryptography and the required sizes of keys are larger.

2.1.5 Digital Signatures

In an open communication network, messages can be easily forged by an adver-
sary. It is necessary to protect the data integrity. There are two methods that be
employed in practice, which are Message Authentication Code (MAC) and Digi-
tal Signature [Mao04]. As we mentioned above, MAC can be implemented using
cryptographic hash functions or block ciphers. Now we briefly describe the digital
signature technique.

Digital signature is the most significant application of public-key cryptography
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that is introduced by Diffie and Hellman in 1976 [DH76a, DH76b]. In a digital sig-

nature algorithm, a signer uses his private key to generate a signature of a message.

Any other entity can use the public key of the signer and the message to verify the

signature afterwards. As the private key is only known by the signer himself, the

authenticity of the message is guaranteed by the validity of the signature.

Definition 2.3 A scheme is called digital signature scheme, if it consists of three

algorithms:

e Gen(n) — (sk,pk): Given a secure parameter n as input, the randomized

algorithm outputs a key pair where sk is the private key and pk is the public

key.

o Sign(sk,m) — o: Given the private key sk and a message m, the algorithm

outputs a signature o.

o Verify(pk,m,o): Given the public key pk, the message m and a signature o,

the algorithm outputs true if Sign(sk,m) — o; otherwise outputs false.

Private key

MESSATE mump S

Sign

Public key
Digital
Signature Accept
> V emcer——- or
Message Reject
Verify

Figure 2.3: Digital Signature

There are various digital signature schemes, such as RSA signature scheme
[RSAT78], ElGamal signature scheme [EIG85], Rabin signature scheme [Rab79], Dig-
ital Signature Standard and Schnorr signature [Sch90]. We will briefly explain the

Schnorr signature as it is related to our work in Chapter 5.



2.1. Cryptographic Primitives 14

Schnorr Signature, proposed by Schnorr in 1990, is derived from ElGamal sig-
nature. The security of this scheme is constructed on the hardness of Discrete
Logarithm problem on finite fields. It have been proved secure in the random oracle
model [BR93]. The signature generated from a message is relative small so that it is
very practical for devices with restricted computational abilities, for example, smart
card.

The details of the scheme are specified as follows.

e Parameters Setup:
Randomly choose two primes p and g such that ¢|p — 1;
choose g € Z3 such that g? =1 (mod p) and g # 1;
choose a cryptographic hash function H : {0,1}* — Z,.
p,q, 9, H are the system parameters published for all the users.

e Key Generation:
The signer chooses a random number x € Z, as his private key. He computes

y = g " (mod p) and publishes y as the corresponding public key.

e Signing:
To sign a message m € {0,1}*, the signer chooses a random number [ € Z,

and computes

r=g' (modp),
e = H(ml|r),
s =1+ xe (mod p).

(e, s) is the signature pair that will be sent with the message.

e Verifying:
Upon receiving the message m and the associated signature (e, s), a verifier

computes

r" = g°y° (mod p),
¢ = H(m]|r").

The result is true if ¢ = e; otherwise the result is false.
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2.2 Computational Hard Problems

A mathematical problem is said to be hard if there is no algorithm that can solve
it in polynomial time. Most public-key cryptosystems in modern cryptography are
either directly or indirectly relevant to computational hard problems as the security
of each cryptographic scheme is established on the hardness of a computational hard
problem [MvOV97]|. There are a number of computational hard problems used in
cryptography. In this section, we review some computational hard problems that

related to our proposed schemes.

2.2.1 Discrete Logarithm Problem

The discrete logarithm problem is one of the most basic computational hard prob-
lems in cryptography. Computational Diffie-Hellman problem and all its variants
involve the discrete logarithm as a basis. Discrete logarithms are similar to the
conventional logarithms except they effect on finite fields. There is no efficient al-
gorithm solving the discrete logarithm problem in polynomial time so far. Hence, it
has been considered as one of the computational hard problems in mathematics and
cryptography [COS86, McC90]. The definition of the discrete logarithm problem is

shown below.

Definition 2.4 Discrete Logarithm Problem
Given a cyclic group G and a generator g € G, for any unknown randomly chosen

h € G, computes the unique a such that h = g*.

2.2.2 Computational Diffie-Hellman Problem

Computational Diffie-Hellman problem, first proposed by Whitfield Diffie and Mar-
tin Hellman [DH76a] in 1976, is another intractable problem along with discrete log-
arithm problem. The relationship between computational Diffie-Hellman problem
and discrete logarithm problem is significant as an algorithm that solves discrete log-
arithm problem in polynomial time can certainly solve computational Diffie-Hellman

problem.

Definition 2.5 Computational Diffie-Hellman (CDH) Problem
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Let G be a cyclic group with order p, where p is a prime. Given a randomly chosen

*

generator g € G, as well as g%, ¢° for unknown randomly chosen a, b € Z,

gab )

compute

2.2.3 Decisional Diffie-Hellman Problem

The CDH problem has some variants. Decisional Diffie-Hellman (DDH) problem
[Bon98| is among the most notable variants. It has been used to prove the secu-
rity of ElGamal crytosystem [EIG85] and Cramer-Shoup crytosystem [CS00]. The
definition of DDH problem is as follows.

Definition 2.6 Decisional Diffie-Hellman (DDH) Problem
Let G be a cyclic group with order p, where p is a prime. Given a randomly chosen
generator g € G, g%, ¢°, g° for unknown randomly chosen a, b, ¢ € Ly, decide

whether ¢¢ = g™.

From the definitions of the CDH and the DDH problems, it is obviously that a
algorithm that is able to solve CDH problem can solve DDH problem as well.

2.2.4 Gap Diffie-Hellman Problem

The Gap Diffie-Hellman (GDH) Problem is another variant of the Diffie-Hellman
problem introduced in [OPO01]. It has been used in the security proofs of some

undeniable signatures and designated verifier signatures, such as Chaum’s signature
[CvA90].

Definition 2.7 Gap Diffie-Hellman (GDH) Problem

Let G be a cyclic group with order p, where p is a prime. Assume there exists an
efficient polynomial-time algorithm O that solves the DDH problem in G and there
158 no probabilistic polynomial-time algorithm that solves the CDH problem with non-
negligible probability. Given a randomly chosen generator g € G, and g%, ¢° for
unknown a, b € Z,,, compute g with the help of the DDH oracle O.
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2.3 Provable Security

2.3.1 Random Oracle Model

We have already mentioned the concept of cryptography hash functions in the first
section of this chapter. In the definition of hash functions, the term “computation-
ally hard” means in polynomial time it is not able to compute the result. However,
in the security proof, it often requires the output of a hash function to be truly
uniform. As a result, random oracle is introduced to modelling cryptographic hash
function. A random oracle is a deterministic function as a hash function that for
the same input, it always returns the same result. Moreover, the outputs of random
oracles are truly uniform. It is an ideal function that cannot be implemented in the
real world according to Shannon’s theory [Sha4§].

In a security proof on the random oracle model, a simulator simulates all the
random oracles for all the entities using a list to record the results of random or-
acle queries [BR93]. As long as the simulator keeps the deterministic and uniform
properties of a random oracle, the simulation is perfect. Cryptographic schemes, in
some cases, can be deduced to a computational hard problem more easily than in

the standard model.

2.3.2 Vaudenay’s Privacy Model

It is essential to study formal RFID security and privacy models because they are
necessary for designing and analysing robust RFID protocols. There are several
security models proposed for RFID [DLYZ10, HMZHO08, JW07, MLDL09, Vau07).
Among these frameworks, Vaudenay’s model is one of the most systematic frame-
works and cited in a wide variety of RFID privacy analysis. Here, we briefly intro-
duce Vaudenay’s model, which will be detailed in Chapter 5.

Vaudenay’s model defines eight oracles to classify the adversary’s attack power,

which are

o CreateTag®(ID) creates a free tag with an identity /D and a bit b. The tag is
legitimate if b = 1 and not legitimate if b = 0;

e DrawTag() — (vtagy, by, ..., vtag,, b,) makes several free tags become drawn.

vtag is the virtual ID of a tag and b indicates whether the tag is legitimate or
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not;

e Free(vtag) makes a drawn become free, which means an adversary can no

longer access the tag with a virtual 1D vtag.

e Launch — 7 starts a session 7 of the protocol;

e SendTag(m,vtag) — m’ sends the message m to the virtual tag vtag and re-

turns a message m’;

e SendReader(m) — m’ sends the message m to the reader and returns m’;

e Result(m) — b returns a bit b to indicate whether the protocol session 7 is

completed successfully or not;

e Corrupt(vtag) — S returns the secret state S of the tag.

A Wide-Weak adversary is allowed to access all the oracles except Corrupt; a
Wide-Forward adversary can access no oracles but Corrupt oracle once Corrupt has
been accessed for the first time; a Wide-Destructive adversary will not access a
tag any more if it has Corrupted the tag; a Wide-Strong adversary is the strongest
adversary that is allowed to access any oracles at any time. Every Wide adversary
also has a corresponding Narrow adversary, who can query the same oracles except
the Result oracle.

Vaudenay also introduces the Blinder to simulate protocol messages for adver-
saries. An adversary is trivial if it does not use the communication messages to
compromise a tag; that is to say, the adversary cannot distinguish between the real
communication and the messages simulated by a blinder. If an RFID system is
secure against a class of adversaries, i.e. all the adversaries from the some class are

trivial, the system achieves the corresponding privacy class.



2.4. Summary 19

2.4 Summary

This chapter introduced the preliminaries of cryptography for the thesis. We re-
viewed cryptographic primitives in Section 2.1 which will be used in analysing exist-
ing protocols and designing our robust schemes. Computational hard problems and
security models for the security proof of our schemes were also presented in Section

2.2 and 2.3 respectively.



Chapter 3

Literature Review

The RFID authentication schemes proposed in this thesis are constructed on symmetric-
key cryptography and public-key cryptography respectively. In this chapter, we first
review the related work regarding symmetric-key cryptography in Section 3.1, and
then we investigate recent proposed public-key-based RFID authentication protocols

in Section 3.2. Section 3.3 summarises this chapter.

3.1 Symmetric-Key-Based Authentication Schemes

Although a lot of approaches attempt to address the security and privacy issues for
RFID, few in practice on account of either security, privacy, or performance draw-
backs. In this section, we review several previous symmetric-key-based authentica-
tion protocols for RFID, especially those conforming to EPC Class-1 Generation-2

specification. We summarise their security properties and weaknesses.

e Hash-Based Access Control and Randomized Access Control

Weis, Sarma, Rivest and Engels [WSREO04] proposed two RFID authentication
protocols called Hash-based Access Control (HAC) and Randomized Access
Control (RAC) respectively in 2003. Their protocols are both built on one-way

hash functions to control the access to tags.

In HAC, an RFID tag is normally “locked” so that it only answers a temporary
ID called metal D to all the queries from random readers. Only the reader with
the possession of the tag’s secret key k can unlock the tag and get access to its
private information. This protocol requires only a hash function implemented
in a light-weight tag. The key for unlocking is only stored in the back-end

server so that corrupt the tag will not leak the secret key. However, since the

20
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fixed metal D is repeatedly used in different sessions, the locked tag can be

tracked [WSREO04].

In order to prevent the tag from tracing, the RAC protocol embeds a random
number with the tag ID in the hash function to replace metal D. Nevertheless,
it does not provide backward untraceability because the random number can

be replayed and the tag ID is also fixed.

OSK Protocol

Ohkubo, Suzuki and Kinoshita (OSK) [OSK03] presented a privacy protection
scheme for RFID relying on a low-cost hash chain approach in 2003. The se-
cret key of an RFID tag is renewed using a one-way hash function after the
tag sends the response to the reader’s query. They also proposed a new se-
curity requirement called backward untraceability, which prevents a tag to be
identified in the past communication sessions. The OSK protocol is proved to
achieve backward untraceability. Even if a strong adversary compromises the
tag and acquires the knowledge of the current secret key, it is impossible for
it to reveal the past secret key and then identify the tag due to the property
of hash chain. However, it was found that the protocol does not protect the
system against replay attacks [ADOO06]. An adversary can reuse the commu-
nication messages to pretend to be a valid tag without knowing the secret

key.

MW Protocol
Molnar and Wagner’s (MW) scheme [MWO04] was designed for library RFID.

In their basic mutual authentication protocol, the tag and the reader share
a secret ID. The authors implemented a pseudo-random function and the ex-
clusive or operation to protect the communication messages. They extended
the protocol to a tree-based private authentication protocol. This expansion
protocol is scalable for large-scale RFID applications such as library RFID. It
reduces the complexity of identifying tags from O(n) to O(logn). However, a
tag can still be identified once it is compromised [CC07]. Therefore, it cannot

achieve backward untraceability.
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e HM Protocol and Dimitriou Protocol

In [HMO4], Henrici and Miiller (HM) proposed an mutual authentication pro-
tocol. The protocol uses a one-way hash function and a conjunction operation
to protect the privacy for tags. The back-end server stores the hash value
of tags’ ID in order to speed up the search process. The tag and the server
update their shared secret once the authentication succeeds. In spite of that,
the adversary can still trace the tag before the next successful authentication,

since the tag always responses the same hash value of tag’s ID during this
period [CCOT].

Dimitriou’s protocol [Dim05] is a mutual authentication providing backward
untraceability and scalability. A one-way hash function can guarantee the
untraceability of past communication session and the server stores the hash
value of tags’ ID to make the identification process efficient. However, it has
the same problem as the HM protocol. Although it uses a challenge-response
mechanism to ensure user privacy and updates the tag’s ID in each session,
the ID remains the same between valid session. An adversary can randomly
query the tag to reveal the fixed hash value of the ID [SMO0S].

LK Protocol

Forward untraceability was first proposed in Lim and Kwon’s work [LKO06].
The concept is related to backward untraceability in [OSKO03] but focuses on
tag identification issues in future communication sessions. Lim and Kwon also
proposed a mutual authentication scheme to provide both backward untrace-
ability and forward untraceability. Three pseudorandom number functions and
a extract function are implemented in the protocol. When reader authentica-
tion is successfully completed, both the reader and the tag update the share
secret key using the old secret key blended by two random numbers exchanged
in this authentication session. Backward untraceability is guaranteed by the
one-wayness of pseudorandom number functions. Forward untraceability can
be achieved if only the adversary misses one message from a successful authen-
tication session. However, the intention of preventing denial-of-service attacks
lead to another attack that allows an adversary to identify the tag without
corrupt the tag [OP0S§].
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e YA-TRAP

YA-TRAP (Yet Another Trivial RFID Authentication Protocol) is a challenge-
response scheme proposed by Tsudik in 2006 [Tsu06]. It is designed to provide
tag authentication for RFID systems. The most notable advantage of this
scheme is the fast tag identification process. Hash table is adopted in the
protocol for tag lookup. It is more efficient compared to Molnar and Wagner’s
scheme. However, YA-TRAP is vulnerable to denial-of-service attacks and

tracing attacks [Tsu06].

SM Protocol

Song and Mitchell defined several novel security threats for RFID systems,
such as tag impersonation and server impersonation at WISEC 08 [SM0S].
They also introduced an mutual authentication protocol claimed to be privacy-
preserved and secure against these threats. It is the first RFID authentication
protocol that employs bit operation. Keyed hash functions are also utilized in
the scheme. The reader stores both the old and the new secret information
for the tag. Cai et al. [CLLD09] discovered that Song and Mitchell’s scheme

cannot resist either tag impersonate attacks or sever impersonate attacks.

EPC Class-1 Generation-2 Specification Compliant Protocols
According to EPC Class-1 Generation-2 RFID specification [EPC08], an RFID

tag is only capable of processing basic operations, such as Pseudo-Random
Number Generator and Cyclic Redundancy Code (CRC). There are several
EPC Class-1 Generation-2 specification compliant authentication protocols

described below.

1. Karthikeyan and Nesterenko [KNO05] described an RFID tag identifica-
tion algorithm, which is the first RFID authentication protocol based on
simple matrix multiplication. Both the reader and the tag store a matrix
as a shared secret key. Messages in the protocol are protected by matrix
multiplication and exclusive or operations, which can be handled by EPC
Class-1 Generation-2 tags [EPCO08]. However, the scheme is vulnerable
to denial of service attacks and brute-force matrix or key guessing at-

tacks [KNO05], moreover, replay attacks and individual tracing as argued
in [CCOT].
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2. In 2007, Chien and Chen proposed a mutual authentication protocol in
compliance with EPC Class-1 Generation-2 standards to improve the
security performance. The back-end server stores both the old and new
session keys to prevent denial-of-service attacks. It is also designed to
defend denial of service attacks and provide backward untraceability as
well. However, it has already been proven that this protocol is vulnerable
to denial-of-service attacks, forward tracing attacks as well as tag and

server impersonation attacks due to the linearity of Cyclic Redundancy
Code (CRC) [PLHCETRAO09].

3. In 2008, Burmester and Medeiros [BAMOS] proposed an mutual authenti-
cation protocol called TRAP-3 complying with EPC Class-1 Generation-2
standard. They constructed a cryptographic pseudorandom number func-
tion using the 16-bit pseudorandom number generator supported by the
standard. The function aims to provide backward untraceability and tag
anonymity. In 2010, Yeh and Lo [YL10] successfully performed denial-of-
service attacks on this protocol so that the shared secret between a tag

and a reader can easily be desynchronised.

4. Chen and Deng [CD09] presented an authentication and encryption pro-
tocol that is also compliant with EPC Class-1 Generation-2 specification.
In this protocol, tags and readers need to register with the back-end server
before further communication. Messages transmit between tags and read-
ers are encrypted using cyclic redundancy code function. In 2011, Peris-
Lopez, Hernandez-Castro, Tapiador and van der Lubbe [PLHCTvdL11]
showed that an adversary is able to trace a certain tag by impersonating
either a reader or a tag. In addition, the protocol is vulnerable to denial-
of-service attacks if the reader receives an tampered identifier of the tag.
They also concluded that cyclic redundancy code is a linear function so
that it should never be used as a one-way function in cryptographic pro-

tocols.



3.2. Public-Key-Based Authentication Schemes 25

3.2 Public-Key-Based Authentication Schemes

Public-key cryptography can achieve higher security levels compared to symmetric-
key cryptography [Vau07], while it has the drawback of higher computational over-
head. However, for computationally capable tags, it seems necessary to consider
public-key cryptography in RFID systems. In recent years, the considerable amount
of work [BGK™07, HWF09, LBSV10a, LSBV08, LBSV10b, LBV08, LBV(09, MRO06,
TBO06] have shown that public-key cryptographic techniques can be implemented
into low-cost RFID tags. RFID tags are able to process modular additions, modular

multiplications and elliptic curve scalar multiplications.

e Conventional Signature Protocol

It has been observed that the Schnorr [Sch90] and Okamoto [Oka93] signa-
ture schemes of conventional cryptography have implemented in elliptic curve
cryptography for RFID in [TB06] and [BGK*07], respectively. However, it was
found that they do not meet the basic privacy requirements of RFID systems
[LBV08]. An adversary can recover the public key of a tag in an authentication

phase. Thus, the tag can be easily tracked in any communication session.

¢ EC-RAC and the Improvement Protocols

In RFID’08, Lee, Batina and Verbauwhede [LBV08] described a new authenti-
cation protocol, ECDLP-based Randomized Access Control (EC-RAC), in or-
der to fulfil all the security requirements for RFID systems. The EC-RAC pro-
tocol is based on the elliptic curve discrete logarithm problem (ECDLP). The
protocol is one of the first practical RFID protocols using public-key cryptog-
raphy. In 2009 [LBV09] and 2010 [LBSV10a, LBSV10b], three improvements
for EC-RAC were proposed to solve different drawbacks. The aim of the EC-
RAC set of RFID protocols is to provide stronger privacy for RFID systems
than all symmetric-key-based protocols, as well as efficient tag lookup mecha-
nism. Due to the design flaw, however, all versions of EC-RAC protocols are
not secure. They are vulnerable to tracking attacks [BCI08, FHV10, vDROS].
Moreover, an adversary can collect information from several authentication
sessions and raise man-in-the-middle attacks to impersonate a legitimate tag
[BCIO8, VDR10]. van Deursen [VDR10] analysed the EC-RAC protocols and
showed that all the EC-RAC protocols are vulnerable to compositional attacks

and none of them is secure against any wide adversary.
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¢ Randomized Schnorr Protocol

The randomized Schnorr protocol [BCIO8] proposed by Bringer, Chabanne
and Icart aims to solve tracking attacks and impersonation attacks against EC-
RAC. Tt is proved to be narrow-strong in Vaudenay’s privacy model [Vau07] as
well as Zero-Knowledgeness. However, it has been shown that a wide adversary
can still perform man-in-the-middle attacks to track the tag [LBSV10b].

3.3 Summary

This chapter reviewed a number of recently proposed protocols for RFID and briefly
presented the state of the art of RFID authentication. The advantages and draw-
backs of both symmetric-key-based and public-key-based protocols were summarised
in Section 3.1 and Section 3.2 respectively. Symmetric-key-based RFID authentica-
tion protocols are vulnerable to tracing attacks and research work towards public-
key-based authentication protocols are limited. In the following two chapters of the

thesis, we will present our solutions.



Chapter 4

Symmetric-Key-Based Mutual
Authentication Scheme for RFID

Passive RFID tags are widely used in supply chains and other systems [Rob05].
Since these tags have a weak computational capability, communications between
RFID tags and readers are vulnerable to attacks. A tag could illegally be traced,
eavesdropped, blocked and manipulated. There have been a considerable number of
research attempts towards practical RFID authentication. Unfortunately, many of
them have been proven insecure.

In 2010, Yeh, Wang, Kuo and Wang (YWKW) introduced a mutual authentica-
tion protocol [YWKW10], which is an improvement to Chien and Chen’s protocol
[CCO7]. It conforms to EPC Class-1 Generation-2 standards [EPCO08] and is claimed
to overcome the drawbacks of Chien and Chen’s protocol; besides, it reduces the
loading of the database.

In this chapter, we investigate the YWKW protocol and show that the YWKW
protocol is still vulnerable to several attacks such as the man-in-the-middle attack,
and tracing attacks. As a result, an adversary can forge messages and identify past
and future interactions of the tag. We propose an improvement to the scheme so
that the new scheme can meet the desired security requirements.

We first revisit a previous protocol presented by Yeh et al. in Section 4.1. The
analysis and attacks of the YWKW scheme are introduced in Section 4.2. A general
privacy model is described in detail in Section 4.3. Our improvement to the protocol
is presented in Section 4.4. Section 4.5 analyses the security and performance of our

protocol. Finally, the conclusion of this chapter is presented in the Section 4.6.

27
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4.1 Revisit of the YWKW Protocol

In 2010, Yeh, Wang, Kuo and Wang presented an RFID mutual authentication
scheme [YWKW10] complied with EPC Class-1 Generation-2 specification, which
improves Chien and Chen’s scheme. This protocol is aimed to prevent replay attacks
and denial-of-service attacks, moreover, to provide backward untraceability and low
database loading. Before reviewing it, we give all the notations used in the YWKW

protocol in Table 4.1.

Table 4.1: Notations of the YWKW protocols

Notation Interpretation

T a tag in our protocol

R a reader in our protocol

EPC electronic product code

K; the authentication key for ith authentication session
K4 the old authentication key stored in the back-end server
Kew the new authentication key stored in the back-end server
P the access key for ith authentication session

Py the old access key stored in the back-end server

Prew the new access key stored in the back-end server

C; the database index for ¢th authentication session

Cola the old database index stored in the back-end server
Chrew the new database index stored in the back-end server
Nrp the nonce generated by the tag

Ng the nonce generated by the reader

P exclusive or

PRNG pseudorandom number generator

A — B:m | Asends B a message m

Now we briefly describe the YWKW protocol.

4.1.1 Initialisation Phase

In the initialisation phase, tags and readers of a protocol instance are set up as

follows.

1. A unique initial authentication key Kj is chosen for a tag. The authentication
key is updated in the end of each successful authentication. In the end of
(i+1)th authentication phase, the updated new key K;; = PRNG(K;), where
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PRNG is a pseudorandom bit generator and K is the old authentication key

used in (i 4+ 1)th authentication session.

. A unique initial access key Py is chosen for a tag. The access key is updated

in the end of each successful authentication. In the end of the (i + 1)th au-
thentication phase, the updated new key Py = PRNG(P;), where P; is the

old access key used in the (i 4+ 1)th authentication session.

. The database index Cy = 0 is assigned for all tags. The database index is

used to find corresponding record for the tag efficiently. The initial value
0 means the tag has not been authenticated before. The database index is
updated in the end of each successful authentication. In the end of the (i41)th
authentication phase, the updated new index C;; = PRNG(Nr@® Ng), where

Nr and Npg are two nonces used in the (i + 1)th authentication session.

. For each tag, the reader stores (1) Electronic Product Code EPC} (2) The old

authentication key K4, originally set to Ko; (3) The new authentication key
K pew, originally set to Ky; (4) The old access key P,4, initially set to Ppy; (5)
The new access key Py, initially set to Py; (6) The old database index Cyq4;
(7) The new database index Cj,ey.

. Every tag stores its own EPC, the initial authentication key Ky, the initial

access key P, and the initial database index Cj.

4.1.2 The (i + 1)th Authentication Phase

The general (i + 1)th authentication session is depicted in Figure 4.1. The details

are described as follows.

1. R-)TINR

The reader chooses a random number Ny and sends it to the tag as a challenge.

2. T—>R2M17D,E,OZ‘

Upon receiving the challenge, the tag randomly chooses a number Ny and
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computes

M, = PRNG(EPC @ Ng) ® K;,
D = NT @ Ki7
E = Np® PRNG(C; & K;).

The tag then sends (M, D, E, C;) as an response to the reader.

3. When the reader receives (M, D, E, C;), it first investigates the value of C;.

(a) C; = 0: The reader picks up every record (EPC, K4, Knew, Pod; Prew)

from the back-end server and computes

Iqq = My ® Kog,
]new = Ml S¥ Kneun

The read then checks if either 1,4 or I, equals to PRNG(EPC & Ng).
If a match is found, the reader will stop searching the back-end server

and set = as old or new in terms of the comparison result.

(b) C; # 0: The reader searches the back-end server with the database index
C; and gets the corresponding record (EPC, Kyq, Knew, Potds Prews Cold,
Chew). Then let x = old or new according to C; = Cpy or Chep. Then,
the reader verifies whether M; equals PRNG(EPC & Ng) @ K,.

After the step mentioned above, the reader checks the validity of D and E by
examining whether D & K, ® PRNG(C, ® K,) equals to E.

. R—>7—:M2

The reader computes My = PRNG(EPC @& Nr) ® P, and forwards M to the
tag for reader authentication. Then it updates the storing record of the tag,

including the authentication key, the access key and the database index.
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(a) z = new: The reader updates

Kold = Kneun
Pold = Pneun
Cold = Cnewa

Knew - PRNG(Knew)a
Pnew = PRNG(Pnew)a
Cnew - PRNG(NT ED NR),

(b) = = old: The reader updates Ce,y, = PRNG(Np & Ng).

5. The tag computes M>@ P; and checks whether the value equals to PRNG(EPC®
Nr). The reader will be authenticated if the result is true, and the tag then
updates the shared authentication and access keys as well as the database

index

Ki+1 = PRNG(KZ),
Pz’+l = PRNG(PZ')’
Ci—i—l - PRNG(NT @ NR>

4.2 Model and Assumptions

RFID systems are typically composed of three main components: tags, readers, and
a database. In the security model of the YWKW protocol, tags are assumed to have
limited computing power. Readers are connected to the database server via a secure
channel, so we will consider the reader and the database server as a single entity.

A tag is only capable of processing the operations of Pseudo-Random Number
Generator (PRNG) and Cyclic Redundancy Code (CRC) according to EPC Class-1
Generation-2 RFID specification [EPCO08]. We have already described the concept
of PRNG in Chapter 2. EPC Class-1 Generation-2 compliant RFID tags have the
ability to generate 16-bit PRNG with the following criteria [EPCO8]:

e The probability that any 16-bit random number is drawn from the generator

shall be bounded by g% and 12T265
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Generate Ng

if C; =0:
TIjg =M1 © Kyq
Inew = M1 ® Kpew
PRNG(EPC & Ng) = Ljg ot Inew
x = old or new
else if C; # 0:
Ci £ Cota 0r Crews
x = old or new
M; £ PRNG(EPC & Ng) ® K,

?

D& K,®PRNG(C, ® K,) = E
M, = PRNG(EPC & Ny) @ P,

update

if x = new:
Koig < Kpew < PRNG(Kpew)
Pyig < Phew — PRNG(Ppew)
Cotg < Crew < PRNG(Nr & Ng)

if x = old:
Chew = PRNG(NT @ Ng)

My,D,E,C;
%

Mo

e
M, & P; = PRNG(EPC & Nr)

Reader Tag
EPC EPC
Ko, Knew K;
Pold, Prew P;
Cotdy Cnew Ci

Generate Np

\ = PRNG(EPC & Ng) & K;

D=NraeK;

E = Ny @ PRNG(C; @ K;)

update

K;11 = PRNG(K;)

P11 = PRNG(F)

Cit1 = PRNG(Nr @ Ng)

Figure 4.1: The (i + 1)th authentication phase of the YWKW scheme.
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e The probability that any two or more tags among up to 10,000 tags generate

the same sequence of 16-bit random numbers shall not be greater than 0.1%.

e The probability of predicting a 16-bit random number generated by a certain
tag shall be less than 0.025% even if the previous outputs from the generator

are given.

CRC is a checksum code used to detect errors of the original message. It was
invented by Peterson and Brown in 1961 [PB61]. A binary message is represented
by a polynomial so that the checksum of this message can be generated by a CRC
polynomial using polynomial divisions. The computational procedure can be very
efficient by using the logical operation exclusive or (XOR). Thus it is suitable to be
implement in low-cost RFID tags. EPC Class-1 Generation-2 standard uses 16-bit
CRC polynomial, which is 26 + 2'2 + 2 + 1.

An adversary is assumed to have complete control over the communication chan-
nel between tags and readers. Namely, it can observe, block and tamper all ex-
changed messages, and counterfeit new messages.

We now define our attack model and security requirement for RFID system that

will be used in the cryptanalysis of the YWKW protocol and our improved protocol.

4.2.1 Attacks on RFID Systems

Definition 4.1 Replay Attack
Replay attack states an adversary maliciously repeats previous communication

messages between a tag and a reader to perform a successful authentication.

Definition 4.2 Man-in-the-Middle attack
Man-in-the-middle attack states an adversary inserts or tampers the communi-

cation messages sent between a tag and a reader without being detected.

Definition 4.3 Denial-of-Service Attack
Man-in-the-middle attack states an adversary blocks or modifies one or some
communication messages sent between a tag and a reader so that the tag and the

reader cannot communicate any more.

Definition 4.4 Weak Tracing Attack
Given only the communication records between a tag T; and a reader R at time

to, a probabilistic polynomial-time adversary A identifies T; using communication
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messages sent between T; and R at time t. That is to say, an attacker performing

weak tracing attacks does not compromise the tag.

Definition 4.5 Strong Tracing Attack
Given the internal secret of a tag T; and the communication records between T;
and a reader R at time ty, a probabilistic polynomial-time adversary A identifies T;

using communication messages sent between T; and R at time t.

It is obvious that a protocol vulnerable to Weak Tracing Attack is also vulnerable
to Strong Tracing Attack. We say a tracing attack is a Backward Tracing Attack
if A identifies T; for all the sessions at time ¢, where t < tj; a tracing attack is a
Forward Tracing Attack if A identifies T; for all the sessions at time ¢, where
t > to;

4.2.2 Security Requirements

Definition 4.6 Resistance to Replay Attack
An adversary is not able to replay the previous messages and perform a successful

authentication, even if he eavesdrops the communications between a tag and a reader.

Definition 4.7 Resistance to Man-in-the-Middle Attack
Given all the messages transferred between a tag and a reader, an adversary is

not able to tamper messages that can be accepted by either of the entities.

Definition 4.8 Resistance to Denial-of-Service Attack
A wvalid tag and a legitimate server can always communicate in a new protocol
instance even if an adversary blocks or modifies communication messages transferred

between the tag and the reader.

Definition 4.9 Backward Untraceability ' [OSK03]
Given the internal secret of a tag T; at time ty, there is no probabilistic polynomial-

time adversary that is able to identify T; at the time t for all t < ty.

A protocol that achieves Backward Untraceability can resist Strong Backward

Tracing attack.

n some papers [OSK03, CC07, DPLK08, YWKW10], backward untraceability is described as
forward security. We hereby use the terms backward untraceability defined in [LKO06] to distinguish
it from forward untraceability.
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Definition 4.10 Forward Untraceability [LKO06]
Given the internal secret of a tag T; at time ty, there is no probabilistic polynomial-

time adversary that is able to identify T; at the time t for all t > ty.

A protocol that achieves Forward Untraceability can resist Strong Forward Trac-

ing attack.

4.3 Analysis of the YWKW Protocol

4.3.1 Man-in-the-Middle Attack

We first show that an adversary can perform a man-in-the-middle attack on the
YWKW protocol. Suppose the adversary eavesdrops a valid session 7. In this session
the tag generates random number N, computes M; = PRNG(EPC & Ng) @ K,
D = Nr@® K, and E = Ny @ PRNG(C; @ K;) after receiving the challenge Ng
from the reader. The adversary intercepts the messages (My, D, C;, E') sent by the

tag to the reader and calculates a new message (M;, D', C!, E'), using the following

equations
M{ = M;,
D' =D ® Ny,
Cll = C’L'7
E' = FE® Ny,

where N, is a random number chosen by the adversary. The adversary sends
(M7, D', C!, E') to the reader. We now prove that the reader will accept the forged
message. Since M| and C! are the same as the valid message, we only need to prove
that D" and E’ will be accepted by the reader.

After M, is verified, the reader obtains N. = D' @& K, and calculates

Ny @® PRNG(C; & K;)

= D' @ K; ® PRNG(C; ® K,)
=D®N,® K; ® PRNG(C; @ K;)
= (Nr @ PRNG(C; @ K;)) @ Ny

= E @ Ny,
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which is £’. As a result, the reader accepts the message (M, D', C!, E') manipulated
by the adversary.

Note that when the reader replies My = PRNG(EPC @& Nr) @ P; to the tag,
there is no way that the adversary can forge an acceptable message as it has no
knowledge of the tag’s secret EPC and P,. Also Np is protected by the one-way
function PRNG. Therefore, the YWKW protocol is vulnerable to the partial man-
in-the-middle attack.

4.3.2 Strong Tracing Attacks

Assume an adversary compromises the tag T, at time t; and gets the secret EPC.
He also observes the transaction at ty. Since Ng, My, D, E, C; are public, by
examining the relationship between

M, = PRNG(EPC @ Ng) ® K;,

D= Nra® K,

E =Nr® PRNG(C; ® K;),

the adversary can easily calculate
M, ® D®FE =PRNG(EPC & Ng) ® PRNG(C; & K;).
Since K; = M; @ PRNG(EPC & Ng), we have

Mi&D&E = PRNG(EPC & Ng)
& PRNG(C; & (M, ® PRNG(EPC & Ny))).

The adversary can obtain this equation with only the long-term secret £ PC' and
other public information by cancelling K; and Np. Therefore, the adversary can
identify the tag T} in all the past and future transactions by simply comparing the
values of both sides of the equation. Hence, YWKW protocol is vulnerable to both
backward and forward strong tracing attacks. Note that this forward tracing attack
is more efficient than simply compromising K, at time ¢y, and computing every K;
using the equation K;;; = PRNG(K;), where i > t.

4.4 Our Improved Protocol

In this section we propose an improved protocol in order to get rid of the existing

security vulnerabilities of the YWKW protocol.
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4.4.1 Notations and Initialisation phase

First, we illustrate the initialisation phase of our scheme, which sets up the system
parameters and initial states for both tags and readers. The notations used in our

scheme is illustrated in Table 4.2.

Table 4.2: Notations of the our symmetric-key-based protocols

Notation Interpretation

T a tag in our protocol

R a reader in our protocol

EPC electronic product code

K; the secret key for ith authentication session

K4 the old secret key stored in the back-end server
Koew the new secret key stored in the back-end server

C; the database index for 7th authentication session
Cold the old database index stored in the back-end server
Chew the new database index stored in the back-end server
Ny, N3 the nonce generated by the reader

Ny the nonce generated by the tag

&) exclusive or

[ concatenation

PRNG pseudorandom number generator

A— B:m | Asends B a message m

1. Each tag has a unique initial secret key K saved in itself. Once an authen-
tication session is successfully complete, the secret key will be updated as
K11 = PRNG(K;® N; & N,), where K; is the old secret key used in (i + 1)th
authentication session, Ny and N, are two nonces used in the (i + 1)th authen-

tication session..

2. All the tags store Cy = 0 as the database indices to efficiently search records
of tags in the database. The database index is updated in the end of each
successful authentication. The index C;;; is updated as C;y3 = PRNG(Ny @
N3) in the end of the (i + 1)th authentication phase, where Ny and N3 are two

nonces used in the (7 4+ 1)th authentication session.

3. For each tag, the reader stores (1) Electronic Product Code EPC; (2) The
old shared secret key K4, originally set to Ko; (3) The new shared key Ky,
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originally set to Ky; (4) The old database index Cyq; (7) The new database

index C)ep-

4. Every tag stores its own EPC' the initial shared secret key K, and the initial

database index Cj,.

4.4.2 The (i + 1)th Authentication Phase

The detail of a general (i 4+ 1)th protocol session is illustrated in Figure 4.2.

1. R—>T3N1

The reader queries the tag with a non-zero nonce Ny, where Ny # EPC.

2. T = R: Ml,MQ,NQ,Ci
Tag rejects the request if Ny = 0 or N; = EPC'; otherwise, the tag randomly
generates a number Ny and computes
M, = PRNG(EPC @ K; ® N, & N>),
M; = PRNG(C; ® K; ® Ns).

Then it forwards the message (M, My, N3, C;) to the reader.

3. Upon receiving (M;, My, Na, C;), the reader first investigates the value of C;.

(a) C; = 0: The reader retrieves the records (EPC, Ky, Kpew) from the

back-end server iteratively and computes

Ig=PRNG(EPC & Kouq® N, & N,),
Liew = PRNG(EPC @ Kpewy ® N1 @ Ny),

until either 1,4 or I,., equals to M;. Let x = old or new according to

the result.

(b) C; # 0: The reader searches the back-end server with the database index
C; and gets the corresponding record (EPC, Ky, Kpnew, Cotdy Crew). Then

let x = old or new depending on whether C; = Cyq or Chep-

In addition, the reader verifies the correctness of C; by examining whether
PRNG(C, ® K, ® Ny) = M.
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4. R — T : M3, M,

The reader generates a random number N3, computers
Mz = PRNG(CRC(K;||N3)),
My = K, ® N3,

and sends them to the tag. Then it updates the record considering the value

of z.

(a) z = new: The reader updates

Koig = Knew,

Coa = Chew,

Kpew = PRNG(K e, ® N1 & No),
Crew = PRNG(Ny @ N3).

(b) & = old: The reader updates Cye,, = PRNG(Ny & N3).

5. The tag recovers the secret N3 from M, using the shared key K; and checks
whether Mj equals to PRNG(CRC(K;||N3)). If the authentication to the
reader is complete, the tag will update the shared key and the database index

Kis1 = PRNG(K; ® N, @ N),
Ci—l—l = PRNG<N2 @ Ng)

4.5 Analysis

The mutual authentication YWKW protocol is vulnerable to the man-in-the-middle
attack, and strong backward and forward tracing attacks. Our protocol eliminates

the vulnerabilities without affecting any other security properties.

4.5.1 Resistance to Replay Attack

Our protocol uses a challenge-response mechanism in the authentication phase. The
reader and the tag generate random nonces N7, Ny and N3 in every communication
session so that every message is distinctive. Therefore our scheme is resistant to

replay attacks.
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Reader Tag
EPC EPC
Kotds Knew K;
Cotds Cnew C;

Generate Ny

Generate No
M; = PRNG(EPC @ K; ® N1 ® N2)

My = PRNG(C; @ K; ® Na)
M;i,M>,N2,C;
=

if C; =0:
Ioig = PRNG(EPC @ Ky1qg ® N1 @® N2)
Inew = PRNG(EPC @ Knew @ N1 @ N2)
M, L old OF Inew
x = old or new

else if C; # 0:
Ci £ Cotg o Crcw
x = old or new

M; £ PRNG(EPC & K, & Ny & Na)

PRNG(Cyp @ Ky ® Na) = M,

Generate N3

M3, My
M3 = PRNG(CRC(K4||N3))

My = Kz ® N3 N3 = My ® K;
Ms = PRNG(CRC(K;||N3))

update update
if £ = new: Cit+1 = PRNG(N2 @ N3)
Coltd + Cnew < PRNG(N2 ® N3) Kit+1 = PRNG(K; ® N1 © N2)

Koig + Knew PRNG(Knew @& N1 & N2)

if z = old:
Crew = PRNG(N2 b NS)

Figure 4.2: The (i + 1)th authentication phase of our symmetric-key-based scheme.
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4.5.2 Resistance to Man-in-the-Middle Attack

In the YWKW protocol, the tag sends (M;, D, C;, E) as a response to the server to
authenticate itself. The validity and freshness of this message is dependent on the
nonce Nr and the session key K;. The weakness of the YWKW protocol is that an
adversary can construct a valid D and E with a forged nonce N7.. This is on account
of the property of the XOR operation. Our scheme uses PRNG to provide the
correctness of the nonces Ny, Ny so that the adversary cannot counterfeit a message
(My, My, C;, No) that can be accepted by the reader. The security is based on the
robustness of the pseudo-random number generator. A PRNG is a deterministic
function so that without knowing the secret key of the tag, the adversary cannot
use the input to get the same result as the tag. The output generated by the
adversary will be rejected by the reader. Therefore, our scheme can prevent the

man-in-the-middle attack.

4.5.3 Resistance to Denial-of-Service Attack

The tag updates its secret key K; and the database index C; once the reader au-
thentication is complete, i.e., the valid message (M3, M) reaches the tag. A denial-
of-service attack will succeed if and only if the message (M3, M,) is either blocked or
tampered by the adversary. In that case, the reader updates the secret key while the
tag does not. Hence, they cannot communicate in the future. However, the reader
in our protocol also stores the past secrets K, and C,y. In case the tag does not
update its secrets, when failing to verify the message using the new key, the reader
still will use the old key and index to authenticate the tag if the current information
does not work. For this reason, even if the tag does not update its secrets, it can
still communicate with the reader in future protocol instance. Thus, our protocol

can resist denial-of-service attacks.

4.5.4 Resistance to Tracing Attacks

The traceable drawback of the YWKW protocol is caused by the use of XOR op-
eration. The anonymity of the fixed ID, EPC, relies on the session key K;. K; is
updated in the end of each session, so that the adversary is unable to identify the
message M; without the knowledge of the secret K;. Nonetheless, the adversary

can exploit the relationship between the value of M;, M and form an equation to
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identify the tag without the session secret.

In our scheme, an adversary cannot trace a tag in past or future communication
even if it compromises the tag to get EPC. These securities property of untrace-
ability is provided by the robustness of pseudo-random number generator.

Suppose the adversary compromise the tag Tj to acquire knowledge of £PC' and
the session key K, at time ¢y,. Then, in time ¢, it eavesdrops a communication session
between a tag Tj and the reader and get the public information Ny, No, N3, Cy, My,
My, Ms. We now show that our protocol can achieve backward untraceability, as

well as forward untraceability under certain assumptions.

o 1t <1

Because of the correctness of the chosen nonces Ny, Ny, N3 and the confi-
dentiality of the session key K; provided by pseudo-random number generator
PRNG, the adversary is unlikely to calculate or bypass the session key K;

from the equations

M, = PRNG(EPC @ K; ® N, @ Ny),
M, = PRNG(C; & K; @ N,),

Ms = PRNG(CRC(K,||Ns)),

M, = K; ® N3,

Moreover, K; is updated based on a one-way hash chain so that the compromise
of K;, will not lead to the leakage of the past session key K;. Therefore,
the fixed ID, EPC, is protected with PRNG and the session key K;. The
adversary cannot generate a identifiable value from M, M,, M3 without K,

in past sessions.

ot >t

It is difficult to achieve perfect forward untraceability since an adversary can al-
ways reckon the secret session key K; using the equation Ky = PRNG"(K,, ®
N1 @ N3) once K, has been compromised. However, our protocol can still
achieve restricted forward untraceability if only the adversary misses one suc-
cessful authentication session after time ¢,. That is because, although N;
and N, are publicly broadcasted, missing one successful authentication ses-

sion leads the adversary fail to update the obtained session key K;,. In future
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authentication sessions, the tag and the reader will use new shared session
keys that the adversary does not have access to. On the other hand, as we
already demonstrated above, the fixed identifier EPC' is as hard to reveal
from the communication messages as past sessions. Therefore, an adversary
cannot identify a compromised tag in all the sessions at time ¢ under certain

assumptions.

Therefore, our scheme can resist strong tracing attacks and achieve backward

untraceability as well as forward untraceability.

4.5.5 Performance

The performance of the YWKW protocol is enhanced with the database index Cj.
The index is retained in our protocol. As a result, our protocol does not add the
database workload. Moreover, our protocol reduce the number of the keys using in
communication sessions, which saves the storage for low-cost RFID tags with limited

memory.

4.6 Summary

In this chapter, we analysed a recently proposed mutual authentication for EPC
Class-1 Generation-2 RFID systems based on symmetric-key cryptography. We
found that the protocol is vulnerable to man-in-the-middle attacks and tracing at-
tacks, which allow an adversary to forge a communication message as well as identify
the tag in past and future sessions. We proposed an improved protocol to elimi-
nate the flaws without losing the performance advantage. Our scheme achieves both
backward untraceability and forward untraceability. Our new protocol sets a new

security benchmark for RFID security.



Chapter 5

Public-Key-Based Authentication
Scheme with Untraceability

Currently, as we have already reviewed in Chapter 3, most of the proposed authenti-
cation schemes use symmetric-key cryptography such as hash functions and pseudo-
random number generators because of the simplicity compared to asymmetric-key
cryptography. They all have either security and privacy problems or scalability
drawbacks, however. Public-key cryptography can achieve higher security levels
compared to symmetric-key cryptography [Vau07], while it has the weakness of
higher computational overhead. However, for computationally capable tags, it seems
necessary to consider public-key cryptography in RFID systems. In recent years,
considerable work has shown that public-key cryptographic techniques can be imple-
mented into low-cost RFID tags [BGKT07, HWF09, LBSV10a, LSBV08, LBSV10b,
LBV08, LBV09, MR06, TB06]. RFID tags are able to process modular additions,
modular multiplications and elliptic curve scalar multiplications.

In this chapter, we propose a novel RFID authentication scheme with untrace-
ability based on elliptic curve cryptography. We provide rigorous security and pri-
vacy proofs for our scheme in the random oracle model and the widely-used Vau-
denay’s privacy model [Vau07] respectively. It is the first elliptic-curve-based RFID
authentication scheme that can achieve both narrow-destructive and wide-forward
privacy in the Vaudenay’s model. Our scheme is also scalable for a large-scale de-
ployment.

This chapter is organised as follows. We describe the complexity assumptions
and privacy model for our scheme in Section 5.1. Our elliptic-curve-based RFID
authentication protocol is proposed in Section 5.2. In Section 5.3, we analyse our

scheme and prove its security and privacy. Section 5.4 summarises this chapter.

44



5.1. Preliminaries 45

5.1 Preliminaries

In this section, we briefly describe the complexity assumptions and the privacy model

that will be used throughout this chapter.

5.1.1 Complexity Assumptions

Let G be a cyclic additive group with order p, where p is a prime. P is a generator

of G.

Definition 5.1 Computational Diffie-Hellman (CDH) Assumption
The CDH problem is e-hard, if given a tuple (P,aP,bP) for a, b €g L, there is
no probabilistic polynomial-time adversary A that can solve the CDH problem with

a probability Succopy > €.

Definition 5.2 Decisional Diffie-Hellman (DDH) Oracle

The DDH oracle is a probabilistic polynomial-time algorithm that solves DDH
problem on G. Given an tuple (P,aP,bP) and C € G as an input, it replies whether
C = abP. The output is true if C = abP; otherwise the output is false.

Definition 5.3 Gap Diffie-Hellman (GDH) Assumption
The GDH problem is e-hard, if given a tuple (P,aP,bP) for a, b €r Z and the
DDH oracle Oppy, there is no probabilistic polynomial-time adversary A that can

solve the CDH problem with a probability Succgpy > €.

5.1.2 Vaudenay’s Privacy Model

We use the Vaudenay’s privacy model [Vau07] to analyse our scheme throughout this

chapter. In this section, we give a detailed description of the Vaudenay’s model.

Adversary

In the Vaudenay’s model, a tag is either free or drawn in this model. A drawn tag
is available for an adversary to interact while a free tag cannot be reached by an
adversary. Every tag has a session handle in a communication session called virtual
ID.

An adversary is defined as eight oracles.
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o CreateTagP(ID) creates a free tag with an identity ID and a bit b. The tag is
legitimate if b = 1 and not legitimate if b = 0;

e DrawTag() — (vtagy, by, ..., vtag,, b,) makes several free tags become drawn.
vtag is the virtual ID of a tag and b indicates whether the tag is legitimate or

not;

e Free(vtag) makes a drawn become free, which means an adversary can no

longer access the tag with a virtual ID vtag.

e Launch — 7 starts a session 7 of the protocol;

e SendTag(m,vtag) — m’ sends the message m to the virtual tag vtag and re-

turns a message m’;

e SendReader(m) — m’ sends the message m to the reader and returns m’;

e Result(m) — b returns a bit b to indicate whether the protocol session 7 is

completed successfully or not;

e Corrupt(vtag) — S returns the secret state S of the tag.

An adversary is classified into eight classes: Wide-Weak, Narrow-Weak , Wide-
Forward, Narrow-Forward, Wide-Destructive, Narrow-Destructive, Wide-Strong, Narrow-
Strong.

A Wide-Weak adversary is allowed to access all the oracles except Corrupt; a
Wide-Forward adversary can access no oracles but Corrupt oracle once Corrupt has
been accessed for the first time; a Wide-Destructive adversary will not access a
tag any more if it has Corrupted the tag; a Wide-Strong adversary is the strongest
adversary that is allowed to access any oracles at any time. Every Wide adversary
also has a corresponding Narrow adversary, who can query the same oracles except

the Result oracle.
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An adversary wins the privacy game if it recognises the real ID of a virtual tag

after accessing all the allowed oracles.

Blinder

Blinder is also introduced to simulate protocol messages for adversaries. Specifically,
it can only observe all the communication messages and simulate Launch, SendTag,
SendReader and Result oracles to the adversary. Note that a blinder can never
corrupt any tag hence it has no access to the secret state of a tag.

An adversary A with the present of a blinder B is denoted by AZ. A is a
trivial adversary if |Pr[A wins] — Pr[A® wins]| < ¢, where e is a negligible number.
Informally, an adversary is trivial if it does not use the communication messages
to compromise an RFID system; that is to say, the adversary cannot distinguish

between the real communication and the messages simulated by a blinder.

Privacy

If an RFID system is secure against a class of adversaries, i.e. all the adversaries
from the some class are trivial, the system achieves the corresponding privacy class.
The links between these privacy classes are shown below. We refer the reader to

[Vau07] for more details.

Wide-Strong = Wide-Destructive =  Wide-Forward = Wide-Weak
\ Y 4 Y

Narrow-Strong => Narrow-Destructive = Narrow-Forward = Narrow-Weak

5.2 Our authentication scheme

We propose an RFID authentication protocol based on elliptic curve cryptography,
which is shown in Figure 5.1. The steps of our elliptic-curve-based RFID authenti-

cation protocol is illustrated below.

5.2.1 Notations and Initialisation

Let £ be an elliptic curve defined over a field Zy, where p is an n-bit prime number.
Assume a point P is a generator of GG, which is the group of points on the elliptic

cure E. Let x and y denote the private keys of the tag and the reader, respectively.
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X = 2P and Y = yP denote the corresponding public keys. H : G x G — {0, 1}*

is a collision-resistant hash function from G x G to an k-bit number.

Table 5.1: Notations of the our public-key-based protocols

Notation Interpretation
a tag in our protocol
a reader in our protocol
a prime
an elliptic curve over the finite field Z;
the cyclic additive group of the points on £
a generator of G
the private key of the tag
the public key of the tag
the private key of the reader
the public key of the reader
a cryptographic hash function
mapping two points of F to a k-bit binary string
A sends B a message m
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Initially, every tag stores its own private key x and the public key Y of the
reader; the reader stores its private key y and each tag’s public key X. The prime p,
the elliptic curve E and the hash function H are system parameters shared between

tags and the reader.

5.2.2 Authentication Phase

Our scheme is a typical challenge-response authentication protocol with steps as

follows.

. R—>T:A
The reader randomly chooses a number r; € Z; and sends the challenge A =

rsP to the tag.

2.T —>R:T,S v
Upon receiving A, the tag randomly chooses r; € Z; and sends T' = r;Y,

S=zA+mrP and v = H(zY,S) as a response to the reader.

3. The reader computes X’ = r;1(S — y~'T) and looks for X’ in the database.
If X’ is in the database, the reader calculates the value of H(yX’,S) and
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compares it to v. If the result is equal, the tag is authenticated as a legitimate

one.

The detail of our protocol is illustrated in Figure 5.1.

Tag Reader

state: z, Y =yP state: y, X =P
rs €ER Z;
A=rP

A
<—

Tt €ER Z;

T = TtY

S = xA + TtP

v=H(zY,S)

T,Swv

Figure 5.1: Our public-key-based authentication protocol flow

5.3 Protocol analysis

We analyse our scheme in three steps. Firstly we prove the correctness of our scheme;
secondly we investigate the security of our scheme; finally we classify the privacy

level of our scheme in the Vaudenay’s privacy model [Vau07] .

5.3.1 Correctness

Our proposed scheme is correct because the following equations hold.
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X = r(S-y'T)
= r; YA+ 1P —y YY)
= Ts_l(:ETSP + 7P — y_lrtyP)

= rtar,P
= xP,
and
v = H(zY,95)
= H(yX,S).

Since the reader can directly recover the public key from S and T and use the
key as the tag’s ID, it is not possible that the tag is identified as a different one.
It is only possible that given S, S, where S # S, H(zY,S) = H(yX,S’), which

occurs with the probability 27" under the random oracle model and is negligible.

5.3.2 Security

Security refers to soundness and unforgeability of a scheme. That is to say, an
adversary A cannot impersonate a legitimate tag and be authenticated by a reader

without corrupting tags.

Theorem 5.1 If the GDH problem is e-hard in a cyclic additive group G, then our

scheme 1is secure in the random oracle model.

Proof.  In our scheme, T is used for looking up RFID tags only. A proof of a
legitimate tag fully depends on the validity of v, which has no connection with
T. Hence, w.l.o.g., we do not consider T" and the lookup process in our proof for
convenience.

Assume A is an adversary against our scheme with success probability Succy.
He makes gy queries to H : G x G — {0, 1}*, qr queries to SendTag oracles and ¢g
queries to SendReader oracles. Since the security proof consider the scenario with
only one tag and one reader in a protocol instance. W.l.o.g. the input, vtag, of

the SendTag oracle can be omitted. Moreover, note that in our scheme, SendReader
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oracle will not return any message that is meant to send to the tag. So we let the
returning m’ be the result = of Result oracle to represent the result of authentication.

Suppose a simulator B simulates all the oracles to answer A’s queries. B main-
tains a list called H-List to record the inputs of the hash function and the correspond-
ing values in the simulation. B sets X = P and Y = yP where (P, zP,yP) is the
tuple of the GDH assumption defined in Section 5.1. We consider the cryptographic
hash function H as the random oracle H.

Hash Queries: In this game, B simulates the random oracle H to A. To answer
the queries, B maintains a list called H-List to record the hash queries and the
corresponding values. The list is composed of the tuples (K, S;, v;, b;), where K;
and S; represent the input of the hash function, v; represents the output of the hash
function, b; = 1 if K; = xyP and b; = 0 if K; # xyP. The list is initially empty.
When A queries the oracle H with (K, S;), B will use the DD H oracle to determine
whether K; = xyP.

1. K; = xyP, B checks the H-List.

e If there exists a tuple (L, S;, v;, 1) in the list (this can be added in SendTag

queries), B returns v; to A;

e Otherwise, B chooses v; € Z, such that there is no tuple (-, -, v;, -) in the
H-list, and adds (K, S;, v, 1) to the list. B then returns v; to A. Here,

1 denotes the simulator B has no idea of the value.

2. K; # xyP, B chooses v; €p Z, such that there is no tuple (-,-,v;,-) in the
H-list and adds (Kj, S;, v;,0) to the list. B then outputs v; to A.

SendTag Queries: In this game, B simulates the SendTag oracle to .A. Upon
receiving the query A; from the adversary A, B chooses 7, €r Z, and calculates
S; = r;P (Note that r;P and xA 4 r; P are indistinguishable to .A). B then checks
the List.

1. If there exists a tuple (-, S;, vy, 1) in the H-list, B answers A’s query with (S;, v;).

2. Otherwise, B picks up v; €g Z, such that there does not exist a tuple (-, -, v;, )
in the H-list, and adds (L, S;,v;, 1) to the list. B then answers (.S;, v;) to A’s
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queries.

SendReader Queries: In this game, B simulates the SendReader oracle for the

adversary A. Upon receiving the request (5;,v;), B checks the H-List.

1. If there exists a tuple (-, S;,v;, 1) in the H-list, B accepts it and outputs 1.

2. Otherwise, B sends 0 to rejects the request.

This simulation is perfect except (S;,v;) is valid but v; is not obtained from the
oracle H. Since H is uniformly distributed, this case only occurs with the probability

o Lo . ey
less than G gr— which is negligible. Therefore, € > Succ G gr— U

5.3.3 Narrow-Destructive and Wide-Forward privacy

Privacy addresses the resistance against unauthorised identification or tracking tags.
Hereby, we prove that all of the Narrow-Destructive adversaries against our scheme
are trivial. Then we deduce Wide-Forward privacy of our scheme based on that

result.

Theorem 5.2 Assume

2;{(1 15 negligible, then our scheme can achieve Narrow-

Destructive and Wide-Forward privacy in the Vaudenay’s privacy model.

Proof.  Firstly, we will prove our scheme is Narrow-Destructive private in the Vau-
denay’s Model. It is obvious that all Launch and SendReader queries does not need
to be simulated since a narrow-destructive adversary is not allowed to access Result
query. We now prove that for any narrow-destructive adversary A, there exists a
blinder B such that |Pr[A wins] — Pr[A® wins]| < ¢, where € is negligible.

Let B be a simulator simulating all the oracles for A and A”. Suppose B main-
tains a list recording the inputs and outputs of the random oracle H, denoted by
H-List. The H-List contains the items (A, K, h), where A and K are the inputs to
the random oracle H and h is the corresponding hash values. B also maintains a
list for the SendTag oracle, called S-List. The S-List contains the items (A, vtag, v),
where A and vtag are the inputs to the SendTag oracle, and v is the corresponding

output.
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Since the blinder B has no knowledge of the secret state of vtag, B will return a
randomly chosen ¢ to simulate SendTag oracles to A”. Suppose B maintains a list,
denoted by S’-List, which contains the items (A, vtag, ¢'), where A and vtag are the
inputs and ¢ is the output.

Let E denote the event that there exists at least one A that is in both H-list and
S-list, which means A is sent to A for both the hash queries H and SendTag query.
Let E' denote the event that there exists at least one A in both H-list and S’-list,
which means A is sent to A, for the hash queries H, and B, for the SendTag query
as an input.

Note that A is a narrow-destructive adversary, so A cannot query corrupted
tags. As a result, A cannot distinguish between v, ¢ and ¢’. Hence the simulation is
perfect as long as E and E’ never happen, i.e. Pr[A wins|-E]| = Pr[AP wins|—F']
and Pr[E] = Pr[E’]. Thus we have |Pr[A wins] — Pr[A® wins]| < Pr[E].

Suppose A makes g queries to the random oracle H. Since H is uniformly dis-
tributed, the probability of E occurring is ﬁ, which is negligible. Our scheme
is Narrow-Destructive private. Clearly, narrow-destructive privacy implies narrow-
forward privacy. Therefore, our scheme is also Wide-Forward private following the
Vaudenay’s Lemma 8 [Vau07]. O

5.3.4 Performance

Our scheme is scalable because the reader can compute the tag’s public key and
use it as the ID to efficiently look up the tag in the back-end database. On the
other hand, a tag computes only four scalar multiplications and one points addition
on the elliptic curve in our scheme. Therefore, our scheme is low-cost and suitable
for light-weight RFID tags. The comparisons among related RFID authentication

schemes are shown in Table 5.2.

5.4 Summary

In this chapter, we presented a novel RFID authentication protocol for low-cost
RFID tags.

We first defined the complexity assumptions and reviewed the privacy definition
of the Vaudenay’s privacy model. We proposed an tag-authentication protocol using

public-key cryptography on elliptic curve. We then proved our scheme is secure based
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Table 5.2: Comparisons among related public-key-based RFID authentication
schemes

Unforgeability — Privacy-Preserved

Schnorr Yes No

Okamoto Yes No

EC-RAC No Narrow-Weak

Randomized Schnorr  Yes Narrow-Weak

EC-RAC II No Narrow-Weak

EC-RAC III No Narrow-Weak

EC-RAC IV No Narrow-Weak

Proposed scheme Yes Narrow-Destruction and Wide-Forward

on the Gap Diffie-Hellman problem in the random oracle model. Our scheme is also
privacy-preserved in the Vaudenay’s model. We compared our scheme with other
public-key-based RFID authentication protocol and showed that our scheme is the
first elliptic-curve-based RFID authentication scheme that achieves both narrow-
destructive and wide-forward privacy. Our scheme is also scalable for large-scale

deployment.



Chapter 6

Conclusion

This chapter concludes the thesis from two aspects. The contributions of our work
are emphasised in Section 6.1. Section 6.2 indicates the possible directions for RFID

security.

6.1 Contributions

This thesis concentrates on the security and privacy issues for RFID authentica-
tion protocols. We reviewed related work and presented two RFID authentication
schemes using symmetric-key cryptography and public-key cryptography respec-
tively.

The major contributions of this thesis can be summarised as follows.

e In Chapter 3, we gave an analysis of the YWKW protocol, which is a recently
proposed EPC Class-1 Generation-2 compliant authentication protocol. We
showed that it is vulnerable to some attacks that may cause privacy com-
promised, such as man-in-the-middle attacks and strong tracing attacks. We
proposed an improved scheme based on the EPC Class-1 Generation-2 specifi-
cation as well. Our scheme overcomes all the drawbacks without compromise
the performance advantage of the YWKW protocol. In addition, the proposed

scheme achieves both backward untraceability and forward untraceability.

e In Chapter 4, we proposed a novel tag-authentication scheme constructed on
elliptic curve cryptography. It is, to our knowledge, the first elliptic-curve
based RFID authentication scheme that achieves both narrow-destructive and
wide-forward privacy. The security of our proposed protocol can be deduced to

the hardness of Gap Diffie-Hellman problem in the random oracle model. We

95
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proved the privacy of our scheme in the Vaudenay’s privacy model. We com-
pared our scheme with other related public-key based authentication protocols
for RFID. Since it is efficient for a back-end server to look up the information

of a tag, our scheme is scalable for large-scale RFID systems.

6.2 Future Work

Although a considerable amount of research have focused on RFID security, there
still are some research topics that were not mentioned in this thesis. Further study

is needed for them.

e Currently all the public-key based protocols are designed for tag authentica-
tion. However, readers need to be authenticated in the communication as well.
Applying public-key cryptography in mutual authentication protocols should
be studied further.

e Juels introduced the concept of yoking-proof for RFID in 2004 [Jue04], which
was extended to grouping-proof by Saito and Sakurai in 2005 [SS05]. It is
proposed to address the problem of scanning multiple tags simultaneously by
generating a co-existence proof of them. Very little work focuses on this topic,

thus further research would be interesting.

e Tag ownership transfer is another open topic proposed by Molnar, Soppera
and Wagner in 2006 [MSWO06]. An RFID tag may be transferred to another
owner in real-world applications, for example, supply chain. How to pass the
information of tags from old owners to new owners without compromising the

privacy of tags and both owners is an interesting work for further research.
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